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IR 5k F . R B RANKIUN19M, il binwalk 73 8 SC1F

root@kali:~/CTF# binwalk ezbb.jpg

IDECIMAL HEXADECIMAL DESCRIPTION

¢] oxe JPEG image data, JFIF standard 1.01

30 @x1E TIFF image data, big-endian, offset of first image
directory: 8

6762845 0x6646FD MySQL MISAM index file Version 9

20891106 Ox13ECSE2 End of Zip archive, footer length: 22

root@kali:~/CTF# foremost ezbb.jpg
|IERROR: /root/CTF/output is not empty

Please specify another directory or run with -T.
root@kali:~/CTF# D
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' FEFE(N) : EEEELBIA . ipg ]
3Ry ; JPEG El1#® (image/jpeq)
FKao: 41.8 MB (41,778,468 F71)
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JFIF

XF(F) #miB(E) B;EH(V) BEE=R(GS) Lim)

Access Date/Time

Inode Change Date/Time
Permissions

Type

Type Extension

Type

Version

Resolution Unit
X Resolution
Y Resolution

Exif

Byte Order

XP Comment

root@kali: ~/CTF x

#EEh(H)

2020:03:21 21:45:204+08:00
2020:93:21 21:45:20+08:00
rwXrw- rw-

JPEG

jpg

image/jpeg

1.1

inches

96

96

Big-endian (Motorola, MM)
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Padding (Binary data 2060 bytes, use -b option to extr
act)

Image Width : 238

Image Height : 316

Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample : 8

Color Components : 3

Y Cb Cr Sub Sampling : YCbCr4:2:0 (2 2)

Image Size : 238x316

Megapixels : 0.075
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outguessE— 1B RESEISF, BILATgithub &L https://github.com/crorvick/outguess,
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hnzz:

outguess -k "my secret key" -d hidden.txt demo.jpg out. jpg
nZEZfs, demo jpgEEsout jpg,
hidden txt-PEIREEEEEAYRA

2

outguess -k "my secret key'' -r out jpg hidden.ixt

=D, EERENThidden txteh

SEME:

https://www.quora.com/How-do-you-use-the-OutGuess-steganography-program

22 118 #% 2 N outguess -k “gemlove” -r sheng_huo_zhao_zhao.jpg aa.txt, BIT7J75%(flag

root@kali:~/CTF# outguess -k "gemlove"™ -r sheng huo zhao zhao.jpg aa.txt
Reading sheng huo_zhao zhao.jpg.... k*_
Extracting usable bits: 16072 bits

Steg retrieve: seed: 217, len: 35

root@kali:~/cTr# i
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Y1nglish

Nkbaslk ds sef aslckdqdgst. Sef aslckdqdgst qo Izqtbw usf ufkoplkt zth oscpsisfko. Dpkfk zfk ugjk dwcko su dscqao qt dpqo
aslckdqdgst, kzap su npgap qo jkfw mzoqa. Qu wse zfk gtdkfkodkh gt tkdnsfw okaefqdw, nkbaslk ds czfdqaqczdk. Bkd Ik dkbb
wse z odsfw.

Q nzo pzqtv hgttkf zd z fkodzefztd npkt Pzffw Odkkbk azlk qt, pk qo z Izcztkok ufsl Izczt med tsn pk qo tsd bgjqtv qt lzczt, lzwmk
Pzffw qot'd z Izcztkok tzlk med pk qo fkzbbw z Izcztkok. Pzffw nsfwkh gt z bznwkf o suugak wkzfo zvs, med pk qo tsn nsfwqtv zd z
mztw. Pk vkdo z vssh ozbzfw, med pk zbnzwo msffsno Istkw ufsl pqo ufgktho zth tkjkf czwo qd mzaw. Pzffw ozn |k zth azlk zthozdzd



dpk ozlk dzmbk. Pk pzo tkjkf msffsnkh Istkw ufsl Ik. Npgbk pk nzo kzdqtv, Q zowkh pql ds bkth Ik &2. Ds Iw oefcfqok, pk vzik Ik dpk

Istkw qllkhgzdkbw. ‘Q pzjk tkjkf msfffsnkh ztw Istkw ufsl wse,” Pzffw ozgh,‘os tsn wse azt czw usf Iw hqgttkfl’ Tsn q ngbb vgjk wse npzd
wse nztd.
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quipqiuR,,

quipgiupis a fast and automated cryptogram solver by Edwin Olson. It can solve simple substitution ciphers often found in newspapers, including puzzles like cryptoquips (in which word boundaries are preserved) and patristocrats
(inwhi chwor dboun darie saren t).

Puzzle:

Qu wse zfk atdkfkodkh qt tkdnsfw okaefadw, nkbaslk ds czfdgaqczdk. Bkd 1k dkbb wse z odsfw. -
Q nzo pzigty hqttkf zd z fkodzefztd mpkt Pzffw Odkkbk azlk qt, pk qo z [zcztkok ufsl Izczt med tsn pk qo tsd bajqtv qt Izezt, lzwmk Pzffw qot’d z Izcztkok tzlk med
pk qo fkebbw z Izcztkok. Pzffw nsfwkh qt z bznwkf o suugak wkzfe zvs, med pk qo tsn nsfwqtv zd z mztw. Pk vkdo z vssh ozbzfw, med pk zbnzwo msffsne lstkw ufsl pgo
ufgktho zth tkjkf czwo qd mzaw. Pzffw ozn 1k zth azlk zthozdzd dpk ozlk dzmbk. Pk pzo tkjkf msffsnkh lstkw ufsl 1k. Npgbk pk nzo kzdqty, Q zowkh pql ds bkth 1k &2.

Ds 1w cefcfaok, pk vzik 1k dpk lstkw qllkhgzdkbw. *Q pzik tkikf msfffsnkh ztw Istkw ufsl wse,” Pzffw ozah,’ os tsn wse azt czw usf Iw hattkf!’ Tsn g nabb vajk wse

rpzd wse nztd
MIH {cwdpOt_Mfed3_u0fa3_sF_geqegeqe 2Q_Afdaw)

Clues: For example G=R QVW=THE
VWelcome to our competition. Our competition is mainly for freshmen and sophomores. There are five types of topics in this competition, each of which is very basic. If
you are interested in networy security, welcome to participate. Let me tell you a story. I was having dinner at a restaurant when Harry Steele came in, he is a Japanese
from Japan but now he is not living in Japan, maybe Harry isn’t a Japanese name but he is really a Japanese. Harry woryed

in a lawyer’ s office years ago, but he is now
worying at a bany.glle gets a good salary, but he always borrows money from his friends and never pays it bacy. Harry saw ﬂg]?m came andsatat the sams table. He has
never borrowed money

om me. While he was eating, I asyed him to lend me 42. To my surprise, he gave me the money immediately. ' I have never borrrowed any money from
vou,” Harry said,’so now you can pay for my dinner!” Now i will give you what you want. BJD {pythOn Brut3_fOrc3 oR_quipquin_AI Crdey)
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Challenge 109 Solves
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