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[ F] Functions window O & x

5 Attributes: bp-based frame

53 int _ cdecl main(int argc, const char **argv, const char **envp)
public _main

_main proc near

argc= dword ptr B8

argv= dword ptr @ch

envp= dword ptr 16h

5 _ unwind {

push ebp

mow ebp, esp

and esp, BFFFFFFF@h

sub esp, 38h

call __main

mow dword ptr [esp], offset aHiThisIsABabyr ; "Hi~ this iz a babyr
call _printf

mow byte ptr [esp+2Fh], 'f’

mov byte ptr [esp+2Eh], "1’ \_
mav byte ptr [esp+2Dh], 'a’

mow byte ptr [esp+2Ch], 'g’

mov byte ptr [esp+2Bh], "{'

mow byte ptr [esp+2Ah], 'R’

mov byte ptr [esp+29h], ‘e’

mow byte ptr [esp+28h], "_'

mov byte ptr [esp+27h], 'L°

mow byte ptr [esp+26h], s’

mov byte ptr [esp+25h], "'

mow byte ptr [esp+24h], 'S’

mov byte ptr [esp+23h], '@’

mow byte ptr [esp+22h], "_°

mov byte ptr [esp+21h], 'C’

mow byte ptr [esp+28h], '@’

mowv byte ptr [esp+lFh], 'O’ \
mow byte ptr [esp+lEh], 'L’

mov byte ptr [esp+lDh], "}’

mow eax, @

leave

retn

;3 } // starts at 481468

_main endp

Function name

ThurETNain

Segment Star|
. text 0040

R flagiss, KMCTFeakflagBimr .

IDh View—h El  [8]  Strings windw [ [©] Hex View—1 B A Structures
Ltext:@@4818FC aQctf db "QCTF',8 ; DATA XREF: .text:ee4813D4To
.text: 08401981 align 4
text: 08421984 aQctfvb_@ db "QCTF_VE',@ ; DATA XREF: .text:884818A38%T0
text:0840192C dword 40196C dd 87FDC151h, 48F4A4AAh, 8BOCBBBEh, 3856E8DFh, 81A8D553h
text: 8481960 dd 42633FA2h, 46BAAF85h, 97282DA8h, B8AA213118h, 418872D7h
text: 8481960 dd @CB383CB4h, 5331DB79h, @E@F842D8h, 44FESF85h, G6BEFF4ADh
text: 8481960 dd @F8D9CCADh, 33AD4FBBh, 11CF6699h, BAABBBCE7h, 93D36808h
text: 8481960 dd 626D6F43h, 316Fh, 33AD4EF2h, 11CF6695h, BAABBBCETh
text: 8481960 dd 93D36880h, 6D6D6F43h, 31646E61lh, @
text: 0481930 dd @FCFB3D2Eh, 1868ABFAh, 838A7h, BB571332Bh, 735C3A44h
text: 0481930 dd 5C74666Fh, @ABBE4256h, BEGBBF2BCh, 3642565Ch, 424C4AF2Eh
text: 08481930 dd @
text:8840819AC dword 4019AC dd 4256h, 481988h, 8 ; DATA XREF: .text:88482254lo
text:884819AC 3 -text:08482268l0
text: 88481988 dd 6, 9, 481998h, 4819ACh, 4B42D8h, 2 dup(@)
text:08401904 dword_ 4819D4 dd 577A828h, 33AD4EDAh, 11CF6699h, BAABBBCBTh, 93D36888h
text:0a4a81904 ; DATA XREF: .text:00482264l0
text:0a4a81904 dd 6562614Ch, 336Ch, 33AD4F3Ah, 11CF6699h, BAABBBCETh
text:0a4a81904 dd 93D36888h, 6D726F4ch, @
text: 284814088 alabell db "Labell',@
text:0840140F align 1@h
text: 28481418 alabel2 db "Label2",@
text: 08481417 align 4
text: 084081418 dword_4@1A18 dd 33AD4EE2h, 11CF669%h, BAABBBCE7h, 93D360808h, 74786554h
text:00401A158 3 DATA XREF: .text:e0048227Clo
text:08481A18 dd 31h, 6D6D6F43h, 32646EGlh, @
text: BA481A3C dd sceeech, 2 dup(@)
text: 08401448 dword 401248 dd 33AD4EE1lh, 11CF669%h, @AABBBCE7h, 93D36808h, 2Eh
text: 084814438 ; DATA XREF: .text:00482398lo
text: 084814438 ; .text:8e48241Elo ...
text:@8481A5C aMctTN3tRevlsE4: ; DATA XREF: .text:00482329lc
text :08401A5C text "UTF-16LE'ggr'MCTF{ N3t_Rev_1s_Eday }',0
text:08401A8C dd 14h /
text:@8481490 aTryAgain: ; DATA XREF: .text:80482473lo
text: 08481090 text "UTF-16LE", 'Try again!',®
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J|int _ cdecl main(int argc, const char **argv, const char **envp)
t
i int w3; // eax

o int128 v5; // [esp+eh] [ebp-44h]
i __inte4 we; ff [esp+leéh] [ebp-34h]
i| int w73 // [esp+l8h] [ebp-2Ch]

" __intl6 w8; /[ [esp+lCh] [ebp-28h]
char v3; // [esp+28h] [ebp-24h]

! mm_storeu_sil28(( m128i *)&s5, —mm_loadu sil28((const _ ml1281i *)&xmmword 413E34));

| w7 =e;
| we = gqword 413E44;
i wvd = @3

| printf("ECHIEEDUTCTFIMN") ;
| printf("iEE—ERAIERESANEDER ") ;
i| printf("%iflaglE:");
"I scanf("®s", &v9);
H w3 = strcmp((const char *}&vS, &v9);
Iif (w3 )
vi o= -(v3 < @) | 1;
if (w3 )
printf(aflag_@);
else
printf((const char *)&unk_413E98);
system("pause™);
return B,'|

stremp ()% T A\ B 2 S % Fxmmword_413E3447 B 118, MhERiE %, RILT flag
L View h 3] Pzeudocode—n [ Stack of _main [0 @

.rdata:®@413E2C alQnan db '1#QNAN',@ ; DATA XRE
.rdata:@8413E33 align 4
.rdata:@8413E34 xmmword _413E34 xmmword '@tem@cleW{FTCTUD'
.rdata:08413E34 3 DATA XRE
.rdata:@e413E44 qword 413E44  dg ' }FTCTUD| ; DATA XRE
.rdata:@8413E4C ; char aDutctf[]
.rdata:@8413E4C abutctf db "R FIDUTCTEI ", 88h,8 & DATE
.rdata:@8413E5E align 1@h
.rdata:@8413E6@ ; char asc_413E68[]
.rdata:00413E60 asc_413E6@ db "IEE—ERAIERE SRS CEN ",
.rdata:@e413E60 s DATA XRE
.rdata:@8413E88 ; char aFlag[]

[ e e -1 n T nm v o~ )

NRAFRER R, BERR T,

Python;print "Btem@cleW{FTCTUD "[::-1]

DUTCTF{Welc@metd
Python:print "}FTCTUD [::-1]
DUTCTF

| Futhon | |
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Function name Segment 5™ || Address Length Type String
_ert_strtox::add multiply carryiuint = | text o Fs) . text:00B-+- OOOOOOOE C EE
J_unknown_libname 504 text i} ‘s’ . rdata:00--- 00000005 C a. i
j___mhsdec _text o ‘s’ . rdata:00-+ 00000O0OD C } 0. restartin
DHame: :DName{char const *) text o FS] . rdata:00-- 00000023 c
j_unkmown_libname_G27 text o Fs] . rdata:00-+ 00000009 c _
Replicator::isFull{veid) text o ‘s’ . rdata:00--- OOOOOOOE C — |\
=ub_467020 text o fs] . rdata00- OO0O00DZ3 [ | |
sub_457032 text o FS] . rdata:00-- 00000023 c |
j_unkmown_libname_142 text o Fs] . rdata:00+ 0000000G c —_—
_ert_stdio_input::stream_input_adapte' . text i} s’ . rdata:00--- 000O00OO0& C — i
i___mert locale_initialize_mumerie text o [s] . rdata:00 DODOOODS C —
type_info: rav_name(veid) text o FS] . rdata:00e+ 00000034 c = |tn
zub_457050 text o ‘5! . rdata: 00+ 0O00OO3A C | by OxB1 k3
zub_467055 text o fs) . rdata:00--- OO00OO3A C | I'n
j_umknown_libname_843 text o [S] . rdata:00+ 0000OO3A C | |n
5 _umknown_libname_395 text o fs] . rdata:00-- 00000OLE c domel 1T the Hlaz is
j_unknewn_libniame 394 text o E rdata:00--- 00000022 C
J_unkmown_libname_1ZZ text i} s’ . rdata:00--- 000000O0Z C _—
sub_d5706E text o FS] - rdata 00 OOOOOOOE C —— |
j__ commit . text 1] ‘s’ . rdata:00--- 0000O0ZZ C
i etrlfp text o || [5] . rdata:oo-- 00000003 C _
i___aert_unlock text o fs’ . rdata:00= OOO0OOOE C — |\
__ert_stdio_input::format_string parzes . text o FS] e data: s OOOOOTZE C
5 _umknown_libname_330 text o fs] . rdata:00-- 00000009 c _
sub_457095 text o F&] . rdata: 00+ 0OO0OOOE C —— |
i aert_getptd text o [’ . rdata:00-" 000000ZZ C
5 _umkmown_libname_403 text o F5] . rdata: 00 0OO0OO0G C S —
sub_4570AF text o Fs] . rdata:00-- 0O0OOOOE c — '
sub_4570B4 text o [5] . rdata: 00 00000022 C | |
j_mnknawn_libname_572 text o ‘s’| . rdata:00e+ 00000002 C E—
UnDecorator: : doNameOnly (void) text o F5] . rdata: 00 0OO0OOOE C — |
j___expand _text 0 fs] . rdata:00-- 0O00OOZZ C | |
sub_4570D7 text o [5] . rdata: 00 00000002 C _
i _umknown_libname_F52 text o Fs] . rdata:00 DODOOODE C — '
sub_4E70E6 text o F&] . rdata: 00 0OO0OOZE C |
j_unkmown_libname_318 text o Fs] . rdata:00-- 00000OOF c —
j_unknown_libname_143 text o E . rdata: 00 00000006 C — i
sub_4570F5 text o [s] . rdata:00+ DODOOOZZ C |
5_umknown_libname_179 text o F&] . rdata: 00 0OO0OO0S C —
j__ wmakepath_s | text 0 57 . rdata:00-- 00DOOOOS C —l\n
j___acrt_fltout text i fs] . rdata:00- 0000003 C | by Ox61 |
_Lanbda_8432fedEbEa1 bEbEOGLZ d3£A003082 " | text o FST - rdata:00+ DODOOOAA C Flay a game'nThe n is the serial rumber of the lanp, and m is the ==
j_unknown_libname_334 text o ‘s’ . rdata:00--- 0000OOZE C How you can input n to change its state'n
j_unknewn libname 304 text o ‘s’ . rdata:00--- 0000O0SE C But you should pay attention to ome thing if wou change the state ==
Unllecorator: : getVhTahleType (IHame cons'*  text o || s . rdata:00- 000000ZG C When a1l lamps are om, flag will appearin
< > FS] . rdata:00-+ 0O0OOOOE c Few, input n \n

— e R — e [ - e [ — e ———
.rdata:B850B0A8 asc_ 50BOAB

rdata: @a50B0A5

.rdata: 88588048

.rdata:@a58B8E2 align 1@h

.rdata:@a850B@F@ aDoneTheFlagls db ‘done!!! the flag is ,@

.rdata:BeSABAFE 3 DATA 3

.rdata:@eseB1es db <]

.rdata:Ba58B8186 Al o

.rdata: 88588187 xrefs to aDoneTheFlagls O *
.rdata: 885068188

.rdata:Be585180 Directin Ty| Address Text

.rdata:B8eseBles
.rdata:8e58B18E6
.rdata:B@58B18C as
.rdata:®@586118 unk_ 58B11

.rdata:8e5eB111

rdats e
.rdata:®a5e68112 Cancel Search Help
.rdata:9e5eB113

.rdata:Besee114 Line 1 of 1

.rdata:@a5eB115 db Zeh
.rdata:B@seB116 db 2eh
.rdata:Ba5eB117 db  2@h
.rdata:B@seB118 db 2eh
.rdata:Ba5eB119 db  2&h
.rdata:B@aseBl1A db 2eh
.rdata:BPa5@B11E db  2&h

.rdata:@eseBl1c db  2eh

3. Cirt+x XX G HERAAME



push ebp
mov ebp, esp
sub esp, 158h
push ebx
push esi
push edi
lea edi, [ebpt+var_158]
mov ecx, 5ch
mav eax, BCCCCCCCCh
rep stosd
mow eax, _  security_cookie
xor eax, ebp
mow [ebpt+var_4], eax
push offset laDoneTheFlagls ; "done!!! the flag is ”
call sub_45AT7BE
add esp, 4
mow [ebp+var_44], 12h
mov [ebpt+var_43], 48h
mow [ebp+var_42], &2h
mov [ebp+var_41], 5
mow [ebp+var_4e], 2
mov [ebp+var_3F], 4
mow [ebp+var_3E], &
mow [ebp+var_3D], 3
mov [ebpt+var_3C], &
mow [ebp+var_3B8], 38h
mov [ebp+var_3a7, 31h
mow [ebp+var_39], 41h
RIEF5FE T A

V57 = 126;

/58 = B;

for ( 1 =@; 1 < 56; ++1 )

1

(A2 + 1) "= F(ESO + 1);
*(&v2 + 1) ~= 8xl3u;

return sub_45A7BE("%s\n");

\

TENdone! !'! the flag is ZREABNEAIEN 78 HEF0x13 7 84 Hiflag

#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

arrayl = [18,64,98,5,2,4,6,3,6,48,49,65,32,12,48,65,31,78,62,32,49,32,1,57,96,3,21,9,4,62,3,5,4,1,2,3,44,65
array2 = [123,32,18,98,119,108,65,41,124,80,125,38,124,111,74,49,83,108,94,108,84,6,96,83,44,121,104,110, 32

flag = "'
for i in range(len(arrayl)):

flag+= chr(arrayl[i] ~ array2[i] ~ ox13 )
print flag

Timer(f] 2. CTF)
TEE R RZapk , SRR EBIT T RIE —MEITHR, R 52000008 . 75 W= ik E & 58 3K B flag .
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package net.bluelotus.tomorrow.easyandroid;

import
import
import
import
import
import

public

int beg = (((int) (System.currentTimeMillis() / 1000)) + 200000);

android.os.Bundle;

android.os.Handler;
android.support.v7.app.AppCompatActivity;
android.view.Menu;

android.view.Menultem;
android.widget.TextView;

class MainActivity extends AppCompatActivity {

int k = 9;
int now;

long t = 0;

public native String stringFromINI2(int i);

public static boolean is2(int n) {

if (n <= 3) {
if (n > 1) {
return true;
}
return false;
}elseif (n%2==0 || n% 3 ==20) {
return false;
} else {
int i = 5;
while (i * i <= n) {
if (n%i==0||n%(i+2)==0)({
return false;
}
i+= 6;
}

return true;



protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) R.layout.activity_main);
final TextView tvl = (TextView) findViewById(R.id.textView2);
final TextView tv2 = (TextView) findViewById(R.id.textView3);
final Handler handler = new Handler();
handler.postDelayed(new Runnable() {
public void run() {
MainActivity.this.t = System.currentTimeMillis();
MainActivity.this.now = (int) (MainActivity.this.t / 1000);
MainActivity.this.t = 1500 - (MainActivity.this.t % 1000);
tv2.setText ("AliCTF");
if (MainActivity.this.beg - MainActivity.this.now <= 0) {
tvl.setText("The flag is:");
tv2.setText("alictf{" + MainActivity.this.stringFromINI2(MainActivity.this.k) + "}");
}
MainActivity mainActivity;
if (MainActivity.is2(MainActivity.this.beg - MainActivity.this.now)) {
mainActivity = MainActivity.this;
mainActivity.k += 100;
} else {
mainActivity = MainActivity.this;
mainActivity.k--;
¥
tvl.setText("Time Remaining(s):" + (MainActivity.this.beg - MainActivity.this.now));
handler.postDelayed(this, MainActivity.this.t);

}
}, 9);

public boolean onCreateOptionsMenu(Menu menu) {
getMenuInflater().inflate(R.menu.menu_main, menu);
return true;

public boolean onOptionsItemSelected(MenuItem item) {
if (item.getItemId() == R.id.action_settings) {
return true;

}

return super.onOptionsItemSelected(item);
}
static {

System.loadLibrary("1lhm");
}

)ﬁ%?‘ﬂﬁﬁ‘%Tbeg%%ﬁﬁﬁlﬁlbﬂiZOOOooo (System.currentTimeMillis () / 1000) IR\ RAKIES
&, BRACAZR AR,

FonCreateHiE, WAL



if (MainActivity.this.beg - MainActivity.this.now <= @) {
tvl.setText("The flag is:");
tv2.setText("alictf{" + MainActivity.this.stringFromINI2(MainActivity.this.k) + "}");

FrPliMainActivity.this.beg - MainActivity.this.now <= 0 iRt TR IE. i T200000
BN HEiflag. flagsf# Fnative ZRFTED .

B BEAAEE BBkt 200000 B £ i Bl flaghie ?

AN RBEZEx, ETE, BEKEREMHAIEH.

if (MainActivity.is2(MainActivity.this.beg - MainActivity.this.now)) {
mainActivity = MainActivity.this;
mainActivity.k += 100;
} else {
mainActivity = MainActivity.this;
mainActivity.k--;

B EEAHIs2m B HIW, R true, Hik+100 nHfalse, k-1, B EFE Fis2m

public static boolean is2(int n) {
if (n <= 3) {
if (n > 1) {
return true;
}
return false;
} else if (n %2 ==0 || n% 3 ==0) {
return false;
} else {
int i = 5;
while (i * i <= n) {
if (n%i==0||n%(i+2)==0)({
return false;
¥
i+= 6;
¥

return true;

HERES AW, RETURERBEE
fRE A



#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

def is2(n):
if(n <= 3):
if(n > 1):
return True
return False
elif(n % 2 =0 orn %3 ==29):
return False
else:
i=25
while(i * i <= n):
if(n%i==0o0rn%(i+2)==29):
return False
i+=6
return True

k=0
for i in xrange(200000,0,-1):

k = k + 100 if is2(i) else k - 1
print k

Bk = 1616384

SR JE BUAT LASeid 20000080 Kk A& A it % 3k Bt flag

SEPLAIE, FAndroidkiller$THIIH, FABFEEHIME T The flag is, AR ZFHFH MNEHRT %,

P | MainActivity$1.smali*
Orees Oreses OTees| (4 @ioAblnales S =3

101
£ 102 .line 52
102 iget-object v0, pd, Lnet/bluelotus/tomorrow/easyandroid/Mainfictivity$l;->thisS0:Lnet/bluselotus/tomorrov
104
105 iget v0, w0, Lmet/bluslotus/tomorrow/easyandroid/MainfActivity;->beg:l
10&
107 iget-object w1, pd, Lnet/bluelotus/tomorrow/easyandroid/Mainfictivity$l;->thisS0:Lnet/bluselotus/tomorrov
108
108 iget vl, vl, Lnet/bluslotus/tomorrow/easyandroid/MainfActivity;->now:I
110
133 sub-int/2addr vJ, vl
112
113! if-gtz v0, :cond O
114
115 -line 53
l1¢ iget-object v0, pd, Lnet/bluelotus/tomorrow/easyandroid/Mainfctivity$l;->valitvl:Landroid/widget/TextVi
117
113 const-string v1, "The flag is:"
115
120 invoke-virtunal {v0, vl}, Landroid/widget/TextView;->setText(Ljava/lang/CharSequence;)V
121
UTF8 - 132 -line 54
123 iget-object v, pd, Lnet/bluelotus/tomorrow/easyandroid/Mainfctivity$l;->valstv2:Landroid/widget/TextVi
NS 124
125 new-instance vl, Ljava/lang/StringBuilder;
. 12¢
B 127 invoke-direct {vl}, Ljava/lang/StringBuilder;-><init>()}V
1as

<

=13 F:51 |\A

w alictf | » The flag is
& res\values\strings.xml
£ smali\net\bluelotus\tomorrow\easyandroid\MainActivity$1.smali

const-string v1, "The flag is:" \
3

BT [J] MainActivity$1.smali * || ® public run Qv
The ﬂag is 98 const-string w1, "ARLiCTE"
59
100 invoke-virtnal {vJ, vl}, Landroid/widget/TextView;->z=tText(Ljava/lang/CharSequence; )V
1 Z=E v



HEEEFE113/THWif-gtz vO,
200000# %545 T o XM HIIERINiIf-1tz v0, :cond_ 0.

:cond Qo

REERBMERKAE, BHE12917-14917, FOAKKIEREalictf (M) ZEMEANK,

EFET1397HMiget v3,
>k:I, FIEVIEKHIE.

v3,

-1tz RURKTOBEE , A an R TOBb stk 17

Lnet/bluelotus/tomorrow/easyandroid/MainActivity; -

FRAETHMEconst v3,1616384

LD WIYVSTLOIUL W7 W T e WAL

134

135 iget-object w2, p0, Lnet/bluelotus/tomorrow/easyandroid/Mainfctivity$l;->thisS0:Lnet/b
136

137 iget-object w3, p0, Lnet/bluelotus/tomorrow/easyandroid/Mainfctivity$l;->thisS0:Lnet/b
13z

133 iget v3, v3, Lnet/bluelotus/tomorrow/easvandroid/MainfActivity:->»k:I

140

141 const v3, 1616384 < m—

142 -

143 invoke-virtonal {vZ, v3}, Lnet/Hluelotus/tomorrow/easvandroid/Mainfctivity;->stringFrom
144

145 move-result-object v2

146

147 invoke-virtumal {vl, vZ}, Ljava/lang/StringBuilder;-zappend(Liava/lang/String;)Liava/la
148

145 move-result-object v1

150

151 const-string vz, "}V

RIGRIE, ik, ZRITHlHiflag.

=g I8 Android

B EE QD O O =
[ =
01 1) | L - 06
Wi W MEBR R EF | AR APKTOOL APK Z7% RlET | E=E EE BT | #E BE EH
- 3 B ElE  wEE  ueE ‘ \
] &5 i R T I8
A s @ e
@/ || | MainActivity$1.smali*
E =E-, g l = F =
Iege Oreses OIessl (g (mimyblenle=(F)s = o
EEFE: [J] MainActivity$1.smali ~ || @ public rungv
The flag is 122 .line 54
123 iget-object w0, pl, Lnet/bluslotus/tomorrow/easyandroid/MainfActivicy$l;->valic
[+] 124
125 new-instance vl, Ljava/lang/StringBuilder;
S BE - 12¢
127 invoke-direct {vl}, Ljava/lang/StringBuilder;-><init>()V
128
AT 125 congt-string v, "alictf{"
130
121 invoke-virtmal {vl, vZ}, Ljava/lang/StringBuilder;->append(Ljava/lang/String;)]
[+] 132
123 move-result-object vl
2EEER 134
135 iget-object w2, pl, Lnet/bluslotus/tomorrow/easyandroid/Mainfctivicy$l;—>thisgi
__E\Iﬁ' 13&
B 137 iget-object v3, pl, Lnet/bluelotus/tomorrow/easyandroid/Mainfctivity$l;->thisst
EEEE: 138
o 135 iget w3, v3, Lnet/blucslotus/tomorrow/casyandroid/MainBctivity;->k:I
g A . g s T v Y
SEF . 141 const v3,1616384
TR
142
.smali] xoml|.bet].htm].html - 143 invoke-virtual {v2, v3}, Lnet/bluslotus/tomorrow/easvandroid/Mainfctivity;->st:
144
145 move-result-object w2
1TED - l4g

flag
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IDh Yiew—h D Pzeudocode—F

{ Freudocode—f |§| Strings window @ Hex Wiew—1 |E Structures LEE
-
_ A J
s = e =
loc_41581@: loc_415748:
lea eax, [ebptDest] mov ecx, [ebpt
push eax ; Str mov [ebpt+ecx+D
call j_strlen jmp short loc_
add esp, 4
mov esi, esp
push eax 3 MaxCount
push offset Str2 e3nifIH9b_Cing
lea ecx, [ebp+Dest]
push ecx 3 5trl
call ds:strncmp
add esp, @ch
cmp esi, esp |
call j__ RTC_CheckEsp
test eax, eax
jz short loc_415851
Y  J 4
push offset aWrongFlag ; “"wrong flag!in’
call sub_41132F loc_415851: loc_415714:
add esp, 4 push offset aRigthFlag ; n mov eax, [ebp
jmp short loc_41585E call sub_41132F add eax, 1
add esp, 4 mov [ebp+var_,
| )4 / =
loc_41585E:
wor eax, eax
push edx
., mowv ecx, ebp
push eax
_ lea edx, dword_41589@

TesEE WG




1| inte4 main_@()

2[f

3| int wB; /S eax

4| const char *vl; // eax

5| size t w2; // eax

6| int w33 // edx

7| int64 va; // ST@8 8

8| signed int j; // [esp+DCh] [ehp-ACh]
9| signed int i; // [esp+E8h] [ebp-aAgh]

18| signed int v8; // [esp+E8h] [ebp-Aeh]
11| char Dest[188]; // [esptF4h] [ebp-94h]
12| char 5tr; // [esp+168h] [ebp-28h]
13| char v11; // [esp+17Ch] [ebp-Ch]

14

15| for ( 1 =@; 1 < 188; 1 )

16| {

17 if (1 »= BxB64 )

18 j__ report_rangecheckfailure();
19 Dest[i] = @;

28| }

21| sub 41132F("please enter the flag:™);
22| sub_411375("%28s", &5tr);

23| w8 = j_strlen(&str);

24| w1 = sub 411@BE(&5tr, vo, &v11);

25| strncpy(Dest, vl, 8x28u};

26| wd = j_strlen(Dest);

27| for ( § =@; § < vB; ++7 )

28 Dest[]j] += J;

29| w2 = j_strlen(Dest);

38| if ( !strncmp(Dest, Str2, v2) )

31 sub_41132F("rigth flag!\n™);

32| else

33 sub_41132F("wrong flag!in");

34| HIDWORD(v4) 33
35| LODWORD{v4)
36| return vd;
37}

UEH

a;

AUEREREME, F—PHR%sub 4110BE (sStr, v0, &vll); AXRANERBNE. REHEBEHNE

for ((j =0; j < v8; ++j )
Dest[j] += J;

RIGIEME G PR Sstr2 M. str2ffE Ne3nifIH9b cenedH, GHBEHREET .

#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

str2 ="e3nifIH9b_C@En@dH'
flag ="'

for i in range(len(str2)):
flag += chr(ord(str2[i])- i)
print flag

#8%)e21 fbDB22VI5b3V9
RIEFEsub_4110BE() %, —HBKEHE, RUEEBBMARflagE 3NN REHE 64 TR, HLHm
A base64in® (it F 3k, base64in® EEKAFE)



"ABC"BYEE{ baseb 4= Sa0BE T

A B C
ASCIH#H] 65 66 67
8bit/byte 01000001 01000010 01000011
Bbit/byte 010000 010100 001001 000011
base6G4-+#Fl 16 20 9 3
baseGd=fr Q u J D

24 NI NI 15 2 ¥ fE base64 /% % #i 2 flag.

LoopAndLoop(fi . CTF)
TE MR Rapk , RFEEITTRAE —NRANE, FEERAMgetyourflag BEHNot Right

LoopAndLoop
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Hiadx-guiRmiF, NEBEMainActivityBE

package net.bluelotus.tomorrow.easyandroid;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.view.Menu;

import android.view.MenuItem;

import android.view.View;

import android.view.View.OnClickListener;

import android.widget.Button;

import android.widget.EditText;

import android.widget.TextView;

public class MainActivity extends AppCompatActivity {
public native int chec(int i, int i2);



public native String stringFromINI2(int i);

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) R.layout.activity main);
final TextView tvl = (TextView) findViewById(R.id.textView2);
final TextView tv2 = (TextView) findViewById(R.id.textView3);
final EditText ed = (EditText) findViewById(R.id.editText);
((Button) findviewById(R.id.button)).setOnClickListener(new OnClickListener() {
public void onClick(View v) {
try {
int in_int = Integer.parselnt(ed.getText().toString());
if (MainActivity.this.check(in_int, 99) == 1835996258) {
tvl.setText("The flag is:");
tv2.setText("alictf{" + MainActivity.this.stringFromINI2(in_int) + "}");
return;
}
tvl.setText("Not Right!");
} catch (NumberFormatException e) {
tvl.setText("Not a Valid Integer number");

1)

public boolean onCreateOptionsMenu(Menu menu) {
getMenuInflater().inflate(R.menu.menu_main, menu);
return true;

public boolean onOptionsItemSelected(MenuItem item) {
if (item.getItemId() == R.id.action_settings) {
return true;

}

return super.onOptionsItemSelected(item);

public String messageMe(String text) {
return "LoopOk" + text;

public int check(int input, int s) {
return chec(input, s);

public int checkl(int input, int s) {
int t = input;
for (int i = 1; i < 100; i++) {
t += 1i;
}

return chec(t, s);

public int check2(int input, int s) {
int t = input;
int i;
if (s %2 ==0) {
for (1 = 1; i < 1000; i++) {

t += i:



}

return chec(t, s);

}

for (i = 1; i < 1000; i++) {
t -=1;

}

return chec(t, s);

public int check3(int input, int s) {
int t = input;
for (int 1 = 1; 1 < 10000; i++) {

t += 1i;

}
return chec(t, s);

}

static {
System.loadLibrary("1lhm");

}

}
e PS AT

public void onClick(View v) {

try {
int in_int = Integer.parseInt(ed.getText().toString());
if (MainActivity.this.check(in_int, 99) == 1835996258) {
tvl.setText("The flag is:");
tv2.setText("alictf{" + MainActivity.this.stringFromINI2(in_int) + "}");
return;

}
tvl.setText("Not Right!");

} catch (NumberFormatException e) {
tvl.setText("Not a Valid Integer number");

}

WEN: BEPBANENSEL (one), IMENSEL (two) fENcheck RELE, NRIR B KE
1835996258, NHPEANERNSEEANstringFromINI2REGHE, REME Salicts (M) HHEHR
flag -

FRBAIRZEH 1 Hcheckf #, %1835996258 AB R, £ apkHilizT I 4EBflag.
BidEKIcheck RMEUAR T chec i JyNative)Z i 8 £

a Fi Py Y

public native int chec(int i, int i2);

stringFromJNI2KEH ANativeZ i B 3

public native String stringFrom][NI2(int 1@],

M#&’ T system.loadLibrary ("1hm") ;, FrlAi¥mEliblhm.so3C .



FIDA#THF, &R EMmiME, HREIT chec B
XEAERUERE, BETHERZSHER, RUERNZIETE K.

%

ADD R2, PC 5 "check2”

MOVS  R@, R4

BL _ZN7_JINIEnv11GetMethodIDEP7_jclassPKcS3_ ; _INIEnv::GetMethodID(_jclass *,char const*,char const*)
LDR R2, =(aCheck3 - BxED6)

ADD RS, SP, #@x48+var 24 ; TFAchecklfImethodid

STR R@, [RS,#4]
MOVS B3, Re
MOVS RO, R4
MOVS  R1, R7

ADD R2, PC 3 "check3”
BL _ZN7_JINIEnv11GetMethodIDEP7_jclassPKcS3_ ; _INIEnv::GetMethodID(_ jclass *,char const®,char const®)
LDR R6, [SP,#0x4@+vB 99] ; EMH _1-SHEARIE:99
STR R@, [R5,#3] ; R@ = checklffimethodid
SUBS R6, #1 ; RE =99 -1
P R6, #0 ; if(R6 == 1)
BLE loc_EFE ; return input_str
FEE T —
LDR R3, [SP,#0x48+v8 99] ; R3 = 99
MOVS  R1, 43 S R1-=3
LSLS  R@, R3, #1 5 RO =R3 * 2
BL __aeabi idivmod ; R1 =R@ % 3 5
LSLS  R1, R1, #2 ;RL=R1* 4 (AIFRHEE) LDR RO, [SP,#@x48+input_str]
LDR R2, [R1,R5] ; R2 = R1 + RS RS/ichecklfimethodid R1A_EERFIFH - H0, 16 Flcheck1HIMILE, 11,38 Flchack2 L hE, #1338 Elcheck3fMLIE

MOVS  Re, R4
STR R6, [SP,#8x40+var_40] ; 1HR6(98)RTFHITER

LDR R1, [SP,#0x4@+var_2C]

LDR R3, [SP,#0xd@+input_str] ; FAFHA

BL _ZN7_INIEnv13CallIntMethodEP8_jobjectPl® jmethodIDz ; IEFAIAVAE AIZH
B loc_Fea

FEE

loc_Foe

ADD SP, SP, #3x2C

POP {R4-R7,PC}

; End of function Java_net_bluelotus_tomorrow_easyandroid_MainActivity_chec

100. 00% (~138,506) (156, 163) DOOOOEFS ODOOOEFS: Tava net_bluslotus_tomorrow_sasyandroid Mainketivity_chec#C (Synchrenized with Hex Yiew—)

O & x
A
[E110A view-n[ ] [ElPsendocodes ] [5]5tack of Tava_net_bluelotns_tomorrow_easyendroid Mainhotivity_cheo [ [5]Strings window [ (O] Hex View-1 [ (Al Strustwes ] (5] Enms [ SelImports ] 2
N 1lfint _ fastcall Java_net_bluelotus_tomorrow_easyandroid_MainActivity_chec(int al, int a2, int a3, int a4)

21
3| int v4; /7 rd
4| int vs; // 17

5| int result; // r@
6| int input_str;
7| int v8_99; /f [sp
8| int v9; /f [s
ol int vie; // [
1@ int wvll; /7
11| int wv12; //

16| input_str = a3;
v5 = (*(*a1 + 24))();

18 = INIEnv::GetMethodID(v4, v5, "checkl”, "(II)I");

19 = TINIEnv: :GetMethodID(v4, v5, "check2", "(II)I");

28| v12 = _INIEnv: :GetMethodID(v4, v5, "check3", "(II)I");

21 iF (VB9 - 1<=0) // 1B¥99

22 result = input_str; /7 Shertisitiresult
23| else

24 result = _INTEnv::CallIntMethod(v4, v9, *(&18 + 2 * v3_99 % 3), input_str, v8_99 - 1);// SR javaBRIERE  =(&av10 + 2 * v8_99 % 3) A HIHT{EAW--EE
25| return result;

FHEBCTERE, REERITEILHSHRESTBHRE, BBENRo#HIT2 » 1 ¢ 3B8H, HKEIH
IREL
1. MRZ%TF0, ¥KoneHFtwo-14EFJAVAE K check1#E1TiHE

2. MRETF1, HoneHtwo-11EFJAVAEKicheck2i1TiHH
3. MEZ%TF2, ¥oneHtwo-1EFFIAVAEKIcheck3i#/TiH &

E#E Fcheckl123EH



public int check1(int input, int s) {
int t = input;
for (int i = 1; i < 100; i++) {
t += i;
}

return chec(t, s);

}

public int check2(int input, int s) {
int t = input;
int i;
if (s %2 ==0) {
for (1 = 1; i < 1000; i++) {

t += i;
)
return chec(t, s);
}
for (1 = 1; 1 < 1000; i++) {
t -=1i;
)

return chec(t, s);

}

public int check3(int input, int s) {
int t = input;
for (int i = 1; i < 10000; i++) {
t += 1i;
}

return chec(t, s);

KRR R BB P AR5 s 5, T 58 R Bl che c B #L
REltwo/hFET1, HHsR.

TREEREBMAME T ,check123 INAZR, BWAMBMAT LT . ARMN9BI2(F Atwoh T T1), ZEM2E]
99,



#lusr/bin/env python

#!coding=utf-8

__author__ = 'zhengjim'

def checkl(input,s):

for i in range(1,100):

t = input
t -=1
return t

def check2(input,s):

t = input

if(s % 2 == 0):
for i in range(1,1000):
t-=1

return

t

for i in range(1,1000):

t+=1
return t

def check3(input,s):

for i in range(1,10000):

t = input
t -=1
return t

output = 1835996258
for i in range(2,100):

flag = 2 *1i%3
0 :

if flag ==
output
elif flag =
output
elif flag =
output
print output

checkl(output, i-1)
1:
check2(output, i-1)
2 :
check3(output, i-1)
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LoopAndLoop
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package com.example.ring.myapplication;

import android.content.pm.ApplicationInfo;
import android.os.Bundle;

import android.support.v7.a.q;

import java.io.InputStream;

public class MainActivity extends q {
private String v;

public MainActivity() {

super();

static String a(MainActivity argl) {
return argl.v;

static boolean a(MainActivity argl, String arg2, String arg3) {
return argl.a(arg2, arg3);

private boolean a(String arg4, String arg5) {
return new c().a(arg4, arg5).equals(new String(new byte[]{21, -93, -68, -94, 86, 117, -19, -68, -92

protected void onCreate(Bundle arg3) {
super.onCreate(arg3);
this.setContentView(2130968602);
ApplicationInfo v@ = this.getApplicationInfo();
vo.flags &= 2;
this.p();
this.findViewById(2131427413).setOnClickListener(new d(this));

private void p() {

try {
InputStream v@_1 = this.getResources().getAssets().open("url.png");
int vl = v@_1.available();
byte[] v2 = new byte[vl];
vo_1.read(v2, 0, vl);
byte[] v@_2 = new byte[16];
System.arraycopy(v2, 144, vo_2, 0, 16);
this.v = new String(ve_2, "utf-8");

}

catch(Exception vo) {
vO.printStackTrace();

B4 FHonCreate () ik



protected void onCreate(Bundle arg3) {
super.onCreate(arg3);
this.setContentView(2130968602);
ApplicationInfo v@ = this.getApplicationInfo();
vo.flags &= 2;
this.p();
this.findViewById(2131427413).setOnClickListener(new d(this));

PAT T ) H¥E, REWET — MR EHEclasss do
HRiTHEEFE TFclass d

package com.example.ring.myapplication;

import android.view.View$OnClickListener;
import android.view.View;

import android.widget.TextView;

import android.widget.Toast;

class d implements View$OnClickListener {
d(MainActivity argl) {
this.a = argl;

super();

public void onClick(View arg5) {
if(MainActivity.a(this.a, MainActivity.a(this.a), this.a.findViewById(2131427414).getText().toStrin
View vO = this.a.findViewById(2131427412);
Toast.makeText(this.a.getApplicationContext(), "Congratulations!", 1).show();
((TextView)ve).setText(2131099682);

}
else {

Toast.makeText(this.a.getApplicationContext(), "Oh no.", 1).show();
}

nRa () TEREIR, Wiithflag. B—NSEONEWR, E-ASEOEAT Bt —ad kR B —FE/FE, 8B
EANSHRBATMAK 7R
PR EE Ta () HiEKRAER (JAVAEHME)

static String a(MainActivity argl) {
return argl.v;

static boolean a(MainActivity argl, String arg2, String arg3) {
return argl.a(arg2, arg3);

private boolean a(String arg4, String arg5) {
return new c().a(arg4, arg5).equals(new String(new byte[]{21, -93, -68, -94, 86, 117, -19, -68, -92



1. static String a(MainActivity argl) HEEBERE T FZ/FE, REMKLargl.y
2. private boolean a(String arg4, String arg5) FEHRIEA T equals 7Lk T LBHR BIAG /R1E

HFargs REIFHHEANMIMainActivity.a (this.a) FIMEAEERE T HAFE/FHv,
Mv&MainActivityHIStringZE R i BE p 7 LA K& A8 B 77 23T B p 7

private void p() {

try {
InputStream vO_1 = this.getResources().getAssets().open("url.png");
int vl = v@_1.available();
byte[] v2 = new byte[vl];
vO_1l.read(v2, 0, vl1);
byte[] vO_2 = new byte[16];
System.arraycopy(v2, 144, ve_2, 0, 16);
this.v = new String(ve_2, "utf-8");

}

catch(Exception v@) {
vO.printStackTrace();

BB url . png SO PA R SR EUE R . MSCHII1440L B TR S, VI8 F R RIF AV .
Fwinhex¥T XTI, RE14400E, HJEH1668this is the key.

paea B89 58 4E 47 6D 8A 1A 8A @0 08 @2 eD 49 43 44 52 PNG.....cuus IHDR
pale o8 @8 82 BS 00 @0 84 D6 B8 06 B0 88 B2 3B 18 S5E ....iecnenens O
pB28 BF @0 08 @0 89 Ve 48 59 V3 o8 89 2E 23 68 B8 2E ..... pHYs...#...
@838 23 @1 78 AS 3F 76 08 82 @A 4F 69 43 43 50 58 68 #.x.?v...0iCCPPh
ge42 6F 74 6F 73 68 6F 78 28 49 43 43 28 78 72 6F 66 otoshop-ICC-prof
@e5e 69 6C 65 @0 @@ 78 DA 9D 53 67 54 53 E9 16 3D F7 ile..xpw-SgTs5....
pac@ DE F4 42 4B 83 30 94 4B 6F 52 15 @3 20 52 42 86 ..BK...KoR..-RB.
@878 80 14 91 26 2A 21 @9 18 4A B8 21 A1 D9 15 51 €1 ...&%]..J.!...Q.
pase 11 45 45 @4 1B C8 A 38 @3 8E 8E 8@ 3C 15 51 2C .EE..M"....... Q,
@@9@ 74 63 69 73 5F 69 73 5F 74 68 65 S5F 6B 65 79 2E  this_is the_key.
paAB VB A3 6B De BC F7 Ee CD FE B5 DV 3E EV AC F3 9D K

paB@ B3 CF @7 C@ @83 eC 96 48 33 51 35 8@ @C A9 42 1E g...... H3Q5...6.
paCe 11 E@ 83 C7 C4 C6 E1 E4 2E 48 81 0A 24 78 B8 19 ......... @..%p..
@aDa @3 B3 64 21 73 FD 23 @1 @@ F8 7E 3C 3C 2B 22 B  ..dls.#...~<<+7
BBE@ @7 BE @@ @1 73 D3 8B @3 @8 (@ 4D 9B (8 38 1987 ... Meeweweweuan
paFe FF @F EA 42 99 5C @1 3@ 384 @1 C@ 74 91 338 B8 ..... Nevannan BK.
9188 8@ 14 08 40 7A 5E 42 AG B0 48 46 @1 2@ 9D 98 26 ...@z.B..@F....%
@118 53 00 AP B4 @8 60 CB 63 62 E3 @@ 50 2D @@ 68 27 S.... ..b...-.7"
@l2e JF E6 D3 @@ 2@ 9D F3 99 7B @1 @@ 5B 94 21 15 el [ T I
Bl3@ A@ 91 88 28 13 65 88 44 @0 63 36 @@ AC CF 56 8A “ e.D.hju.u..
9148 45 @0 53 30 82 14 66 4B (4 39 88 D8 2D @@ 38 49 E.X@..TK...... eI
@158 57 66 43 @0 B@ BY @@ (@ CE 1@ OB B2 00 @8 6C 88 WH........u...n
9168 3@ 51 38 55 29 @8 B4 7B 80 68 C3 23 23 73 6@ 34 eQ..)..{. ...
Bl7@ 99 @8 14 46 F2 57 3C F1 2B AE 1@ E7 2A @8 8@ 78 ...F....+..u... e
e e e e e e e e e e e e e e e e e [ -

B2 Tkeys, BFR=S%Makit

static boolean a(MainActivity argl, String arg2, String arg3) {
return argl.a(arg2, arg3);

private boolean a(String arg4, String arg5) {
return new c().a(arg4, arg5).equals(new String(new byte[]{21, -93, -68, -94, 86, 117, -19, -68, -92

RIM=SHahiE AT HSHakk, #this is the key. SHPRAEASEE T#HE. HSHak
ZEREAECHHSHali ik it HEENERNF T HE. MERER. B EF TRHPISHaTik



public String a(String arg5, String argé) {
String v@ = this.a(arg5);
String vl = "";
a v2 = new a();
v2.a(ve.getBytes());
try {
vl = new String(v2.b(arg6.getBytes()), "utf-8");
}
catch(Exception vo_1) {
vO_1.printStackTrace();

Vo = vl;

return vo;

BHthis is the key.EA—AS¥akiE, REHEEEREL0. BT SHalk.

private String a(String arg4) {
String voO_2;
try {
arg4d.getBytes("utf-8");
StringBuilder v1 = new StringBuilder();
int vo_1;
for(ve_1 = 0; vO_1 < argd.length(); vO_1 += 2) {
vl.append(arg4.charAt(ve_1 + 1));
vl.append(argd.charAt(ve_1));

vo_2 = vl1.toString();

}

catch(UnsupportedEncodingException v@) {
vO.printStackTrace();
vo_2 = null;

return vo_2;

R A N7 1F B IS TR — ARG S BOX P A7 45 B AL B 5 J R B A8 5 P47 o B3R
Bihtsii  sht eek.y,AIEAFFHWAT S HIA,

#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

key = "'this_is_the_key."
ckey =""
for i in range(9,len(key),2):
ckey += key[i+1]
ckey += key[i]
print(ckey)



Bl BRI S Hakik, LUK T Ka, RERAFMAEASEHFAN. BEEEE.

package com.example.ring.myapplication;

import java.io.UnsupportedEncodingException;
import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
import javax.crypto.Cipher;

import javax.crypto.NoSuchPaddingException;
import javax.crypto.spec.SecretKeySpec;

public class a {
private SecretKeySpec a;
private Cipher b;

public a() {

super();

protected void a(byte[] arg4) {
if(argd != null) {
goto label 15;

}
try {
this.a = new SecretKeySpec(MessageDigest.getInstance("MD5").digest("".getBytes("utf-8")), "AES"
this.b = Cipher.getInstance("AES/ECB/PKCS5Padding");
return;
label 15:
this.a = new SecretKeySpec(arg4, "AES");
this.b = Cipher.getInstance("AES/ECB/PKCS5Padding");
¥

catch(UnsupportedEncodingException vo) {
vO.printStackTrace();

}
catch(NoSuchAlgorithmException vo_1) {

vO_1.printStackTrace();

}
catch(NoSuchPaddingException ve_2) {

vO_2.printStackTrace();

protected byte[] b(byte[] argd) {
this.b.init(1, this.a);
return this.b.doFinal(arg4);

KO HAESH®, ECB#, PKCS5PaddinglE7t. AREE R TH4. this.a = new
SecretKeySpec (argd, "AES");@¥argdMERNZFEH. Mmargd 2 ERKcHEANRIv0 . getBytes (), HEL
HEHNhtsii  sht eek.yo

F BZ2RcHIPISHahik, BREMFZHFERESVOAREHRE. B TMainActivityMIWSakmk, S5HH
FREWR, ERNREE, ih¥congratulations!s
FrU BT —ANAESHEZ WS . BT Mt K 2&base64. FrbhiaEs L base64 ik = .



#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'
import base64

strl = [21, -93, -68, -94, 86, 117, -19, -68, -92, 33,50, 118, 16, 13, 1, -15, -13, 3, 4, 103, -18, 81, 30,
ctext = "'
for i in stril:
ctext += chr((i+256)%256)
a = base64.b6dencode(ctext)
print(a)
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package com.geekerchina.hi;

import
import
import
import
import
import
import
import

android

android.

android
android
android
android
android
android

.0s.Bundle;

support.v7.app.AppCompatActivity;

.view.Menu;

.view.MenuItem;

.view.View;
.view.View.OnClickListener;
.widget.Button;
.widget.EditText;

public class MainActivity extends AppCompatActivity {

protected void onCreate(Bundle savedInstanceState) {

super.onCreate(savedInstanceState);

setContentView((int) R.layout.activity main);

final EditText Etl = (EditText) findViewById(R.id.editText);

((Button) findvViewById(R.id.button)).setOnClickListener(new OnClickListener() {
public void onClick(View v) {

1)

String strTmp = "NJCTF{";
int i = Integer.parselInt(Etl.getText().toString());
if (i > 10000000 && i < 99999999) {
int t = 1;
int t1 = 10000000;
int flag = 1;
if (Math.abs(((i / 1000) % 100) - 36) == 3 & (i % 1000) % 584 == B) {
for (int j = 0; j < 4; j++) {
if ((1/t) %10 !'= (1 / t1) % 10) {

flag = ©;
break;

¥

t *= 10;

t1 /= 10;

}

if (flag == 1) {

(char) ((i / 10000) % 100);

(char) ((i / 100) % 100);

Etl.setText(strTmp + ((char) (i / 1000000)) + c2 + c3 + "f4n}");

char c2

char c3

public boolean onCreateOptionsMenu(Menu menu) {

getMenuInflater().inflate(R.menu.menu_main, menu);

return

true;

public boolean onOptionsItemSelected(MenuItem item) {
if (item.getItemId() == R.id.action_settings) {
return true;

}

return

super.onOptionsItemSelected(item);
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#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'
import math

for i in range(10000000, 99999999):
t=1
t1l =10000000
flag = 1
if (abs(((i / 1ee0) % 100) - 36) == 3 and (i % 1000) % 584 == 0):
for j in range(4):
if ((i /7 t) %10 !'= (i / t1) % 10):

flag = @
break
t *= 10
t1 /= 10
if(flag ==1):
print i
c2 = chr((i / 10000) % 100)
c3 = chr((i / 100) % 100)

print ("'NICTF{'+chr(i / 1000000)+c2+c3+'f4n}")

B3iM1%A~48533584 , flagANICTF{05#f4n}, EHRZHNKIMEERT . BT HFJLEKAEE. BEEREK
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package com.geekerchina.hi;

import
import
import
import
import
import
import
import

android

android.

android
android
android
android
android
android

.0s.Bundle;

support.v7.app.AppCompatActivity;

.view.Menu;

.view.MenuItem;

.view.View;
.view.View.OnClickListener;
.widget.Button;
.widget.EditText;

public class androidTest extends AppCompatActivity {
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) R.layout.build);
final EditText Etl = (EditText) findViewById(R.id.editText);
((Button) findvViewById(R.id.button)).setOnClickListener(new OnClickListener() {
public void onClick(View v) {

1)

String strTmp = "NJCTF{have";
int i = Integer.parselInt(Etl.getText().toString());
if (i > 10000000 && i < 99999999) {
int t = 1;
int t1 = 10000000;
int flag = 1;
if (Math.abs(((i / 1000) % 100) - 36) == 3 & (i % 1000) % 584 == B) {
for (int j = 0; j < 3; j++) {
if ((1/t) %10 !'= (1 / t1) % 10) {

flag = ©;
break;

¥

t *= 10;

t1 /= 10;

}

if (flag == 1) {

(char) ((i / 10000) % 100);

(char) (((i / 100) % 100) + 10);

Etl.setText(strTmp + ((char) (i / 1000000)) + c2 + c3 + "f4n}");

char c2

char c3

public boolean onCreateOptionsMenu(Menu menu) {

getMenuInflater().inflate(R.menu.menu_main, menu);

return

true;

public boolean onOptionsItemSelected(MenuItem item) {
if (item.getItemId() == R.id.action_settings) {
return true;

}

return

super.onOptionsItemSelected(item);



FiMainActivityiR%, BB HMMAR:

1. 8274THString strTmp = "NJCTF{have";

2. ;2747 for (int J = 0; 3 < 3; J++) {

3. #394FMchar ¢3 = (char) (((i / 100) % 100) + 10);
python il A< 4 Bk

#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

import math

for i in range(10000000, 99999999):

t=1
tl = 10000000
flag = 1

if (abs(((i / 1000) % 180) - 36) == 3 and (i % 1000) % 584 == 0):
for j in range(3):
if ((1 /7 t) %10 !'= (i / t1) % 10):
flag = @
break
t *= 10
tl /= 10
if (flag == 1):
print i
c2 = chr((i / 10000) % 100)
c3 = chr((i / 108) % 100 + 10)
print('NJCTF{have' + chr(i / 1000000) + c2 + c3 + 'f4n}')

BEBHABER.

1. 1848533584 , flag’ANJICTF{have05-£f4n}

2. 1848539584 , flagANJCTF {have05if4n}
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__int64 main_o()

{
int vO; // edx
__int64 v1; // STe4_8
char v3; // [esp+@Bh] [ebp-160h]
int v4; // [esp+D@h] [ebp-906h]
int j; // [esp+DCh] [ebp-84h]
int i; // [esp+E8h] [ebp-78h]
char Str[104]; // [esp+F4h] [ebp-6Ch]
srand(@xCu);
j_memset(&unk_423D80, ©, 0x9C40u);
for (1 =1; 1i<=20; ++i )
{
for (j =1; j<=1; ++j )
dword_41A138[100 * i + j] = rand() % 100000;
}
((void (__cdecl *)(const char *, char))sub_41134D)("input your key with your operation can get the maximu
sub_411249("%s", (unsigned int)Str);
if ( j_strlen(Str) == 19 )
{
sub_41114F(Str);
v4 = 0;
j=1;
i=1;
dword_423D78 += dword_41A138[101];
while ( v4 < 19 )
{
if ( Str[v4] == 76 )
{
dword_423D78 += dword_41A138[100 * ++i + j];
}
else
{
if ( Str[v4] !'=82)
{
((void (__cdecl *)(const char *, char))sub_41134D)("error\n", v3);
system("pause");
goto LABEL_18;
}
dword_423D78 += dword_41A138[100 * ++i + ++j];
}
++Vv4;
}
sub_41134D("your operation can get %d points\n", dword_423D78);
system("pause");
}
else
{
((void (__cdecl *)(const char *, char))sub_41134D)("error\n", v3);
system("pause");
}
LABEL_18:
HIDWORD(v1) = v@;
LODWORD(v1) = ©;

return vil;



BHRAER—NEFE. XMNHBWBENEAER. srand (0xCu) BEHLEFF—&, aranddREHHEZ—
5E H o

REETE, THRAHCATIERE,

IDA ¥iew—A |:| Fzeudocade—i m @ Hex Yiew—l |:| Structures |:| [33 Enums=
18| srand(@xCu); // BRI
11| j_memset(&unk 423D86, B8, Bx9C48u);
12| for ((1=1; i <= 28; ++i ) /7 R TR A
13] {
14 for ( 7 =1; ] <= 1; ++] )
15 arr[108 * 1 + j] = rand() % 1600600;
16| }
17| printfl(“input your key with your operation can get the maximum:");// W AREEREHE
18| raw_input("¥s", 5tr);
19| if ( j_strlen(Str) == 19 ) /1 ER19
20| {
21| sub 41114F();
22 sign = @;
23 i =1;
24 i=1;
25 score += arr[101]; // HEEE— BN score® score = arr[1081]
26 while ( sign < 19 ) // EBAPHA
27 {
28 if ( Str[sign] == 'L" ) // MBS AL, score = score + arr[201]
29
38 score += arr[188 * ++1 + j];
31 }
32 else
33 {
34 if ( Str[sign] != 'R" ) // MNREAR , score = score + arr[202]
35
36 printfl("error\n"); // TRREL Hiderror JEH
37 system("pause”);
38 goto LABEL_18;
39 3
40 score += arr[180 * ++1 + ++7];
41 T
42 +sign;
43 ¥
44 printfl("your operation can get %d points\n", score);// R TE
45 system(“pause”);
46
471 else
as| {
49 printfl("errorin”);
56 system(“pause”);
51|}

BARRERERLRK Marr (101] HIN, HETHESA:

1. B— kA : AL SR R E R arr (2013 Rarr [202]

2. BRPER: BRA)FE-KEETarr (20112 AF & L"H'R KR Marr (30118 Rarr[302] (BHR2)E R
BT arr [202]: 2P LSRR EEZEH Marr [302] B &arr[303]

BB REAREAEMR, SHETFRBEET . BNETUEBRRSELTETE, 8—TEIMHERM,
BRAGE—K (EXA) , ERRE—1T. RAEREHHER K. 58 HMountain climbing i

WY EELERBNIXBEL, FidaRmiFERAdword 418138%FE00412138, RATHODBAREE)E, BizxE
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08411878 |, 3F4Z20080 j <jmp .&UCRUNTIME148D ._except_handler
a8411870D 52420880 j <jmp.&ucrtbased.__ acrt_iob_func
foui1682 |, E943 0008 LY bak C.@8415470 ntdll.7772A25C
80411087 |, E9 Fu170000  |fl8 bak_C.00412880 9028 OCFFFFFFFF)
8841188C A342 0088 j <jmp.&ucrtbased._initterm_e> 8023 O{FFFFFFFF}
08411891 ., DA3106688 j bak_C.B0a414270 8028 O{FFFFFFFF}
08411896 |, E54306808 bak_C.B8a415480 foTred ] O{FFFFFFFF}
80411098 AB2E 0000 bak_C._0B413F40 8053 342000(FFF)
80411008, 731430000 <jmp .&KERNEL32 .GetStartupInfou> 0028 3215 O(FFFFFFFF)
884118A5 |, AGBoABAA bak_C.88411758
a841106aA A9420808 <jmp.&ucrtbased._cexit> LastErr
08411 8AF |, CC150088 j bak_C.B8a412680
08411084 250F 0000 LY <jimp.&KERNEL32 .VUirtualProtect> (NO,MNB,HNE,A,NS,PO,GE,G)
88411889 |, D22Ca0808 j bak_C.B8ay13D%a enpty
d empty

empty

empty

empty
L A019FF84 || 7uB4BL4BY | 15

go41A138 | BB B0 B0 60|08 08 0O OO(G0 OO OO OO| 8O B0 B0 68| .............. 8833F 088
ga4yipHLE |OP G0 OO PO| GO PO AP OO| PO 0P 06 OB| @A A PO BB ... .-cooeon.. 74B48460| kernel32 _BaseThreadInitThunk
ans1fs8 FBOC BF BB
aau1i168 B819FFDC

aouta178 Eu ntdll.7772382C
a8ujin188

asu1a198

aaus1a1as

8841A1BE | OB B0 OO OO GO B9 9O PO| PP AP OO OB(BA B0 A8 B8| ......ceeuuuus

@841A1CE | 0P B0 0O OO GO B9 9O PO| PP 0D OO OB(6O 00 680 88| ... ... .......

a8u1A1D8

8841A1EE |00 B0 00 OO GO B9 BO PO| 0D 0D OO OB(6O 00 680 88| ... . ... ......

8841A1F8 |00 B0 0O BB GG B9 BA BA| 9D AD OO OB(6A 6O 88 88| ... . ... ......

a8u1n288

aau1a218

aau1a228

a8u1A238

a8u1A248

8841A258

80410268 |00 00 00 60|68 60 00 o0/ 06 60 00 G660 60 60 O6| . ... ... ...... 59394E61

88410278 |00 66 00 60|68 60 80 o0/ 06 60 00 06|00 60 60 86| . ... ... ...... aappeeen

aBu1A288 A819FFEC

ﬂﬂu19298 -------------- ???22FF“

ﬂﬂu1nzns -------------- FFFFFFFF

A041AZESE 7773IECHT

8841A2CE | OO B0 06O BB 4D B9 AG BB| B0 AA OO OB(6O 60 686 88| ... .M.....

a8u1A2D8 i
a841AZES 00411046 | offset bak_C.<{HoduleEntryPoint>

B041AZFE B033F 000
@041A308 | 0B B0 00 DB| 00 60 0O 06|80 0B A0 00|08 A0 OO OB|.............. 8019FFFC| 00BN

515
aas15

MOM2 M3 M4 OME Command: | ﬂ
dedE: 414138 £H: 414138 SAIE:0

dword24FH i), THE - MREFEEEMONER. U EMEFE1r2cc B, £ TR REF4007.



00411084 ; E9 258r0008 imp| (jmﬁ.&HERHEL32.UirtualProtect) (NO,NB,HE ,A,HS
80411089 (. | E9 D22C0060 it bak_C.88413098 enpty
0 i 3 55 i

empty
empty
empty

i g 5] )
8041547 8=bak_C.004

Hodk R P 6019FF 84| 74B4BASH
Ads1a2CC A8 6a AB19FF88 (| AA33FBAA

8041A2DC 60 8019FF8C || 7uB48468| kernel32 .BaseThreadIni
8041AZEC W 8019FF20|| FBOCOF OB
8O41AZFC 8o 8019FF94| ~0019FFDC
00413 0C 00 6b 8019FF98 || 7772302C F| ntd11.7772302C
8041A31C 0o 8019FFoC || 0033F 000
aa41A32c 8o 8019FFAB|| 2ESBLCED
8041A33C 0o 8019FFA4 || soe00000
aau1A34c 8o 8019FFAS || ooooaooo
BO41A35E 00 8019FFAC || 0033F 000
0041A36C 0o 6019FFEG|| DoBOBOBD
BO41AST7C 00 8019FFB4 || 00800000
8041A38C 0o 6019FFBS || DoooBOOD
Bo41A39C 00 8019FFBC || 00800000

8841A3AC aa
8841A3BC 1]

88¥1A3CEe aa
8041A3DC 1] BO19FFCC || BO19FFEY |

8841A3EC aa BO19FFD@|| 77732540
8041A3FC 1] BO19FFDL4 || 59394E61
gay1a4BcC aa B019FFD8 || BO00000D
0041A41C aa BE19FFDC (LAB19FFEC
a8u1A42C aa BO19FFEQ| 77722FFA
0041A43C aa B819FFEL4| FFFFFFFF
0041AL4LEC aa BO19FFE8| 7773ECA43
0041A45C 15 ? B819FFEC| 0GO0O08000D
B841ALGT ] BO19FFFO| 00000000
884 1A47C ae BO19FFFL4| 00411046 |ofFfset bak_C.<HoduleE
B841ALBC aa BO19FFF8| B633F000
a8u1A49C aa B0819FFFC| 8008080000

BREFR/PMRAMER S, A AE8larr[101] 4D (163H)) =77 , arr[201] = 15FC (16HEH)
= 5628 (103#&]) , arr[202] = 1858 (16H) = 6232 (10w

B ORER A — 47T MR , BEKE, BEEEFECRILA R — /L.
RIS T -

srand(0xCu);
for (int 1 = 1; 1 <= 20; ++i)
{
for (int j = 1; j <= 1i; ++3j)
arr[100 * i + j] = rand() % 100000;

for (int 1 = 1; 1 <= 20; ++i)

{
for (int j = 1; j <= i; ++3)
printf("%5d ", arr[100 * i + j]);
cout << endl;
}

B3N, SopREKER—B.
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#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'
import itertools

words = "LR"
r = itertools.product(words,repeat=19)
f = open("all_roads.txt",'a")
for i in r:
f.write("".join(i)+"\n")
f.close()

RN EEFANERAT AR KD, BANERZRINZENER.



#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

s = [
[771,
[5628, 6232],
[29052, 1558, 26150],
[12947, 29926, 11981, 22371],
[4078, 28629, 4665, 2229, 24699],
[27370, 3081, 18012, 24965, 2064, 26890],
[21054, 5225, 11777, 29853, 2956, 22439, 3341],
[31337, 14755, 5689, 24855, 4173, 32304, 292, 5344],
[15512, 12952, 1868, 10888, 19581, 13463, 32652, 3409, 28353],
[26151, 14598, 12455, 26295, 25763, 26040, 8285, 27502, 15148, 4945],
[26170, 1833, 5196, 9794, 26804, 2831, 11993, 2839, 9979, 27428, 6684],
[4616, 30265, 5752, 32051, 10443, 9240, 8095, 28084, 26285, 8838, 18784, 6547],
[7905, 8373, 19377, 18502, 27928, 13669, 25828, 30502, 28754, 32357, 2843, 5401, 10227],
[22871, 20993, 8558, 10009, 6581, 22716, 12808, 4653, 24593, 21533, 9407, 6840, 30369, 2330],
[3, 28024, 22266, 19327, 18114, 18100, 15644, 21728, 17292, 8396, 27567, 2002, 3830, 12564, 1420],
[29531, 21820, 9954, 8319, 10918, 7978, 24806, 30027, 17659, 8764, 3258, 20719, 6639, 23556, 25786, 110
[3544, 31948, 22, 1591, 644, 25981, 26918, 31716, 16427, 15551, 28157, 7107, 27297, 24418, 24384, 32438
[12285, 12601, 13235, 21606, 2516, 13095, 27080, 16331, 23295, 20696, 31580, 28758, 10697, 4730, 16055,
[16325, 24537, 16778, 17119, 18198, 28537, 11813, 1490, 21034, 1978, 6451, 2174, 24812, 28772, 5283, 64
[7299, 6961, 32019, 24731, 29103, 17887, 17338, 26840, 13216, 8789, 12474, 24299, 19818, 18218, 14564,

all score = {}
with open('all _roads.txt', 'r')as f:
for line in f.readlines():
row = 0
go = 0
score = s[row][go]
for i in line:
if i == 'L":
row += 1
score += s[row][go]

elif i == 'R":
row += 1
go += 1

score += s[row][go]
all score[line] = score

max_road = max(all_score, key=all score.get)
print(max_road, all_score[max_road])

B3 7 H K42 RRRRRLLRRRLRLRRRLRL A B KAE 444740,

EREFMAEHLERerror



get the maximum:RRRRRLLERRLRLRERRLEL

AEERWEE T, XFET —BREF, RUFE221T7Msub 41114F (Str) MRITAMAREIE#IT T 05,
PRk, KBSGHAM T sub_411900 (Str) fERBEEX, KIMWWMH Tsub 4110A5 (nullsub 1, sub 411994
- nullsub 1, 4). BR#E.

1fint _ cdecl sub 411BA5(LPCVOID lpAddress, int a2, int a3
2i{

3| return sub_411758( , @2, a3);

4y

FAEMB. sub 411750 (1pAddress, a2, a3 = 4);

. SO it mmmmeemm e mmm Ly messeme wesran s e e o e m
1B00L  cdecl sub 411758(LPCVOID lpAddress, int a2, int a3
2i{
3| dimt w3; SS
4| DWORD fl0ldProtect; //
5| struct _MEMORY_BASIC_INFORMATION Buffer; //
7| VirtualQuery( , & , Bx1Cu);
8| VirtualProtect( .BasefAddress, .RegionSize, @x48u, & .Protect);
9| while ( 1)
18 {
11 = --3;
12 if (1 )
13 break;
14 * M= H
15 = + 1;
16 %
17| return VirtualProtect( .Basefddress, .RegionSize, .Protect, & ¥;
18}
HHODREE.

BT JUAT —AE N IREE B R BB P A . EORRAE T WTE, B4 &oDRES.



8841195C 8B45 BC mov eax,dword ptr ss:[ebp-0xik]
0041195F 83CO o add eax,

08411962 8945 BC mov dword ptr ss:i[ebp-8xih4],eax
88411965 837D BC 13 cmp dword ptr ss:[ebp-8xi44],
00411969 7D 29 short Consolef.00411994
08411968 8B45 BC mov eax,dword ptr ss:[ebp-0xik]
0041196E 25 01000080 and eax,

08411973 79 85 short Consolef.B8041197A
08411975 L3 dec eax

00411976 83C8 FE or eax,

88411979 40 inc eax

0841197A 85C0O test eax,eax

0841197C 74 14 EE short Consoled.B80411992
8841197E 8B45 a8 mov eax,dword ptr :[ebp+Bx8]
88411981 0345 BC add eax,dword ptr :[ebp-Bx4k]
08411984 OFBEG8 mousx ecx,

08411987 83F1 04 X0r ecx,

0841198A 8855 68 mov edx,dword ptr ss:[ebp+0x8]
8841198D 8355 BC add edx,dword ptr ss:[ebp-8xik]
00411990 880A mou ,cl
88411992(" EB C8 il short ConsoleA.B8841195C

55
55

BA—A~dword di 74575, FrlA8FH NS ~F4F. BT AR BEN K 777 515 AK48Txoriz K .

#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

max_road = 'RRRRRLLRRRLRLRRRLRL'
flag = "'
for i, s in enumerate(max_road):
if (1 -1) %2 ==
flag += chr(ord(s) ~ 4)
else:
flag += s
print(flag)

B %lflag: RVRVRHLVRVLVLVRVLVL

n get the maximum:RVRVEHLVRVLVLVRVLVL
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