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Ook. Ook.
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Ook? Ook. Ook.

Ook. Ook. Ook. Ook. Ook. Ook. Ook! Ook. Ook? Ook. Ook. Ook. Ook.
Ook. Oolk.

Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook. Ook! Ook?
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Challenge 142 Solves

i 26
1

fa{660cb679d7866ffalg7d27e041cfbd18ed}
Flag

Correct

S ()
factors [fac for fac in
for fac in factors:
flag
for i in (fac):
flag s[i::fac]

print( (fac) flag)

fa{660cb679d7866ffalg7d27e041cfbd1l8ed}
2F=: £{6c6976fagd701fd8da60b7d86f172e4cble}
19F=: flag{76d6207ceb@64719cdf7b8d6168fefda}

flag
print(flag)
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CRC32 BOOM!

A AR A2 AR N, X HeE AT ere 32481
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11.append(i+j

s2
i sl

12.append(i+j

k 11
fo.write(k
k 12

fo.write(k
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FHAES
SRS RSA
EiHimer 2070

PMN(e) 65537

PN{n)

913532839899980

DER#5,

50003820111 [f8ded22403749be403

‘Itfte;_

18bf: \[_-SJG‘J d17237866k!
3 54494207
dbdf2eT80
533 fafall3eddb2BcelT{5alcbedda2 f266442TE565
03010001

bE480a 730284

15 cD!CTEEI. 2
alfal leffh03173d2adccebae

IbT4Zede

from Crypto.PublicKey import RSA

f ( ).read()
pub RSA.importKey (f)

n pub.n

e pub.e

print(n, , €)

D FEAEEINTERp. g http://www.factordb.com
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IS ERPLE R, py qeR#BR 1S 2d
from gmpy2 import

d (invert(e, (p-1)*(g-1)))
print(d)

B & I xflag.enci % (flag.enc /& base64 4wt [ % 5L



from Crypto.PublicKey import RSA

from Crypto.Cipher import PKCS1_OAEP

from base64 import b64decode

d 406853230956379689450620815713768871010712825839536410687962650677800895818003893712259622281477453292088146
1738400368273225181314536305762299762085235936189498187778970592564265915605327846356971907529249237103759496169
5406980434257386725363097812363238479558795136548210346872238413308479861486387077589791592947525897418830092737
6911833763105616386167881813301748585233563049693794370642976326692672223638908164822104832415788577945314264232
5319478605769666291504569955129322322648810806180066987006775291114545089005827854205494667980204514881686150352
56292977390692401388790460066327347700109341639992159475755036449

n 798321817573328185527646107613495929846147444322791353283989998016278802836109003612812499731758050699162101
7956050649707513252490208688112037221362664187946849193686097668693363086967382697261993832195159914674480765330
10760265779495796183315027763039834855660464854310395417084671414082602200985927612450106785923475018941762695809
5104597296336734680684671441997445637318263621026088110334008878137547802826280994434901700160878386069980174904
5660131580244856777241162382628174724566095424541378151979429533619755568854353799219714225805322045375766653784
0276416475602759374950715283890232230741542737319569819793988431443

e 65537

p = 3133337

a = n//p

key_info = RSA.construct((n, e, d, p, q))

RSA.importKey(key_ info.exportKey())
PKCS1_OAEP.new(key)
(
bé4decode(f)
key.decrypt(c)

print(flag)
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00 Al pythondt 163k il AN e pi 1030 /il .
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SVUE: fekalid 4 FH pythonfiiA A= s FAEHD .

Wb fEkaliZ i i N opensslitk A openssliii Arsautl -decrypt -in flag.enc( S 4 #K) -inkey private.pem(F AT R 1535 5 44 77 )15
Fllflag.

PEREE
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flag{internet}
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from Crypto.PublicKey import RSA

RSA.generate(4096,e=3)

rsa.p

rsa.d

rsa.e

rsa.n

libnum.s2n(flag)
(m, e, N)

N 5 B i



C 344246784248256132370323757453790755403533762276297110321055748005034935987304162433626178273150906891000336
©547049942482415036862904844600484976674423604861710166033558576921438068555951948966099658902606725292551952345
1931329739962885662461387087548105116468113620177690630414251157123056297483412077923056945907420669712025234053
©156123334199103737410126562326533207078744933299179209709004476197370590921713711964909131345720658980347979789
4924402017273543719924849592070328396276760381501612934039653

n 691316677109436623113422493782665795857921917893759942123087462879884062720557906429183155859597756890896192,
0440032408219063325752924761600720395057717945312555422441235169296712773063614670745457208237358063080030919834
2767830028770946958228246657223006658019522727821477628021372221595309774745343728973446945471242610796718810954
8966907237877840316009828476200388327329144783877033491238709954473809991152727333616022406517443130542713167206
4217870385963129751531658486257219110805612426460922990168026629130170716857405486991638360074742247154265876095
4937228918197783009267712836880611313145983118239052094289267069644712863148560657994388581226064080575603537758
4155135770155915782120025116486061540105139339655722904721294629149025033066823599823964444620779259106176913478
8393701008912130721000631012326351836365523609527628386563073006211952480592536147451188521635693884180862917488
©510017500865838780387820003484021550651671564062116566164217737186387458606952402225864291510061559603244314503
4847031564356671559179212705466145609698475546210994748949121359853094247990533075004393534565421776468785821261
2913094632053140578820162660663656360180844991588067170369725908484588910191715832689201806912211684536120296985

result gmpy2.iroot(c k*n,e)
if(result[1] True):
print(libnum.n2s( (result[0])))
break
k 1

2018 AFCTF MagicNum

INEEARHS

for(int i=0;i<6;++i){
printf( , F(float*) (flag+i*4));
s

return 9;
}2018 AFCTF MagicNum

i H 25— S R, AR s BAE A A HR B il 1)

BATATLUHCIE S, #H&% FRFRTREE, FRIREHIUE (HRHREBOBIE P RE C AR
D




float i;

while(1){
scanf( ,8&1);

char *p i;

printf( >, ¥(p) > *(p+1), *(p+2),*(p+3));

1
J

return 0;

720659105101 77138000000000000000 . 000000
afct

71863209670811 371000000 . 000000

f{se

71863209670811371000000 . 000000

f{se

1848968262541 2760000000000000000 . 000000
Cc _1is

72723257588050687000000 . 000000

_eve

4674659167469766200000000 . 000000

rywh

1906169883 7499292000000000000000000000 . 0VVOOO

. -]
ere}

afctf{sec_is_everywhere}
easy_rsa 7 fEBi¥n
LR :

n =
2049942148331983763282900566524495360481663109413148209159973924245246195967078932709858742965644100988376516393
1516947567316643569963621519243386576155541991650610105070387440479691299670503655019032377026089584152047162143
6225926065120938710689071937870139199674752015724115844563180697521181611108537316115973366021117289379013800088
5587640695136368183972711463141756690537516705860939265437826798813228375853657612304523731562477454466770604042
6027925497245266590365080287798629911056879889563806490213919247917120199512548392006107613124668838850719777385
822083736801474373012496703900585089950184532462833403107 e = 65537 c =
2003257190833455651870699635062835376285793209037393368140088894431278594766161669409470119586285076191009716855
8675875627215052773260832659893374127927598227236026530897152252167201800939030104214536327304912430809760264428
5120329373283026085921760401845474834237115711717440559681486573666550747881398325432121849241917159761919051987
0117069394125209789541614637235135539220531691330467202335066455417042235339275117764090541622850242978171441807
7926868264124293539349931619123485098501005249806829896270239835682082818035333364506995823621010867979820662847
712684534266471691343787498430152750115780889521627965005



n 204994214833198376328290056652449536048166310941314820915997392424524619596707893270985874296564410098837651
6393151694756731664356996362151924338657615554199165061010507038744047969129967050365501903237702608958415204716
2143622592606512093871068907193787013919967475201572411584456318069752118161110853731611597336602111728937901380
©088558764069513636818397271146314175669053751670586093926543782679881322837585365761230452373156247745446677060
4042602792549724526659036508028779862991105687988956380649021391924791712019951254839200610761312466883885071977
7385822083736801474373012496703900585089950184532462833403107

e 65537

C 200325719083345565187069963506283537628579320903739336814008889443127859476616166940947011958628507619100971
6855867587562721505277326083265989337412792759822723602653089715225216720180093903010421453632730491243080976026
4428512032937328302608592176040184547483423711571171744055968148657366655074788139832543212184924191715976191905
1987011706939412520978954161463723513553922053169133046720233506645541704223533927511776409054162285024297817144]
1807792686826412429353934993161912348509850100524980682989627023983568208281803533336450699582362101086797982066)
2847712684534266471691343787498430152750115780889521627965005

p 138149558149136946723702853693217798862267316666189942816520886165357260194916654034965226246613620482905011
3069964656595444564518709581621078194857999871449975142783582348169862665180923035867530506712101490752961733195
©3677929313696499057977134617244449388706566611756401925702906820026584248278446237580517
q 148385718767120808294577062519850184639495614793281052895346144216250114087102888222369065569059037636249358
5476283593333207549760461888175623353437524741019858796978541112465970906332143541356208084199456883740752767673
91174302507279227429182436807739268769378015447834458981548109968262808179707802448799271

import gmpy2

import libnum

d gmpy2.invert(e, (p-1)*(qg-1))
n = gmpy2.powmod(c,d,n)
print(libnum.n2s( (m)))

small_rsa [F] 1R & K4 MR KFE-baby (KIn%5 fs %7 )
flag{4c466c3d0949118a3ca3319b43fe792befde94a19c8/666d2ec6c890034d88ba}

2018 HEBTUCTF Simple Caesar!
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BYVNOWNZ [m1gjfy_wuymd|l_mD_mcgjlv]
CZNOPXOA [n1hkgz_xvzndm_n0_ndhk1z}
DAXPQYPB [o1i I ha_ywaodn_o0_oeil1al
EBYQRZAC [p1 jmib_zxbpdo_p0_pf jmib}
FGZRSARD [qlknjc_aycadp_q0_ggknlc]
BDASTBSE [¢110kd_bzdrdq r0_rhlold}
HEBTUCTF {s1mple_caesdr_s0_simplel
IFCUVDUG [t 1ngmf_dbftds_t0_t jng1fl
JGDYWEVH [ulorng_ecgudt_ul_ukorigl
KHEWXFW| [v1psoh_fdhvdu_v0_vIipsih]
LIFXYGXJ [wigtpi_geiwdv_wl_wmgtlil
MJGYZHYK [x1rugj_hf jxdw_x0_xnrul j}
NEHZAIZL [y1svrk_igkydx_y0_vosvik]
OLIABJAM [z1tws|_jhlzdy_z0_zptwill
PMJBCKBN [aluxtm_kimadz_a0_aquxim}
ONKCDLCO [b1vyun_| jnb4a_b0_brvylin}
ROLDENDP [c1wzvo_mkocdb_c0_cswzlal
SPMEFNEQ [d1xawp_n|pddc_d0_dtxalpl
TONFGOFR [e1ybxg_omgedd_s0_suyblq]
URDGHPGS [f1zeyr_pnrfde_fO_fvzelr]

2018 AFCTF fRfEHE X &t 4

p=0x928fb6aa9d813b6c3270131818a7c54edb18e3806942b88670106¢1821e0326364194a8c49392849432b37632f0abe3f3c
52e909b939c91c50e41a7b8cd00c67d6743b4f

g=0xec301417ccdffa679a8dcc4027dd0d75baf9d441625ed8930472165717f4732884c33f25d4eebabc9aebcd4aedad039b0b7
2cf42cab7f80d32b74061

e=0x10001

¢=0x70c9133e1647e95c3cb99bd998a9028b5bf492929725a9e8e6d2e277fa0f37205580b196e5f121a2e83bc80a8204c99f503
6a07c8cf6f96c420369b4161d2654a7eccbdaf583204b645e137b3bd15¢c5¢ce8652984 16fd5831cba0d947113ed5be5426b708b
89451934d11f9aed9085b48b729449e461ff0863552149b965e22b6



p=0x928fb62aa9d813b6c3270131818a7c54edb18e3806942b88670106c1821€0326364194a8c49392849432b37632f0abe3f3c52e909b939
c91c50e41a7b8cd@0Oc67d6743baf

g=0xec301417ccdffab679a8dcc4027dd0d75baf9d441625ed893047216571714732884c33f25d4ee6abc9aeb6c4d4aedadd39bOb72cf42cab?|
f80d32b74061

e=0x10001

c=0x70c9133e1647e95c3cb99bd998a9028b5b1492929725a9e8e6d2e2771a0f37205580b196e51121a2e83bc80a8204c99f5036a07c8cf6
f96c420369b4161d2654a7eccbdaf583204b645e137b3bd15¢c5¢ce865298416+d5831cba®d947113ed5be5426b708b89451934d1119aed908
5b48b729449e461f10863552149b965e22b6

import gmpy2

import libnum

d gmpy2.invert(e, (q-1)*(p-1))

m (c,d,p*q)

print(libnum.n2s( (m)))

b’ x02\xd3\xe4\xea\x80r\x83\xda\x99\x88\xf5#\x08\xb b A T\x8b\xaf\xd 2\xf4 \xd c\x9fixd 3 b fixb 7 A\xc3\xcc\xc5 " \xa 1\x8b\x86\x18y\xd0
&\x88\x10\xef\xbe\x83\xcer\xce C\x17\xec[\xb 7 %\x08\xef\x16\x1f\ixab\x0c\x96\xa3\xdc

N™Mx8e,\xa3\x11{\x99U\xcd\x150\xd7 B\xf4 L \x8f}& \xc5$\xca\xd5;\xfa\x02 Yixc 1\xbb S \xfd4 \x8 3M\x96\xa9\xbd;\x8 3/\xf7\x00afcti{R54_|
5_KaTeX parse error: Expected group after'_' at position 2: 0_imp13}

2018 HEBTUCTF easy_crypto (morse. baconian)

EE#f#% : http://rumkin.com/tools/cipher/morse.php

Dexrypl -

Your messaga: (Reverse - Swap)

MORSE 1S COCL BUT BACON 1S COOLER LLJLJLJLJJULLLLLLYJULJULLJLLIL] JULLE S JLILILLLLLLL JLLE YL JLL UL UL S S JULLY JLLLE JLEJLLLULLL LT 3

This is a table of all the Morse Code translations | know

WL AAL I B

B A -

http://rumkin.com/tools/cipher/baconian.php




When decoding, it will use 0", "A", and "a" as an "A"; "1", "B", and "b" are all equivalent as well. Other letters are ignored.

Decrypt ~

AABBBAAABBABAAABAARAAAS

This is your encoded or decoded text:

Bacon Encode_Decode System

upper_flag False
string (
if string.isupper():
upper_flag = True
string string.lower()
e stringl
e _string2
for index in string:
for i in (0,26):
if index alphabet[i]:
e stringl first _cipher[i]
e string2 second_cipher[i]
break
if upper_flag:
e stringl e_stringl.upper()
e string2 e_string2.upper()
print( e stringl)
print( e _string2)

return

decode():
upper_flag False
e_string (
if e_string.isupper():

upper_flag True

e string = e_string.lower()
e_array re.findall( ,e_string)
d_stringl




d_string2
for index in e_array:
for i in (0,26):
if index first_cipher[i]:
i]
i]:
i

]

if index second_cipher

i
d_stringl alphabet|
[
[

d_string2 alphabet
if upper_flag:
d_stringl = d_stringl.upper()
d_string2 = d_string2.upper()
print( d_stringl)
print( d_string2)
return

if _ name_
print(
while True:
print(
print(
print(
s_number
if s_number
encode()
@)
elif s_number
decode()
()
elif s_number
break
else:

continue

A I H R



Challenge 22 Solves

BRI KL
96

B —HBHEFHNFEAE
bEOveldtTDs7NzITe3hzbSFYSj55a2UéeyQ4ANyVrI3FVWFU6QIs7¢
KRS E 589164

Flag Submit

%t baseb64f#ty . base91f#lh . base58#EfL1E %

https://base64.supfree.net/
http://ctf.ssleye.com/base91.html
http://ctf.ssleye.com/base58w.html

220
iDMb6ZMTGMptmkhxw36magkjCkyUHL3sSp4

SIS
ag{JustUse3TimesEncode

easy CRC



| easy CRC.txt - iTZEK —

MAHF) @RE(E) 1E(0) EHE(V) #EIH)
1:C4E68E3A
2:08FF301C
3:F6FBA587
4:B85C2F9A
5:F1B73D20
6:C6F1D9D7

flag=1+2+3+4+5+6
Each serial number consists of 4 characters

Cre32J Mk

s://blog.csdn.net/weixin_45859850

(int(s[i][2:],16))
print(flag)




b3231e941045e7
b3231e941045e76
b3231e941045e76e
b3231e941045e76e5
b3231e941045e76e59

b3231e941045e76e593
b3231e941045e76e5932
b3231e941045e76e59326
b3231e941045e760593266
b3231e941045e76e593266f
b3231e94 FORERPEEIY SHEEP 45590

a2 5
HEEAT R qwerty. dvorak. colemak
IR 2 1 K qwerty AT R 3% dvorak

https://iwww.cnblogs.com/zhangshenjia/archive/2012/04/11/qwerty_dvorak_colemak.html



https://www.cnblogs.com/zhangshenjia/archive/2012/04/11/qwerty_dvorak_colemak.html







S

for i in

print ( .join([key for key, value in dic.items() if value

import hashlib

hashlib.md5()
m.update(*b*'this_is flag')
print("flag{" + m.hexdigest() + "}")
flag{951c712ac2c3e57053c43d80c0a9e54 3}

2018 AFCTF Single

1‘~ﬁ‘I:




Jmgarida rva Lfmz (JRL) eu m ugajemf seny Xl enixdomrexn uajiderc jxoqarerexnu. Rvada mda rvdaa jxooxn rcqau Xl JRLu: Paxgmdyc,
Mrrmjs-Yalanja mny oekay.

Paxgmdyc-urcfa JRLU vmu m jxigfa Xl giaurexnu (rmusu) en dmnza xI jmrazxdeau. Lxd akmoqfa, Wab, Lxdanuej, Jdcgrx, Benmdc xd
uxoarvenz afua. Ramo jmn zmen uxoa gxenru Ixd atadc uxftay rmus. Oxda gxenru Ixd oxda jxogfejmray rmusu iuimffc. Rva nakr rmus en
jvmen jmn ba xqanay xnfc mirad uxoa ramo uxfta qdatexiu rmus. Rvan rva zmoa reoa eu xtad uio Xl gxenru uvxwu cxi m JRL wenad.
Lmoxiu akmogfa Xl uijv JRL eu Yaljxn JRL gimfu.

Waff, mrrmjs-yalanja eu mnxrvad enradaurenz seny Xl jxogarerexnu. Vada atadc ramo vmu xwn narwxds(xd xnfc xna vxur) werv
tifnmdmbfa uadtejau. Cxid ramo vmu reoa Ixd gmrjvenz cxid uadtejau mny yatafxqenz akgfxeru ivimffc. Ux, rvan xdzmnehadu jxnnajru
gmdrejegmnru Xl jxogarerexn mny rva wmdzmoa urmdru! Cxi uvxify qdxrajr xwn uadtejau Ixd yalanja gxenru mny vmjs xqgxnanru Ixd
mrrmjs gxenru. Veurxdejmffc rveu eu m ledur rcga Xl JRLu, atadcbxyc snxwu mbxir YAL JXN JRL - uxoarvenz fesa m Wxdfy Jiq xI mff
xrvad jxoqarerexnu.

Oekay jxogarerexnu omc tmdc gxuuebfa Ixdomru. Er omc ba uxoarvenz fesa wmdzmoa werv ugajemf reoa Ixd rmus-bmuay afaoanru (a.z
IJUB eJRL).

JRL zmoau Xran rxijv xn omnc xrvad muqajru Xl enlxdomrexn uajiderc: jdcgrxzdmqvc, urazx, benmdc mnmfcueu, datadua anzanaadenz,
oxbefa uajiderc mny xrvadu. Zxxy ramou zanadmffc vmta urdxnz useffu mny akqadeanja en mff rvaua euuiau.

luimffc, Ifmz eu uxoa urdenz Xl dmnyxo ymrm xd rakr en uxoa Ixdomr. Akmogfa mljri{Xv_|_Ixiny _er_neja_rDc}

#include

using namespace std;
int main()

{
freopen( ,stdin);
freopen( ,stdout);

map<char, char> f;

int arr[26];

for(int i=0;i<26;++i){
AREENESY

}
random_shuffle(arr,arr+26);
for(int i=0;i<26;++i){

[ i] arr[i];
[ i] arr[i];
b
char ch;
while((ch=getchar())!=EOF){
if(f.count(ch)){
putchar(f[ch]);
}else{
putchar(ch);
bj
}
return 9;

RILBEHUINE , A SR

AT HT:  https://quipqiup.com/



Capture the Flag (CTF) ie a special kind of information security competiticne. There are three common typea of CTFa: Jeopardy, Attack-
Defence and mixed. Jeopardy-style CTFe has a couple of guestions (tasks]) in rangs of catsgories. For exampls, Web, Forensie, Crypte,
Binary or something else. Team can gain some points for every solwed task. More points for more complicated tasks usually. The next tas
in chain can be opened only after some team solwe previous task. Then the game time is pwer sum of points shows you a CTF winer. Famou:
axample of such CTF is Deafcon CTF quals. Well, attack-defenca is another interesting kind of competitions. Hare avery team has own
natwork (or only ona host] with wvulnarabla servicas. Your team has tima for patching your sarvices and devaloping axploits usually. So;
then organizers connects participante of competition and the wargams startas! You should protact own services for defence points and hac
oppenente for attack pointa. Historically thie ie a first type of CTFs, everybody knows about DEF CON CTF - gomething like a World Cup
of all other competitions. Mixed competitions may vary posaible formats. It may be something like wargams with special time for task-
based =lements (=.g. UCSB iCTF). CTF gamss cften touch on many other aspects of information security: cryptography, stego, binary
analysis, reverse engensering, mobile security and others. Good teams generally have strong skills and experience in all these issues.
Usually, flag is some string of random data or text in some format. ExanplnlafctfI'Dh_U_f:\un:I_it_nil:n_tRyl

HEBTUCTF WIFNVDSFFDYUBPAMEMS

"Looks like 'm too lazy to complete it. >_< Can you help me a little?

EULS LS I XCISSLXIC SHNEHNXH: EUH VWLXF YDAKN OAR MWBJS AZHD EUH CIPT GAQ! OLQUE, ING TAW BIT GLH.
DWN, ING TAW'CC CLZH IE CHISE IKULCH. ING GTLNQ LN TAWD YHGS BINT THIDS ODAB NAK. KAWCG TAW YH
KLCCLNQ EA EDIGH? ICC EUH GITS ODAB EULS GIT EA EUIE, OAD ANH XUINXH, MWSE ANH XUINXH, EA XABH YIXF
UHDH ING EHCC AWD HNHBLHS EUIE EUHT BIT EIFH AWD CLZHS, YWE EUHT'CC NHZHD EIFH AWD OCIQ!OCIQ LS
UHYEWXEO KLONZGSOOGTWYJIBHBS.



LONHE RS, o7 MR

i A3 1 %= Flflag:https://quipqiup.com/

Iffws iawt A'j yff iovb yf 1lfjzityt ay. > < Lon bfh etiz
jt o iayyit? THIS IS A CLASSTICAL SENTENCE: THE QUICEK BROWN
FO¥ JUMPS OVER THE LAZY DOG! FIGHT, AND YOU MAY DIE. RUN,
AND YOU'LL LIVE AT LEAST A WHILE. AND DYING IN YOUR BEDS
MANY YEARS FROM NOW. WOULD YOU BE WILLING TO TRADE? ALL

THE DAYS FROM THIS DAY TO THAT, FOR ONE CHANCE, JUST CONE
CHANCE, TO COME BACE HERE AND TELL OUE ENEMIES THAT THEY
MAY TAEE QUR LIVES, BUT THEY'LL NEVER TAEKE OUR FLAG!FLAG

IS HEBTUCTH WIFNVDSFFDYUBPAMEMS |
i




from Crypto.Util.number import
from secret import flag

def keygen(nbit):
while True:
p, g, r [getPrime(nbit) for _ in
if isPrime(p + q r):
pubkey = (p * q * r, p r)

privkey = (p, q, r)
return pubkey, privkey

def encrypt(msg, pubkey):

enc (bytes_to_long(msg.encode( )), 0x10001, pubkey[Q] pubkey[1])

return enc

keygen(nbit)
, pubkey)

enc = encrypt(flag, pubkey)

2775041668183790046863142587579780448282786422609917541471782589482330329915927720297407090363027686824875564260
8884903122768656427165401563920443482151217)

CRIATI N, KA (dn) RIAT

XHEEER (p-1)(g-1)r-1)(p+q+r-1)A LK, Kp+q+r-181 7]

IEHFE:  https://blog.cryptohack.org/cryptoctf2020

decode.py:




enc 7579294603035135817234501131256282324240132424272000903035801073847222917306092792610406876451698121956232
©470316394487673234750881703578636534350967466406093255250353293286265621430496561242412635766499748205338001614
3266694632722641803682614616028827317552186468712272083679559663506776114651994044181776573216038201843446577674]
9372209181212817247187474685246156193381822044772746654690126746715728166527274933634750443478682812664022009444
3484489557202265794687819277761333360455251492033841378598681530778207081671460524290147906609215869586607599493
99826568136755816563468739111123761288318276379025018708883521

import gmpy2

import libnum

n 763929224901239050077647342425144363318006219360210465113458622937882119766705458273788947718911994090187932,
9476943268488685755009069756537630434894198533007316959504073892035823337943601594944051110042080581986803651720
6023532194587537463527829266176131977317383890029593394343776125144081943467563145003278218848175897527207101524
4168751016874668742536151359822585793537758876078350987062972237271763834743266722655055439868971805843593929839
097963319788083763

K 277504166818379004686314258757978044828278642260991754147178258948233032991592772029740709036302768682487556
42608884903122768656427165401563920443482151217

e (0x10001)

d = gmpy2.invert(e,k-1)

m = gmpy2.powmod(enc,d,k)

print(libnum.n2s( (m)))

Crypto_xor DefCamp CTF 2020 — why-xor

(b)) for a,b in

(1s, secret)]




rsass
JEZEELES 14 password
PR3 AN 2 BRI 7% 5L

INEAREMT:  hitp://ctf.ssleye.com/pub_asys.html

pubkey1
B 2048
PN(e) 2333
PN(n) g s
1736252012414973605929160571783981408943126183397240817576650489
4876091272021197374480215582589878198406028065354454242540322618
61467016031770169840772951578181153018088533426085013644903578849
0933608541077516895394212035921503892502530536348053868548798882
73394638905392790082852417113260418681838056848503077373967082910
09324227981652424811545937947126392511578561020096308948450499843
4677665933938088676680481495977804844099693782013856080207737588
5700500737699904011032451007341777160586467318264288370080315519
3058002476826118027749969993308125347238069254260525471283711806
83265963525581842037399869323246530085399
pubkey?2
ksl RSA
RS 2048
PN(e) 23333
PN(n)

1736252012414973605929160571783981408943126183397240817576650489
4876091272021197374480215582589875198406028065354454242540322618
6146701603177016984077295157818115301808853342658513644903578849
0933608541077516895394212035921503892502530536348053868548798882
7339463890539279008285241711326041868183805848503077373967082910
9324227981652424811545937947126392511578561020096308948450499843
4677660933938088676680481495977804844099693782013856080207737588
5700500737699904011032451007341777160586467318264288370080315519
3058002476826118027749969993308125347238069254260525471283711806
83265963525581842037399869323246530085399

KBRS B R R AR [R], i P R

TEE: %O HIbase6agihd 1, T B ALt



from gmpy2 import invert
import libnum

import base64

path sys.path[9]
def gongmo(n, cl, c2, el, e2):
def egcd(a, b):

if b 0:
return a, ©
else:
X, y = egcd(b, a % b)
return y, x € b)
egcd(el, e2)
s[9]
s[1]

if s1
sl sl
cl invert(cl, n)
elif s2 0:
s2 s2
c2 invert(c2, n)
m (c1, s1, n) (c2, s2, n)
return m
n 173625201241497360592916057178398140894312618339724081757665048948760912720211973744802155825898781984060280
6535445424254032261861467016031770169840772951578181153018088533426585136449035788490933608541077516895394212035
9215038925025305363480538685487988827339463890539279008285241711326041868183805848503077373967082910932422798165
2424811545937947126392511578561020096308948450499843467766593393808867668048149597780484409969378201385608020773
7588570050073769990401103245100734177716058646731826428837008031551930580024768261180277499699933081253472380692
5426052547128371180683265963525581842037399869323246530085399
with (path 5 ) as f1:
cl = fl.read()
cl base64.b64decode(cl)
cl libnum.s2n(cl)
print(cl)
(path
f2.read()
base64.b64decode(c2)
libnum.s2n(c2)

gongmo(n, cl, c2, el, e2)
print(result)
print(libnum.n2s( (result)))

% 1i-Hiflag

2018 AFCTF One Secret, Two encryption




| ] flag_encry1 2018/4/12 23:52 X
11 ] flag_encry2 2018/4/12 23:52 4
B9 public1.pub 2018/4/12 23:46 Microsoft Pul
B9 public2.pub 2018/4/12 23:51 Microsoft Pul
S txt 2018/4/12 23:55 SR

BUH g TS SCRAS, PR T REBERIE . . A RS S0 O —ANRIArD
M EENA T — R K
53 AT A FAER AL http://ctf.ssleye.com/pub_asys.html

public1:

SiR%T  RSA
e 2046
PHN(e) 1666626632960368235001159408047765991270250042206244 15744717 1188195657302933019501932101777999510001 2357 36338843107 7008717
PN(n)
485029T1351622234685264581623082440248579]1 3687679831 2652715204698
G506139690086325452 209766991 T0I0E454082300834 7425 T0T182478042020
GOO204035T16420746 T4 28565 1684058771 10681518105667 301 TR565351 760
TEE44500823T50TEO89806040451 115082 120028082 58R38001 4600273008153
977O0TIE053 24586054862 2588397 3643141 5160240583 15360572088 744607 1
3411025448942 151602603 724916349308 268 1 336628 T260334891 24T0565T21
TTEB220058487 150865 26008042 7488028021 8796083 3889803334082 5064880
1216618134617 7276630828546 3763621680 342088224672056T 37618769608

G45731645293368B02500TT357T6T3 142585810194 741 30851412 10089783960
649118942437385024402360568965321 3498329

HE : 30520220300d406082a864886F7040101010500035202040020820208028201 002660151 7300 fOb8af536d26 2622 TO0d94233401 324h 13404965790 1 8200ed92d02T

a®bcB36f 1cTefB44acddl 3508bf eoBefal 5d2305TTHc ZbbfbefeT fafiadicdaBeidbelbbalZaaT 2 T0bd2 34de fEE 260 36602047 dealf cc fI41 cBbH1D1E53£9TE 20 33
B2823%00907 37948cb8f83ach23B6738c0b0e 2f 51 2c 11301031 eac045fc T6ThEHcasB602bbe 4285aT 392cbd2a25 73200333 2a468b £967 dddactchbdebIce38b1
hfheOh3070e673230a] dbes56df3ecalebhifihal 82d3ef5h0Rdd206h8G3a200h? 1 a0dT 4379385850 TT 1a2hcedfiRe 46e FOF F3aTO4T303200ac45 1833207 dh 7409
d7ed63908T] 3aa5hB8c68d192fabe 06T 2ar THd60a0 1 824k4bd9028201 000433051 5686 43TG497452ef cfiddT 33387 FOa90028h3dd5acahT02a00ke30cdAdas Th
dbb42a4f72a8eac Jaed0ecT 6aT falbl T1c03b0T4a84f98dbbe 1 38b0£G208eab T 01 26700 26dbboal 3ae 1 c0dd2402£076T20edb2152644663226da201aTh4as 1l
£31ef07dGd471cP6c88 947 TEcToT 818703407 c4anbbeBE0b1 13256 deedo81 506335003 Me TedrocefTfHd0E48dc 4bYe] pabd 3821 8b 1087 adBf Ge 314dfh2bbE
aTfflc318d4d10357adf 1 F538173f4d3%caaalchd5165d2afch5454056a0eaedfdT432 7334030322402 AN3T 1 &04F0 ] achO30L6AT L rbAc a3 TIATRINNG T ENacR20ed
cafiefaf 134 f6TEF6 002 Ahf4410153def10c000ddeT453

public2:

TEEE  RSA

EUREE 2045

Ph(e) ©5537

PN(n) ) . .
2A6T53I6T6R6T 2000059668181 1T1TAT2G5271R0RTROZRAIGTE 72067 134A453418
9324059590467 396373630444203 19361 7OT306TT 14905734430035201371493
240802179718367805T05222586614190344815148830680027521667 5296787
9497095564 T32005614 7215323304086 TH00E2802TE354 2501 27T950321457279
006360393218327164504085138429004 1 9565518553 344927967 199018131657
BEOO254T758456345574794151 T206RT560T 2418411 77219635024461 3955061 1
2841842261 347 TT07TEET454 36001 17751 8036009634 30307 142110691 THO4 215
OTE9388800099630305856582440T0400732410558%03287043 100258 T90142940
512305907 1656204253803 1883965317397 282715887507 1837607 341463202
6801506560862006601 98000932984 78722580277

DERfEx 30820121300d06092a864886£ 70d0101010500038201 000308201 09028201001 20127 200602856df 532263468200 f61 26454 26a5030864060b2dalf 661 3badfHOL

084ae43483F 2083031 Thia 22V dadeaac9d0f T 316bbe830bE 46830 dbe ffeahob 1 c92054d23ca13d2be 451 1 228F 4021372433 Vi 1 dabBh T 3eh43%he 71404491891 22
460 ce2l0d3bab01ddbba2iiSaanadbibdTe6I f42cdbace cd264e 0055031 2629 c9437cbTH2{ 43aed2e 1 cded3P0560c0TTO00M0baa TF94e 656 1 T1b1HOTEETOMIE
48£3204dc 36416931 c8delbldieleebBdfei4ead161 7280918146702 21 04a05d4bane fEec54228a0T 1 aedf fohTelef64dbdBe 1 2Tdbf584e30be3alc 04752310162
e46ic783a4d0bd453af 00697 :8b1584abe TOBTe591aT6d55: 2050203010001

SRAPS I B R 2 L85 ) e v — A 3R B B ] i e



decode.py

nl 48502971381622234688264816230824402495791368767983126527352046986896139690086325452209766991703084540823908|
3474257071824780420206092949357164207467942856516840587711068151810566730178565351769768449098237507898988604045
1115082120928982588380914609273008153977907950532498605486225883973643141516024058315360572988744607134110254489
4215160269372491634939826813366287260334891247056572177682290584871558652650804274880289218796083388989335408255
6488901216618134617727663982834637636216893420882246729567376187696586457316452933688525057735776731425658101947
4130651412100897839606491189424373959244023695669653213498329

el 16666266329603682390011594080477659912702500422062441574471711881956573029330195019321017779995100012357363
3884310770987178590674939300425761412980206108115586143372238014500153718114261351529013883576523600281168998647
2280762408157176437503021753061588746520433720734608953639111558556930490721517579994493088551013050835690019772,
6007443173982181838834021920604809799794564699378632577813625211845781421294441224288321067217254093091139759864
3624166210787908536101465071643904285601320344024283487864850624442836770670843112110971450598172852981887462186)
8624754285069693368779495316600601299037277003994790396589299

n2 23675367686720009596681811717872952718987892883976729971348434189324059599467396373680444203198617978567714
9057344300352013714932408021797183678057052225866141903448151488306809275216675296787949709556473250561475153233
0408675056285275354250157955321457579006360393218327164804951384290041956551855334492796719901818165788902547584
5634557479415172968756972418411772196350244613955961175841942261347770788745436991177618936996343035714211069178
9421507893888599996358058682449704007324105589032879431002587901429405123059071656294253803188396531739772827158
9759718376073414632026801806560862906691989093298478752580277

e2 65537

import gmpy2
import libnum
gmpy2.gcd(nl,n2)
nl//p
n2//p
gmpy2.invert(el, (p-1)*(ql-1))
gmpy2.invert(e2, (p-1)*(q2-1))
( 5 ) as f1:
fl.read()
libnum.s2n(cl)
(
f2.read()
libnum.s2n(c2)
ml gmpy2.powmod(cl,dl,nl)
m2 gmpy?2.powmod(c2,d2,n2)
print(libnum.n2s( (m1)))
print(libnum.n2s( (m2)))

86\ xae\x16\x98mgEA\x96\>cF87 \xedB\ e\ xdb\xd6 ( \xb2his \xe7u\x95 \xd5T \xddn\xd F\xb@\xe9\xal\xeF\xeB8\xBc \x97B\oec 7 \xxel\ x|
nSSL is widely used\r\nflag is afctf{You Know @p3u55I}"

b " \x@2~\x83\xa7 \xed\xd5\xde\xF1\xb8\xch\x17%5 : \acf 7wZn\xc2WbDn ) \x@78\>cF c\x98 } \xa5\x96@\x98 ?Y\xba\xe5\xca\xdam\xb
d\x84\x1 i\ xecti \xBb\x89\x18hH\xc5\xb T \x 10\ xe983C } 3Cz >HbX\xbe\x98<IG\x86? ? \xe2 M\xfc\xaf\xb6@\xbe\xec\xe3h\x87\xd
b1t\x9bp\x03y\x12\xT2<\x99\xae\xT6\xde\x9b\xdM\xdd \xbA\xF 7\x88t \xe@\xT% \x11"B\xa7r\xf2}\xf3\xaf\xca\x9dfL. \x08
E\xed\xb38\xe5\xcc\xc3#\xdl eT*\xec\xcda\x95 \xd\xed9\xe7\xdA\xBB80\xa3\, " \xaedS\xa3\xd1 \»7f~+\xefga\xely\xB82\x191 \x3|
Vo1 \xbd \t\x88\xbT+Th\xba\x8M\xFd\xbB\x89\n\x92\x0B0penSSL is widely used\r\nflag is afctf{You Know @p3u55I}’

2018 AFCTF Vigenere

vigenereZE )W fift:  https://www.guballa.de/vigenere-solver




Cipher Text:

Yzyj ia zaqm Cbatky kf uavin rbgfno ig hnkozku fyvefyjzy sut =~
gha pruyte gu famooybn bhr wgdcpipgu jaaju obecu njde
pupfyytr] cpez cklb wnbzgmr ntf 1i wsfavm azupy nde cufmrf

uh lba enxcp, tuk uwjwrnzn ing ksmuh sggcqgoa zg obecu zgm

Lncu gz Jagaam aaj gx Hwthzn'a Gbj gfnetyk cpez, g fwwang
xnapriv 1i phr uygnvupk ib mnttgng xgiocerry cpag zjws ohbaul
drinsla tuk liufku obecu ovxey zjwg po gnn aecgtsneoa.

Cn poyj wvzyoe gxdbhf zg ty oeyvl-ndigkpl, ndag gut mrt cjy

vrrarmd reasf nhny enel atw aridhen]l bkl zhoen Celbihoae sk

Cipher Variant: Classical Vigenere
Language: English ~
Key Length: i
(e.g. 8 orarange e.g. 6-10)
Break Cipher ' Clear Cipher Text
Result

Clear text [hide]

Clear text using key "csuwangjiang™:

Assent to Laws for establishing Judiciary Powers.

He has made Judges dependent on his Will alcone for the tenure of
their offices, and the amount and payment of their salaries.

flag is afctf{Whooooooo U Gotcha!}

He has erected a multitude of New Offices, and sent hither swarms
of officers to harass our people and eat out their substance.

afctf{Whooooooo U_Gotcha!}
2% https://www.programmersought.com/article/62834774254/

encode



freopen( ,stdin);
freopen( 5 ,stdout);
char key[]
int len strlen(key);
char ch;
int index 0;
while((ch getchar()) EOF){
if(ch ch ){

putchar((ch key[index%len] )%26 )

index;
}else if(ch ch ){
putchar((ch key[index%len] )%26 )
index;
}else{
putchar(ch);
}
}
return 0;
}

decode



freopen( , stdout);

freopen( 5 , stdin);

char key[]

int len strlen(key);

char ch;

int index Q;

while ((ch getchar()) EOF) {
if (ch ch ) {

for (int i = @; i < 50; i++)
{
char test (ch i (key[index len]
if (test
{
putchar(test);
break;
}
}
index;
}
else if (ch
for (int i 0; i
{
char test (ch i (key[index % len]
if (test
{
putchar(test);
break;
s
b
index;
)i
else {
putchar(ch);
b
b

return 9;

}

2018 AFCTF {rWrid — Ik — % 4 ? Many-Time-Padii & 5 i %

https://github.com/Jwomers/many-time-pad-attack/blob/master/attack.py
decode

python27E 4k http://mww.dooccn.com/python/
Ty




import string
import collections

import sets, sys

[cl, c2, c3, c4, c5, c6, c7, c8, c9, cl10, cll]

def strxor(a, b):
return .join([ €9) (y)) for (x, y) in (a, b)])

def target_fix(target_cipher):
final_key [None]*150
known_key_positions
for current_index, ciphertext in (ciphers):
counter collections.Counter()
for index, ciphertext2 in (ciphers):

if current_index index:
for indexOfChar, char in (strxor(ciphertext.decode( ), ciphertext2.decode(

if char in string.printable and char.isalpha(): counter[indexOfChar]

knownSpaceIndexes []

for ind, val in counter.items():

if val 7: knownSpaceIndexes.append(ind)

xor_with_spaces strxor(ciphertext.decode(
for index in knownSpacelndexes:




final key[index] xor_with_spaces[index].encode(

known_key positions.add(index)

final key_ hex .join([val if val is not None else for val in final _key])

output strxor(target_cipher.decode( ),final key hex.decode( ))

print

print .join([char if index in known_key positions else for index, char in

target_plaintext
print

print target_plaintext

key = strxor(target_cipher.decode( ), target_plaintext)
print

for cipher in ciphers:

print strxor(cipher.decode( ), key)

print key

for i in ciphers:

target_fix(i)

gree with me to use this
ncryption scheme always|

Private key recovered: afctf{OPT_1s_Int3rest1ng}

Fix this sentence:

2018 QCTF Xman-RSA
kR G I

T B 0 5 Fiflag.Zip A1 readme.txt

(output)])




H zZiperello
7 ziperello
o

Zip password recovery tool

LRERRE
SHRED
HEEE

#hiAdig): 00:00:00

19:32:27: 8: "s2181".04@: 0s

A WSS i flag Zip
TR Zp N SO — A Tfh: ZipJ @R, zipfhnes . F8E. WIC 8t . CRC3244#

Freadme.txtE 46 A 45 6 FEAT B SC



Eﬂ ARCHPR 4.54 Professional Edition = X
M) &E(R) HEH(H)

E}'@ J’J’% 1_9 ,:/ (7] v E
#  F E4Mit AR M EXT Bs
PIZERY Z1PRARJACE/AR) ST Byt 2ea
[Es\CtheMZCTF \rypto K BR£1R lag.20 | | B i
TE KE TR X giiit &R SR
B i1
B ST PHRR1E: | |
[E\CtPBMZCTF \rypto kR veacme.2p | ¥ - Fr#T: [0 e

¥ B | cfs2214| YA 13390217 | 8776dSed 1)

L] Fei M RSz EBRS 1P 4558 i
AEEO

2021/5/25 19:53:00 - BA I 2 Fi4 A
2021/5/25 19:53:10 - nu Etﬂaﬁimtﬁ'ﬁ'

2021/5/25 19:53:10 - 0% 24k

2021/5/25 19:53:10 - KJ-:dlong' E‘JZAKFFE"]—"E;@ED: i

LEOS: TS
=R w584 8):
HEIETR

0%

(GEIE

(S8 ] e A7 SR U Rk vl AT By s BE ML), 00K B A DR A7 kR B2 1A% (img-qWBHiwb-1628914224362)
(C:\Users\Rang\AppData\Roaming\Typora\typora-user-images\image-20210525195618000.png)]

KILE R A base64 55 3, fRZE/SH

mMWFnfQ==")

}N: )Ljif’j' 5EE| R

FBIAS I )5 -



binascii

struct

crc32key 0xB03947D1
i @, 65535
height struct.pack

data height

crc32result binascii.crc32(data oOxfffffff

crc32result crc32key

join

FREBEHE i, pnglE R 28Z%:

https://blog.csdn.net/weixin_42212792/article/details/112815529?utm_medium=distribute.pc_relevant.none-task-blog-
baidujs_title-0&spm=1001.2101.3001.4242

0D
00

00

SE EC DD 07
DE 9C 9c 1E 27 Bl
"ipr-/bia0-gdn nglyeiys 8P9883

* DD 07 =
27 B1 @nUYDbwW¥= . bebee.

83 05 02 D1 SHb'4.1L7..¢
20 21hﬂgi“!b]_folﬁa.t:smirgﬁ'\_eg'ﬂ%mg 4?%59@;[1

2 nLn

Bapp



https://blog.csdn.net/weixin_42212792/article/details/112815529?utm_medium=distribute.pc_relevant.none-task-blog-baidujs_title-0&spm=1001.2101.3001.4242

HRiRE BEREER

flag{40328fb5149e493d}

1837

MTEgMTEXIDAWMCAWMCAWMT EXMSAWMDAgMDAXMCAWMDEEMTA

JEEMR AL L ] T18374E, % & itbaseb4 il 51581017, morsefft s

Base64, also known as MIME encoding, translates binary into safe text. It is used to send attachments in email and to change sm
text-based system.

Decrypt ~

MTEgMTEx IDAWMCARMCAwMTExMSAwMDAgMDAXMCAwMDEZMTA

This is your encoded or decoded text:

11 111 000 00 G1111 000 0010 001 10i

B 1l -, morsefii % 15 2iiflag



IVIL IV D % L. it I LI LAT

Decrypt |

Your message: (Reverse - Swap)

This is your encoded or decoded text:

flag{MOSI1SFUN}

Caesar
AR YRECER, =48 agh m#EAI345. o .
FEN\ T EEINMNE L —T

C
=

for i in

s
print(s)

Fcitek i, XHe=3

(@ 41533724213287870641685486418457081839214434469901585725061145597354419505017069841182359444419288897490
8356379029355802814337312136744154997424821157033680200482105182094322923242193729826985519065225129422048376808
4460779714162849925877879859830009443131489814222929347727735616113359695228615432020363240247474622132986939108
4573936183461000331479459596844437629766814547554821924339932862055270030292695747870264843896228169328351847545

40312561890719407986296481186847292967270288752616
libnum.n2s( (gmpy2.iroot(c,3)[0]))




rot13ff % —

Guvf vf gur cnffjbeq Ibh arrq sbe gur MVC svyr: synt{efnZ0OerQ33crE}

This is the password you need for the ZIP file: flag{rsaMOreD33peR]

2020sdnisc-ezRSA

AL



n 0xal1d4d377001f1b8d5b2740514ce699b49dc8a02f12df9a960e80e2ab6eel3b7a97d9f508721e3dd7a6842c24ab25ab87d1132358de7|
c6c4cee3fb3ec9b7+d873626bd0251d16912delfOf1a2bba52b082339113ad1a262121db31db9eelbf9126023182acce8f84612bfeb07589
3cf61027b7b1614717d29cc3fd463df7ea31ca860d59aae5506479c76206603de54044e7b778e21082c4c4da795d39dc2b9c0589e577a77
3133c89fa8e3a4bdo47b8e7d6dad®d9a0d8a3c1a3607ce983deb350e1c649725ccchb@e9d756fc3107dd4352aa18c45a65bab7772a4c5aef79
20ale67e6085cc125d9fc042d96489208d885F448ece8f71254067dfff0c4e72a63557
el Oxf4c1158f
cl 12051796366524088489284445109295502686341498426965277230069915294159131976231473789977279364263965099422235
6477237752780605693780714691318663683993947728982241665180895933408039137983274519635899967343234979433018190517
1870980751865586856965694124244910998087639766160527151745971666968490092027959747744662960762769376973873362314
3693170696779851882404994923673483971528314806130892416509854017091137325195201225617407959645788145876202882024
7231062041832570947550029247080091385603474325520909054891321351549329875212392995785090082906143987007996709288
05692609756924823628055245227290288940649158862576448537833423
e2 oxf493f7d1
c2 16648382384980770705624348910895797622774711113202207693584907182552301186239613809347201161450012615995859
7384106614524384967563534855383056149492117766687938649844296967909447508946919577992342645085300840268946112285
1369896334740232910983810962160977040692570052098338781145107483847037004467863409920200348092590326750874400619,
5455234025325060817223813858985074720872124168142943926467694676717713503559007112874381750005406371400109962943
5083494971511484460648460965314450374161749139159230503322428434039261331658173102726338843582637785167702885155
92959832151762499526363131801945163501999337808208074381212795
def gongmo(n, cl, c2, el, e2):

def egcd(a, b):

if b 0:
return a, ©
else:
X, VY egcd(b, a b)
return y, x € b)
egcd(el, e2)
s[o]
s[1]

if s1
sl sl
cl invert(cl, n)
elif s2 Q:
s2 s2
() invert(c2, n)
m (c1, s1, n) (c2, s2, n)
return m

result gongmo(n, cl, c2, el, e2)

print(libnum.n2s( (result)))

HHHHIbaby dsa b i K 57 A I 4% 22 4 K 3§

dsalin#
http://blog.iyzyi.com/index.php/archives/1973/
encode

from Crypto.Util.number import

from hashlib import sha512,md5

from os import urandom
import random




def hash(message):
return (sha512(message) .hexdigest(), 16)

def key gen():
q getPrime(256)
while True:
p random.getrandbits(2816)*q
if isPrime(p):
print(p.bit_length())
break
while True:
g (random.randrange(1, p-1), (p-1)/q, p)
if g 1:
break
X random.randrange(1, q)
y (g, %, p)
pubkey = (p, g, g, ¥)
privkey X

return pubkey, privkey

def sign(message, pubkey, privkey):
P, d, 85 Y = pubkey
privkey
(y, x, g) random.randrange(1, 512)
(8, k, p) % q
inverse(k, q) ( (message) r)

return r, s

def verify(message, signature, pubkey):

P, 4, 8 Yy = pubkey

r, s signature

if not (@ < r < gq) or not (O

return False

w = inverse(s, Q)

ul ( (message) w)

u2 (r * w) q

v = ((pow(g, ul, p) (y, u2, p)) % p)
return v r

pubkey, privkey = key_gen()
print(pubkey)

messagel = urandom(16).encode( )
signaturel sign(messagel, pubkey, privkey)
print(messagel,signaturel)
print(verify(messagel, signaturel, pubkey))

message2 = urandom(16).encode( )
signature2 = sign(message2, pubkey, privkey)
print(message2,signature2)
print(verify(message2, signature2, pubkey))

flag md5(long_to_bytes(privkey)).hexdigest()

decode.py

from Crypto.Util.number import
from hashlib import sha512,md5




def hash(message):
return (sha512(message) .hexdigest(), 16)

sign(message, pubkey, privkey, randoml):
P, d, 8, Yy = pubkey
privkey
(y, x, 8) randoml
(8, kK, p) % g
inverse(k, q) ( (message)

return r, s

public (329722646303732445800883728449896337264903888939068505184968017501650564600176122010985892162426604403
5133134135402561235635833428206886888308027772353030767400921078346868377298401213812053250316002033941692272192
64461325229657988451673156043650107325392445764655869885548478174760293977551116332975872159765796334519336582353
8538653951800657006965357514606001681191114061460647193032734136858297983604258540681135223632606529263648455080
7213756482153084427714549694264685695977531537425682212155553568848666088576932888234659355213664909753781753917
4011619777626636580975044119149080816770339809150390795177661597605222612791153473858130094375101568989697695636
8786949572197726544479958563401988095153208021796045690178891843926578816991006282288958019936641745518659548997
3000351770200485095008494228829300145039695936946379585625051402553034971207474762463147744467360158847593356030
745194143276254949463650698210515569533, 82302835442112137125891403368151249910268706824854786126600390413622302
196443, 11562332642993409711064983714954956952258805923543740341421955184725405219116995063913113246765906853652]
3488717034572213506000988500233474883647716980616616980618023179491896121452069836187483911045461026638834197798
4902756569838594616255112661600466818870137432772800368859461445854700956291885576855069405183771903076277144927
7690294337307106130587882776912116986752878291432721528351718594807810619185568400798577612030120545521425556730
7186531035533198628860642271152579087759137677083418061849279426536217860311123661549522561210125034442193258803
8244804199229449738675082560512062564365473035097263889257937140778993389305893378514344032352806521972367991027
4597211607448356887616577973988415231040744517935579245129923056406973440115205507238938281857076351414044452134
4593558696528945028202422206448896587876999156636711515361976158384356157953170505795593328800855616595206617330
4891391375100346312776539530448611005, 2909996237877318126977196918520612902466194134636363123821469699005463845
1471078284315396270485191609160167902883086617633233151951515630140153717306990818150902846432264735225663242468
4809349121024262597006913707483811117644197481959053785475083406472583099140506505071300193356002443007750220524
9322191919329692022703433239550352913968084726866847876105591147020547846993654908603927370610562331603089432964
7854079835313487893708833667292816289433296176227755934586047991624808682111781199039102518712519307405900108644
130597713325277469899665312229712344783744916865734730801627003088139567406642114400295975193683916693572620083 3]
7851327363288597103518713525675115161421709560918853521785793022996343222548183839785857731366925889229760436173
3790454539614675560928416374347629777268654847517019760541284768958717152245322905593271271415486998945480856145
8852031769119489235598402066924082778376081494632258448434048562053 )

P, d, 8 Yy = public

tmpl ( , (108592362699597657352363937799363052173055743318392345021902267089
29991582386, 13707557323895695260471053137828523837745895683218331343360027380310980108819))
tmp2 ( , (419606422463790676405247094160015360582928173191097643173697772244]
26218746518, 74676725322515593502346275468843411563746982149373670021082686341369076719088))
messagel, rl, sl = tmpl[@], tmpl[1][0], tmpl[1][1]
, r2, s2 = tmp2[0], tmp2[1][0], tmp2[1][1]
(messagel), (message2)

for randoml in (1, 512):
for random2 in (1, 512):
randoml_inv = inverse(randoml, q)
random_mul randoml_inv random2
X (s1 * hm2 - s2 * hml random_mul) inverse(s2 * rl * random_mul

X X




if sign(messagel, public, x, randoml) tmpl[1]:
print(x)
flag md5(long_to bytes(x)).hexdigest()
print(flag)
print(random2)
exit()

print(randoml)

+i ¥3 # -Crypto1

N=
2704381511314570755012106337824043893924878225848345404985645352158403222059288778756205944338003861029059857562
2062916485307184091409554538514854202498873547297773103239316954239641667336894313367845772845023065721439134501
3104265900193558445247569200783070053249295260634254876422094563550232302084678607747427850993179013989638671065
8247674032608274695326221650402011109581761365634772208319507614384718903503506302175757438255766347944219005069
5927108198420191943271875798380684096592680930644200136436407472778630811000456073548836196890375350827356906953
559602627392400524498682642018717447302297325432318177221
€c=55104619728560689810728302467665028384809892663986446651601308413555363224109072764136958626173559366461328524
6299303875854310987447103185795040490541106154790243893699154767869461360532370258323936606948887388561062524928
8097306336647968725558401446623024736147226016692153463491573070792980934874297761853307340675918803389596872299
8372458726742790244324576861937027399498160467838205116976541368504923992681650515673706697972844901390862442952
5335598674504837548523006533723449926678095026644921098893 e

ROV TR Be bbb, RN & 8 80

import gmpy2
import libnum
N=27043815113145707550121063378240438939248782258483454049856453521584032220592887787562059443380038610290598575
6220629164853071840914095545385148542024988735472977731032393169542396416673368943133678457728450230657214391345
01310426590019355844524756920078307005324929526063425487642209456355023230208467860774742785099317901398963867160
6582476740326082746953262216504020111095817613656347722083195076143847189035035063021757574382557663479442190050
6959271081984201919432718757983806840965926809306442001364364074727786308110004560735488361968903753508273569069
53559602627392400524498682642018717447302297325432318177221
c=55104619728560689810728302467665028384809892663986446651601308413555363224109072764136958626173559366461328524
6299303875854310987447103185795040490541106154790243893699154767869461360532370258323936606948887388561062524928
8097306336647968725558401446623024736147226016692153463491573070792980934874297761853307340675918803389596872299
8372458726742790244324576861937027399498160467838205116976541368504923992681650515673706697972844901390862442952
5335598674504837548523006533723449926678095026644921098893
e )
k =0
while 1:
result = gmpy2.iroot(c k*n,e)
if(result[1] True):
print(libnum.n2s( (result[0])))
break
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import sys

import base64
path sys.path[@
with path

for a in f
while 1
try
a=baseb4.bb64decode(a).decode
except
pass
try
a=base64.b32decode(a).decode
except
pass
try
a=baseb4.blédecode(a).decode
except

pass

in a

print (a

break




sys
base64
libnum
sys.path[9]
(path
for a in f:
a libnum.n2s( (a,16))
a .decode(a)
while 1:
try :
(baseb64.bb64decode(a),encoding

except:

pass
try:

a (base64.b32decode(a),encoding
except:

pass
try:

a (base64.blédecode(a),encoding
except:

pass
if in a:

print (a)

break

python2. python3byte#lstria] [ 5% #

hitps://blog.csdn.netfweixin_45859850

HHHAAHE2018 AFCTF MyOwnCBC

AESHN& L #E7f#: https://www.cnblogs.com/luop/p/4334160.html

encode:




from Crypto.Cipher import AES
from Crypto.Random import random

from Crypto.Util.number import long to bytes

def MyOwnCBC(key, plain):
if (CEMIEEYE
return
cipher_txt
cipher_arr []
cipher = AES.new(key, AES.MODE_ECB, )
plain [plain[i:i+32] for i in (o, (plain), 32)]
print plain
cipher_arr.append(cipher.encrypt(plain[0]))
cipher_txt cipher_arr[@]
for i in (1, (plain)):
cipher = AES.new(cipher_arr[i-1], AES.MODE_ECB,
cipher_arr.append(cipher.encrypt(plain[i]))
cipher_txt cipher_arr[i]

return cipher_txt

random.getrandbits(256)
long_to_bytes(key)

s f.read()
f.close()

with ( 5 ) as f:
f.write(MyOwnCBC(key, s))
f.close()

decode:

cipher=f.read()
f.close()

cipher=[cipher[i:i+32] for i in (0, (cipher),32)]

tempkey=key®

plain

for i in (1, (cipher)):
aes=Crypto.Cipher.AES.new(tempkey,Crypto.Cipher.AES.MODE_ECB)
plain+=aes.decrypt(cipher[i])
tempkey=cipher[i]

return plain

print(decrypt(key@, cipher))

2018 AFCTF 16715l 5 3 TR 77 &

%2 https://shawroot.hatenablog.com/entry/2019/12/26/AFCTF2018/BUUCTF-
Crypto%3A%E8%8A%B1%E5%BC%80%E8%97 %8F %E5%AE %9D %E5%9C %B0:




LN

J S ixt - iTEA - O
XHHF) SRS(E) 8(0) BE(V) #BH)
#
808042380079774056886485661605042785931486663026264151497049056286
876270862865768337953835725801963142685182510812938072115996355782
631830392702070562312065201408003280942118040098424206159252073371
434839472309626319450451345401595174882887816666226353283169729791
761952842010806304748313326215619695085380586052550443025074501971
5005072999275628549710915357400946408857 5 % [F]
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- v T = 2018 AFCTF fEFHEENME > decode > 2018 AFCTF #FFEIRE > v O £ {#E"2018 AFCT.
O &k " M 2 p i
* HuEiia) i
& secretl.zip 2018/4/14 23:14 E4s(zipped)L.. 1 KB
& Wrshi i secret2.zip 2018/4/14 23:15 [E4a(zipped)3L... 1KB
e i secret3.zip 2018/4/14 23:15 E4g(zipped)3L... 1 KB
¥ 3D S [] % secretd.zip 2018/4/14 23:20 [E4(zipped)3L... 1KB
s_ i IEI secreth.rar 2018/4/14 23:42 R.f’\R ,':i",-”i 1 KB
L F @bt 2018/5/22 21:23 AR 1 KB
=Bk
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H ZJiperelio =

- [
v 2iperello
b Sl zip password recovery tool

X

‘G =i3: 19260817

]
#iEh4ig: 00:00:07

| 18:51:37: BiB: "19260817"84iF: 125

Zinerello ver. 2.1 /A& (C) 2008 FDRI ab

32

X1l =
3053451339113952185737909035082962386591478022740317966430175390116488028087631629023356441956485253755189418484
3011449715008202513300003383508307654192753082955705152416106942349445166784823645233727186208534686936497698904
7180532167560796470067549915390773271207901537847213882479997325575278672917648417868759077150999044891099206133
296336190476413164240995177077671480352739572539631359

ml =
3470515596224631445396699500966581634256464114357976919737015137257015751008104461758494240000000758550704302405
0773273539341149386654057267962617274230136614650186267027244307097051194348586588749422948742050375045797426280
2053722093905126235340380261828593508455621667309946361705530667957484731929151875527489478449361198648310684702
574627199321092927111137398333029697068474762820813413

ARG, RN RS % i alice

H ziperelio =

LEEERE | 5
4EER Em x
L

#i£AE: 00:00:07

n

| 19:03:17: TB: “aboe"BA: 0s




X2 =
1520126812706823400516906279245862327025524608100303222678274017713049074698025918619129212818338906131863177878
1361137283806692489469189244450303954594672862169659008759124633920824864792696644684812329034491166291675803913
4817404720512465817867255277476717353439505243247568126193361558042940352204093381260402400739429050280526212446
967632582771424597203000629197487733610187359662268583

m2 =
3470515596224631445396699500966581634256464114357976919737015137257015751008104461758494240000000758550704302405
0773273539341149386654057267962617274230136614650186267027244307097051194348586588749422948742050375045797426280
2053722093905126235340380261828593508455621667309946361705530667957484731929151875527489478449361198648310684702
574627199321092927111137398333029697068474762820818553

BN RN, BEREEAE

X4 =
1004597799135205400980654074206299548166779264233567695247590726322191061558494501251852055574911383577604942726
9194919909980323909811960218611787893153496843598256507157083103281428862097480749820623391482625343384757270340
7678712965098320122549759579566316372220959610814573945698083909575005303253205653244238542300266460559790606278
310650849881421791081944960157781855164700773081375247

m4 =
3470515596224631445396699500966581634256464114357976919737015137257015751008104461758494240000000758550704302405
0773273539341149386654057267962617274230136614650186267027244307097051194348586588749422948742050375045797426280
2053722093905126235340380261828593508455621667309946361705530667957484731929151875527489478449361198648310684702
574627199321092927111137398333029697068474762820820091

decode.py:



import libnum

@l =100459779913520540098065407420629954816677926423356769524759072632219106155849450125185205557491138357760494
2726919491990998032390981196021861178789315349684359825650715708310328142886209748074982062339148262534338475727
0340767871296509832012254975957956631637222095961081457394569808390957500530325320565324423854230026646055979060
6278310650849881421791081944960157781855164700773081375247

dl =347051559622463144539669950096658163425646411435797691973701513725701575100810446175849424000000075855070430
2405077327353934114938665405726796261727423013661465018626702724430709705119434858658874942294874205037504579742
6280205372209390512623534038026182859350845562166730994636170553066795748473192915187552748947844936119864831068
4702574627199321092927111137398333029697068474762820820091

@2 =305345133911395218573790903508296238659147802274031796643017539011648802808763162902335644195648525375518941
8484301144971500820251330000338350830765419275308295570515241610694234944516678482364523372718620853468693649769
8904718053216756079647006754991539077327120790153784721388247999732557527867291764841786875907715099904489109920
6133296336190476413164240995177077671480352739572539631359

d2 =347051559622463144539669950096658163425646411435797691973701513725701575100810446175849424000000075855070430
2405077327353934114938665405726796261727423013661465018626702724430709705119434858658874942294874205037504579742
6280205372209390512623534038026182859350845562166730994636170553066795748473192915187552748947844936119864831068
4702574627199321092927111137398333029697068474762820813413

a3 15201268127068234005169062792458623270255246081003032226782740177130490746980259186191292128183389061318631
7787813611372838066924894691892444503039545946728621696590087591246339208248647926966446848123290344911662916758
©391348174047205124658178672552774767173534395052432475681261933615580429403522040933812604024007394290502805262
12446967632582771424597203000629197487733610187359662268583

d3 =347051559622463144539669950096658163425646411435797691973701513725701575100810446175849424000000075855070430
2405077327353934114938665405726796261727423013661465018626702724430709705119434858658874942294874205037504579742
6280205372209390512623534038026182859350845562166730994636170553066795748473192915187552748947844936119864831068
4702574627199321092927111137398333029697068474762820818553

di,d1-2,d1)

d3%d1 1)

d2,d2-2,d2)

d3%d2 1)

d3,d3-2,d3)

d1%d3 1)

al*tl*d2*d3+a2*t2*d1*d3+a3*t3*d1*d2

p 808042380079774056886485661605042785931486663026264151497049056286228762708628657683379538357258019631426851]
8251081293807211599635578239631830392702070562312065201408003280942118040098424206159252073371024348394723096263
1945045134540159517488288781666622635328316972979183761952842010806304748313326215619695085380586052550443025074
501971925005072999275628549710915357400946408857
S dd

S p
print(1libnum.n2s(int(s)))

2018 AFCTF — i # 1) &% H

Z7% . https://blog.csdn.net/weixin_44110537/article/details/107986673

encode.py




def encrypt(plainText):
space 10
cipherText
for i in ( (plainText)):
(plainText) - 1:

(plainText[i])

if i space
cipherText (
else:
cipherText (plainText[i])
if (plainText[i]) 0:
space 1
else:
space 1

return cipherText

decode.py

tag

for x in (268435456) :
temp (x)[2:].2fi11(28)
space = 10
flag=0
for i in (len(temp)):
(temp)

(temp[i])

if i space
tempx
else:
tempx (temp[i])
if tempx!=(tag[i]%2):
flag=1
break
elif (temp[i])
space 1
else:
space
if flag!=1:
print(temp)

def crackit 2():

tag

temp

space 10

g=[1]

for i in (len(temp)):

if i + space (temp)

(temp[i

(plainText[i space]))

(plainText[space]))

space])

(temp[space])




g.append((i,i+space))

else:
tempx (temp[i]) (temp[space])
g.append((i,space))

if (temp[i]) 2 9:
space 1

else:
space

return g

def solve(g,m):

plain=[ord('a"),ord("'f"),ord('c"),ord("t"),ord(
while -1 in plain:
for i in (28):
if plain[i]
for j in (len(g)):
if g[j][e] == i or g[j][1]
if g[jI[e] == i:
plain[g[jI[1]] = m[]]
if g[§1[1] == i:
plain[g[j][e]]
return plain

[2021-41 ¥ %3 ]RSA at
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from gmpy2 import

from Crypto.Util.number import
import sympy

import random

from secret import flag

pl getPrime(1024)
print(pl)

p2 random(999,99999)
print(p2)

(1,p1+1):
i

p3 = sympy.nextPrime(p_1 % p2 )

p4 = p3 >> 50 << 50

p = p4
while(isPrime(P)!=1):
P = p + random.randint(@,2**50)

Q = getPrime(1024)

e 1+1+1
N P Q
print(N)

flag=bytes to_long(flag)
C (flag,e,N)
print(c)

decode.py




n 285922450285688521248157689771111258742625992600587455998207697586765751633596122686232406528111720094038548
6993260212498708981559500795406578555868229450375547926693587715234329824865622251423898454873411419243681734663
3473367019138600818158715715935132231386478333980631609437639665255977026081124468935510279104246449817606049991
7647443521231192817662583471771867906242464927393680055110175249140366143177834725372207207394547445271975077519
2184083987686394518417149374083251686773385365680020966917946724440771002207059305303448822610103410688199011773
8617496520445046561073310892360430531295027470929927226907793
C 158399818268315483968860367496826632730355482209698194800713922012374774339203628405428489679526126871638600
26284987497137578272157113399130705412843449686711908583139117413
Kk (7]
while 1:
result gmpy2.iroot(c k*n,e)
if(result[1] True):
print(libnum.n2s( (result[0])))
break
k 1

22 L5 BAR Ol

from Crypto.Util.number import

getPrime(512)
getPrime(512)
65537

P q

[]

c.append(pow(ord(i),e,n))
with ( ,'wh)as f:
f.write(str(c))

print(n)

PAT AL oy, WA SCmER /N, 1) DL Hfuzz




libnum
gmpy2
sys.path[9]
(path ) as f:
f.read()
f.strip( ).strip( ).split(

print(len(c))
e 65537
n 102204153222994111778632876759357743433165699529911428623430160606146715186553069102757303520315325647731353
5913644610156601663823475875765586640608897045340868896984807858136165678847063926253269359850681732310223706825
17762107593345849049398521877497339716616737800039334693369041584502249247878283088514013
def fuzz m(c_):
for i in (1,150):
if c_ (i,e,n):
print( (i),end
break
X (<]
for i in c:
fuzz_m( (1))

B —HFROT.... — B BN E L G o o YD
$E/RROT: http://www.ab126.com/goju/11044 . html
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encode.py

import random

from sympy import nextprime
from Crypto.Util.number import
flag

def lcg(seed,params):
(m,c,n)=params
X seed n
while True:
X (m * x c)
yield x

seed random.randint (@, Oxffffffff)
m random.randint (0, Oxffffffff)
C random.randint (@, Oxffffffff)
n random.randint (@, Oxffffffff)

(m,c,n) = (378397371,3163496981,4161661778)
key stream lcg(seed, (m,c,n))
for _ in (6):

print( (key_stream))

secret (key_stream)

nextprime(secret)
getPrime(1024)
getPrime(1024)

(p-1)*(q-1)




2% : https://blog.csdn.net/weixin_45883223/article/details/112427962
CLAIm,c,n

A LURSEmM. ¢ nf5Fsecret(elt) L—AE%), k5 H Te.

S g e, phi ] LS Fd

e RIS Mflag, & E & 7 Eiflag>>10/51% 2 & 5 flag

libnum import

gmpy2 import

from sympy import nextprime




[3836384749,3395903484,2071233297,784139606,799255125,2029002258 ]

378397371
3163496981
4161661778

secret (m * s[5] c)

e nextprime(secret)
phi 1384733531612753653873280889798902253955624907070727330656940905140004051475267688580248712330313984041533
8378370664720292963480194299667734532323504964017655553559984444757198026939289607642274379099943475039015068954
8285665023373275984515678761302708389342443078705354720105890250015534847429304834323874423150847946358090905295
5485945360876061209366163955351349288487102780740553143348832936381821651257280772957044640156231980014817952229
9189316512042033587992846057622623370207145738095857915289770456517127942608074898964808846442209734240427231010
©95394558968521730906944732159103208808958926203837735021281680
cipher 7523403189579269929958838023321745093831610955177120252935301867530257334515726907469869226530151392019
7771001633276546392476860159014399932656015147061890686088759280824402644387595088803364892586956316147074857567
2035333157228243896174447581481998564798623523712711268845879844371523154681803184977596565633048588795077406176
7496680501407209426116561035464728967965450960645963675248557630604467297046809534669875544667319838467864836146
4006399496608973385075046633745994515700777641533506677749119366535145025514458613833781663131382959404851504246
89658810316274747025200570548377567156398446497776465393005751004
n 138473353161275365387328088979890225395562490707072733065694090514000405147526768858024871233031398404153383
7837066472029296348019429966773453232350496401765555355998444475719802693928960764227437909994347503901506895482
8566502337327598451567876130270838934244307870535472010589025001553484742930483432387442551834089172903643768641
2650194270005404605046565280468441181854865756622670133019845831778699288987552139637530332186483665704435497148
7190506308105275530554295543521887611802097277175489760443898552943672098668549040728820623997662360876282339458
5415785374519997635420976880700398260198479277069282174283567

invert(e, phi)

(cipher, d, n)

(flag_)[2:])):

(flag)[2:][1i])
10:

(bin(flag_)[2:][]])
(k)
(flag_, 2)))




017655553559984444757198026939289607642274379099943475039015068954828566502337327598451567876130270
838934244307870535472010589025001553484742930483432387442315084794635809090529554859453608760612093
661639553513492884871027807405531433488329363818216512572807729570446401562319800148179522299189316
512042033587992846057622623370207145738095857915289770456517127942608074898964808846442209734240427
231010095394558968521730906944732159103208808958926203837735021281680

cipher =
752340318957926992995883802332174509383161095517712025293530186753025733451572690746986922653015139
201977710016332765463924768601590143999326560151470618906860887592808244026443875950888033648925869
563161470748575672035333157228243896174447581481998564798623523712711268845879844371523154681803184
977596565633048588795077406176749668050140720942611656103546472896796545096064596367524855763060446
729704680953466987554466731983846786483614640063994966089733850750466337459945157007776415335066777
4911936653514502551445861383378166313138295940485150424689658810316274747025200570548377567 15639844
6497776465393005751004

n=
138473353161275365387328088979890225395562490707072733065694090514000405147526768858024871233031398
404153383783706647202929634801942996677345323235049640176555535599844447571980269392896076422743790
999434750390150689548285665023373275984515678761302708389342443078705354720105890250015534847429304
834323874425518340891729036437686412650194270005404605046565280468441181854865756622670133019845831
778699288987552139637530332186483665704435497148719050630810527553055429554352188761180209727717548
976044389855294367209866854904072882062399766236087628233945854157853745199976354209768807003982601
98479277069282174283567

d = invert(e, phi)

flag_ = pow(cipher, d, n)

flag ="

for i in range(len(bin(flag_)[2:])):

j=i

k = int(bin(flag)[2:][i])

while j >=10:

j-=10#flag = flag * flag<<10

k A= int(bin(flag_)[2:][])

flag += str(k)

print(n2s(int(flag_, 2)))

#flag{You_Know_LCG_and_RSA_and_xor}
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