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[ -> Compiler : GCC: mwndmmmmuqnn

CORST T [T

B, ERXEM, RIOE-T5R, HFRAEMR. REHAida32EE—T

int __cdecl main(int arge, const char **argv, const char **envp)

int v3; // §a2

int vd; // §v0

int v6; // §v0

int vé; // $a2

int v7; // §v0

char v9[4] // [sp+1Ch] [+1Ch] BYREF
int v10; // [sp+20h] [+20h]

char VH[24]: // [sp+24h] [+24h] BYREF
char v12[24]; // [sp+3Ch] [+3Ch] BYREF
char v13[24]; // [sp+54h] [+54h] BYREF
char v14[24]; // [sp+6Ch] [+6Ch] BYREF
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3| std::operator<{<<{std::char traits<{char>>(&std::cout, "your redemption code: ", envp);

5 std:: exx11::basic stringdchar, std: :char traits<char>, std::allocator<char>>: :basic string(vi1);

7| std::getline<char, std: :char traits<char>, std: :al \ccatcr(char»(&std coin, vi1);// Hidiflag

3 pre(vin; /7 MEEH

7| std::allocator<char>::allocator (v9);

J| std:: cxx11::basic_string<char, std::char traits<char>, std::allocator<char>>: :basic string(

1 v12,

2 "\)Love Ninja Must Die 3. Beautiful Art And Motive Operation |s Creative.”,

3 vo);

4| std::allocator<char>:: allocator (v9);

3| std:: exx11::basic stringdchar, std: :char traits<char>, std::allocator<char>>: :basic string(vi3, vi12);
5 std:: cexx11::basic string<char, std: :char traits<char>, std::allocator<char>>: :basic string(vid, vi1);
7| v10 = server_check_redemption_code(v13, vi4); // ¥4fiflag |

3| std:: oxx11::basic string<char, std::char traits<char>, std::allocator<char>>:: basic string(vid);

7| std:: cxx11::basic_stringlchar, std: :char_traits<char>, std::allocator<char>>::"basic_string(v13);

) i{f (vio==17) /KSR ET

1
2
3
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vd = std::operator<<{<std::char traits<{char>>(&std::cout, "award is: flag{", v3);
v5 = std::operator<<{char>(v4, v11);: /7 Wi lag

v7 = std::operator<<{{std::char traits<char>>(v5, "}", vé);
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int _ fastcall pre(int al)

int vi; // $a2

int v2; // $v0

BOOL4 v3; // S50

int v4; // $a2

int v8; // $v0

char v8[4]; // [sp+20h] [+20h] BYREF
char v?[24]; // [sp+24h] [+24h] BYREF
char v10[24]; // [sp+3Ch] [+3Ch] BYREF

if ( std:: exx11::basic stringlchar, std::char traits<char>, std::allocator<char>>::length(al) 1= 14 )// flagtFE14
{

v2 = std::operator<<{<std::char_traits<char>>(&std::cout, "redemption code format error”, v1):

std: :ostream: :operator<<(v2, &std::endl|<char, std::char traits<char>>);

exit(=1);

std::allocator<char>::allocator (v8) ;
std:: oxx11::basic string<char, std: :char traits<char> std::allocator<char>>::basic string(

v9,

"Ninja Must Die 3 |s A Cruel Game, So Hard For Me",

v8) ;
std:: oxx11::basic string<{char, std: :char traits<{char> std::allocator<char>>::basic string{v10, al);:
v3 = server _check redemption code(v9, v10) = -1;// vO& EEMFFHFH, vI0Eflag

std:: oxx11::basic string<char, std: :char traits<char> std::allocator<char>>:: basic string(v10):
std::  oxx11::basic_string<char, std: :char_traits<char>, std::allocator<char>>::"basic_string(v9):
std::allocator<char>:: allocatar (v8) ;

if (v3)

{

v5 = std: :operator{{<std: :char traits<char>> (&std::cout, “game error”™, vd):
std: :(os‘)trearn: coperator<<(v5, &std::endl<char,std::char_traits<char>>);
exit(-2);
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if ( std::operator==<char>(a?, &unk_401D%4) )
return 0;
v9 = std:: oxx11::basic_stringdchar, std::char_traits<char>, std::allocator<char>>::length(al);// FEHFENKE
v3 = std::  oxx11::basic string<char, std::char traits<char> std::allocator{char>>::length(a2):// flagho{E
v10 = v3;
if ( v3 >= 0x200000 )
cxa_throw_bad_array_new_length();
s = (void *)operator new[] (v3 << 10); /4 aliiEflag, TELNBflaawr=EEN
memset (s, 0, v10 << 10);
*((_DWORD *)s
+ *¥(char *)std:: cxx11::basic string{char, std::char traits<char>, std::allocator<{char>>::operator[] (a2, 0)) = 1;// s[flag[0]]=1
vd =0;

for (=10 < vi0; ++1) /7 v10=F laghiHEBE 14
for (j=0; ] <25, ++)) /1 —=MTlagKE, FI9256K) “HEHIE
{ if (] != *(char *)std:: oxx11::basic_stringdchar, std: :char_traits<{char>, std::al locator<char>>: :operator[] (a2, i) )// EHflag[i]
*((_DWORD *)s + 256 * | + j) = *((_DWORD *)s + 256 * v4 + j):// s[il[jl=s[v4][j] v4=0
ﬁi&(( DWORD #)s + 256 * | + ) =i +1; // HEITH s[i1lil=i+

v4d = *((_DWORD ®)s
+ 256 * v4 /7 vé=s[vd] [flagli]] HHHTHET—ITET
+ *(char ¥)std:: oxx11::basic_stringlchar, std::char traits<char>, std::allocator<char>>::operator[] (a2, i});

}
v7i=0;
for (k=0; k < v9; +k) NI FERRKE
v7 = *({_DWORD *)s /4 vT=s VT [F R [K]] v7=0
+ 256 * v7
+ *(char *#)std:: cxx11::basic string<char, std::char traits<char>, std::al locator<char>>: :operator [1Catl, K)):
if (V7 == vi0) // BB F R R egF— D LARRH T
return k — v10 + 1; ¥/ BEEBE
return -1;
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1| if ( (unsigne int64)&van <= *( 0 5 C\Users\Administrator\Desktop\gocrypt.exe
52 runtime_morestack noctxt();

53| runtime_newobject(v@, H

RD *)(*(_QWORD *)NtCurrentTeb()->NtTib.ArbitraryUserPointer + 16LL) )

= &unk_4D4F4e;
+ 1) = &main statictmp

(unsigned int ;
(unsigned int)&unk 4D4F4e,

»

]
(_ inte4)8go_itab_ os_File io Writer,
os_Stdout,

P

i = &unk_4D1A80;
*((_QHORD *)Bvas + 1) = val;
fmt_Fscanf(

int)&go_itab_ os_File_io Reader,

000CO9E3 main.main: &l (4C13E3)

[B] Hex View—1

@0 C3 48 C7 84 24 BS 00 00 00 GO 0O 00 60 OF 57 Pl 5-.-.----- W
Ce OF 11 84 24 (0 02 8@ 00 43 8B AC 24 98 @8 80 ......... Hif-5. . .
@0 43 81 C4 A@ @0 @@ B@ (3 EB C2 8D F6 Fi
ES 2B F1 E 3 FF

5 48 8B 29 @@

eeeee000224C1390

I & = Bunk_4D4F4@;
*((_OWORD *)& + 1) = &main_statictmp_@;

'Fmt:Fpr'intln(

B C\Users\Administrator\Desktop\gocrypt.exe

I int)&v4e,
int)&unk_4D4F4a@,

{ inte4)&go itab os File io Writer,
os_Stdout,
(__int64)&va6);

)& = &unk 4D1A38;

76 {_ inte4)&go itab os File io Reader,
77 n= Stdin
= £LL,
8@ (i s
81 1LL);
82 *( OQWORD *)& = [1];
83| main_ check({ve, v1, v6, *v4l, v7, v8, *v4l, y;// 2—check flag
34| if ( )
= *(_QWORD *)NtCurrentTeb()-:NtTib.ArbitraryUserPointer;
if ( (unsigned _ inte4)& = *(_QWORD *)(vd + 16) )
runtime_morestack_noctxt();
= .
if ( (_Qwo
1
regexp_MustCompile(al, , R R R » [ inte4)&unk 5R41ES, 78LL);
regexp_ Regexp_ FindStringSubmatch(al, s s s s s s s 42LL);

oo WA

i aFlag@9aF8@9aF4 db "~flag{([@-9a-F]{8})-([@-9a-F]{4})-([@-9a-F]{4})-([@-9a-F]{4})-([e"

db "-9a-f]{12})}$QueryPerformanceFrequency syscall returned zero, run’
db "ning on unsupported hardwarereflect.Value.Interface: cannot retur’
db 'n wvalue cbtained from unexported field or methodQueryPerformancef’
db 'requency overflow 32 bit divider, check nosplit discussion to pro’
db 'ceedNoMatchEmptyMatchLiteralCharClassAnyCharNotNLAnyCharBeginline’
i db "EndLineBeginTextEndTextWordBoundaryNokWordBoundaryCapturestarPlusQ' |




i db
; db
i db
; db

Al

XANRE T flaghig =X

"uestRepeatConcatAlternatefffleo2e3e4850687030910111213141516171819°
'29212223242526272829303132333435363735839404142434445464745349508515 "
"25354555657585960616263646566676869707172737475767778798081523384 "
'B58657588589909192939409596979899",8

@

(=]

flag {OO00C0N=X00(-XO=XOR=-XOOBOOONK}

& —A 75 E0-9fa-f

———ar
*(_QWORD *)&v20 = v41[1];
3| main_check(ve, vl, ve, *v4l, v7, vB, *val, v29);// E&—Tcheck flag
Hooif { w32 )
H
i w3iB =
w35
3 V3B = w32;
) runtime_newcbject{va, vl1);
E *y30 = main_statictmp_4;
L w37 = main_statictmp 5;
! main_NewCipher(va, w1, v11, w12, v13, w14, (_ int64)v3a, 16LL);
3 w38 = v33;
3 runtime_newcbject{va, vl1);
i vaB = v3l;
; V1S = v33;
ma:'Lr1_m3.rl.'2:'q:n|*'|er‘_Er'|n:riypnt(-.C'J v34, v38, v39, vl6, w17, w39, w31, 16LL, 16LL, w33, v33);
3 if ( vis €« 8 )
) runtime_panicslice();
3 w28 = v38;
main___ myCipher_ Encrypt(
2 a,
3 /38,
L 38 + (((8 - v36) »> 63) & 8),
; vae,
]
/19,
3 w3,
) vie + B,
3 8LL,
L 8LL,
] V38 + (((8 - v38) »> 63) & 8),
3 w35 - 8);
I internal_bytealg Equal(ve, v38, w21, v22, v23, v24, v4@, 16, 16LL, (_ inte4)&v/37, 16, 16);
i if ( (_BYTE)v3E ==
*(_QWORD *)&v43 = funk_4D4F48;
3 F(_OQWORD *)&v43 + 1) = &main_statictmp_2;
AR X flaghn &
E— M xteall %, T AZEtealn®
LI 1ogoap_tnpuipyss_canunscerons a0
[7] regexp__inputBytes_hasPrefix j:
[F] regexp__inputBytes_index .

gned int num_rounds, uint32

(sum + ke

(sum + key[(sum >

origin[@] = ve;

+ (vig A

[F] regexp__Regexp_FindStringSubmatch

[F] regexp_mergeRuneSets_funcl

) (
45| iF (24 >= V19 )

[F] regexp__inputBytes_context 1
-l [7] regexp_inputReader_step e
. [] regexp__inputReader_canCheckPrefix 37 ORD *)(27 + 32);
ot ur‘igi@], uint32_t 7] regesp_inputReader_hasprefix = QuORD *)(a7 + 24);
[7] regexp__inputReader_index - I
= a = ex9E3 [F] regexp__inputReader_cantext 41 if (w22 3= vid )
7] regexp_init 0 42 runtime_panicindex(v1, v22

(21 + 7

D 20
J(v21 + 8x12345678);

"D *

t)vi7 >> 11) & 3;

[7] regexp_makeOnePass funcl a7 runtime_panicindex(via, vi7,

v24, a7);

[F] regexp_init 48| vl
) a9 a
7] regexp__onePasslnst_String o —

[F] type_hash_regexp_entry
[F] type_eq_regexp_entry
[F] type_hash_regexp_inputReader

EREMSHLEMTT, ERdeltatiit T

4'

Y inted,

4)ad < 4 )

B F<<a

ints4, _int64, i

nt64.

+ ((v23 >> 5) ~ (16 * -zs)))r (v21 + *(_DWORD *)(v20 + 4 * v

int&4))main_el
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RIGITERANTIE T BEkeyMIN % 5 EHE A BEMER, 28 T IME S BRI ME X Mkeyit &v21, FATBEFE N flag{12345678-
1234-1234-1234-12345678abcd i & B 1 % 1+ ) fiflag, HEATZI, $RkeyAl I & A5 R

- TTTTT AT TS -
45| while { v17 < 32 )
46| {
47 vid = v15;
48 v19 = v15 + ((vI5 >> 5} ~ (16 * vi5));
4a v2@ = *(_QWORD *}(a7 + 32);
58 v21 = *( QWORD *}(a7 + 24);
@ s
52 v23 = v18 & 3;
53 if (w23 >= v2a )
54 runt:i.rle_panicirhex(ﬂa, v23, vl6, a?);
55 v24 = v16 + (vI9 A (v22 + *(_DWORD *)}(v21 + 4 * v23}));
56 v18 = (unsigned int)({v22 + @x12345678);
57 v25 = ((unsigned int)v1lg »>»> 11} & 3;
58 if ( w25 >= v2@ )
59 runtime panicindex(v2@, v18, w25, a’);
@ +Hvl7;

V217ES04T #E4T T B, FrARATIEM S N ES14T
TEDebugger->Debugger windows->Locals £ F|v21
Figjumpai ek Elkey T

debugB33:000000C00886273F db @Fh
5 debug833:eeaeaeCea0062798 dd 16263h
debugf33:00002eCe00062794 dd 4050607h
debugB3s:eaaeaeleaea62798 dd 8696A8Bh
m |debugB33:eeeeeeceeeec279C dd eCeDeEerh
debug833:eaaeaelea8a62748 db a8

TAVIR BN F A 4630 % 5 Hiflag
114 vi6 - 8,
115 v37 - 8);
116 internal_bytealg Equal(vé, v39, v21, w22, v23, v24, v4l, 16LL, 16LL, {  int64)&38, 16LL);
117 if (w35 )

KR B flag i B, AT B 1H T B s
X | Uzl LUA View—h ) UZ Fsendocode R [y [ Breakp

1jwoid _ fastcall internal_bytealg Equal(int al, int
2
@:

4 {(@x4B2580LL) ;

5[
.text:000000808040824EF mov rsi, [rsptarg_@]
.text:0000000880840824F4 mov rdi, [rsp+arg_18]

B | text:0eR00000804824F0 cmp rsi, rdi

Ltext:000000800800840824FC jz short loc_48258E
.text:000000008040824FE lea rax, [rsptarg_3@]

% 5 Kflag7e XA~ B i
B3 N% 5 H{E: 0EC311F045C79AF3EDF5D910542702CB

RIEMEMA T



<stdio.h>
<stdint.h>
<string.h>
<math.h>

tdefine tea DELTA ©x12345678

L Pl e
uint32_t* origin AT FIEIE R P 32060 AT 5 HEEL
uint32_t* k RNINEESREE R, RAN32MLEFF S HEH, BEAKE 1280
*/
void xtea_encode(unsigned int num_rounds, uint32_t origin[2], uint32_t const key[4]) {
unsigned int i;
uint32_t v@ = origin[@], vl = origin[1], sum = @, delta = @x9E3779B9;
for (i = @; 1 < num_rounds; i++) {
vl += (((vl << 4) ~ (vl >> 5)) + vl) ~ (sum + key[sum & 3]);
sum += delta;
vl += (((v@ << 4) ~ (v@ >> 5)) + v@) ~ (sum + key[(sum >> 11) & 3]);
}
origin[@] = vO@; origin[1l] = vi;
}
/*
X teafift 2 B4
num_rounds Pl e
uint32_t* origin  NEINZEPEHE R A 320 LR/ 5L
uint32_t* k NINEREE, RN 2T 5L, KB N128(L
*/
void xtea_decode(unsigned int num_rounds, uint32_t origin[2], uint32_t const key[4]) {
unsigned int i;
uint32_t v@ = origin[@], vl = origin[1], delta = ©x12345678, sum = delta * num_rounds;
for (i = @; i < num_rounds; i++) {
vl -= (((v@ << 4) ~ (v@ >> 5)) + v@) ~ (sum + key[(sum >> 11) & 3]);
sum -= delta;
vl -= (((vl << 4) ~ (vl >> 5)) + vl) ~ (sum + key[sum & 3]);

origin[@] = v@; origin[1l] = vi;

int main()

{

uint32_t v_part1[2]={@xOEC311F0, Ox45C79AF3}; //ZNiA43ZIMIINE )5 IME , P H B2 /Nt 2 3RA A B F3) i ZeEC311F0 4
5C79AF3 EDF5D910 542702CB

uint32_t v_part2[2]={0xEDF5D910, ©x542702CB};

uint32_t const k[4]={0x10203, Ox4050607, Ox8090AOB, OxBCODOEOF}; //ZhiH3Zikey

unsigned int r=32;

xtea_decode(r, v_partl, k);

xtea_decode(r, v_part2, k);

printf ("R ERIEIE: %x %x %x %x\n",v_partl[@],v_partl[1], v_part2[0], v_part2[1]);
return 0;
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