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Misc

Misc1-Hello
Misc2-encrypt
Misc3-jump
Misc4-Burps
Misc5-Trees
Misc6-grcode
Misc7-blind
Misc8-music

Web

Web1-Audit
Web2-scanner
Web3-greatctf
Web4-Admin

Reverse

Reverse1-Babyre
Reverse2-Check
Reverse3-Crackme
Reverse4-oplog

Pwn

Pwn1_cmcc_stack
Pwn2_pwn_canary

Crypto

Crypto1-Round

Misc
Misc1-Hello

PS C:\Users\Administrator\Downloads> php -r

string(24

Misc2-encrypt



ZipDhinss

Nisc?—encrypt. zip X

T it o

. 03 04 14 ¢

B AL B ) 09 N oo BiE HoAh B%k BIR], fRIESE base6s FE L, PR base64 decode BT

PS C:\Users\Administrator\Downloads> php -r

string(36
PS C:\Users\Administrator\Downloads> php -r
string(25

CMISCCTF{Fake_e yption

Misc3-jump



png I, GIF #13k, BRUEEA gif

jump. png X
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() ot

i, S8 flag, HHAPSH I, KE flag FrEKEZE ]

CMISCCTF {Jump over left and right}

CMISCCTF{Jump_over_left_a

Misc4-Burps

JRUG TR /N, — M/ NTF-5Byte BE AT S5 3N CRC327t##

£3 Miscd-Burpszip = AN R = ERHE EEAE IESE BRSO Bt =
=l 1t 18 4 Text Decument 3/31/2020 6:18:48 PM Deflate  ZipCrypto 6083a1cd A
=l 26t 18 4 Text Document 3/31/2020 6:18:59 PM Deflate  ZipCrypte cer0d424 A
IEER 18 4 Text Document 3/31/2020 6:19:04 PM Deflate  ZipCrypto c3f17311 A
=] 4t 18 4 Text Document 3/31/2020 6:1%:15 PM Deflate  ZipCrypto 526fd382 A
=] 5t 18 4 Text Document 3/31/2020 6:1%:27 PM Deflate  ZipCrypto 30e25038 A
=] bt 18 4 Text Document 3/31/2020 6:19:32 PM Deflate  ZipCrypto aalebaea A
E[flag.txt™ 45 31 Text Document 3/31/20206:17:30 PM Deflate  ZipCrypto e328fab1 A

CRC32fit & i 4 https://github.com/theonlypwner/crc32

¥ 1.txt-6.txt BITTRK ISR B H Sk


https://github.com/theonlypwner/crc32

0x6083al1c8
Oxce70d424
Oxc3f17511
0x5261d582
0x30e25038

Oxaa3ebaea

RIGEFR AR, WEESE—XBEK 4 bytes , B—IRBIATAANHEBE, KHANBHEHEHENFRHF

PS D:\Tools\Misc\crc32> python .\crc32.py reverse 0x6083alc8

4 bytes: {0@x74, Ox68, Ox65, OX5f}

verification checksum: 0x6083alc8 (OK)

alternative: Cb9fTf (OK)

alternative: Jhn4CW (OK)

alternative: K9Md4R (OK)

alternative: Lmggsq (OK)

alternative: N1s5B4 (OK)

alternative: PNHKc5 (OK)

alternative: TJUJbV (OK)

alternative: X4bYjM (OK)

alternative: apQQ_2 (OK)

alternative: bmKntz (OK)

alternative: e9am3Y (OK)

alternative: tEfsYS (OK)

alternative: v4NPmF (OK)

PS D:\Tools\Misc\crc32> php -r

string(4)

PS D:\Tools\Misc\crc32> python .\crc32.py reverse 0xce70d424
. {ox70, ox61, oOx73, Ox73}

verification checksum: ©xce70d424 (OK)

alternative: 1bItKW (OK)

alternative: 4GKT8a (OK)

alternative: 5fTuld4 (OK)

alternative: Ffa_X@ (OK)

alternative: KtdPOv (OK)

alternative: TJQCtz (OK)

alternative: Wjze7j (OK)

alternative: ZENsHt (OK)

alternative: bmOgbV (OK)

alternative: dhF4Rp (OK)

alternative: fiRfc5 (OK)

alternative: 13262D (OK)

alternative: wXxEd7 (OK)

alternative: yWguX9 (OK)

alternative: yjv9ea (OK)

alternative: yv9elu (OK)

PS D:\Tools\Misc\crc32> php -r

string(4)

PS D:\Tools\Misc\crc32> python .\crc32.py reverse 0xc3f17511

4 bytes: {0x77, Ox6f, Ox72, Ox64}

verification checksum: @xc3f17511 (OK)

alternative: 4GLZ9v

alternative: FG8AOk

alternative: Jhm3T1l

alternative: SSQs_F

alternative: TJVMum

alternative: bmHicA

@lternative: etOWIj

alternative: 13583S




alternative: tEetNh (OK)

alternative: yjq71v (OK)

alternative: zJzDrf (OK)

PS D:\Tools\Misc\crc32> php -r
string(4)

PS D:\Tools\Misc\crc32> python .\crc32.py reverse 0x526fd582
4 bytes: {Ox5f, Ox68, Ox65, Ox72}
verification checksum: 0x526fd582 (OK)
alternative: BbSWOR (OK)

alternative: FfNVN1 (OK)

alternative: JhE4Cz (OK)

alternative: KtKYYw (OK)

alternative: RS8ESI (OK)

alternative: SSytHP (OK)

alternative: WWduI3 (OK)

alternative: e9Im3t (OK)

alternative: iz12S7 (OK)

alternative: u503G7 (OK)

alternative: v4ePmk (OK)

alternative: wXWLr6 (OK)

alternative: zJRCep (OK)

PS D:\Tools\Misc\crc32> php -r
string(4)

PS D:\Tools\Misc\crc32> python .\crc32.py reverse 0x30e25038
4 bytes: {0x65, Ox5f, Ox63, Ox69}
verification checksum: ©x30e25038 (OK)
alternative: 8tDDMh (OK)

alternative: Gf5PS3 (OK)

alternative: Jt@ Du (OK)

alternative: Ktgn_1 (OK)

alternative: LmvPuG (OK)

alternative: SSCCNK (OK)

alternative: Y42 _wb (OK)

alternative: bmzYrL (OK)

alternative: cqT4hA (OK)

alternative: e9pZ50 (OK)

alternative: 1bEiNB (OK)

alternative: m3f99G (OK)

alternative: t5K5Z5 (OK)

alternative: tEwD_e (OK)

alternative: v4_gkp (OK)

alternative: zJhtck (OK)

PS D:\Tools\Misc\crc32> php -r
string(4)

PS D:\Tools\Misc\crc32> python .\crc32.py reverse Oxaa3ebaea
4 bytes: {0x70, Ox68, Ox65, Ox72}
verification checksum: ©xaa3e6aea (OK)
alternative: 8tQsKs

@lternative: Eg45dm

alternative: FfaVN1

alternative: Jhj4Cz

alternative: KtdYYw

alternative: SSVtHP

alternative: WWKuI3

alternative: bmOntW

alternative: e9em3t

alternative: fiRou4

alternative: 1zC2S7

alternative: v4JPmk




alternative: wXxLr6 (OK
PS D:\Tools\Misc\crc32> php -r

string(4
PS D:\Tools\Misc\crc32

15 2 g 5 B

the password_here_cipher

fRIE flag.txt BP 1§ Flflag

CMISCCTF{how_to_burp_by coding

Misc5-Trees

from PIL import Image

img Image

w = img.width

h img.height
img_obj Image.new

for x in w//16
for y in h//16
r,g,b)=img.getpixel ((x*16,y*16
img_obj.putpixel((x,y r,g,b

img_obj.save
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Misc6-grcode

RIS R, FRERH) —4ERS

grcode.png

Pk — 4R IE EFELLM YL hitps:/merricx.github.io/qrazybox/

FHRELBEME, “40E versiond XA, R~F 33x33, TIX—JIHLF

EE‘ QRazyBox New Load Save Tools Help About

Editor Mode Original Sample :

QR-Code version :

33x33 (ver. 4) -

Module Size :



https://merricx.github.io/qrazybox/
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Load Sample
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Editor Mode
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lood fill
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A Tools A, #EFE Extract QR Information

Tools List

Extract QR Information

Force decode and get information about the current QR code as much as possible

Reed-Solomon Decoder

Errors and Erasures correction by decoding Reed-5olomon blocks

Brute-force Format Info Pattern

Try all possibilities of Foarmat Info Pattern when deceding

Data Masking

Simulate data masking (XOR) with Mask pattern

Padding Bits Recovery

Recover missing bits by placing terminater and padding bits

Data Sequence Analysis (Experimental)

Analyze data sequence of QR code

QR version : 4 (33x33)
Show Error correction level : H
Mask pattern : 6

Show Number of missing bytes (erasures) : 0 bytes (0.00%)

Back to editor Data hlocks :
["00100000","11011011","10010001","00000000","01000010","10001011","10011011","11101100","0011001

Final data bits :
0010000001000010001100100110100011001000101000101001010000100000100100111101101110001011104

[0010] [000001000] [01000110010011010001100100010100010100101000]
Mode Indicator : Alphanumeric Mode (0010)

Character Count Indicator : 8

Decaded data : CMISCCTF

[0100] [00010010]
[011110110110111000101101110010010010111110110110001100100110000011011001000110110010101001

Mode Indicator : 8-bit Mode (0100)
Character Count Indicator : 18
Decoded data : {qr_cOde_r3cOvery}

Final Decoded string iCM[SCCTF{qr,cOde,r;covery} |
>

Misc7-blind

FEH—3KE blind.png , —/>enc.rar KIEZE, EHCAEHN, FUBEZEHEEEZENEF LRE

BE » Misc » MiscT-blind (2)

blind.png enc.rar
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|&| ctfer.png* 1,054,208 1,052,028 PNG File

EIAEE.

binwalk £ blind.png
1s

binwalk blind.png

DECIMAL HEXADECIMAL DESCRIPTION

0 0x=0 PNG image, 10823 x 864, 8-bit/color RGBA, non-interlaced
168 @=A8 Zlib compressed data, compressed

1135463 0x115367 PNG image, 1823 x 864, 8-bit/color RGB, non-interlaced
2285037 @x22DDED MySQL ISAM index file Version 5

hitps:/blog.csdn.net/mochu7 777777

B iR E —k &, {5H foremost FHiX 7k & B 43 B Hi 5k
1s

. foremost blind.png
Processing: blind.png
|*|

1ls

cd output
ls

audit.txt

cd png
1s

binwalk 00000000.png

DECIMAL HEXADECIMAL DESCRIPTION

(6] PNG image, 1023 x 864, 8-bit/color RGBA, non-interlaced
0=A8 Zlib compressed data, compressed

binwalk 00002217.png

DECIMAL HEXADECIMAL DESCRIPTION

0 D=0 PNG image, 1023 x 864, 8-bit/color RGB, non-interlaced
1149574 0=x118A86 MysQL ISAM index file Version 5




https://blog.csdn.net/mochu 7777777

BEBRXPKE, EHUTREARREKE, R¥EEE 4 blind taT LUK 2)IX B2 MM EAH

import cv2

import numpy as np

import random

import os

from argparse import ArgumentParser
ALPHA = 5

def build parser():
parser = ArgumentParser()
parser.add_argument(
parser.add_argument(
parser.add_argument(
parser.add_argument(

return parser

main():

parser = build_parser()

options parser.parse_args()

ori options.ori

img = options.img

res options.res

alpha options.alpha

if os.path.isfile(ori):
parser.error(

if os.path.isfile(img):
parser.error(

decode(ori, img, res, alpha)

, required=True)
, required=True)
, required=True)
, default=ALPHA)

decode(ori_path, img_path, res_path, alpha):

ori = cv2.imread(ori_path)
img = cv2.imread(img_path)
ori f = np.fft.fft2(ori)
img f = np.fft.fft2(img)

height, width ori.shape[@], ori.shape[1]

watermark (ori_f - img_ f) alpha
watermark = np.real(watermark)
res np.zeros(watermark.shape)
random.seed(height + width)
X (height / 2)
y (width)
random. shuffle(x)
random.shuffle(y)
for i in (height / 2):
for j in (width):

res[x[1i]]1[y[]]] watermark[i][]]

cv2.imwrite(res_path, res, [ (cv2.IMWRITE_JPEG_QUALITY), 100])




python2 .\blind.py --original 1.png --image 2.png --result res.png

res.png

Photos - res.png

i Seeallphotos - Addto o) H %4 Edit & Create | Share

hﬂp&ﬁmugﬂsdmneﬁnmchufff?kf?

EAKRTER, F stegslove —THEMEER

Caesum

File Analyse Help

https://blog.csdn.net/mochu? 777777

MR EZHY: Q@CTF@NX




fEIE18 3 CTFer.png

B A CTPEE

— SRR TR A R e R, ‘

X A

O FJ fl

%ﬂﬁﬁﬁﬁ?ﬂ%?

REac—tA, 51T RH

. i
£ - s
ETE T TOERE L el .. | 7

WAL DA _ = SPix AR Bt /A

ERBEMHPA £ AERER ﬁ?'% ﬂ”ﬁ% cednnetmochu?777777

=1
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1
binwalk CTFer.png

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 PNG image, 80@ x 400, 8-bit/color RGBA, non-interlaced
91 @=5B Z1lib compressed data, compressed
587090 @=8F552 Zlib compressed data, compressed

P png B ERER, M EEERRPAERBSCHL, BXENIZRS —Kpng B A KISk XET, FEBHpngk
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& music
File

Edit Select View Tensport Tracks Effect Analyze Teols Help

n . - & s s -click o sart Monitoring 8 -1z 50 || M)l 84 ds b2 -6 -do e s -2 6
| 14 4] B . = . =
\adbe JEE2 o) o XD wm |~ @&’
B windows wasapl | B, [ERIR 2 Reattek(R) Audio) « | 2 (stereo) Recording Chann ~ ) |Speakers/Headphones (2- Realtek(R) Audic]

U.‘ 00 U.‘ 10 U.‘ 20 U.‘ 30 0.‘ 40 0;50 0'. 60
1.0 ~
0. b
LJ‘H‘N|J‘J‘HJ‘|J‘\LJJ|H|HLJM\LJJ|.A‘LJJ\L$JHLAM‘HLJ‘MJ"hw‘|H“LmJ‘L
0.0 | ‘ t M I RHithd ! | il e I it I t i
A R \' |
-0. b
al sdect | |-1.0 v

< >
Froject Rate (Hz) | Snap-Te Start and End of Selection ~
or ~ [oon 00w 20,0005 ponoonzaorasr 00 h 00 m 20 s

Stopped.

E A R BT A ASFIE R, BRMERRIRIEHE, SHBANSRREEZR AN o1, BREN 1, KIRIENe, #H
pythonfii A4, I H M s # R 01 ik HI SO, )\ AN—HB AL ASBS], REETANHEBSCHRE AR, B
N



numpy as np
struct
wave

RS

def write records(records,

record_struct Struct(
for r in records:

f.write(record_struct.pack(*r))

path
f = wave. (path,

params f.getparams()
nchannels, sampwidth, framerate, nframes params|[:4]

str_data = f.readframes(nframes)
f.close()

wave_data np.fromstring(str_data, dtype=np.short)

for i in wave_data:
if i <o:
if

re.findall(r ,d)
hex_list=[]
for i in a:

res ( (i,2))

hex_list.append(res)
print(hex_list)

with ( 5
for x in hex_list:
S struct.pack(
f.write(s)

{£ /] 010 editor ITHRIE RAR Bk, BE BN rar

=4 010 Editor - \dministrator Desktop'result.tet
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result. txt X
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|=] nnnnoflag.txt 16 16  Text Document 7/29/2018 9:47 ... 1469B1B1

nnnnoflag.txt & HflagN®E, rar WEABFHEHMANE, BUXEE NTFSXHHES

result

MName b Date modified

B nnnnoflag.bt

Mj nnnnoflag.txt - Notepad
File Edit Format Wiew Help
nnnnnnnnoflag!!!

i ntfsstreamseditor 3% nnnnoflag. txt K HF

{54 NitfsStreamsEditor2 - O *
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flag{4dcfda8l4ec9fd

Web
Web1-Audit

R ESE) access.log HEXH, BHNER sqluE FHEXH

) accesslog - Notepad - x
File Edit Format View Help

172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sgli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2 *
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2

172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sgli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28M|D%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2

172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28M|D%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/ 2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0%20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
- [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/’ %27 %20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:22 +0000] "GET /vulnerabilities/sgli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2

172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sgli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20|NFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2

172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28M|D%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28M|D%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/ 2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0%20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/ 2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20A5%20CHAR%29%2C0%20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/ %27 %20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sgli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2

172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sgli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28M|D%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2

172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?i
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/

2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/ %27 %20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/ %27 %20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2

172.17.0.1 - - [03/Nov/2018:02:50:23 +0000] "GET /vulnerabilities/sgli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:24 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS5%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2
172.17.0.1 - - [03/Nov/2018:02:50:24 +0000] "GET /vulnerabilities/sgli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%201FNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM %20INFORMATION_SCHEMA.TABLES%2

172.17.0.1 - - [03/Nov/2018:02:50:24 +0000] "GET /vulnerabilities/sqli_blind/?id=2%27%20AND%200RD%28MID%28%28SELECT%20IFNULL%28CAST%28table_name%20AS%20CHAR%29%2C0x20%29%20FROM%20INFORMATION_SCHEMA.TABLES%2

1721701 - _ IN2/NAu/INTRNI-EN-IA +0NNM "(FT Anilnarahi ind /2id - 29427042 NA NINGZINNDNOL I/ MAINEL IROLIRCET ECTOLINIENI 1 1 002 ACTeLIREahla namatINACoLINC H AROLIQL X NvINCLI A% INFRARLININENRRATION CrHEMA TARI FCoz) ¥
< >

Ln1, Col1 100% | Unix (LF) UTF-8

(MID (( IFNULL (

(MID ( ( IFNULL (

(MID ( ( IFNULL (

(MID ( ( IFNULL (

(MID ( ( IFNULL (

(MID (( IFNULL( o £ 2 ND 'ceFi'='ceEiss
(MID (( IENULL( 2 ) Y £ LIMIT 0,1),1,1))>
(MID (( IFNULL ( 1 3 ] Y £ LIMIT 0,1),1,1))
(MID ( ( IFNULL ( L Y £ LIMIT 0,1),1,1)):
(MID ( ( IFNULL ( A 0 R C ) Y f LIMIT 0,1),1,1))
(MID ( ( U i g ! Y £ LIMIT 0,1),1,1))
(MID ( ( IENULL ( g ! 2y £ LIMIT 0,1),1,1))
(MID(( IENULL ( R ) Y £ LIMIT 0,1),1,1))>
(MID (( IFNULL ( g ] Y flag LIMIT 0,1)

(MID ( ( IFNULL ( 3 L DER BY £ LIMIT 0,1)

(MID ( ( IFNULL ( L Y £ LIMIT 0,1)

(MID ( ( IFNULL ( R Y f LIMIT 0,1)

(MID ( ( IFNULL ( g ! Y £ LIMIT 0,1),

(MID ( ( IENULL ( A ), 0 g DER BY £ LIMIT 0,1),2
(MID (( IFNULL( £ g ] Y £ LIMIT 0,1),2
(MID (( IFNULL ( g ] Y £ LIMIT 0,1)

(MID ( ( IFNULL ( L Y £ LIMIT 0,1)

(MID ( ( IFNULL ( A 0 R C ) Y f LIMIT 0,1)

(MID ( ( U i g ! Y £ LIMIT 0,1)

(MID ( ( IENULL ( g ! 2y £ LIMIT 0,1)

(MID ( ( IENULL ( g ! 2y £ LIMIT 0,1)

(MID (( IFNULL( g ] Y flag LIMIT 0,1)

(MID (( IFNULL ( 3 g DER BY £ LIMIT 0,1),4,
(MID ( ( IFNULL ( L Y £ LIMIT 0,1),4,
(MID ( ( IFNULL ( R Y f LIMIT 0,1),4,
(MID ( ( IFNULL ( g ! Y £ LIMIT 0,1),4,
(MID ( ( IENULL ( A ), 0 g DER BY £ LIMIT 0,1),4,
(MID (( IFNULL( £ g ] Y £ LIMIT 0,1),4,
(MID (( IFNULL ( g ] Y £ LIMIT 0,1),4,
(MID ( ( IFNULL ( g L £ Y £ LIMIT

M AT TR 2= B I X #fFasciifd KA Wi —hr 7 1

(MID(( IFNULL ( FROM ORDER BY flag LIMIT 0,1),1,

(MID ( ( IFNULL ( 3 FROM ORDER BY f LIMIT 0,1),1,
(MID ( ( IFNULL ( FROM Y £ LIMIT 0,1),1,
(MID ( ( IFNULL ( £ FROM Y £ LIMIT 0,1),1,
(MID (( IFNULL ( FROM 3y f TIMIT 0,1),1,
(MID (( IFNULL ( £ A ), 0 FROM C RDER BY f TIMIT 0,1),1,
(MID ( ( IFNULL ( 7 FROM Y £ LIMIT [0,1),1,

(MID ( ( IFNULL ( FROM ! Y £ LIMIT 0,1)
(MID ( ( IFNULL ( £ FROM ! Y £ LIMIT 0,1)
(MID ( ( IFNULL ( FROM flac ) 3y flag LIMIT 0,1)
(MID ( ( IFNULL ( FROM ) Y £ LIMIT 0,1)
(MID ( ( IFNULL ( FROM ) Y £ LIMIT 0,1),2
(MID ( ( IFNULL ( (£ FROM D] Y f LIMIT 0,1)

#1frasciity: 67
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#2frasciifd: 77
#3frasciifd: 73
F4fhrasciifd: 83
#5hrasciifd: 67
#6hrasciifd: 67
#7hiasciifd: 84
#8frasciifd: 7e
$Fofrasciifd: 123
#10fLasciifd: 98
#117asciifd: 111
#12frasciifd: 114
#13frasciifd: 105
¥14frasciifd: 110
¥ 150asciif: 103
¥ 16frasciif: 95
#17frasciifd: 97
#18fiasciifd: 117
#$190asciifd: 100
#$20frasciifd: 105
#$21asciifd: 116
#$22frasciifd: 125

BE—ALENERNFFEEWT:

Web2-scanner



% T Hello World! & .5 |

C @® O 4 11826.1286653455

rf| Amusement r:_l Tools E&§ Google Translate @ Google HK € CSDN Blog BUUCTF @163.com

Hello World!

o O

ead»</head»
Hello b

#F& robots.txt

8,66:58455/ robots. bt X e phmen) & bEes
C @ U /4 118.26.128.66:58455

£ Amusement [ Tools B Google Translate @) Google HK € CSDN Blog

Disallow: ./£££11144444gggg.txt

sdn.net/mochur7 777

15 19 £ff11144444gggg. txt

:58455/F1114444400. X e pRESERg)-EEEG
G @ U %A 118.26.128.66:58455/f111

£ Amusement [ Tools BJ Google Translate @) Google HK € CSDN Blog

flag{sadafadas}

flag{sadaftad

flag{sadafadas}

Web3-greatctf



Web4-Admin

2019CISCN #]b 3 X 3 3% Day1 Web3

http://blog.sgdream.cn/2019/06/09/ctf-2019-

%E5%8D %8E%E5%8C %97 %E8%B5%9B%E5%8C %BA%E5%8D %8A%E5%86%B3%E8%B5%9B%E8%AE %B0%E5%BD
%95-web/

https://www.dazhuanlan.com/2019/10/18/5da8af7e5119a/

https://xz.aliyun.com/t/5383#toc-3
Reverse

Reverse1-Babyre
WE exe, KIRE .NET, HERWF
% — & rflagfE A& R

0 w Form..ctor() : Void

public Form1()

{
base.add Load(new EventHandler(this.Form1_Load));
base.KeyDown += new KeyEventHandler(this.KeyCheck);
this.i = 0;
this.j = 0;
this.contents = "CMISCCTF{Hello CTF";
this.InitializeComponent();

HARHIagFE N 2 H) B Hh

| 0 @ F..Form1_Load{Object, EventArgs) : Void

public unsafe void Ferm1_Load(object sender, EventArgs &)

{
ref string strRef;
*(strRef = (string) &this.contents) = strRef + *_Player_th";
*(strRef = (string) &this.contents) = strRef + "is_is_singin2}";

b

CMISCCTF{Hello CTF_Player_this_is_singin2

Reverse2-Check

Angr +fF 54T


http://blog.sgdream.cn/2019/06/09/ctf-2019-%25E5%258D%258E%25E5%258C%2597%25E8%25B5%259B%25E5%258C%25BA%25E5%258D%258A%25E5%2586%25B3%25E8%25B5%259B%25E8%25AE%25B0%25E5%25BD%2595-web/
https://www.dazhuanlan.com/2019/10/18/5da8af7e5119a/
https://xz.aliyun.com/t/5383#toc-3

Htdefine MAX_SIZE 0x40

check[] {
Oxla, 0x17,
0x02, 0x0a,
Ox0a, 0x16,
oxf3, ox87,
0x00, 0x00,
0x00, 0x05

int reverse(unsigned char
int k;
int j;

int i;

for (i 0; i MAX_SIZE; i)
al[i] 55
for ( j 9; J MAX_SIZE 1; j)
al[j] al[j + 1];
for ( k 0; k )
{
if ( k MAX_SIZE )
return 1;
if ( check[k] al[k] )
break;

}

return OLL;

int main(int argc, char *argv[]) {
char flaggie[0x50];

read(@, flaggie, 0x40);
return reverse(flaggie);

158 F LA i g 3o — 3 SO

import angr

p = angr.Project( )
pg = p.factory.simulation_manager()

e = pg.explore(find=0x0040120d, avoid=0x0040123f)
if (e.found) 9:
print(e.found[0].posix.dumps(0))

=>> bytes(d
b'CMISCCTF{machine_agnostic_that_not_easy}\xB0\x00\x08\x08\x00\x00\x00\x00\x00\ X
B8\x00\x00\xBE\x00\xE0\x00\x00 \x00\x00\x00\ x0B\x00\ x0B\x00"

B D




CMISCCTF{machine_agnostic_that_not_easy}

Reverse3-Crackme

R JE R I P A RIS HEAT T — /M a1, a AT 8 TR 82
TEIEL T e

3114571393449336878LL;
3609637387099048214LL;
649376180647958543LL;
16916018 ;
2075;
16;

for (i 0; i 30; i)

putchar(al ((char *)&v3 i));

HAXJIABIERE IR B A HE, EWMiZREcharfid
BRI ERa 1 E, RE—NXFERZERFE: FTCCSIMC_uoy_od{dna_prublos_ev}
BIZFRBEF, 24, $HEIEMag:

CMISCCTF{do_you_burp_and_solve}

Reverse4-oplog

R4, RIL smc
B code[0x20:] EH R IFFBIIEH solidity fig

from z3 import
Solver()

Int(
Int(
Int(

0x88c218df8c5c25674af5808d963bfee9
Oxfa8ccalbced@17e0ab064d4844c3020b
0xe0ac283049469716cebd61a5b97b8bef

.add(r1l 9)

.add(r2 9)

.add(r3 9)

.add(r1 ml)

.add(r2 m2)

.add(r3 m3)

0xde62 b * @x37b9 ¢ oxccl3
X2 Oxa4fb b * @xala5 C ox2fca
X3 ox8f9b b 0x9805 C 0xabad
mod 0x800000000VVRVVRVVRVVRVVRVVRLVBLVBLRVO
2357997788534811140333166336809177915724020
94024083436562980853861433269689272115769

7686765725723381031146546660250331403246417

14678491206170330851881690558556870568208252 mod




key) (x1 mod) )
key) (x2 mod) )
key) (x3 mod) )

assert s.check() sat

s.model()[r1l].as_long()
s.model()[r2].as_long()
C s.model()[r3].as_long()

from functools import

def egcd(a, b):
if o b:
return 1, 0, a
X, ¥, q egcd(b, a b)
X, y =Y, (x - a b *y)
return X, y, q

chinese_remainder(pairs):
mod_list, remainder_list [p[@] for p in pairs], [p[1] for p in pairs]
mod_product (lambda x, y: x * y, mod_list)
mi_list [mod_product//x for x in mod_list]
mi_inverse [egcd(mi_list[i], mod_list[i])[@] for i in (mi_list))]
X 0
for i in ( (remainder_list)):
X mi_list[i] mi_inverse[i] remainder_list[i]
X mod_product

return x

val chinese_remainder([(m1, r1), (m2, r2), (m3, r3)])
print( .fromhex( (val)[2:]))

flag{wuhan_v3r9_g0e9_s4y w3jj_8}
Pwn

Pwn1_cmcc_stack

TEEWT, A EE
https://blog.csdn.net/arttnba3/article/details/108068170

Pwn2_pwn_canary

A
https://blog.csdn.net/arttnba3/article/details/108068170

Crypto
Crypto1-Round

B R T

:D@J : :K=r<ecXiM\[V:X\jXit

U



https://blog.csdn.net/arttnba3/article/details/108068170
https://blog.csdn.net/arttnba3/article/details/108068170

num<=126) :
num=33+(num+i-33)%(94)

return (num)

kaisa_jiAmi(string,i):

string_new

for s in string:
string_new+=change(s, i)

print(string_new)

return string_new

kaisa_jiEmi(string):
for i in (0,94):
print( (GEND)

kaisa_jiAmi(string,i)

main():
print(
choice
if choice
string (
num ( (
kaisa_jiAmi(string,num)
elif choice
string (
kaisa_jiEmi(string)
else:

print(

main()

if _ _name__

main()




Select Administrater: C:\Program Files\PowerShell\7-preview\pwsh.exe

CMISCCTF{Enlarged_Caesar
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