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: % {echo,Zm:(h23t3|l"|2Fjl"IGlU~IXI;‘|:} | {basesd,-d} | {tr,5,6}
flag{w31cOme6} : $
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challenge2.pcapng

BBIRAEFE dnp3 i, UKENHEFE, ZEKEN 91 I Response B K ILE/NME HiHE —fIflag

| |dnp3
Ho. Fort Time Source Destination Protocel Length  Infe
1183 20000 274.798477 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 0123
1257 20000 2941.815069 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class @123
1344 20000 314.860707 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class @123
1417 20000 334.908288 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class @123
1495 20000 354.923646 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 0123
1570 20000 374.938901 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 0123
74 52363 25.771725 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
98 52363 33.037406 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
150 52363 42.413798 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
175 52363 50.646923 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
208 52363 59.976699 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
231 52363 66.183093 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
253 52363 73.334151 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
276 52363 78.471469 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
332 52363 90.895771 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
354 52363 97.083242 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
389 52363 105.365864 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
208 52363 111.632216 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
433 52363 118.926836 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
470 52363 127.240352 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
495 52363 134.474871 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
517 52363 140.697071 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
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Ho Fort Time Source Destinatioen Frotecol Length  Info
1183 20000 274798477 192.168.74.132 192.168.74.1 ONP 3.0 81 Read, Class 9123
1257 20000 294.815069 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 9123
1344 20000 314.860707 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 9123
1417 20000 334.905288 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 0123
1495 20000 354.923646 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 9123
1570 20000 374.938901 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 9123
74 52363 25.771725 192.168.74.1 192.168.74.132 DNP 3.0 91 Response



98 52363 33.637406 192.168.74.1 192.168.74.132 DNP 3.© 91 Response
158 52363 42_413798 192.168.74.1 192 .168.74.132 DNP 3.8 91 Response
175 52363 508.646923 192.168.74.1 192 .168.74.132 DNP 3.8 91 Response
208 52363 59.976699 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
231 52363 66.183093 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
253 52363 73.334151 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
276 52363 78.471469 192.168.74.1 192 .168.74.132 DNP 3.8 91 Response
332 52363 90.895771 192.168.74.1 192.168.74.132 DNP 3.@ 91 Response
354 52363 97.083242 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
389 52363 105.365864 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
408 52363 111.632216 192.168.74.1 192 .168.74.132 DNP 3.8 91 Response
433 52363 118.926836 192.168.74.1 192.168.74.132 DNP 3.@ 91 Response
470 52363 127.240352 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
495 52363 134.474871 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
517 52363 140.697071 192.168.74.1 192 .168.74_.132 DNP 3.8 91 Response
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Ho. Port Time Source Destination Protocol Length  Info
1183 20000 274.798477 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 0123
1257 20000 294. 815069 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 0123
1344 20000 314. 860707 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 0123
1417 20000 334908288 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 8123
1495 20800 354.923646 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 8123
1570 20800 374.938901 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 8123
74 52363 25.771725 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
98 52363 33.037406 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
150 T 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
175 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
208 52363 59.976699 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
231 52363 66.183093 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
253 52363 73.334151 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
276 52363 78.471469 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
332 52363 90.895771 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
354 52363 97.083242 192.168.74.1 192 .168.74.132 DNP 3.8 91 Response
389 52363 105.365864 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
408 52363 111.632216 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
433 52363 118.926836 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
470 52363 127.240352 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
495 52363 134.474871 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
517 52363 140.697071 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
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Ho. Port Time Source Destination Protocol Length  Info
1183 20000 274.798477 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 0123
1257 20000 294. 815069 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 0123
1344 20000 314. 860707 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 0123
1417 20000 334908288 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 8123
1495 20800 354.923646 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 8123
1570 20800 374.938901 192.168.74.132 192.168.74.1 DNP 3.8 81 Read, Class 8123
74 52363 25.771725 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
98 52363 33.037406 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
150 52363 42.413798 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
175 52363 50.646923 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
208 52363 59.976699 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
231 52363 66.183093 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
253 52363 73.334151 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
276 52363 78.471469 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
332 52363 90.895771 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
354 52363 97.083242 192.168.74.1 192 .168.74.132 DNP 3.8 91 Response
389 52363 105.365864 192.168.74.1 192.168.74.132 DNP 3.9 91 Response
408 52363 111.632216 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
433 52363 118.926836 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
470 52363 127.240352 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
495 52363 134.474871 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
517 52363 140.697071 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
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Ho. Port Time Source Destination Frotocol Length  Infe
1183 20000 274.798477 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 9123
1257 20000 294.815069 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 9123
1344 20000 314.860707 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 9123
1417 20000 334.908288 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 9123
1495 20000 354.923646 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 9123
1570 20000 374.938901 192.168.74.132 192.168.74.1 DNP 3.0 81 Read, Class 8123
74 52363 25.771725 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
98 52363 33.0837406 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
158 52363 42.413798 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
175 52363 50.646923 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
208 52363 59.976699 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
231 52363 66.183093 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
253 52363 73.334151 192.168.74.1 192.168.74.132 DNP 3.0 91 Response
276 52363 78.471469 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
332 52363 90.895771 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
354 52363 97.883242 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
389 52363 185.365864 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
488 52363 111.632216 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
433 52363 118.926836 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
478 52363 127.248352 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
495 52363 134.474871 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
517 52363 148.697671 192.168.74.1 192.168.74.132 DNP 3.8 91 Response
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| M Wireshark - 1882 TCP i (tcp.stream eq 6) - challenge.pcapng
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$ binwalk data.png

HEXADECIMAL DESCRIPTION

axe PNG image, 498 x 887, 8-bit/color RGBA, non-interlaced
Bx5B Z1lib compressed data, compressed
Bx2AE96 Z1lib compressed data, default compression

$ binwalk -e data.png

HEXADECIMAL DESCRIPTION

oxe PNG image, 498 x 887, 8-bit/color’RGBA, non-interlaced
0x5B Z1lib compressed data, compressed
Ox2AE96 Z1lib compressed data, default®compression

$ 1s

$ tree _data.png.extracted/

@ directories, 4 files
; $ |
hitps:/iblog.csdn.net/mochu7 777777

$ cd _data.png.extracted/
$ 1s

5 $ hexdump -C 2AE96
00000000 | .F666.C.F6..6C.F|
I

00006018 ...C.F..6C.F6666 |
|C.F666.C.F6..6C.}
|F..6CUELC.F6.66C]|
| .F6.6.C.F66¢6C.F|
|66 .CUEUCF6. .C.F|
|6.6.C.F6666C.F66|
| 6CUEIC.F6. .6C.F6|
| ./6C.F66.C.F.66C|
JBEUC.F66.6C.F6.6|
| .c.F66.6C.F6...C|
| .F..6C.F.6.C.F66|
|66C.F6.6C.F66.C.

000000d0 IF.6.C.F6..C.F66.|

0006088 le|

06006021
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) as

(0, (line),2):
(int(line[int(i):int(i+2)])),end




line file.

(line),2)
(line[int(i) :int(i+2)])),end=""

xe C:/Users/Administ
S.$8$_+5. L $+5.5888+5.885_+5.8__$+
finished with exit code ®

S.$$$ +S.$_ $+S._ +S.  $+S.$$$$+S.$%$ +S.$_ $+S.  $+"-"+S.$ $$+S.$ $ +S.$$ $+S.$$ +"-"+S.$_ +S.$_$ +S.$$$$+S.$9
+S.$%_ $4S.$%  $+4S.$% +S. $$+"-"+S.$$ $+S.$ $ +S.$$ $+S.$_ +S.  $+S. $ +S.$$$%+S.$ $+S.$$ +S. $ +S.$  +S.$%

KB s &#Ng, WT:

$.59%_+5.9__$+%._ +$._ $+3.99$$+5.$35_+$.5_ $+$._ $+"-"+3.9_$3+9.5_$_+$.99_$+5. 95 _+"-"+5.9__+9.$_$_+$.999$+5. 9%
$+"-"+$.5__$+%.$_ $+$.9%_+$. _$$+"-"+3.99_$+%.9_$_+$.9%_$+5.9_ +$._ $+$. P _+3.9985+%.9_$+9.9%_+$. % _+$.9_ +3.9%
$

AR JJencode , TEIEHI G HPIE EHIXEFEINIE alert(); B jjencode B G H B E EHELE alert(); BH
JJencodeEZ& N : https://www.tooleyes.com/appl/jiencode.html

alert($.$$$_+$.95_ $+$._ +%.  $+$.9999+9.98$ +5.9_ $+$.  $+"-"+$.9_$9+5.8 S +9.9% $+5.9%_+"-"+5.9_ +$.$_$_+9.9%%
$+$.$55+"-"+$.5_ $+$.8_ $+9.95_+$. $9+"-"+$.9%_$+$.5 S +9.9% $+5.9_ +$.  $+9. $ +5.9998+%.5 $+9.9% +$. % _+$.$_
+$.95_$);

& C & google.com

www.google.com

Gmail Images  EEE

-

Google Search I'm Feeling Lucky

Google offered in: S=IZ(EE) =32 (EiE)

r  EditThisCookie

") $._S1)+((18)="") S _§!

flag{e901fe91-bad6-4af7-9963-dad812f5624d}
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