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ѿ   

1  Linux ῤ  

ᵬ ̔Chaplin 

̔  ͠ F4ckTeam 

̔http://team.f4ck.org/ 

ѿ. :  

ҹ ̆ ᾢ wvs ѿ ȁ  

֓ ̆ פ ̆ 1- 1- 1̔ 

 

  1-1-1 

ғ ⱳ ̆ 1- 1- 2̔̂╠ google ̆ IE  ̃

  1- 1- 2 

ԋ. ҉ᴰ̔ 

’Ҋ ҉ᴰ.jpg,gif,png ӊ ᴆ̆ᶏ burp suite ҉ᴰ̆

̆ ҉ᴰ ̆ 1- 1- 3̆ 1- 1- 4̔ 

 
  1-1-3 
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  1-1-4 

҈. ̔ 

῀ ̆ RP ̆ ̆ root ̆ 1- 1- 5̔ 

 

  1-1-5 

Ҋ passwd Ḥ ̆ 1- 1- 6̔ 

 
  1-1-6 
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̆ 1- 1- 7̔ 

   

 1-1-7 

ҹ ῤ ̆ ᴪ ҡ ̆Ҋ ᾢ ҩ ssh ̆ pam

̆ ҹ Ⱶ pam ̆ pam ↨ ץ ̆

ᵖ ̆ ῤז ̂Linux jcms 2.6.32 - 71.el6.i686 #1 SMP Wed Sep 1 01:26:34 EDT 2010 

i686 i686 i386 GNU/Linux ̃ redhat/centos6 ȁԊ ԍ ̆ 1- 1- 8̔ 

 

  1-1-8 

6.0 ̆ ғ redhat ᴑҙ ᵬ ̆ ԅ̆ ԍҹָӇ̙ѿᴪᵰ

ԅ,Ҋ openssh Ȃ 

ѿ.  Ҋ  

Ҋ ̆ 1- 1- 9̔ 

 
  1-1-9 
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ԋ. ̔ 

1- 1- 10̆ 1- 1- 11̆ 1- 1- 12̔  

 
  1-1-10 

 

  1-1-11 

 

  1-1-12 
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ⱳ̆ ῤ ̆ ssh 22 ₮ ̆ ȁῬⱴ҉ root

̆ Ȃ 

҈. ̔ 

╠ ҩῈ IP Ⱶ ,ᾢ lcx ᴰ⌠ Ⱶ ‰ ѿҊ̆ 1- 1- 13̔  

 

  1-1-13 

̆ 1- 1- 14̔  

  1- 1- 14 

ѿ ₮ ԅ̆Ῥ ̆ ⱳ̆ 1- 1- 15̔  
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 1-1-15 

.ḱ ̔ 

ҹ Ạ ᵬ ̆ Ԋᾢ ᾢ ̆ 1- 1- 16̔  

 
  1-1-16 
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ԓ.Ḥ ̔ 

̔ᾢ Ҋ ⌠ Һ ̆ 1- 1- 17̔  

  1- 1- 17 

ssh Ḥᴋ῏ ̆ 1- 1- 18̔  

  1- 1- 18 

̆ ѿҩ ҉̆ kerberos Ӟ Ḥ r̆sync Ӟ M̆ountӞ

ᴋᵥ ̆פ history ⌠ IP̆ 1- 1- 19̆ 1- 1- 20̆ 1- 1- 21̔  

 

 1-1-19 
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 1-1-20 

 

 

  1-1-21 

˻ ָӇ ̆ Ҋѿ Ȃ 

Έ. ̔ 

LD_keylog ̆ ץ ssh̆rsync̆su ᵬ̆ ῤ

қ ̆ Ҋ ̆ 1- 1- 22̔  

 
  1-1-22 

Ҋ ᵝ ץ פ ̆ 1- 1- 23̔  
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  1-1-23 

̆ ᶏ̆ Ҍ ‰ Ҍ̆ history ָӇ ԅ̆ 1- 1- 24̔  

  1- 1- 24 

҂. yum ̔ 

Ҋ ettercap ̆ ettercap yum ԅ̆ᵖ ̙ ԅѿҩ ȁ

redhat  ᴑҙ 6.0 ᵬ ̆ yum ҉Ҍ ̆ ӞҌ ꞊Ῥ Ⱶ

҉Ҋ ѿҩ redhat iso Ἕ̆ ѿҩ yum ᶫҊ ̆ ғӞҌ ῃ̆

ץ ̙ Ⱳ redhat yum ᶏ centos yum ȁ ’Ҋ Ҍ ȁ

≢ Ȃ ᵰ ҌῚ ₮ ˻ 

1ȁ− redhat yum  

# rpm - aq | grep yum|xargs rpm - e -- nodeps 

2ȁҊ yum   

ױ Ԋᾢ ԅ̆ 1- 1- 25̔  

 
  1-1-25 










































































































































































































































































































