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~/Desktop/cstools/vcenter_saml_login-main
data.mdb
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ning_settings.key

_pem_pri

in load_pem_pri
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ldap_bind: Invalid credentials (49)
[*] Try to clean the ldif

done.

New user:

Password:
Remember to add it as an admin

XERMEAT, EERT—MER, Invalid credentials, BIFRUEIL.
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/usr/lib/vmware-vmdir/bin/vdcadmintool

Test LDAP connectivity

Force start replication cycle
Reset account password
Set log level and mask

vmdir state

vmndir state

vindir log level and mask

/usr/Tib/vmware-vmdir/bin/vdcadmintool
EAFLL, EEXMEENR, — Bt TEEZEREZHEERIE, FFAK.
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cat /etc/vmware-vpx/vcdb.properties
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/opt/vmware/vpostgres/current/bin/psql -h 127.0.0.1 -p 5432 -U vc -d VCDB -c
"select ip_address,user_name,password from vpx_host;" > password.enc

FpSHEER— I REIIshell3kiiT, EAERFEMAN—REUEESRT, HIEEZBHERINKY
HvcdbERIRIERD.

e

/ cd /tmp
/ tmp /opt/vmware/vpostgres/current/bin/psgl -h 127.0.0.1 -p 5432 -U vc

Password for user vc: EddressJuser_name,password from vpx_host;" > password.enc

BTG, HERE T —HIKSIARIIZEesxi EIRRAIR,

ip_address | user_name | password
| vpxuser | *TIh9efwVvdt
| vpxuser | *iansUwXwLQ
| vpxuser | *LRyJlgoOpO
| vpxuser | *BuaSUSt+re
| vpxuser | *LEX5glkKlu
| vpxuser | *FJVHGg2yaH
| vpxuser | *I37WvwyLyn
| vpxuser | *eTWhwL3KfP
| vpxuser | *YoRNJ1KRT6
| vpxuser | *XOsjFRcx4U
| vpxuser | *tyaM8znmsw
| vpxuser | *o/0glevDIK
| vpxuser | *Z8EEXC2Bp+
| vpxuser | *qVOmVHU7ma
| vpxuser | *7R6108wpwT
| vpxuser | *blKyFVXv1P
| vpxuser | *GMPVSAJLiT
| vpxuser | *rPlAFzKJJu
| vpxuser | *+e0KRIJhxG
| vpxuser | *JIuDOTZ+gA
........... | vpxuser | *RLfGGereux

IXEERAESHIBASECANINEE, boABEEMEMIT Y, AESIEZREIREN—" key,
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cat /etc/vmware-vpx/ssl/symkey.dat

REREHA, #iTHE, XEERSN CIMMRIEA

import base64
import sys

from Crypto.Cipher import AES



usage =
where 1is symkey.dat

windows: C:\ProgramData\VMware\vCenterServer\cfg\vmware-vpx\ssl\symkey.dat
Linux: /etc/vmware-vpx/ssl/symkey.dat

where is psql

windows: C:\Program Files\VMware\vCenter Server\vPostgres\bin\psql.exe

Linux: /opt/vmware/vpostgres/current/bin/psql

psql -h 127.0.0.1 -p 5432 -U vc -d VCDB -c "select ip_address,user_name,password

from vpx_host;" > password.enc

python3 decrypt.py symkey.dat password.enc password.txt

def pkcs7unpadding(text):
length = len(text)
padding_length = ord(text[-1])
return text[0:length-padding_length]

def decrypt(key, enc_passwords):

[1

key_bytes = bytes.fromhex(key)

for enc_password in enc_passwords:

passwords

content = base64.b64decode(enc_password)
iv_bytes = content[:16]
enc_password_bytes = content[16:]
cipher = AES.new(key_bytes, AES.MODE_CBC, iv_bytes)
password_bytes = cipher.decrypt(enc_password_bytes)
password = str(password_bytes, encoding="utf-8"')
password = pkcs7unpadding(password)
passwords.append(password)

return passwords

def save_decrypt_password(path, passwords):
data = '"\n'.join(passwords)
with open(path, 'w') as file:
file.write(data)

def get_encrypt_password(path):
encrypt_passwords = []
with open(path) as file:
for 1line in file:
encrypt_password = Tine.strip('*').strip()
encrypt_passwords.append(encrypt_password)
return encrypt_passwords

def get_key(path):
with open(path) as file:



key = file.read(Q .stripQ
return key

def main(Q:
if len(sys.argv) != 4:
print(usage)
exit(l)
key = get_key(sys.argv[1l])
encrypt_passwords = get_encrypt_password(sys.argv[2])
save_path

sys.argv[3]
passwords = decrypt(key, encrypt_passwords)
save_decrypt_password(save_path, passwords)

if _name_ == '_main__":
main(Q)

AEEEE
python3 vpxuser.py .\symkey.dat .\password.enc password.txt

SRR, SRR

: J— . python vpxuser.py symkey.dat password.enc password.txt
Traceback (most recent call last):
File "I~ I top\test\vpxuser.py", line 76, in <module>
main()
File " | . \Desktop\test\vpxuser.py", line 71, in main
passwords = decrypt(key, encrypt_passwords)

File " Desktop\test\vpxuser.py", line 32, in decrypt
content = base6l.b6ldecode(enc_password)
File " . python3\lib\base64d.py", line 87, in b6uddecode
return binascii.a2b_base6u(s)
binascii.Error: Invalid base6U-encoded string: number of data characters (25) cannot be 1 more than a multiple of 4

RER 7 —1be4rNER, SUHERE, AKIABHXITenciIL LR,

‘def get encrypt password(path):

encrypt passwords = []
1 with open(path) as file:
3 for line in file:

encrypt password =|line.strip('*"').strip()

i encrypt passwords.append(encrypt password)
print (encrypt passwords)
. return encrypt passwords

XERETIRHE, (BRFENZZRencRXMEFRY



ip_address | user name | password

| vpxuser | *TI =
| vpxuser | *ia =
| vpxuser | *LR =
| vpxuser | *Bu =
| vpxuser | *LE =
| vpxuser | *FJ =
| vpxuser | *I3 =
| vpxuser | *eT =
| vpxuser | *Yo =
| vpxuser | *XO =
| vpxuser | *ty =
| vpxuser | *o/ =
| vpxuser | *z8 =
| vpxuser | *qVv =
| vpxuser | *7R =
| vpxuser | *bl =
| vpxuser | *GM =
| vpxuser | *rp =
| vpxuser | *+e =
| vpxuser | *JI =
vvvvvvvvvvv | vpxuser | *RL =

EERSEMNFR, RXEFERMEN HKenchpassword, AEHEI—HXHEH.
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ValueError: Incorrect IV length (it must be 16 bytes long)

XERT—MVIRBENER, XEFEUREATZ16bytestIKESHREIR, EMERAFINT—
B8

def legth(value):
1l = len(value)
flag =1 % 16
3 if flag '= 0O:
add = 16 - (1 % 16)
- value = value + ('\0' * add).encode('utf-8")
. return value

PRfEfEdecryptiRE EINT—1TCR3



tdef decrypt (key, enc passwords):

passwords = []
key bytes = bytes.fromhex (key)
= for enc password in enc passwords:

content = base64.b6ddecode (enc password)

iv_bytes = content[:16]
print(iv bytes) (//////////
liv_bytes = legth(iv bytes) |
enc password bytes = content[16:]
cipher = AES.new(key bytes, AES.MODE CBC, iv bytes)
password bytes = cipher.decrypt (enc password bytes)
password = str(password bytes, encoding='utf-8")
password = pkcs7unpadding (password)
passwords.append (password)

return passwords
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>python vpxuser.py symkey.dat pass.enc pass.txt
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import base64
import sys

from Crypto.Cipher import AES

usage =

where 1is symkey.dat

windows: C:\ProgrambData\VMware\vCenterServer\cfg\vmware-vpx\ssl\symkey.dat
Linux: /etc/vmware-vpx/ssl/symkey.dat

where 1is psql

windows: C:\Program Files\VMware\vCenter Server\vPostgres\bin\psql.exe

Linux: /opt/vmware/vpostgres/current/bin/psql

psql -h 127.0.0.1 -p 5432 -U vc -d VCDB -c "select ip_address,user_name,password

from vpx_host;" > password.enc

python3 decrypt.py symkey.dat password.enc password.txt

i

def pkcs7unpadding(text):
length = len(text)
padding_length = ord(text[-1])
return text[0:length-padding_length]

def legth(value):
1 = Ten(value)
flag = 1 % 16
if flag != 0:
add = 16 - (1 % 16)
value = value + ('\0' * add).encode('utf-8")
return value

def decrypt(key, enc_passwords):
passwords = []



key_bytes = bytes.fromhex(key)

for enc_password in enc_passwords:
content = base64.b64decode(enc_password)
iv_bytes = content[:16]
print(iv_bytes)
iv_bytes = Tegth(iv_bytes)
enc_password_bytes = content[16:]
cipher = AES.new(key_bytes, AES.MODE_CBC, iv_bytes)
password_bytes = cipher.decrypt(enc_password_bytes)
password = str(password_bytes, encoding="utf-8')
password = pkcs7unpadding(password)
passwords.append(password)

return passwords

def save_decrypt_password(path, passwords):
data = '\n'.join(passwords)
with open(path, 'w') as file:
file.write(data)

def get_encrypt_password(path):
encrypt_passwords = []
with open(path) as file:
for 1ine in file:
encrypt_password = line.strip('*').stripQ
encrypt_passwords.append(encrypt_password)
print(encrypt_passwords)
return encrypt_passwords

def get_key(path):
with open(path) as file:
key = file.read().strip(Q
print(key)
return key

def main(Q):
if len(sys.argv) != 4:
print(usage)
exit(l)
key = get_key(sys.argv[1l])
encrypt_passwords = get_encrypt_password(sys.argv[2])
save_path = sys.argv[3]
passwords = decrypt(key, encrypt_passwords)
save_decrypt_password(save_path, passwords)

if _name__ == "_main__":
mainQ)

Done
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