LiEAPTI G SEA1E

https://micropoor.blogspot.com/

it BEEERRVKEERET LSS S  BRE.
X ATHRIEHE. SIUEm. #ERE. IRCBEELSSHMUBHERR.

KshH - 192.168.1.5 Debian

0f : 192.168.1.2 Windows 7
192.168.1.115 Windows 2003
192.168.1.119 Windows 2003

F—FFE M A scanner FAYRMER | HEIAIIAREEEN , 2517

e auxiliary/scanner/discovery/arp_sweep
e auxiliary/scanner/discovery/udp_sweep
e auxiliary/scanner/ftp/ftp_version

e auxiliary/scanner/http/http_version

e auxiliary/scanner/smb/smb_version

BEFFE M Escanner FAIRMER | BHEIAIIAMEEEN , 2517

e auxiliary/scanner/ssh/ssh_version

e auxiliary/scanner/telnet/telnet_version
e auxiliary/scanner/discovery/udp_probe
e auxiliary/scanner/dns/dns_amp

e auxiliary/scanner/mysqgl/mysqgl_version

o 7% : EFauxiliary/scanner/ssh/ssh_version & IISSHARSS

I msf auxiliary(scanner/ssh/ssh version) > show options
3 Module options (auxiliary/scanner/ssh/ssh _version):

5 Name Current Setting Required Description
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7 RHOSTS 192.168.1.0/24 yes The target address range or CIDR identifier
8 RPORT 22 yes The target port (TCP

9 THREADS 50 yes The number of concurrent threads

10 TIMEOUT 30 yes Timeout for the SSH probe

12 msf auxiliary(scanner/ssh/ssh _version) > exploit

4 [+] 192.168.1.5:22 - SSH server version: SSH-2.0-OpenSSH_7.9pl1 Debian-
5 service.version=7.9pl1 openssh.comment=Debian-5 service.vendor=0penBSI
service.family=0penSSH service.product=0penSSH service.cpe23=cpe:/a:open
sd:openssh:7.9pl1l os.vendor=Debian os.family=Linux os.product=Linux os.cp
23=cpe:/o:debian:debian_linux:- service.protocol=ssh fingerprint_db=ssh
anner

15 [*] Scanned 52 of 256 hosts (20% complete

16 [*] Scanned 95 of 256 hosts (37% complete

17 [*] Scanned 100 of 256 hosts (39% complete
18 [*] Scanned 103 of 256 hosts (40% complete
19 [*] Scanned 131 of 256 hosts (51% complete
20 [*] Scanned 154 of 256 hosts (60% complete
21 [*] Scanned 180 of 256 hosts (70% complete
22 [*] Scanned 206 of 256 hosts (80% complete
23 [*] Scanned 235 of 256 hosts (91% complete
24 [*] Scanned 256 of 256 hosts (100% complete

25 [*] Auxiliary module execution completed

ow options

Module options ¥iliary/ il ersiong:

Name Current Setting Reguired Description

The target add range or CIDR identifier
get port

The number of urrent threads

Timgout for the SSH probe

fingerpri
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completed

e 1 : EFauxiliary/scanner/telnet/telnet_version KM TELNETARSS



I msf auxiliary(scanner/telnet/telnet_version) > show options

)

3 Module options (auxiliary/scanner/telnet/telnet _version

5 Name Current Setting Required Description

7 PASSWORD no The password for the specified username

8 RHOSTS 192.168.1.119 yes The target address range or CIDR identifier
9 RPORT 23 yes The target port (TCP

10 THREADS 50 yes The number of concurrent threads

Il TIMEOUT 30 yes Timeout for the Telnet probe

12  USERNAME no The username to authenticate as

14 msf auxiliary(scanner/telnet/telnet version) > exploit

6 [+] 192.168.1.119:23 - 192.168.1.119:23 TELNET Welcome to Microsoft Te
lnet Service \x@a\x@a\x@dlogin:

17 [*] Scanned 1 of 1 hosts (100% complete

18 [*] Auxiliary module execution completed

msf auxiliary (scanner/telnet telnet version) = show options

Module options (auxiliary/scanner/telnets/telnet_version]:

Mame current Setting FRequired Description

The d fo he specified username
The tar a : or CIDR identifier
The tar

uxiliary {scanner/telnet /telnet_version)

528.1.119:23 TELKET Welcome to Microsoft Telnet Service
. complete)
iary module cution completed

e )\ : EFscanner/discovery/udp_probe R IRHRMIIFEEN]

I msf auxiliary(scanner/discovery/udp_probe) > show options
3 Module options (auxiliary/scanner/discovery/udp_probe
5 Name Current Setting Required Description

7 CHOST no The local client address



RHOSTS 192.168.1.0/24 yes The target address range or CIDR identifier
THREADS 50 yes The number of concurrent threads

msf auxiliary(scanner/discovery/udp_probe) > exploit

+| Discovered NetBIOS on 192.168.1.2:137 (JOHN-PC:<00>:U :WORKGROUP:
<00>:G :JOHN-PC:<20>:U :WORKGROUP:<1le>:G :WORKGROUP:<1d>:U :__MSBROWSE__
<01>:G :4c:cc:6a:e3:51:27

+| Discovered DNS on 192.168.1.1:53 (de77850000010001000000000756455:
5349414e0442494e440000100003c00c0010000300000001001a19737572656C79207967:
5206d757374206265206a6T6b696e67

*] Scanned 43 of 256 hosts (16% complete
*] Scanned 52 of 256 hosts (20% complete
*] Scanned 89 of 256 hosts (34% complete

+] Discovered NetBIOS on 192.168.1.119:137 (WINO3X64:<00>:U :WINO3X6
4:<20>:U :WORKGROUP:<00>:G :WORKGROUP:<1le>:G :WINO3X64:<03>:U :ADMINISTR/
TOR:<03>:U :WINO3X64:<01>:U :00:0c:29:85:d6:7d

*] Scanned 103 of 256 hosts (40% complete
*] Scanned 140 of 256 hosts (54% complete
*] Scanned 163 of 256 hosts (63% complete
*] Scanned 184 of 256 hosts (71% complete
*] Scanned 212 of 256 hosts (82% complete
*] Scanned 231 of 256 hosts (90% complete
*] Scanned 256 of 256 hosts (100% complete

*] Auxiliary module execution completed

msf auxiliary (scanner/discovery/udp probe} = show options

Module options (auxilia anner/discovery/udp_probel:

Mame current Setting Required Description

The local client
The target add ge or CIDR identifier
The number of concurrent threads
msf auxiliary {scanner/discovery/udp probe} = exploit
overed MetBIOS on 192,162.1.2:137 (JOHN-PC:<00=:1U :WORKGROUP: < G JOHM-PC: = U WORKGROUP : =

50000010001 000000000755455253494f 4204424642 4400001 00003 G000

U WORKGROUP: <0 3 WORKGRO

complete]
mplete)




10
11

12

F . EFauxiliary/scanner/dns/dns_amp &R MR EEL

msf auxiliary(scanner/dns/dns_amp) > show options
Module options (auxiliary/scanner/dns/dns_amp):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe in each set
DOMAINNAME isc.org yes Domain to use for the DNS request
FILTER no The filter string for capturing traffic

INTERFACE no The name of the interface

PCAPFILE no The name of the PCAP capture file to process
QUERYTYPE ANY yes Query type(A, NS, SOA, MX, TXT, AAAA, RRSIG,

DNSKEY, ANY)

13
14
15
16
17
18
19
20
21
22
23

24

RHOSTS 192.168.1.0/24 yes The target address range or CIDR identifier
RPORT 53 yes The target port (UDP)

SNAPLEN 65535 yes The number of bytes to capture

THREADS 50 yes The number of concurrent threads

TIMEOUT 500 yes The number of seconds to wait for new data

msf auxiliary(scanner/dns/dns_amp) > exploit

[*] Sending DNS probes to 192.168.1.8->192.168.1.255 (256 hosts)
[*] Sending 67 bytes to each host using the IN ANY isc.org request
[+] 192.168.1.1:53 - Response is 530 bytes [7.91x Amplification]
[*] Scanned 256 of 256 hosts (100% complete)

[*] Auxiliary module execution completed



m=f auxiliary(scanner/dns/dns_amp] = show optilons

Module options {auxiliary/scanner/dn _ampl:
Wame Current Setting FRequired Description

DOMALNRAME ; for the DNS reque
FILTER ing for capturing traffic
INTERFACE ace

0

Query typelA, MS, ! ) ., FRS DNSKEY, AN
The target ad an )
The target port (LUDP)

SHAPLEN : i The number of bytes to capture

THREADS 50 ¥ The number of 5

TIMEQLT SEG [ The number of

f auxiliary (scanner/dns/dns_amp} = exploit

Sending DNS probes
Sending &7

sts (1
xecution completed

e + : EFauxiliary/scanner/mysql/mysql_versionZImysqliRsS

msf auxiliary(scanner/mysql/mysql_version) > show options
Module options (auxiliary/scanner/mysql/mysql_version

Name Current Setting Required Description

RHOSTS 192.168.1.115 yes The target address range or CIDR identifier

RPORT 3306 yes The target port (TCP
THREADS 50 yes The number of concurrent threads

msf auxiliary(scanner/mysql/mysql version) > exploit

+] 192.168.1.115:3306 - 192.168.1.115:3306 is running MySQL 5.1.52-cc
mmunity (protocol 10

*] Scanned 1 of 1 hosts (100% complete

*] Auxiliary module execution completed



msf auxiliary (scanner/mysql/mysql_version) = show optlons
Module options (auxiliary/Sscanner/mysql/mysql_version):
Mame current Setting PRequired Description

range or CIDR identifier
et port (TCP)

THREADS 50 ? 1e number of concurrent threads

msf auxiliary (scanner/mysql/mysql_version) = exploit

[+] 1t - 68.1.115:3306 iz running MySOL 5.1.52-community (protocal 18}
[*#] Scanned 1 of 1 hosts (100% complete)
[#] Auxiliary module ution completed
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