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EEEN  FEHRESEMNRIA/NEK.

TN - 192.168.1.102 Debian

0f : 192.168.1.2 Windows 7
192.168.1.115 Windows 2003
192.168.1.119 Windows 2003

F—FFE M A scanner FAYRMER | HEIAIIAREEEN , 2517

e auxiliary/scanner/discovery/arp_sweep
e auxiliary/scanner/discovery/udp_sweep
e auxiliary/scanner/ftp/ftp_version

e auxiliary/scanner/http/http_version

e auxiliary/scanner/smb/smb_version

BEFFE M Escanner FAIRMER | BHEIAIIAMEEEN , 2517

e auxiliary/scanner/ssh/ssh_version

e auxiliary/scanner/telnet/telnet_version
e auxiliary/scanner/discovery/udp_probe
e auxiliary/scanner/dns/dns_amp

e auxiliary/scanner/mysqgl/mysqgl_version

A

F=FFENBscanner FEIRMELR |, HHEIAIIAMNFEEN , 23078 :

e auxiliary/scanner/netbios/nbname
e auxiliary/scanner/http/title

e auxiliary/scanner/db2/db2_version
e auxiliary/scanner/portscan/ack

e auxiliary/scanner/portscan/tcp
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FFEFENBscanner FAIR/NMER |, HEIATIAMNEEEN , 2508 :

e auxiliary/scanner/portscan/syn

e auxiliary/scanner/portscan/ftpbounce
e auxiliary/scanner/portscan/xmas

e auxiliary/scanner/rdp/rdp_scanner

e auxiliary/scanner/smtp/smtp_version

FREFFENBscanner FAI="MER , LN db_nmapiEBl&BRMEEENL , 2308 :

e auxiliary/scanner/pop3/pop3_version
e auxiliary/scanner/postgres/postgres_version
e auxiliary/scanner/ftp/anonymous

e db_nmap

FARZEENBpost RIS MER |, HHEIATMHRMNEEEN , 2308 :

e windows/gather/arp_scanner

e windows/gather/enum_ad_computers
e windows/gather/enum_computers

e windows/gather/enum_domain

e windows/gather/enum_domains

e windows/gather/enum_ad_user_comments

LI REP | T SHFIRINE Fscanner , db_nmapAgEIRIER
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o —+H : EFwindows/gather/arp_scanner/g IR MEEE

I meterpreter > run windows/gather/arp_scanner RHOSTS=192.168.1.110-120

THREADS=20

2

3 [*] Running module against VM_2003X86

4 [*] ARP Scanning 192.168.1.110-120

5 [+] IP: 192.168.1.115 MAC 00:0c:29:af:ce:cc (VMware
6 [+] IP: 192.168.1.119 MAC 00:0c:29:85:d6:7d (VMware

Inc

Inc



meterpreter = run windows/gather/arp_scanner RHOSTS=182,168.1,110-120 THREADS=20

[#] Running module against WM 20

[#] ARF Scanning 1&

[+] IP: 1 58.1.11 e ficerce [WMware, Inc.)
[+] IP: 192, 1¢ | : 5:d&:7d (WMware, Inc.)

e 7% : EFwindows/gather/enum_ad_computers&HlisH7FEEH]
| meterpreter > run windows/gather/enum_ad_computers

meterpreter = run win ather/enum_ad_computers

e 1+t : EFwindows/gather/enum_computersZIER1FEEH]

I meterpreter > run windows/gather/enum_computers

9

3 [*] Running module against VM_2003X86

I [-] This host is not part of a domain

meterpreter = run windows/gather/enum_computers

[#] Running module against WM
[-]1 This host is not part of a doma

e 1)\ : EFwindows/gather/enum_domain&IisH7FEEH]

| meterpreter > run windows/gather/enum_domain

* = run windows/gather/enum_domain

e 1A : EFwindows/gather/enum_domains &IEHFEEN]

I meterpreter > run windows/gather/enum_domains

3 [*] Enumerating DCs for WORKGROUP

| -] No Domain Controllers found



meterpreter = run windows/gather/enum_domains

[#] Enumerating DCs for WORKGROUP
[-]1 Mo Domain Controllers found. ..

e =+ :EFwindows/gather/enum_ad_user_comments I FEEE

I meterpreter > run windows/gather/enum_ad_user_comments

meterpreter = run windows/gathersenum_ad_user_comments

POSTTAEAIELRAN @ ( FIZE ) F—NA

e linux/gather/enum_network

e linux/busybox/enum_hosts

e windows/gather/enum_ad_users

e windows/gather/enum_domain_tokens

e windows/gather/enum_snmp
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