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MANDAMUS MEDIOCREM REREHENDUNT



漏洞价值最大化

全面、长期、隐蔽

高价值Web应用

后渗透



high-value 
web applications

domain 
management 
team building

defect 
tracking 

platforms, 

documents 
code 

repository 
management 

platforms

Application-oriented
MANT EUM E



List applications

List applications
MANT EUM E



初始权限

获取初始权限
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Post-Exploitation 
Functions 

List applications
MANT EUM E



为了提高后门的隐蔽性，采用无需落地的内存Shell，针对重启失效问

题，可以采用agent形式，但是与其新增一个落地jar文件，不如修改

已有文件。当然还需修改文件修改时间

zimbra本身功能上支持插件扩展，且默认安装以下常用插件

持久性后门隐藏
MANT EUM E



Memory-Shell
MANT EUM E



Obtain the desired DATA
MANT EUM E

No, we have a better way

https://files.zimbra.com/docs/soap_api/9.0.0/api-reference/index.html

• Provide the python-zimbra library.

• Offer functionality to handle the creation of Zimbra SOAP queries.

• Send HTTP requests to the backend for processing.

• Retrieve desired data by calling SOAP API through HTTP requests.

• Is it really necessary to make such a fuss about it?



Debug

Obtain the desired DATA

Debug 从层紧密嵌套的调用栈



数据库连接

Obtain the desired DATA
Database Connection Information



Obtain the desired DATA
User l ist and details retrieval



分析认证机制

Obtain the desired DATA
 Generate arbitrary user login credentials

凭证伪造 会话劫持



try to construct OperationContext, SearchParams, Mailbox, etc. Among them

Obtain the desired DATA



Obtain the desired DATA
Mail information retrieva



Debug

Obtain the desired DATA
Mail information retrieva

Debug Debug



流量侧隐蔽
Mail information retrieva
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1

obtaining domain 

controller 

administrator 

information and 

database-stored 

domain information, 

2

obtaining database 

connection 

information, 

3

obtaining integrated 

third-party application 

credentials, 

4

generating valid login 

information for 

accounts with the 

highest privileges, 

bypassing IP login 

restrictions, 

5

and recording 

plaintext passwords.

Zoho



$HOME\ADManager Plus\conf\database_params.conf

com.zoho.framework.utils.crypto.CryptoUtil.decrypt(“ ",2)

Obtain the desired DATA
Database Connection Information Retrieva



Obtain the desired DATA
Domain Controller Credential Retrieval



SELECT * FROM “admphdtlogonaudit”

Change session in DataBase

Zoho
Generating valid login information for the highest privilege account



Obtain the desired DATA
Plain Text Password Logging



Obtain the desired DATA
Plain Text Password Logging



劫持登录js

无法解密怎么办



注入后门及持久化
Injection of backdoors and persistence



ADmanager calls the default browser to access the login page every time it 

starts, com.adventnet.sym.adsm.start.StartWebClient#executeProgram

持久化后门留存
Database Connection Information Retrieva



Summary

由于时间紧迫，我只选择了一些具有代表性的后期利用应用程序进行了

代码和架构分析，分享了各种后利用功能的实现原理以及代码实现。希

望为其他高价值 web 应用程序的后利用工具的开发提供一些思路

https://github.com/0linlin0/XPost
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