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Q moonD4rk /| HackBrowserData

<> Code (© Issues 57 1 Pull requests

8 HackBrowserData ' Public
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a) moonD4rk and dependabot[bot] chore(deps): bump golang dependenc @ o  6a495al-5minutesago <O 411 Commits
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chore: Optimize GitHub actions and dependencies updates last month

fix: Improve error handling if walk browser profile dir last month

refactor: Optimize traversal browser data logic (#311) 4 months ago

fix: Improve error handling and fix wrong compress dir for... 3 weeks ago

refactor: Refactor encryption modules for Chromium brow... last month

refactor: Optimize traversal browser data logic (#311) 4 months ago

chore: add typos check linter in github actions (#285) 7 months ago

refactor: Optimize traversal browser data logic (#311) 4 months ago

fix: Improve error handling and fix wrong compress dir for... 3 weeks ago
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Extract and decrypt browser data,
supporting multiple data types, runnable
on various operating systems (macOS,
Windows, Linux).

windows macos golang firefox

chrome browser hacking edge

browser-extension pentest-tool

Readme

MIT license
Code of conduct
Activity

10.5k stars

157 watching
1.5k forks
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C:\Users\moond4rk\Desktop> .\hack-browser-data.exe -h chrome_def sessionstorage json
NAME : chrome_default bookmark.json

hack-browser—-data — Export passwords|bookmarks|cookies|history|credit cards|download hist
USAGE:

[hack-browser-data -b chrome -f json —--dir results —-zip]

Export all browsing data (passwords/cookies/history/bookmarks) from browser chrome_default_extension.json

Github Link: https://github.com/moonD4rk/HackBrowserData
VERSION:

0.4.6 chrome_default_localstorage.json

chrome_default_cookie.json

chrome_default_ download.json

chrome_default_history.json

chrome_default_password.json
GLOBAL OPTIONS:

—-verbose, --vv verbose (default: false)
—-—compress, ——zip compress result to zip (default: false)
——browser value, -b value available browsers: all|360|brave|chrome|chrome-beta|ct microsoft_edge_default downloadjson
—-results—-dir value, —-dir value export dir (default: "results")
——format value, -f value output format: csv|json (default: "csv")
——profile-path value, -p value custom profile dir path, get with chrome://version
—-—full-export, --full is export full browsing data (default: true) microsoft_edge_default localstorage....
—help, -h show help
—--version, -v print the version

chrome_default_sessionstorage.json

microsoft_edge_default_ bookmark.js...

microsoft_edge_default_extensionjson

microsoft_edge_default_history,json

microsoft_edge_default_password. json

microsoft_edge_default_sessionstora...

OEEHeENGEREFRNNGLITIE, AUEMSEHBRBIFMEEN TS PISUREUE.
BeifE 404 28BS Star #HHMTE— (10.5k stars)
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level=ERROR
source=chromium.go:99

msg="copy item to local error*
path="C:\Users\Username\AppData\\Local\Google\Chrome\User Data\Default\Network\Cookies"

filename=C:\Users\Username\AppData\Local\Temp\Cookies_2.temp
err="open C:\Users\Username\AppData\Local\Google\Chrome\User Data\Default\Network\Cookies:

hromium Browser Profile Sqllte3 é&*&ﬁj{ﬂ: Cook|es %iiigl\tﬂ

JSON SQLite3
Bookmark

Extension
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Copy Locked Files
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DuplicateHandle

KEHRFERA “chrome.exe” BSEHEF “—-utility-sub-type=network.mojom.NetworkService” i#F& Pid
{8 OpenProcess E#IA PROCESS_DUP_HANDLE PR} FFizi#ti2, FKEXBin#iZaiR
{£F NtQuerySysteminformation BREFRENRIE R ZERI SystemHandlelnformation &, &FA handles
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# % UniqueProcessld == Pid BJa)1&
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£ GetFileType REFIBTEZE SN FILE_TYPE_DISK
{£F GetFinalPathNameByHandle REEIMTE 4B E S A \Network\Cookies % &
{£F GetFileInformationByHandle REGERENEXHER, BITXHEAR/ fileSize
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DuplicateHandle %5

go build -trimpath -ldflag . famd/hack-browser-data/main. go
build completed. O ; :
est &8 ./ hack-browser-da
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chrome_default co
rome_default download.csv

chrome_default_extension.csv

127 chrome _default_histon

chrome_default_localstorage.csv
chrome default password.csw

chrome_default_sessionstorage.csv
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FileMapping
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B. {£F CreateFileMapping KLl 1k 5

C. {£F MapViewOfFile BREABIZEXHFE, REIFNAFIEFFEN buffer
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